AHOTALIIA

Cobuyk A. B. IndopmariiiiHa TEXHOJNOTISI CUHTE3y (PYHKIIIOHAIBHO CTIMKOi
0e31pOoTOBOT CEHCOPHOI Mepexi Ha OCHOBI camoopraHizauii ii CTPyKTypu. —
Kpanidikariitna HaykoBa mparis Ha IpaBax PyKOIIUCY.

Hucepramiss Ha 3700yTTS HAyKOBOTO CTymHeHsS JoKTopa dimocodii 3a
cremianpHicTIO 122 «Komm’rorepni  Hayku». — KuiBchkuil — HalliOHaJIbHUIN
yHiBepcuTeT iMeH1 Tapaca IlleBuenka, Kuis, 2020.

Po3BuTOK 1H(pOpMALIIITHMX TEXHOJOTIH Mepeaadl JaHUuX, a TAKOX TakKl CydacHI
CBITOBI TE€HJIEHIII, sIK «[HTEpHET peueit», MOOUTbHI MEPEKi HOBOTO MOKOJIHHSA 1 T. .,
3YMOBHUB PO3pOOKY HOBHX CTaHAApTiB 0€3ApOTOBOI nepeaayl iHdopmallii, o 3HaYHO
YCKJIQJIHIOE 3arajibHy CTPYKTYPY KOMYHIKAIITHUX CHCTEM, BHACIIAOK 3POCTAI0YOTO
PI3HOMAHITTS anapaTHOTO Ta MPOTrpaMHOro 3a0e3leueHHs, OJHAaK, B TOW e dyac,
CIIOHYKaB  BJIOCKOHAJEHHS  TaKUX CHUCTEM  BIJHOCHO  cHenupIYHUX  Ta
BY3BbKOCIICI[1aT130BaHUX 3aBJIaHb, SKI HE MOXJIMBO OyJ0 BHUKOHATH 1€ JCAKUN dYac
TOMY.

be3gporoBa ceHcopHa Mepeka Ha OCHOBI caMOOpraHizaiii CTPYKTYpH €
KOMITJIEKCHOIO CHCTEMOI0 300py, NpuiloMmy-Tiepenadi Ta o0OpoOKM JaHUX Ta
CKJIQZIAETHCS 3 PO3MOJIICHUX BY3JIiB, 3 BU3BHAUYEHUMHU (DYHKIIISIMH Ta BIIACTUBOCTSIMH,
0 3ajlexarh BiJg cepu Ta cepeqoBHINA 3acTOCyBaHHs. BomgHouac, y 3B’SI3Ky 3
YCKJIQJHCHHSIM TaKUX CHUCTEM: MaclTaOyBaHHSIM CTPYKTYypHU, TE€TEPOTCHHUM
XapaKTepoM TMOOYJOBH, BUKOPUCTAaHHAM aBTOHOMHHMX THIIIB JKHUBJICHHS Ta
Paio3B’sI3Ky B SIKOCTI OCHOBHOTO CIocoOy mepejadl JaHUX Y BaXKKOAOCTYITHHX a0o
HeOe3MeuyHuX [IJIs JIIOJIMHU MICIAX, AaHaJOTIYHO 3pOCTAa€ HETAaTUBHUM BIUIUB
30BHIIIHIX Ta BHYTPIIIHIX JAecTaOlIi3ylounux (akTopiB, IO B1IOOpa)KaeThbCs Ha
3aranabHIN e(HeKTUBHOCTI QYHKIIIOHYBAHHS TAKHX MEPEXK.

3abe3nedeHHs BIACTUBOCTI (DYHKIIIOHATBHOT CTIHKOCTI 0€3/IpOTOBOI CEHCOPHOT
MEpexi MOKJIMKaHEe BUPIIIUTUA MPOOJIEMY BIUIMBY JECTaOLII3yr0unX (DAKTOPIB, TAKHX
SK: TIPOTpaMHi Ta anmapaTHi 3001, TOMIJIKH, BUTIAKOBI a00 HAaBMHCHI MOITKOIKCHHS

OKPEMHUX CTPYKTYPHUX €JIEMEHTIB, iX CYKYMHOCTI, KaHaJiB 3B’A3Ky MIX HHUMH,



kibeparak, BIIMOB B 0OCIyroByBaHi i T. .. [I1aHyBaHHS Ta BIPOBAKEHHS OKPEMHX
BU/IB CTPYKTYpHOI HaJAMIPHOCTi, BHOIp SKUX 3aJeKUTh BiJ CEpeIOBHUIIA
3aCTOCYBaHHS, KBaTiikarii 00CIIyTOBYHOYOTO nepcoHay, 3arajibHUX
KamiTaJoOBKJIaJIeHb, MAa€ Ha METI BHUPIIIUTH TpoOJieMy BIUIUBY PIZHOTO POy
HEraTUBHUX (aKTOpiB Ta 3a0€3MEUUTH MOAAIBITY POOOTY CHUCTEMH BH3HAYCHUU
nepioj yacy Ta 13 30epeKeHHAM KPUTUYHOTO PiBHs €(heKTUBHOCTI.

3a0e3neyeHHs] BHINE3a3HAUYEHOT BIACTUBOCTI i OyAb-SIKUX CKIQJIHUX
TEXHIYHUX CHUCTEM 3IMCHIOEThCS B TPU €Tamu: 1eHTU(IKAIls HEeIITaTHOI CUTYaIlil,
JIOKai3alisi HEeMTaTHOI CHUTyarlii, BIIHOBIEHHA (YHKIIOHYBaHHS 3a paxyHOK
Mepepo3MoaiTy pecypciB.

Y 3B’A3Ky 31 BCE3pPOCTAIOYOI0 CKIAIHICTIO Ta cdepamMu 3acTOCYBaHHS
0€3ApOTOBUX CEHCOPHUX MEPEX aKTyalbHUM € HAyKOBE 3aBJIaHHS pO3POOKU METOAY
CUHTE3Y (PYHKIIOHAJIBHO CTIMKOI O€3IpOTOBOI CEHCOPHOI MEpexl, 3 ypaxyBaHHSIM
OCHOBHUX OCOOJMBOCTEH CHCTEM [JAHOTO THILy, HacamIiepe] BJIacTUBOCTI
camooprasxizaiii. BupiiieHH:o 11boro 3aBaHHs 1 MPUCBAYEHA AUCepTalliiiHa poOoTa.

HayxoBa HOBH3HA 0/iep >KaHUX PE3yNIbTATIB MOJISTAE B TOMY, HIO:

yIOCKOHAJIEHO MAaTeMaTUYHy MOJENb (DYHKIIIOHATBHO CTiMKOT 0e31pOTOBOI
CEHCOpPHOI MEpEeXl Ha OCHOBI caMooprasizamii ii CTpYKTypH, sika Ha BIIMIHY Bij
ICHYIOUMX BpPaxOBY€ TaKi MOKa3HHUKH, SK: C€HEPrOCMOKMBAaHHS, YaCc BCTAaHOBIICHHS
HOBOTO KaHaJy »3B'A3Ky Ta KIIbKICTh MOXMOOK Tpu Tepenayi iHdopMmaiiii.
3anpornoHoBaHa MOJENb J03BOJSE 3HAYHO CKOPOTH OOYHMCIIOBAIbHI Ta YacoBl
BUTpATH TpU MOOY0BI a00 MepeHajalTyBaHHI HOBHX MapIIPyTIiB MK OKPEMUMU
eJIeMEeHTaMu MepeXi B pa3l IXHHOIO MOBHOTO a00 TUMYACOBOTO BHXOAY 3 Jaiy,
HECTaOUIbHOCTI KaHaly Nepeiayl, CAHKI[IOHOBAHOTO BTPYUYaHHS Ta IHIIUX 30BHIIIHIX
Ta BHYTPIIIHIX AeCTaOUTI3yt0unx (haKkTopiB;

BIIEpIIE€ 3alpONOHOBAHO METOJMKY CHUHTE3Y (PYHKIIOHAIBHO CTIHKOI
0e3IpOTOBOI CEHCOPHOI MEpPEki Ha OCHOBI camoopraHizaiii il CTpyKTypH, IO
BKJIIOYA€E B ce0e 3arajbHy Ta YaCTKOBY MOJEJ1 CHHTE3Y: 3arajbHa MOJEIb BU3HAYAE
CTPYKTYPY MEpEeXi, a caMe — KUIbKICTh BY3JIB Ta JIiHII nepenadi iHbopmalii mix

HAMH, a 4YacTKOBa — BIIPOBAKCHHs JOJATKOBHX CEHCOPIB Ta KaHAJIB Iepenadi



iHpopMmarii 10 yKe ICHYKUOi CHCTeMHM, SKI 3a0e3nedarh 3aJaHuid  PIBEHb
dyHKIIOHATBHOT cTifiKocTi. Ciijl 3a3HAYMTH, 10 BOJHOYAC MOYKIIMBE 3aCTOCYBaHHS
JuIIe OAHIET MoJenl CUHTe3y. BUKOpHCTaHHS METOJUKH JO03BOJISIE 3a0€3MeUYUTH
BJIACTUBICTh (DYHKIIIOHAJIBHOI CTIMKOCTI TMpH TMOOYJIOBI HOBOI CHUCTEMU a0 NIpH
MOJICpHI3aIlii y>Ke i1CHyI04Oi.

[IpakTyHa peamiszaiis oJiepKaHUX B POOOTI pe3yJbTaTiB JOIiJIbHA B
MaTeMaTUYHOMY Ta TMporpaMHOMY 3a0e3leyeHHi, SK CKJIaJ0Ba YacTHUHA
IHTEJICKTyaJIbHOI CHUCTEMHU YIIpaBIiHHSA O€3APOTOBUMHU CEHCOPHUMHU MEPEKaAMU,
TaKUM YWMHOM  BHUPINIYIOYM 3aj7a4l  MapupyBaHHA HACHIJKIB  3arpo3 Ta
necTabun3yrounX (PaKTopiB HUIISTXOM CaMOOpraHizallii JOCTYITHUX BHUJIIB HAIMIPHOCTI.

HaBeneni HaykoBO-OOTpYHTOBaHI MPAaKTUYHI PEKOMEHJAllli JI03BOJISIOThH
BU3HAYUTH 3arajbHUN TMOKa3HUK (PYHKIIOHAIBHOI CTIMKOCTI JOCHIHKYBAaHOI
cuctemMd. B Tol ke yac mopaibllie YAOCKOHAJEHHS 3alpOIOHOBAHUX METO/IIB
MIJIBHUINCHHS PIBHSA (DYHKIIIOHAIBHOI CTIMKOCTI € MEPCHEeKTUBHUM BIJIHOCHO 1HIIMX
CKJIQJHUX TEXHIYHUX CHUCTEM, III0 JO3BOJHUTH 3MEHIIUTH 3arajbHUl BIUIMB
necTabini3yrouux (pakTopiB pi3HOTO POAY il YaC €KCIUTyaTallii TaKuX CUCTEM.

KuirouoBi cioBa: 6e31poToBa CeHCOpHA Mepexka, (QyHKIIOHAIbHA CTIHKICTB,

caMooprasizailisi, METOJMKa CUHTE3Y.
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Sobchuk A. V. Information technology of synthesis of functionally stable
wireless sensor network based on the self-organization of its structure. — Qualifying
scientific work on the rights of the manuscript.

Dissertation for obtaining the scientific degree of the doctor of philosophy on a
specialty 122 "Computer Science". — Taras Shevchenko National University of Kyiv,
Kyiv, 2020.

The development of data communication technologies, as well as current
global trends such as the Internet of Things, next-generation mobile networks, etc.,
has led to the development of new standards for wireless data transmission, which

significantly complicates the overall structure of communication systems due to the
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growing diversity of hardware and software, however, at the same time, encouraged
the improvement of such systems with respect to specific and highly specialized tasks
that could not have been completed some time ago.

The wireless sensor network based on structure self-organization is a
comprehensive system of data acquisition, transmission and processing and consists
of distributed nodes, with defined functions and properties that depend on the scope
and environment. At the same time, due to the complexity of such systems: scaling of
the structure, heterogeneous nature of construction, the use of autonomous types of
power supply and radio communication as the main method of data transmission in
places inaccessible or dangerous to humans, the negative influence of external and
internal destabilizing factors is similarly increasing, which reflects on the overall
performance of such networks.

Ensuring the property of functional stability of the wireless sensor network is
intended to solve the problem of the influence of destabilizing factors, such as:
software and hardware failures, errors, accidental or deliberate damage of individual
structural elements, their totality, communication channels between them, cyber-
attacks, service failures, etc. The planning and implementation of certain types of
structural redundancy, the choice of which depends on the environment, the
gualifications of the service personnel, the general investment, is aimed at deciding
and the problem of the influence of different negative factors and provide the system
further specified period of time and maintaining a critical level of effectiveness.

Provision of the aforementioned property for any complex technical systems is
carried out in three stages: identification of an emergency situation, localization of an
emergency situation, restoration of functioning due to the redistribution of resources.

Due to the increasing complexity and scope of wireless sensor networks, the
scientific task of developing a method for the synthesis of a functionally stable
wireless sensor network is relevant, taking into account the main features of systems
of this type, especially the properties of self-organization. Dissertation work is
devoted to solving this problem.

The scientific novelty of the obtained results is that:



mathematical model of the functionally stable wireless sensor network based
on self-organization of its structure is improved, which, unlike the existing ones,
takes into account such indicators as: energy consumption, time of establishment of a
new communication channel and number of errors in the transmission of information.
The proposed model can significantly reduce the computational and time costs of
constructing or reconfiguring new routes between individual network elements in the
event of their complete or temporary failure, transmission channel instability,
sanctioned interference, and other external and internal destabilizing factors;

for the first time, a method of synthesis of a functionally stable wireless sensor
network based on self-organization of its structure is proposed. channels for
transmitting information to an existing system that will provide the desired level of
functional stability. It should be noted that only one synthesis model can be used at a
time. The use of the method allows to provide the property of functional stability
when building a new system or when upgrading an existing one.

The practical implementation of the results obtained in the work is appropriate
in mathematical and software as an integral part of the intelligent control system of
wireless sensor networks, thus solving the problems of counteracting the effects of
threats and destabilizing factors by self-organizing the available types of redundancy.

These scientifically sound practical recommendations allow us to determine the
overall indicator of the functional stability of the system under study. At the same
time, further improvement of the proposed methods of increasing the level of
functional stability is promising for other complex technical systems, which will
reduce the overall impact of destabilizing factors of various kinds during the
operation of such systems.

Keywords: wireless sensor network, functional stability, self-organization,

methods of synthesis.
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