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Juceprariist Ha 3100y TTS HAYKOBOTO CTYTEHs JoKTopa (histocodii 3 rany3l 3HaHb
12 IndopmariitHi TexHoiorii 3a cremianbHicTIO 121 IHXeHepis mporpaMHOro
3a0e3neueHHs. — HamionaneHuil TexHiyHMA yHiBepcuTeT Ykpainu «KuiBchkuit

MOJIITeXHIYHUHN 1HCTUTYT iMeHi [rops Cikopcbkoro», Kuis, 2020.

MynbpTUMeE1HI 1aH1 CKIa1al0Th 3HAYHY YacTKY JIaHUX, 10 MEPEAAI0ThCS Yepes
Mepexy [HTepHeT Ta 30epiraloTbes y pi3HOMAHITHUX XMApHUX CXOBHINAx. YacTuHa
UX MYJbTUMEIIMHUX JaHUX € TPUBATHUMH JIaHUMH KOPUCTYBayiB (OCOOHMCTI
dotorpadii, Bimeo Ta aymio3amnucu). BojaHowac, crHocTepiraerbcs TEHACHIIIS
30UTbIIEHHSI KUIBKOCTI KOPUCTYBAdYiB y COLIAJIBHUX MEpexkax Ta MECEHIDKepax, B
pe3yibTaTl 4OTO MEepeBakHA OUIBIIICTh KOPUCTYBAUiB MEpeki [HTEpHET Mae MeBHY
JI0JIF0 BJIACHUX TNEPCOHAJBHUX JAaHUX Ha cepBepax pI3HOMAHITHUX KoMmaHii. [s
NepcoHaibHa 1H(POpMallisl € KOH(DIICHIIIHOIO 1 HE Ma€ pO3MOBCIOIKYBaTUCS 0€3 3roAu
BiacHuka. I[Ipore, BijoMi BUMAJAKU BUKOPUCTAHHS MEPCOHATBHUX MYJIbTUMEIINHUX
JAHUX, OMyOJIIKOBAaHUX y MPUBATHUX OecijaX COLIaAIbHUX MEpPEkK Ta MECEHKepax, 3
METOI0 TapreTyBaHHS peKJIaMHUX orojiomeHb. OTtxke, 30epiraroud gaHl I103a
JIOKQJIbHUM KOMIT I0TEpPOM, KOPUCTYBau BTpavyae MOBHUI KOHTPOJb 3a JOCTYIIOM J0
nux naHux. [Ipobnema nepenadi KOHPIACHIIITHUX MYyJIbTUMEAINHUX JaHUX ICHYE 1Y
TEJIeMETUIHI, ne nependaueHe  BUKOPUCTaHHS ~ KOMIT'IOTEPHUX  Ta
TEJIEKOMYHIKalIMHUX TEXHOJIOTIM i1 OOMIHYy MEAMYHOIO0 1H(POpPMALIE€0 y BUIIISAL
300pakeHh Ta Bileo (HAMpWKIaA, PEHTTEHIBCHKI  3HIMKH,  BIJICO3alHCH
€HJOCKOITYHOTO 00CcTe)eHHSs To110). [Ipu nepenayl kKoHGIIESHIIIHHUX TAHUX TaIli€HTa
yepe3 Mepexy [HTepHET icHy€e IMOBIPHICTh BUTOKY 1H(pOpMallii, a nepeaada MeIuyHuX

JaHHUX Y BIIKPUTOMY BUTJISII € HEMTPUITYCTUMOIO 3 TIPABOBOI TOUKH 30Dy .



s 3axucty KOH(MIICHIIIHHUX TaHUX KOPUCTYBadiB MepeXi IHTEpHET MOXKYTh
BUKOPHCTOBYBAaTUCH PI3HOMAHITHI METOAM, BKIIIOUAIOUYU METOAM CTEraHorpadiyHOro
3axucty. [lepeBaroto creraHorpadiuHOro 3aXUCTY € T€, 110 BiH JI03BOJISIE MPUXOBATU
caM (akT icHyBaHHSI KOH(}iJeHIIHHOI 1HpOpMaIlli, 110 JT03BOJISIE BUKOPHCTOBYBATH
cTeraHorpagiuii MeToau g 3a0e3MedyeHHs KOH(IACHUIMHOCTI y 3BHUYAHHUX
MECEH/IKEPAX, COLIAJBHUX Mepekax, Tomo. Jlias MiABUIIEHHS PIBHA 3aXUCTY
MyJIbTUMEIIMHUX JaHUX JIOIUIBHO BUKOPHCTOBYBAaTH KPUMNTO-CTeraHorpadivHi
METOAM, Kl mepeAadaydaroTh MONEpenHe MU(pPyBaHHA JaHUX Hepen  iX

cTeraHorpagpiyHuM BOYIOBYBaHHSM.

[Tin wac peamizaiii METOMIB 3aXUCTy MYJbTUMEIIMHUX JaHUX Y BUIJISAIL
MIPOrpamMHOro MNPOAYKTY HEOOXIJTHO BPAXOBYBATH HE JIUILIE PIBEHb 3aXUCTY JIaHUX, A
TaKO>X 1HII BUMOTH, BUKOHAHHS SIKUX € BOKJIMBUM IS 3py4HOT poOOTH KOpHCTyBaya.
OCHOBHOIO 3 IUX BUMOT € BHUCOKA IIBHJKICTb OOpOOJIEHHS KOPUCTYBALIbKUX JaHUX.
AHaJli3 1ICHYIO4YOr0o MPOrpamMHOTO 3a0€3MEeUeHHsS CBIIYUTH MPO TE, IO HAa ChOTOAHI
CIIOCTEpITaeThCsl moTpeda y po3po0JeHI HOBHX NPOTPAMHHUX MPOAYKTIB, SIKi
J03BOJISITUMYTh KOpUCTYyBadaM Mepexi [HTepHeT 3a0e3neuyBaTtd KOH(QIIECHUIHHICTD
CBOIX MYJIbTUMENIMHUX NaHuX. [Ipu 11boMy HEOOXimMHO 3a0€3MeUuTH 3PYUYHICTH Ta
IPOCTOTY PO3POOJICHHS TaKUX TMPOTPAMHUX TMPOAYKTIB I PIZHUX Taly3en
3aCTOCYBaHHA Ta PI3HHUX TPyl KOPHUCTYBauiB. 3 ypaxyBaHHSM LIUX OCOOJIMBOCTEH Ta
noTped MocTae akTyajbHAa HAYKOBO-NPAKTHYHA MPOo0OJeMHA 3agada po3poOJIeHHS
yHIBEpCaIbHOI apXiTeKTypH MPOrPaMHOI CUCTEMU 3aXUCTy MYJIbTUMEIIHHUX JaHUX, a
TAKOX MPOTrpaMHUX KOMIIOHEHTIB, L0 peaji3yl0Th HOBI KpPUIITO-CTEraHorpadivHi

METOJIM 3aXUCTY MYJbTUMEAIMHUX TaHUX KOPUCTYBAYiB.

Metow auceprauniiiHoi pod6oTH € TABUIICHHS €(EKTHBHOCTI MPOTPAMHUX
3ac001B KPUITO-CTEraHOTPAPIYHOrO 3aXUCTy MYJIbTUMEAINHUX JaHUX KOPHUCTYBayiB
Mepexi [HTepHeT 3a paxyHOK BJIOCKOHAQJIEHHS apXITEKTypHU MPOTPAMHOI CHUCTEMHU
3aXHUCTy Ta PO3POOJICHHS HOBUX AQJITOPUTMIYHO-IPOIPAMHHUX METOJIB KPUIITO-

cTeraHorpadiqyHoro 3axucTy MyJbTUMEIINHUX JaHUX, 10 3a0€3Meuy0Th HaAIHHICTh



3aXMCTY Ta MIJABUIIEHHS MIBUJIKOAII Mpouexyp oOpoOseHHs] MyJIbTUMEAINHUX JaHUX

KOpPHUCTYyBaya.

Y nepmomy po3aini gucepTariitHoi poOOTH 3iHCHEHO KOMIICKCHHM aHai3
METO/IB Ta TPOrpaMHUX 3aco0IB cTeraHorpaiyHOro 3aXHUCTy NEPCOHATBHUX
MYJIbTUMEIIMHUX JaHUX y Mepexi IHrepuer. IlpoBenenuii aHajmi3 IOKa3aB
HEOOXIHICTb  pO3pOOJICHHS  HOBUX  MPOTPaMHUX  PIMIEHb OIS 3aXHUCTY
MYJIbTUMEIIMHUX JaHUX KOPUCTYBauiB Mepexi [HTepHET Ta 103BOJUB CHOPMYITIOBATH

BHMOTH JI0 IPOrPAMHOI0 3a0€3MeYeHHS IPOLIECIB 3aXUCTY MYJIbTUMEIIMHUX JaHUX.

Y napyromy po3aiji 3ampornoHOBaHO aJITOPUTMIUHE 3a0€3IMEUEHHSI KPUIITO-
cTeraHorpaiqyHoOro 3axucTy MYJIbTUMEIIMHUX JaHUX, a caMe, pPO3pOOJICHO TpH
METOJIM KPUNITO-CTeraHOrpadiyHOTO 3aXUCTY: METOJ HA OCHOBI CXE€MH BIAMOBIAHOCTI
01TIB, METOJI HA OCHOBI AepeBa XadMaHa Ta METOJ HA OCHOBI IICEBOBUIIAKOBOTO

BOY/I0BYBaHHSI.

Y TperboMy Ppo3aisi po3po0JeHO yHIBEpCAIbHY apXITEKTypy MNPOTPaMHOT
CUCTEMH  KPUNTO-CTEraHOrpaIyHOTO  3aXUCTy  MYJbTUMEIIMHMX  JaHMX;
3alPOINOHOBAHY apXITEKTYpPy peai3oBaHO y BUIJISAI MPOrpaMHOro 3a0e3MeyYeHHs 3
BUKOPUCTAHHSM METOJy Ha OCHOBI CXEMH BIIMOBITHOCTI OiTiB, METOIy Ha OCHOBI

nepeBa Xaddmana Ta METOAy Ha OCHOBI IICEBIOBUMAAKOBOIO BOY/IOBYBaHHSI.

Y 4deTrBepTOMY PO3AiJIi JOCIIPKEHO 3alPOINIOHOBAHY apXITEKTYpy, 30Kpema,
3MIMCHEHO MOPIBHSUIBHUM aHai3 pO3pO0JICHUX aITOPUTMIYHO-TIPOTPAMHUX METOIIB
KPHUIITO-CTETaHOTPa(iuHOTO 3aXKMCTy MYJIbTUMEIIHHUX JaHUX 3a YaCOM BHKOHAHHS,

cTeraHorpadiqyHor0 CTIMKICTIO Ta CTIMKICTIO 10 CTAaTUCTUYHUX aTaK.

VY nucepraniiiHii poOOTI OTPUMAHO Psii HOBMX HAYKOBHX pe3yJIbTaTiB,
30KpeMa, ynepiie 3arpoloOHOBAHO YHIBEPCAIbHY apXITEKTypy MPOTrpamMHOi CUCTEMHU
3aXUCTY MYJbTUMEAINHUX TAaHUX KOPUCTYBaviB Mepeki [HTepHET, BUKOPUCTAHHS SIKOT
JI03BOJISIE CIPOCTUTH MPOLEC PO3POOJIEHHS NPOrpaMHOI0 3a0€3MEYEHHSI CHUCTEM

3aXHCTy MYJbTUMEIIMHUX JaHUX Ta sIKa, Ha BIAMIHY BiJ] ICHYIOUMX, 3a0e3nedye



MOKJIMBICTh BUKOPUCTAHHS JOBIJILHUX METOMIB KPUIITO-CTETaHOTPa(iyHOTO 3aXUCTY

JaHUX 1 OTPUMAHHS MYJIbTUMEIIHHUX JAaHUX 3 PI3HUX MPOTPAMHUX CEPEIOBHIL.

Ynepuie 3anponoHOBAHO  AJITOPUTMIYHO-TIPOTPAMHUN  METOA  KPHUIMTO-
CTEraHorpa(iyHOro 3aXMCTy MYJbTUMEIIMHUX JaHUX, XapaKTEPHOIO PUCOIO SKOTO €
MOXKJIMBICTh IMOEHAHHS 3 THITUMH MeTojilaMu LSB-cTeranorpadii asis miiBUIIICHHS iX
cTeraHorpagiqHoi CTIHKOCTI Ta SKWUW, HA BIIMIHY BIiJ BIJOMHUX, IPYHTY€TbCA Ha
3aCTOCYBaHHI TpolEeAypU MM(pyBaHHS Ha OCHOBI CXEMHM BIJMOBITHOCTI OITIB 1
JOT1YHOI (PYHKIIIT, 110 JO3BOJISIE 3a0€3MEUYUTH 3aXUCT MYJIbTUMEIIMHUX JaHUX Ta
M1BUILUTH HIBUAKOJIIIO poLeaypu BOY/1IOBYBaHHS CTEroTaHuX y

NoHas S pasiB.

Ynepme  po3po0l€HO  AITOPUTMIYHO-TIPOTPAMHMM ~ METOJ  KpPHUIITO-
CcTeraHorpadiyHOro 3aXUCTy MYyJbTUMEIINHUX JaHUX, SIKUM, Ha BIMIHY BiJ BIJOMUX,
IPYHTYETHCS HA BUKOPUCTaHHI Mpoiieaypu moOyaoBu aepeBa XaddmaHa Ha OCHOBI
300paKEeHHS-KJII0Ya, 10 J03BOJIAE€ MIJBUIIUTA PIBEHb 3aXUCTY KOH(PIACHIIHHUX
rpadiuHUX AaHUX BiJ M1A00PY KIIOYIB Ta CTATUCTUYHUX CTETOATAK Y CEPEAHBOMY Y

17,4 pa3is.

Ynepme  po3po0i€HO  aNTOPUTMIYHO-TIPOTPAMHMM ~ METOJ  KpPHUIITO-
CTEraHorpa(piyHOro 3aXUCTy MYyJIbTUMEIINHUX TaHUX, BU3HAYAILHOIO PUCOIO SIKOTO €
3aCTOCYBAaHHS  MpOLEAypU  IICEBIOBUIAAKOBOTO  BOYJOBYBAHHS  JaHUX 13
3aCTOCYBAaHHSM  JIBOX T€HEpaTopiB  IICEBIOBUIMAIAKOBUX YHCET, Ta  SKUH
XapaKTEPU3Y€EThCSI BUCOKOIO CTIMKICTIO 0 MiAOOPY KIIIOUIB 32 PaxXyHOK 3POCTAHHS
SHTPOMINHUX XapaKTePHUCTHK Ta 3MIHHOI KIJIbKOCTI1 KITFOUiB, IO JJO3BOJISE 3a0€31CUUTH
3aXUCT MYJIbTHMEIIHHUX JaHUX.

3a marepiaiaMu JucepTailii omyOJiKoBaHO 6 HAYKOBUX Mpallb, 30Kpema, 3
HAayKOBUX CTAaTTI, 3 SIKAX 2 CTATTiI OMyOJIIKOBAHO Y 3aKOPJAOHHUX (PaXxOBUX BUIAHHSIX
TpeThoro kBapTuis (Q3), siki pedepyroThes 6a30t0 Scopus, Ta 1 crarta omyOaikoBaHa
y HayKOBOMY BHUJaHHI, II0 BXOIHUTHh J0 HAyKOBHX (PaxoBUX BHIaHb YKpaiHu, 1 3

nyOJTiKalii y MaTepiajiax HayKOBO-TEXHIUHUX KOH(EPEHIIIH.



Kuro4oBi cioBa: npukiagHe nporpamMHe 3a0e3neyueHHs, MporpaMHa CUCTEMa,
apXxiTeKTypa MpOrpamMHOro 3a0e3MEeUCHHS, 3aXUCT MYJbTUMEIIMHUX TaHWUX, KPUIITO-

cTeraHorpagiyii METO/IH.
SUMMARY

Radchenko Y. Algorithmic support and software of Internet user’s multimedia

data protection systems. — Qualifying scientific work, the manuscript.

PhD thesis in the field of knowledge 12 Information technologies in a specialty
121 Software engineering. — National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”, Kyiv, 2020.

Multimedia data make up a significant proportion of data transmitted over the
Internet and stored in various cloud storage. Some of this multimedia data is private
user data (personal photos, videos and audio recordings). At the same time, there is a
tendency to increase the number of users in social networks and messengers, as a result
the vast majority of Internet users have some of their own personal data on the servers
of various companies. This personal information is confidential and should not be
disclosed without the consent of the owner. However, there are known cases of using
personal multimedia data published in private conversations in social networks and
messengers to target advertisements. Therefore, by storing data outside the local
computer, the user loses complete control over access to this data. The problem of
confidential multimedia data transmission also exists in telemedicine, where computer
and telecommunication technologies are used to exchange medical information in the
form of images and videos (for example, X-rays, endoscopic videos, etc.). When
transmitting confidential patient data over the Internet, there is a possibility of
information leakage, but the transfer of medical data in the open is legally

unacceptable.

A variety of methods can be used to protect the confidential data of Internet

users, including steganographic protection methods. The advantage of steganographic



protection is that it allows to hide the fact of the existence of confidential information,
which allows to use steganographic methods to ensure confidentiality in regular
messengers, social networks, and so on. To increase the level of multimedia data
protection, it is advisable to use crypto-steganographic methods, which provide data

pre-encryption before steganographic embedding.

When implementing methods of multimedia data protecting in the form of a
software product, it is necessary to take into account not only the level of data
protection, but also other requirements, the fulfillment of which is important for the
user's convenience. The main of these requirements is the high speed of user data
processing. Analysis of existing software shows that today there is a need to develop
new software products that will allow Internet users to ensure the confidentiality of
their multimedia data. It is necessary to ensure the convenience and simplicity of
developing such software products for different applications and different user groups.
Taking into account these features and needs, there is an urgent scientific and
practical problem of developing an universal architecture of the software system for
multimedia data protection, as well as software components that implement new

crypto-steganographic methods for user’s multimedia data protection.

The purpose of the dissertation is to increase the efficiency of software for
Internet users multimedia data crypto-steganographic protection by improving the
architecture of the software protection system and developing new algorithmic and

software methods for multimedia data crypto-steganographic protection.

In the first section of the dissertation a comprehensive analysis of methods and
software for steganographic protection of personal multimedia data on the Internet is
given. The analysis showed the need to develop new software solutions for the Internet
users multimedia data protection and allowed to formulate software requirements for

multimedia data protection processes.



The second section proposes algorithmic support for multimedia data crypto-
steganographic protection, namely, developed three methods of crypto-steganographic
protection: a method based on the bit correspondence scheme, a method based on the

Huffman tree and a method based on pseudo-random embedding.

In the third section the universal architecture of the software system for
multimedia data crypto-steganographic protection was developed; the proposed
architecture is implemented in the form of software using a method based on the bit
correspondence scheme, a method based on the Huffman tree and a method based on

pseudo-random embedding.

The fourth section examines the proposed architecture, in particular, a
comparative analysis of the developed algorithmic and software methods of
multimedia data crypto-steganographic protection by embedding time, steganographic

stability and resistance to statistical attacks.

The dissertation provides a number of new scientific results, in particular, the
universal architecture of the software system for Internet user’s multimedia data
protection, which simplifies the process of software development of multimedia data
protection systems and provides the ability to use arbitrary methods of crypto-
steganographic data protection and provide multimedia data from different software

environments, has been proposed for the first time.

An algorithmic software method of multimedia data crypto-steganographic
protection, the characteristic feature of which is the possibility of combining with other
methods of LSB-steganography to increase their steganographic stability and which,
unlike the known ones, relies on the encryption procedure based on bit correspondence
scheme and logic function that allows to protect multimedia data and increase the speed

of embedding procedure in more than 5 times, has been developed for the first time.

An algorithmic software method of crypto-steganographic multimedia data

protection which, unlike the known ones, is based on the use of the Huffman tree



procedure based on the key-image, which allows to increase the level of protection of
confidential graphic data agains the key search in 17.4 times, has been developed for

the first time.

An algorithmic software method of multimedia data crypto-steganographic
protection, the defining feature of which is the application of pseudo-random data
embedding procedure using two pseudo-random number generators, and which is
characterized by high resistance to the key search due to increasing entropy
characteristics and variable number of keys that enables multimedia data protection,

has been developed for the first time.

Based on the dissertation, 6 scientific works were published, in particular, 3
scientific articles, 2 articles of which were published in foreign professional
publications of the third quartile (Q3), which are referenced by Scopus, and 1 article
was published in a scientific publication included in scientific professional publications
of Ukraine, and 3 publications were published in the materials of scientific and

technical conferences.

Keywords: application software, software system, software architecture,

multimedia data protection, crypto-steganographic methods.
Cnucoxk my6umikaiiid 3m00yBaua / List of publications of the applicant:

- cmammi 6 3aKOPOOHHUX (haxosux GUOAHHAX mpembo2o keapmuaa (Q3), aki
peghepyromuca oazoro Scopus / articles in foreign professional journals of the third

quartile (Q3) which are referenced by the Scopus (2):

1. Radchenko Ye., Dychka I., Sulema Ye., Suschuk-Sliusarenko V., Shkurat O.
Steganographic Protection Method Based on Huffman Tree. Advances in
Intelligent Systems and Computing. Springer Verlag, Germany, 2019. Vol. 902,
P. 283-292. ISSN : 21945357.



2. Hu Zh., Dychka I., Sulema Ye., Radchenko Ye. Graphical Data Steganographic
Protection Method Based on Bits Correspondence Scheme. International Journal
of Intelligent Systems and Applications (IJISA). China, 2017. Vol. 9. No. 8, P.
34-40. ISSN : 20749058.

- cmammsa 6 HayKogomy axosomy mcypuani Yxpainu / article in Ukrainian

professional journal (1):

3. Cynema €.C., Pamuenxko €.0. Merox creranorpagiqyHoro 3axHCTy
MYJbTUMEIIMHUX JaHUX Ha OCHOBI MpPOIEAYpU TICEBIOBHIIAIKOBOTO

BOynoByBanHs. Haykosi Bicti KIII, 2020. Ne 1, C. 40-47.

- mamepianu Haykoso-mexniunux kKongepenuinn | materials of the scientific

conferences (3):

4. Paguenxo €.0., Cynema €.C. Crnoci6 creraHorpadigyHOro 3aXHCTy TpadiuHux
JaHUX Ha OCHOBI CXEMH BIJAMOBIIHOCTI OITIB Ta aHali3y Bi3yaJbHUX
BJIACTUBOCTEH KoOHTeitHepa. Marepianu nonoBigei I[lloctoi MixkHapoaHoi
HAyKOBO-TIPAKTHUYHO1 KOH(MEPEHIIli 3 cydacHUX MpoOieM KOyBaHHS, 3aXUCTy U

yIiieHeHHS iHpopMartii. Binauns, Ykpaina, 2017. C. 51-53.

5. Papguenko €. O., Cynema €. C. Meroa creranorpagdiunoro 3axucty WAV-
daiiniB. 36ipHUK Te3 momoBifeil 12-1 HaykoBOi KOH(epeHIlii MariCTpaHTiB Ta
acmipanTiB «[Ipuknagna matematuka ta komm'totunry (IIMK-2019). HTYY

«KIII». 2019. C. 99-104.

6. Sulema Ye. S., Radchenko Ye. O. Algorithm of graphical data stegonagraphic
protection based on bits difference transform. 36ipauk Te3 mgomoBimen 8-

HAyKOBOI KOH(epeH1ii MaricTpaHTiB Ta acmipaHTiB «IIpukiiagna MaremaTrka Ta

koMm'roTUHTY (IIMK-2016). HTYY «KIII». 2016. C. 254-258.



