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Cmeywk M. B. Meromun Ta 3acoOum 3a0e3leUeHHsS BIJIMOBOCTIMKOCTI Ta
KUBYYOCTI CIeriaidizoBaHuX 1H(QOpMAIIHUX TEXHOJOrd B yMOBax BIUIMBIB
3I0OBMUCHOTO TpOrpaMHOTO 3a0esnedeHHs. — KpamiikariiiHa HaykoBa mpais Ha
IpaBax pPyKOTHCY.

Huceprariiss Ha 3100yTTS HAYKOBOTO CTymHeHs JokTopa (imocodii 3a
cnemianbHicTiI0O 123 — Komm’rotepHa imkeHepis. — XMETbHUIIBKUN HalllOHATbHUN
YHIBEPCUTET, XMEJIbHUIIbKUMN, 2022.

BupimenHs 3amadl MIATPUMAHHS MOCTIMHOI JTOCTYNMHOCTI Ta aKTyaJlbHOCTI
iHpopMarlii B yMOBaxX BIUIMBIB 3JIOBMHCHOTO IMporpamHoro 3adesneueHss (3113), €
OJIHIEI0 13 BaXXJIMBUX HAYKOBHX 3ajiad B cdepi iHdopmariitnux texuosoriit (IT),
OpIEHTOBAaHMX Ha TMOOYJOBY Ta MOJAJbINY EKCIUTyaTallll0 CHellali30BaHUX
iHpopmaritnux cucrem (IC).

VY nucepramii 3A1MCHEHO aHami3 3arpo3 BiJ 3JIOBMHCHOIO MPOrPaMHOIO
3a0e3MeyeHHs] Ta KOMITIOTEPHMX aTak /ajisl amapaTHO-TpOTpaMHUX 3aco0iB Ta
MATPUMKA (YHKIIOHYBAaHHA B HUX 1H(OPMAIIHHUX CHCTEM B YMOBax BIUIMBIB
3JIOBMHUCHOIO MporpamMHoro 3aoesneuyeHHs. B poOoTi po3pobneHo Meroau
3a0e3Me4YeHHs]  BIIMOBOCTIMKOCTI,  KHBYYOCTI ~ Ta  3axucty  iHdopmarlii
crieriagizoBaHux 1HGOPMAIIITHIUX TEXHOJOTIN, SIKI MOKPAIIylOTh iX CTIMKICTH 100
BIUIMBIB 3JIOBMHUCHOTO MPOTPAMHOTO 3a0€3MeUeHHs Ta KOMIT IOTEPHUX aTak, a TaKOX
po3po0JIeHO BIAMOBiIMHI 3aco0M 1 TPOBEACHO 3 HHUMH EKCIEPUMEHTAIbHI
JIOCITIKEHHS.

O06’exTOM JOCHIIHKEHHS € MPOoIeC 3a0e3MeUeHHsT BIAIMOBOCTIMKOCTI, )KUBYYOCTI
Ta 3axXUCTy IH(oOpMaIi cremani3oBaHuX 1HPOPMAILIMHUX TEXHOJOTIA B YMOBax
BIUIMBIB 3JTOBMHCHOTO TIPOTPaMHOTO 3a0e3MeueHHs Ta KOMIT FOTepHHUX aTak.

[IpenmMeToM  AOCHIKEHHS € METOIM Ta aJIrOpUTMU  3a0e3MEUeHHS
BIIMOBOCTIMKOCTI,  KUBYYOCTI Ta 3axucrty 1H(opmamii  crHemiazi3oBaHUX
iHpopMaIIiHUX TEXHOJIOT1 B yMOBax BIUIMBIB 3JIOBMHUCHOTO IPOTPAMHOTO

3a0e3MeyeHHs Ta KOMIT IOTEPHUX aTaK.



MeTor0  AMCepTaliiHOTO JOCHIJKEHHS € TOKpalleHHs 3a0e3MeueHHs
BIJIMOBOCTIMKOCTI, JKMBYYOCTI Ta  3axucty 1Hdopmalii  creriaai3oBaHUX
iHpopMaIitHUX TEXHOJIOT B yMOBax BIUIMBIB 3JIOBMHUCHOTO IPOTPAMHOTO
3a0e3MeyeHHs Ta KOMIT IOTEPHUX aTakK.

HaykoBa HOBU3HA OJIep:KaHUX PE3yJIbTATIB MOJISATaE B HACTYITHOMY:

1) éenepuie pospobreno meton 3abesnedyeHHS BimMoBoctiikocTi IT 3rimgHO
iHTerpamii KOMIIOHEHTIB HaJAMIPHOCTEH, SKWUH Ha BIAMIHY BiJ BIJOMHUX METOIIB,
HaJIa€ 3MOTY PO3MUPUTH MOXKIMBOCTI IT B yacTWHI iX aJalTUBHOCTI Ta BIAMOBIIHO
ABTOMATUYHOI 3MIHU allapaTHO-MPOrpaMHOi KOHPIrypailii, 0 T03BOJIsIE€ CTBOPIOBATU
BimMoBocTiiiki IT momo BrumBiB 3113 Ta KOMIT IOTEpHHX aTak;

2) snepuie po3pobiero MeToJ 3a0e3MeUYCHHs JKUBYYOCTI crerianizoBanux IT
3riTHO aHaI3y MapKepiB Ta 30€pekeHoi 1HPpopMallli 411 CaMOIOCIIIKEHHS, IKUN Ha
BIJIMIHY BiJ BIJIOMHX METOJIB, 30epirae iHGOpMaIlil0 MPO KIOYOBI IPOIECH Ta
3M1MCHIOE TX caMoOaHai3, M0 J1a€ MOXJIUBICTh MOKPAIIUTH 3a0€3MeUYeHHS KUBYUOCT]
IT B ymoBax BrutuBiB 3I13 Ta KoMII IOTEpHUX aTak;

3) snepwe  pospobreno  MeToA  3abe3MEUCHHS  3aXUCTy  iH(opMaIii
cremiamizoBanux [T, sgxkuii Ha BIAMIHY BIJ BIOMHX, TOJIITa€e B TOEAHAHI 13
opra”izamiiHuMu 3axojamu iHTerpamito B [T MeTOJiB CerMeHTyBaHHS MeEpExi,
KpUnrorpaiuHoro  3axumcry, JABO(QAKTOPHOI  aBTEHTH(QIKAIli  MPOrpamMHOro
3a0€3Me4eHHs, CTBOPEHHS XUOHUX OO0’€KTIB aTakd, PE3EpPBHOTO KOIIIOBAaHHS 3
TEPUTOPIATLHUM  PO3MEKYBAaHHSM MICI[b 30epiraHHs KO, 110 JO3BOJISIE
CTBOPIOBATH 3acO0U 3 MOKpAILIEHUM 3axucToM 1H(popmarlii B ymoBax BuiBiB 3113 ta
KOMII FOTEPHHUX aTakK;

4) enepute po3pobaeno MeTo]| 3a0e3MeUeHHs BiIMOBOCTIHKOCTI, )KUBYUYOCTI Ta
3axucTy 1HpopMalii cremiamizoBanux [T, skuil Ha BIAMIHY BiJl BIJOMUX, TOJISTAE B
iaTerpamnii B IT meToniB 3abe3medyeHHs] BIAMOBOCTIMKOCTI, KHUBYYOCTI Ta 3aXHUCTY
iHdopmaiii 3rigHo ix 30iriB B cTaHax Mpu pearyBaHHi Ha BmuBa 3I13 Ta
KOMIT'IOTEpPHUX aTakK, IO HaJaajgo 3MOTy CTBOproBatu cremianizoBadi IC 3
MOKPAIIEHUMH  XapaKTEPUCTHUKAMU BIAMOBOCTIMKOCTI, JKMBYYOCTI Ta 3aXHUCTy

1H(opMmarii 70 UX BIUIUBIB.



[IpakTruHe 3HAYEHHS OTPUMAHUX PE3YIbTaTIB. 3a pe3yslbTaTaMl BHKOHAHUX
TOCITIDKeHb 37100yBaueM po3po0JeHO METOJIM, AJITOPUTMHU Ta 3aCO0M 3a0e3MeUeHHS
B1JIMOBOCTINKOCTI, )KMBYUYOCTI Ta 3aXHUCTy 1H(opmarli cremiam3oBanux [T, B skux
3MIACHEHO 1HTErpalilo 3aco0iB 3a0e3NneyeHHs BiAMOBOCTIMKOCTI, XHBYYOCTI Ta
3axucTy 1HQopMalii 3riJHo iX 30iriB B cTaHaxX MpH pearyBaHHi Ha BrumBHu 3I13 Ta
KOMIT'IOTepHUX arak. lle mamo 3mory crBoproBatu cremianmizoBadi IC 3
MOKPAIIEHUMH  XapaKTEPUCTHUKAMHU BIJAMOBOCTIHKOCTI, JKHBYYOCTI Ta 3aXHUCTY
iH(opMmarii 10 1ux BIUIUBIB. JlochimKkeHHs MeToly 3a0e3MedueHHs BIIMOBOCTIHKOCTI
cremiamzoBannx IT 1070 MOKA3HUKIB HAAMIPHOCTI Ta AaBTOMATUYHOI 3MIHU
anmapaTHO-TIPOrpaMHOro KOH(GITYpyBaHHS Jajo 3MOTYy OTPUMATH TOKpAaIEHHS
edextuBHOCTI Ha 87% mopiBHSHO 3 cnemianizoBaHoto IT, B saxky He Oyio
IMIJIEMEHTOBAaHO  1el  merona. Kpim  Toro, B  pe3yiapTaTl  IMPOBEACHHX
EKCIIEpUMEHTAJILHUX JIOCHIJKEHb 3 3aco0aMM, B SIKI IMIUIEMEHTOBAHO PO3pPOOJICHI
METO/JM, OTPUMAHO IIOKpAlIEHl XapaKTePUCTUKHU BIIMOBOCTINKI, >KHUBYYOCTI Ta
3axucTy iHGopmarlii 1o BumBiB 3[13 Ta KOMII'IOTEpHUX aTak, OIIHOYHI 3HAYCHHS
SAKUX CTAHOBIISATH OKpeMo sl crerianizoBanoi IT 3 iMIuieMeHTOBaHMM METOJ0M
3a0e3neueHHsT BIAMOBOCTIMKOCTI 76%, 3 IMINDIEMEHTOBAHUM METOJIOM 3a0e3IeueHHS
KUBY4OCTI 72% Ta mpu iuTerpamii B cremiamizoBany IT meromy 3a0e3medeHHs
B1JIMOBOCTINKOCTI, )KUBYUYOCTI Ta 3aXHUCTy 1Hpopmarrii 67%.

TeopeTnyHi Ta TMpaKTHYHI pPe3yJdbTaTH JOCHIJKEHHS BIOPOBAKEHI MpHU
po3po0iii  komroHeHTiB IC B Oyxranrepii XMETbHUIBKOTO HAaIlIOHAJTHLHOTO
yHiBepcutety, npu ctBopeHHi [T B TOB «ITT» ta TOB «Jleiimocy», a Takox, B
OCBITHROMY TMpOIeCi XMEIbHUIIBKOTO HAI[lOHAIBHOTO YHIBEpCUTETYy Ha Kadeapi
KOMIT FOTEpHO1 1HXeHepii Ta 1H(OpMaIliiHUX CHCTeM MPHU BUKIAJaHHI JUCIMILIIH
«be3snmeka Ta 3axuMcT KOMITIOTEpHUX  cuctem», «Komm’iorepHi  mepexi,
aaMiHICTpYBaHHS Ta Kibepbesneka», «be3neka Ta SKicTh 1HGOPMAIIITHUX CUCTEM Ta
TEXHOJIOT1».

Y BeTynmi mHpeacTaBieHO OOTPYHTYBaHHS aKTyalbHOCTI HAyKOBOI 3aaayl 13
3a0e3neyeHHs]  BIAMOBOCTIMKOCTI,  JKMBY4YOCTI ~ Ta  3axucrty  iHpopmarii
cremiam3oBanux IT B ymoBax BrumBiB 3I13 Ta koM ’roTepHUX arak. Takox,

MMpCACTABJICHO 3B’SI30K TEMATUKH I[OCJ'IiI[)I(eHHH 3 HalIpsIMKaMHU HAYKOBHX I[OCJ'IiI[)KeHb



BIIOMHX JIOCIIJHUKIB I[i€] MpoOseMHd B CBITI Ta BIJOOPa)KEHO OCHOBHI HAayKOBI
pe3yabTaTi poOoOTH Ta i1 MpaKTUYHE 3HAYCHHS.

Y nepmomMy po3auii 3AIMCHEHO aHajli3 MpeAMETHOI 00JacTi JOCIIIKEHHS,
BIIOMHX METOMAIB 3a0e3MeueHHs BiJIMOBOCTIMKOCTI, J>KMBYYOCTI Ta 3aXHUCTY
iHpopMmamii cnemiamizoBanux IT, a Takok 3AIMCHEHO TIOCTAHOBKY 3ajavi
JOCTII>KEHHS.

Y  apyroMy po3auti  TIPEACTABICHO PO3POOKY METOoay  3a0e3TledeHHS
BiiMOBOCTiKOCTI IT 3rilHO 1HTErpOBaHOTO 3aJy4YeHHS KOMIIOHEHTIB PE3epBYBaHHS
Ta HAaIMIPHOCTEW, AIKUH Ha BIIMIHY BiJ BIJOMHX METOAIB, HAJA€ 3MOTY PO3LIMPUTU
MoxksiBocTl IT B wacTtwHl 11 amanmTHBHOCTI Ta BIAMOBIIHO aBTOMATHYHOI 3MIHHU
amapaTHO-TIPOTrpaMHOi  KOH]Irypariii, 1o 103BOJISIE CTBOPIOBATH BIAMOBOCTIMKI IT
mono BmwmBiB 3II3 Ta KOMI'IOTepHUX arak. A TakoXX OOrpyHTOBAHO MOro
e(DEeKTHUBHICTb.

Y TperboMy poO3AUTI TPEACTABICHO pO3po0JeHUN MeToa 3a0e3MeueHHs
KUBYYOCTI crerianizoBanux [T 3rigHO aHamizy MapkepiB Ta 30epexeHoi iHpopMmarlii
JUISL CaMOJIOCITIIDKCHHS, IKUH Ha BIAMIHY B1JI BITOMHX METO/IB, 30epirae iHpopmMaIlio
PO KJIFOYOBI MPOIIECH Ta 3IMCHIOE X caMOaHali3, M0 Ja€ MOXKJIUBICTh MOKPALTUTH
3abe3neuenHs >xuBydocTi IT B ymoBax BrmBiB 3[13 Ta xoMI'rOTEpHMX arak Ta
OoOrpyHTOBaHO HOro e(eKTUBHICTb. Tako, MPEeACTaBICHO PO3POOJIICHUN METoA
3a0e3nedeHHs 3axucty iHopmarii cnemianizoBanux [T, skuii Ha BIAMIHY Bij
BIIOMHUX, TIOJIATa€ B TIOE€JHAHI 13 OpraHizalifHUMH 3axojamu iHTerpoBane B IT
3QJly4eHHS] MEXaHI3MIB CETMEHTYBaHHS MEpEXi, KpUNTOrpadiuHOro 3axucTy,
nBodakTopHOi aBTeHTU(]IKAIIT MporpaMHOTo 3a0e3neueHHs, XMOHMX 00’ €KTIB aTakKw,
PE3EPBHOTO KOTIIOBAaHHS 3 TEPUTOPIAUTIBHUM PO3MEKYBAaHHSIM MICIh 30€piraHHs
KOIiM, 110 JO03BOJISIE CTBOPIOBATU 3acO0M 3 TIOKPAILGHHM pPIBHEM 3aXHIIEHOCTI
iH(dopmarri B ymoBax BrummBiB 3113 Ta koMIT I0TepHUX aTax.

Y derBepTOMYy PO3ILII MPEACTABICHO PO3pOOJICHUN MeToa 3a0e3MeueHHs
BIIMOBOCTIHKOCTI, JKUBYYOCTI Ta 3aXHcTy iH(popmMmalii cnerianizoBanux IT, skuii Ha
BIIMIHY BIJ BIJIOMHX, MOJIATa€ B TMO€IHAHI Ta iHTerpyBaHHi B [T MexaHi3MiB
3a0€3IMeUeHHs BIIMOBOCTIMKOCTI, )KUBYUOCTI Ta 3aXUCTy iHGOpMaIllii 3T1IHO iX 30iriB

B CTaHax Ipu pearyBaHHi Ha BIuBH 3113 Ta KOMIT IOTEpHUX aTak, 10 HAJAJI0 3MOTY



cTBOproBatu crieriaiizoBati [C CTiiKi A0 X BIUIMBIB Ta MPEACTABICHO APXITEKTYPY
3aco01B, B sIKi BiH IMIIJIEMEHTOBaHUHN Ta HOTO €(PEKTUBHICTD.

VY BHUCHOBKAax MpEJCTaBIEHO OTpPUMaHI HAyKOBI Ta MPAaKTHUYHI PE3yJIbTaTd
JOCTIIKEHHSI.

VY JlonaTkax mpeacTaBiICHO HAayKOBI IMyOJiKallii, B KUX B1JI0OpaX€HO OCHOBHI
HAyKOB1 pe3ylbTaTH pOOOTH, aKTH BIPOBAKEHHS PE3yNbTaTiB POOOTH, JICTHUHT
MIPOTPaMHOTO 3a0e3MeueHHs, TaOJINIIl B3a€MO3B I3KiB Ta OJOK-CXEMH aJITOPUTMIB.

KirouoBi  crmoBa: KoMIT'lOTepHA cucTeMa, 1H(opMalliiiHa TEeXHOJOris,
iH(dopMmamiiiHa cucTeMa, BIJIMOBOCTIMKICTh, JKMBYYICTh, 3aXHCT 1H(OpMAIlii,
3JIOBMUCHE TMporpamMHe 3a0e3MeueHHs, KOMIT IOTEpHI aTakH, amapaTHO-TIPOrpaMHi

3aco0u.

ANNOTATION

Stetsiuk M. V. Methods and means of ensuring fault tolerance and survivability
of specialized information technologies under the influence of malicious software. -
Qualifying scientific work on the rights of the manuscript.

Dissertation for the degree of Doctor of Philosophy in specialty 123 - Computer
Engineering. - Khmelnytsky National University, Khmelnytsky, 2022.

Solving the problem of maintaining constant availability and relevance of
information in the face of malicious software (SPR) is one of the important scientific
tasks in the field of information technology (IT), focused on the construction and
further operation of specialized information systems (IS).

The dissertation analyzes the threats from malicious software and computer
attacks for hardware and software and supports the functioning of information
systems in them under the influence of malicious software. The paper develops
methods to ensure fault tolerance, survivability and information protection of
specialized information technologies that improve their resilience to malware and
computer attacks, as well as developed appropriate tools and conducted experimental

studies with them.



The object of research is the process of ensuring the resilience, survivability and
protection of information of specialized information technologies in the face of
malicious software and computer attacks.

The subject of research is methods and algorithms to ensure fault tolerance,
survivability and protection of information of specialized information technologies in
the face of malicious software and computer attacks.

The aim of the dissertation research is to improve the resilience, survivability
and protection of information of specialized information technologies in the face of
malicious software and computer attacks.

The scientific novelty of the obtained results is as follows:

1) for the first time, a method was developed to ensure IT resiliency according
to the integration of redundancy components, which, unlike known methods, allows
to expand the capabilities of IT in terms of their adaptability attacks;

2) for the first time, a method was developed to ensure the viability of
specialized IT according to the analysis of markers and stored information for self-
examination, which, unlike known methods, stores information about key processes
and self-analyzes, which allows to improve IT viability;

3) for the first time a method of providing information protection of specialized
IT was developed, which, unlike known ones, consists in integration with
organizational measures of integration of IT network segmentation methods,
cryptographic protection, two-factor software authentication, creation of false attack
objects, backup with territorial delimitation of storage locations. copies, which allows
you to create tools with improved protection of information in the face of malicious
software and computer attacks;

4) for the first time, a method of ensuring the resilience, survivability and
protection of information of specialized IT, which, unlike the known ones, consists in
integrating into IT methods of ensuring resilience, survivability and protection of
information according to their coincidences in response to malicious software and
computer attacks. the ability to create specialized IP with improved fault tolerance,

survivability and protection of information to these effects.



The practical significance of the results obtained. Based on the results of the
research, the applicant has developed methods, algorithms and means of ensuring
resilience, survivability and protection of information of specialized IT, which
integrates means of ensuring resilience, survivability and protection of information
according to their coincidences in response to malicious software and computer
attacks. This has made it possible to create specialized IS with improved fault
tolerance, survivability and information protection against these impacts. The study
of the method of ensuring the resilience of specialized IT in terms of redundancy and
automatic change of hardware and software configuration allowed to obtain an
efficiency improvement of 87% compared to specialized IT, which did not implement
this method. In addition, experimental studies with tools that have implemented the
developed methods have improved the characteristics of fault tolerance, survivability
and protection of information against the effects of malicious software and computer
attacks, the estimated values of which are separately for specialized IT with
implemented method of ensuring resilience 76%, with the implemented method of
ensuring the survivability of 72% and the integration into the specialized IT method
of ensuring resilience, survivability and protection of information 67%.

Theoretical and practical results of the study were implemented in the
development of IS components in the accounting department of Khmelnytsky
National University, in the creation of IT in ITT and "Deimos", as well as in the
educational process of Khmelnytsky National University at the Department of
Computer Engineering and Information Systems "The protection of computer
systems"”, "Computer networks, administration and cybersecurity”, "Security and
quality of information systems and technologies™.

The introduction presents the rationale for the relevance of the scientific
problem of ensuring resilience, survivability and protection of information of
specialized IT in the face of malicious software and computer attacks. Also, the
connection of the research topic with the directions of scientific research of famous
researchers of this problem in the world is presented and the main scientific results of

the work and its practical significance are reflected.



In the first section the analysis of the subject area of research, known methods of
ensuring fault tolerance, survivability and protection of information of specialized IT,
and also the statement of the research task is carried out.

The second section presents the development of a method to ensure IT resiliency
according to the integrated involvement of redundancy and redundancy, which,
unlike known methods, allows to expand the capabilities of IT in terms of its
adaptability and automatic change of hardware and software configuration to create
fault-tolerant IT and computer attacks. And also its efficiency is proved.

The third section presents the developed method of ensuring the viability of
specialized IT according to the analysis of markers and stored information for self-
examination, which, unlike known methods, stores information about key processes
and self-analysis, which improves the viability of IT user attacks and substantiated its
effectiveness. Also, the developed method of providing information protection of
specialized IT, which, in contrast to the known, is combined with organizational
measures integrated into IT involvement of network segmentation mechanisms,
cryptographic protection, two-factor software authentication, false attack objects,
backup with territorial delimitation copy storage sites, which allows you to create
tools with an improved level of information security in the face of malicious software
and computer attacks.

The fourth section presents the developed method of ensuring resilience,
survivability and protection of information of specialized IT, which, unlike the
known ones, is to combine and integrate into IT mechanisms to ensure resilience,
survivability and protection of information according to their coincidences in
response to malicious software and computer This allowed the architect to create
resistant IS to these influences and presented to the architect the means in which it is
implemented and its effectiveness.

The conclusions present the obtained scientific and practical results of the study.

The Appendices present scientific publications, which reflect the main scientific
results of the work, acts of implementation of work results, software listing, tables of

relationships and flowcharts of algorithms.
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