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3aranpHa mpoOieMa JOCTiKEHHS TOJsArae y TepeBiplll BIACTHBOCTEH
O€3MeKH PO3MOAUICHUX CHCTEM, II0 BHKOPUCTOBYIOTHCA [UUIsl BUPILICHHS
BIJIMOBIJTHUX 33J1a4 Y CUCTEMaX MIXKHAPOIHOI JIOTICTUKH, 32 IOIOMOTOI0 TIEPEBIPKU
mozaenerd (model checking) Tta anreOpaiyHoro minxomy 3 1HCEPLIMHUM
MOJIETIOBaHHSM. [HIIIOI0 aKTyalbHOIO MIPOOJIEMOIO € 3a/1a4a BUSIBJIICHHS Ta MPOTUIT
BUIIAJIKaM IIaxpaiicTBa, 0COOIMBA yBara MpUAUISIETbCS JaHId mpoOsiemi Ie Ha
CTajali po3pOOKH BUCOKOHAAIMHUX CUCTEM 3a JOIMOMOTOK MOJIEIBHOTO CIOCO0Y
PO3pOOKU JIOTICTUYHUX CUCTEM.

MeTorw po0d0TH € BHpIIIEHHS HAayKOBO-IIPHUKJIAJHOI MPOOJIEMHU CTBOPEHHS
METOOJIOTIT Il TEXHOJIOT1I MOJIEILHOTO CIIOCO0Y PO3POOKHU /11l BUCOKOHAIIMHHUX
PO3MOIEHUX CUCTEM, 30KpeMa JIJIsl CHCTEM JIOTICTUKH.

JUis  HOCATHEHHS BKa3aHOI METH HEOOXIJTHO pO3B'A3aTH  HACTYIIHI
B3a€MOIIOB's13aH1 3a/1a4i’

— MPOBECTU aHaNI3 ICHYIOYUX MOJEeel, METOMIB 1 TEXHOJOTIYHUX
3ac001B, SIKI JI03BOJISIFOTH CTBOPUTH 1HCTPYMEHTapiii Ta METOJOJIOTI0 st
BUKOPHCTAHHS PO3MOJAUICHHX CHCTEM, 30KpeMa TEXHOJorii OJIOKUCHH B
JIOTICTUYHHMX CUCTEMaX;

— MPOBECTH aHaJli3 BJIACTUBOCTEH OE3MeKHM Ta MOXIMBUX aTaK B
JOTICTUYHUX CHCTEMax

— BU3HAYUTH TEOPETUYHI OCHOBU 0a30BUX TMOHATH 1HCEPLIHHOrO
MOJICITFOBAHHS /TSI JIOTICTUYHUX areHTIB B IEBHOMY JIIF0UOMY CEpPEIOBHIIII;

— 3aMpONOHYBATH APXITEKTYPHO-CTPYKTYPH1 pIIIEHHS, aJITOPUTMHU Ta

MporpaMHoO-arapartHi 3acoou GopMyBaHHS 1 BIHOOpaXKEHHS B3aEMOI11 JIOTICTUYHHUX



areHTiB Ta 0e3MepepBHOr0 KOHTPOJIIO 32 iX PO3MIIIEHHAM Ta MOBEIIHKAMHU 3 METOIO
JTOTpUMaHHs 0e3neKku (PyHKI1OHyBaHHS;

— 3alIPOIIOHYBATH PIMICHHS, METOAM KiOepOe3lneKkn Ta ajIropuTMU
BepuiKallii 11 mepeBipKu BIACTUBOCTEH IUTICHUX JIOTICTUYHUX CUCTEM, TAKUX SIK
Oe3IeKa Ta )KUTTENISIIbHICTD;

- BU3HAYUTH BUKOPUCTAHHS aareOpaiyHOro Ta 1HCEPIIHHOTO MiAX0AY Ha
CTalIIX MOJEIBHOTO CIIOCO0Y pO3pOOKH Ui MpoLeayp Bepudikaliii, TeCTyBaHHS;

- PO3MIISIHYTH METOAU O€3MEKH B JIOTICTUYHUX CHCTeMaX, 3aXUCTy Bij
aTak 3JOBMHCHHUKA Ta IIaxXpaiicTBa Ta METOAM aHaJI3y Bpa3JIMBOCTE;

- PO3TISIHYTH METO/M aHaji3y O0e3MeKu B CUCTeMaX Ha OCHOBI OJIOKUEHH
m1aT¢opM Ha OCHOBI 1HCEPIIIHOTO MIAXOY;

- noOyTlyBaTH MPUKIIA] MOJEIBHOI pO3POOKU JIOTICTUYHOI CUCTEMHU.

[lepmmit po3ain guceptaiii «CyuacHi cucmemu 102ICMUKU MA MOOEIbHULL
Memoo po3poOKu» IPUCBIYEHO BUSBIICHHIO Ta BUBUCHHIO INIO0AIBHUX MPOOIIEM, K1
HAKOIWYWINCh B Cy4acHIH CUCTEMI MIKHApOJHOI JIOTICTUKH, Ta SIKI MOXKYTh OyTH
BUPIIIEH] 3a JIOTMIOMOTOI0 3aCTOCYBaHHS TEXHOJIOTIT OJOKYEeHH Ta METOMdIB
MOJEIbHOT po3poOku cucteMm. [IpoaHani3oBaHO TMNPUKIAAM HA HaNPIMKU
MIPOTPECUBHUX IUISAXIB BUKOPUCTAHHS PO3MOAUICHUX CUCTEM Ta CMapT-KOHTPAKTIB
Ha 1X OCHOBI B MIKHAPOHIHM JIOTICTUIIl TIEPETOBUMH JIOTICTUYHUMU OTepaTopaMH,
HAyKOBHUMH Ta JePKaBHUMHU YCTAaHOBAMHU. PO3IIISTHYTO METO0JIOTIFO MMPOSKTYBAHHS
JIOTICTUYHUX CHCTEM 3 BpaxyBaHHSM HEOOXITHOCTI JOTPUMAHHS BJIACTUBOCTEU
Oe3meKky Ta HaAIMHOCTI MPOTHII IIaXpalCTBY Ta arakaM 3J0BMHUCHHKIB. [lpu
po3po0Ili BUCOKOHAAIMHUX CHUCTEM, KPUTHYHUX A0 O€3MeKu, €  JOLUIBHUM
BUKOPHUCTAHHS MOJIETTLHOTO CIOCO0y PO3pOOKH, TOMY MPOAHATI30BaHO MPOIIETYPY
BaJianii Ta Bepudikailii apreakTiB Ha BCiX e€Tanax po3poOKH TAKUX CUCTEM.

VY apyromy posniii «Aneebpaiunuii nioxio y ¢popmanizayii, eepughikayii ma
MOOENbHOMY MEeCMYBAHHI 8 CUCIeMAaX MINCHAPOOHOI ma Micyesoi 06ciy208y040l
JI02ICMUKU» PO3KPUTO OCHOBU BUKOPHUCTAHHS alreOpaidyHOro MiAXoay Ta
IHCepIIIHHOTO MOJIeoBaHHs mpu (opmanbHii Bepudikamii Ta dopmanizarii 3a

AOIMIOMOI'OI0 TCCTYBAHHA Ha OCHOBI mojener. HaBeneno MMpuKIag 3aCTOCYBaHHS HA



NPaKTHI anredpy MOBEIIHOK Ha MPUKIIAI I1F0U0i 3aKPUTOT JIOTICTUYHOT CUCTEMHU
(bepMepchKOro rocnofapcTsa, HABEICHO MPHUKIAAW 3aIMUCy MOJENEH MOBEIIHOK
areHTiB. PO3rISIHYyTO OCHOBHI BJIACTUBOCTI O€3MEKH, IO MEPEeBIPSAIOThCI B
JOTiCTHYHIA cucTteMi (epmepcbkoro rocmonpapcta. [Ipukian 3acTocyBaHHA Y
dbepMepchbKOMy TOCIMOAAPCTBI PO3IMIUPEHO A0 OLIBII HIMPOKOIO 3aCTOCYBAHHS Y
BIIKPUTIN CHUCTEM1 MIKHAPOHOT JIOT1CTHUKH.

Y Tperbomy posmimi «llepegipka enacmusocmeti Kibepbesneku 6
NPOEKMYB8AHHI 02ICMUYHUX cucmeM Ha OJloKYeliH naamg@opmaxy MpoaHaii30BaHO
mpoOsemMu 0e3MeKr B MPOEKTYBaHHI JIOTICTUYHOI OsokueiH miatdopmu. OnrcaHo
THCEpIIiiiHy CeMaHTHKYy OJIOKYEHH-CHUCTEMH Ta B PO3YMHHX KOHTpakTax (Smart
Contracts,) 3MozenboBaHO il 3JIOBMHCHHKIB y IIMX CHCTeMax, (opMalli3oBaHO
ataku DAO nns po3yMHMX KOHTPAaKTIB. 3alpONOHOBAHO TNPUHUMIN 1A IS
3aro0iraHHs aTakaM MPU MPOEKTYBaHHI OJOKYEH CHUCTEM.

YerBeptuil po3ain «BukopucmanHis MOOeIbHO20 CNnocoby 8 po3pooyi
IHOYCMPIANbHUX JI0CICMUYHUX CUCHeMy OINHUCYE JiBa TPHUKIAJAU BUKOPUCTAHHS
MOJIEJIBHOTO METOAY PO3pOOKM: MPUKIIAL MOOYJOBH JIOTICTUYHOI CHCTEMHU IUIs
(bepMepChKOTo rocrnoAapcTBa, Ska BUKOPUCTOBYE MOJICTIOBAaHHS Ha PiBHI MOjeei
BUMOT Ta JPYTUil - Mpukiaj ¢opMaiizaiii BUMOT Ta MOJajbIle PO3pOOICHHS AJis
JIOTICTUYHOI CUCTEMH, 1110 BU3HAYAE Ta CYMPOBOIKYE (QYHKIIIOHYBAHHS JIAHIIFOKKA
noctadands. PO3TIsIHYTO cxeMy JOKYMEHTOOOITY TpHU MYJIbTUMOAATLHOMY
MDKXHApOJAHOMY NIEPEBE3EHHI, 3aIIPONIOHOBAHO BUKOPUCTAHHS MOJIETIBLHOTO CIIOCO0Y
PO3pOOKH KOHTPAKTY IS MOHOMOJQJIBHOTO TIePEBE3CHHsI Ha OJI0KYEHH raTdopMi
3 METOI0 MiHIMIi3allil pU3MKIB JIJIsl YYACHUKIB Ta 3al00IraHHIO 11 I1axpais.

IIpakTyHe 3HAYEHHS OTPUMMAHMX Pe3yJabTATIB TOJArae y JOBEJAECHI
HAyKOBUX PE3YJbTATIB 10 NPAKTUYHOIO BUKOPUCTAHHS, SIKI MIATBEPAKEHI aKTaMU
BnpoBapkeHHss DI «Hamis»y, TOB «Cwmapt Tpeiauary, IIpAT «Kcibekey,
npuBaTHOTo mianpueMctBa JlirCodr.

ABTOp nucepTallii € CriBpO3pOOHMKOM CIELiaIbHOI CUCTEMU JIOTICTUKH IS
(bepMepchKOro rocrnofapcTsa, po3po0sieHOT Ta BIPOBAHKEHOI B (pepMepchbKoMy

rocrnojapctBi «Hanis», 1m0 3HaxoauTbes B ¢. Mapiiika, JKamkiBCbKoro paiioHy,



Yepkacbkoi o0jacTi, Ha OCHOBI JOCHIDKeHb B auceptairii. Omnwucani B
JTUCEPTAIITHOMY JOCIIDKEHHI MiIX0AU 10 TOOYJAOBH JIOTICTHYHHUX CHUCTEM €
yVHIBEpCAJIbHUMHU, Ta MOXYTh BHUKOPHUCTOBYBAaTHUCh, 3a YMOBHU ajarTaiii, 10
JIOTICTHYHUX CHUCTEM Oyb-SKOi CKJIaJHOCTI Ta MaciTaldy, siK A 3aKpUTHX, TaK 1
JUISL BIIKPUTUX CUCTEM HAIllOHAJIBHOTO Ta MI>)KHAPOIHOTO PiBHSI.

Opnep>kaHi pe3ysbTaTU TaKOX BUKOPUCTOBYIOTHCS 3 HABYAJIBHOIO METOIO B
HarmionansHOMY yHiBepcUTETI O10peCcypcCiB 1 TPUPOJIOKOPUCTYBAHHS YKpaiHH MiJ
yac BUKJIagaHHs auctuiuiig g [ T-coemiaaipsHOCTEH.

Kniowuosi cnosa: sepughikayisn, eanioayis, mamemamuuune MOOeNOBAHHS,
aneeopaiunuil - nioxio, iHcepyilHe MOOeN08aHHs,  PO3NOOINeHI  cucmemu,

MIHICHAPOOHA N02ICMUKA, I02ICMUYHI CUCEeMU.
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S.0. Horbatiuk. Cybersecurity problems and model method of distributed
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The general problem of the research is to check the security properties of
distributed systems used to solve problems in international logistics systems, using
model checking and algebraic approach with insertion modeling. Another urgent
problem is the task of detecting and counteracting cases of fraud, special attention is
paid to this problem at the stage of development of highly reliable systems using a
model method of developing logistics systems.

The goal of the work is to solve the scientific and applied problem of creating
a technology model of development for highly reliable distributed systems, in
particular for logistics systems.

To achieve this goal it is necessary to solve the following interrelated

problems:



— to analyze the existing models, methods and technological means that
allow to create tools and methodology for the use of distributed systems, in particular
blockchain technology in logistics systems;

— to analyze security properties and possible attacks in logistics systems;

— to determine the theoretical foundations of the basic concepts of
insertion modeling for logistics agents in a particular operating environment;

— to offer architectural and structural solutions, algorithms and software
and hardware for the formation and display of the interaction of logistics agents and
continuous control over their location and behavior in order to ensure the safety of
operation;

— to propose solutions, cybersecurity methods and verification algorithms
to verify the properties of integrated logistics systems, such as security and life;

- to determine the use of algebraic and insertional approach at the stages of

the model method of development for verification, testing procedures;

- to consider methods of security in logistics systems, protection against

attackers and fraud and methods of vulnerability analysis;

- to consider methods of security analysis in systems based on blockchain

platforms based on the insertion approach;

- to build an example of model development of a logistics system.

The first section of the dissertation "Modern logistics systems and model
development method" is devoted to identifying and studying global problems that
have accumulated in the modern system of international logistics, and which can be
solved using blockchain technology and methods of model development. Examples
on the directions of progressive ways of using distributed systems and smart
contracts based on them in international logistics by advanced logistics operators,
research and government agencies are analyzed. The methodology of designing
logistics systems is considered, taking into account the need to comply with the
properties of security and reliability to combat fraud and attacks by attackers. When

developing highly reliable systems critical to security, it is advisable to use a model



method of development, so the procedure for validation and verification of artifacts
at all stages of development of such systems is analyzed.

The second section "Algebraic approach in formalization, verification and
model testing in international and local service logistics systems™ reveals the basics
of using the algebraic approach and insertion modeling in formal verification and
formalization through model-based testing. An example of application in practice of
algebra of behaviors on an example of the operating closed logistic system of a farm
Is given, examples of record of models of behavior of agents are resulted. The main
safety properties tested in the logistics system of the farm are considered. The
example of application in farming has been extended to a wider application in the
open system of international logistics.

The third section "Testing the properties of cybersecurity in the design of
logistics systems on blockchain platforms™ analyzes security issues in the design of
logistics blockchain platform. The insertion semantics of a blockchain system are
described and in Smart Contracts, the actions of attackers in these systems are
modeled, DAO attacks for smart contracts are formalized. The principles of actions
for prevention of attacks at designing of blockchain systems are offered.

The fourth section "Using the model method in the development of industrial
logistics systems™ describes two examples of using the model development method:
an example of building a logistics system for a farm that uses modeling at the level
of requirements models and the second - an example of formalization requirements
and further development for the logistics system. and accompanies the functioning
of the supply chain. The scheme of document circulation in multimodal international
transportation is considered, the use of a model method of contract development for
monomodal transportation on a blockchain platform is proposed in order to
minimize risks for participants and prevent fraud.

The practical significance of the obtained results lies in bringing the
scientific results to practical use, which are confirmed by the acts of implementation
of farming household "Nadiya"”, LLC "Smart Trading"”, PJSC "Xebec’s", private
enterprise LitSoft.



The author of the dissertation is a co-developer of a special logistics system
for the farm, developed and implemented in the farm "Nadiya" located in the village.
Mariyka, Zhashkiv district, Cherkasy region, based on research in the dissertation.
The approaches to the construction of logistics systems described in the dissertation
research are universal and can be used, subject to adaptation, to logistics systems of
any complexity and scale, both for closed and open systems of national and
international level.

The obtained results are also used for educational purposes at the National
University of Life and Environmental Sciences of Ukraine in teaching disciplines
for IT specialties.
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