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AKTyanpHICTh  JIOCHI/DKEHHS ~ 3yYMOBJIEHa  3pPOCTaHHSIM  KUIBKOCTI
HECTPYKTYpOBAaHMX JaHUX y KOMITIOTEPHUX Mepekax pi3Hux TumiB. s
MOKpAIICHHS TOIIYKY Y BEJMKUX MacuBax iHQopMallii Bce YacTille 3BUYAMHI
METOJY TIOIIYKY JOTOBHIOIOTh PEKOMEHAAIIMHUMH cucTeMaMu. PexoMeHmarliiiti
CHUCTEMH JO3BOJISIOTH TMOJETIIMTA TIOUIYK MPH BEJIHKIA KITBKOCTI KOHTEHTY,
JIOTIOBHIOIOUM a00 3aMIHSIOYM KJIACHYHY IOUIYKOBY BHJIayy PEKOMEHJAIlISIMU.
30KpeMa, BOHH J03BOJIAIOTH MOJIETIIUTH MOIIYK MPU BEIHUKINA KUTBKOCTI 00’ €KTIB Y
CUCTEMI, JOTOBHIOIOYHM KJIACHYHY MOITYKOBY BUAA4y PEKOMEHAAIIISIMU, a B IEAKUX
CUTYallisIX HaBITh 3aMIHAIOTH MOLIYK. TakoX peKoOMEeHAAI[liHI CUCTEMU MOXKYTb
3aCTOCOBYBATHUCSl JUIS PaHXyBaHHS pE3yJbTaTiB KIACHYHOTO TMONIyKy. Takum
YUHOM BOHU MOXYTh PI3HUMH CIOCOOAMHM TOEAHYBATHCS 13 3BUYAHHUMU
NOIIYKOBUMH aiiroputMamu. B P2P mepexax 3acTocyBaHHA pPEKOMEHIALIMHUX
CHUCTEM MOK€ MaTH JOJATKOBY KOPHUCTb. SIKIIO KOPUCTYyBay IIyKAa€ KOHKPETHHM
daiin, qomaHuii 10 MEepeXl paHiiie, 1 (a1 He 3HAWIEHO 3 PI3HUX MPUYUH, MOKHA
HaJlaTU KOPHUCTYBady CIUCOK PEKOMEHJalllil 3 BpaXyBaHHSM HOTO BMOJ00aHb 1,
MO’KJIMBO, TIOITYKOBOTO 3amuTy. Y JAemneHTpaiizoBanux P2P wmepexkax yacrto
BUHUKAE MpoOsieMa iHaeKcallii Ta IouryKy (GaiiaiB Ha pi3HUX NPUCTPOSIX MEPEKI.

P2P xomm’1oTepH1 Mepexi 3HOBY aKTyalbHI i IIMPOKO BUKOPUCTOBYIOTHCS
y Halll Yac 3aBJIIKU YMCICHHUM TIepeBaram, siki BOHU MPOMOHYIOTh. SIKIIO CIIOYaTKy
BOHM HaOyIM TMOMYJISPHOCTI 3aBasku (aillooOMIHMM cepBicaM, TO 3apa3 ix
BUKOPHUCTOBYIOTh M y Oaratbox iHmmx cdepax. HaiiBaxnusimoro nepesaroto P2P
Mepex € AeleHTpanizaiis. Bonu MoxyTh mpaitoBatu 6€3 LHEHTPaJIbHOTO CepBepa,
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10 POOUTH 1X CTIMKIMIMMHU JI0 BIAMOB Ta aTak. lle 0coOnmMBO KOPUCHO B yMOBax
30UIBIICHHS KUIBKOCTI Kibep3arpo3. P2P Takox cCHpusitoTh PO3BUTKY CY4YaCHHUX
TEXHOJOT'1H, TAKUX SIK OJI0KYeitH. barato KpUnToBaIIOT Ta TOAATKIB U1 YIIPABIIHHS
nupoBUMHU aKkTUBaMH 0a3yroThcs Ha P2P npunnunax, mo 3adesneuye ix 6esneky
Ta HaaidHicTe. Y cdepl i1HTepHET-TeneOaueHHs, CTPIMIHTY Ta OHJIAWH
KOMIT ToTepHuX irop P2P Takoxx cTaioTe Bce momysspHimmMMHA. BoHH 103BOJNSIOTH
po31aBaTH KOHTEHT O€3 BEJIMKHUX IEHTPalIi30BaHUX CEpBEPIB, IO €()EKTUBHO
3MEHIIy€ HABAaHTAXXEHHA Ha 1HQPACTPYKTypy Mepexi Ta 3abe3nedye SKICTh
ctpimiary. Toxx P2P wmepexi 3aiuialoTbCsl akTyaIbHUMH 3aBISKH  CBOIM
JELEHTPAII30BaHI TPUPOAl, sKa crpusie Oesnemi Ta CTIMKOCTI B yMOBax
3pocTaroyux Ki0ep3arpo3, a TakoXX BOHHM JONOMAaraloTb y PO3BUTKY HOBHX
TEXHOJIOT'1H Ta croco01B pO3MOBCIOKEHHS KOHTEHTY.

3 pI3HUX MPUYMH IIyKaHi (ailim MOXyTb OYTH HEIOCTYIHI JUIsl
KOpPUCTYBaya, HaBIThb SKIIO BOHM OyJlIM [OJaHl paHilleé A0 CUCTEMU Ta
npoiHaekcoBaHi. Hampukian, Komi’roTepu, IO MICTATh MOTpiOHME (aitn abo
TaONMIl MaplIpyTU3alii 10 HHOTO YW HOr0 YacTWH, BUULUIM 3 MeEpexi, abo
3aCTOCOBYIOThCA TeXHOJOrIi moOynoBu P2P mepexi 3 WMOBIpHICHUMH METOJaMH
MOIIYKYy, IO HE 3aBXAW 3HAXOAATh JaJieKO pO3TallOBaHI Bif KOMII IOTEpa
KOpUCTyBaua (aitnin Tomo. B oJHOpaHroBI KOMIT' IOTEPHIM Mepexi BY3IU —
YYaCHUKH MEpEeXl JAMHAMIYHO IIiJI’€JHYIOThCS Ta BiJI €IHYIOTHCS, TPH I[HOMY
MOXYTh BUHUKHYTH TIpoOJieMHM 3 JOCTOBIPHICTIO Ta O€3MEKOK JIaHMX
1H(}OpMaIIHHOT CUCTEMHU MEPEKi, 30KpeMa i peKOMEH/IaIHOI, aJyKe HOBI BY3IIH,
IO M7’ €THYIOTHCS MOXYTh YIPABIATUCS 3JIOBMUCHUKaMU a00 OyTH ypakKeHUMHU
IKIJJIMBAM ~ MPOTpAaMHUM  3a0e3neyeHHsM. Taki By3IM  MOXYTb OyTH
3amporpaMoBaHi Ha BUKPUBJICHHS a00 TMEPEXOIUICHHS MaHWX PEKOMEHAIHOT
cuctemMu. ToMy BaXIMBO MpU 3A1MCHEHHI MOIIYKY 1 CTBOPEHHI pPEKOMEHHaIlid
BpPaxOBYBaTH TAKOX JOCTOBIPHICTh Ta iHQopMaluiiiHy Oe3neky iHpopmauii. [lpu
¢opMyBaHHI TOLIYKOBOi BHJA4l Ta CTBOPEHHI PEKOMEHIAIl KOpHCTyBadam
JeleHTpani3oBaHuXx P2P koM’ IOTEpHUX MEpEeX TaK0X BaXKJIMBO BPaXOBYBAaTH 4ac

Ha JOCTyN 10 iH(opMallii Ta 3HaAXOAWTH OalaHC MK TOYHICTIO Ta IIBUIKICTIO
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oTpuMaHHs pe3yabTariB. Ockinbku iHGOpMAIS Ta TaOIUIl MapHIpyTH3allii B
JEHEHTPaII30BaHUX Mepekax 30epiraroThCs po3MOJIICHO, BAXKIMBO BPaXxOBYBaTH,
o JAesiKi ¢aiam KOPUCTYyBa4 MOKE€ OTPMMATH IIBHUJIIC, HIK 1HIN, a TaKOX, IO
1HKOJIM Yac MOIIYKY 1 3aBaHTaKEHHS (pailily Moke 3p0OUTH HEaKTyallbHUM 3YCHJIUIS
Ha OTPUMAaHHS JOCTYITY 0 HhOTO. BaXKTMBUM MUTaHHSIM € TAKOXK KIJTBKICTh TTaM AT,
AKy MOXHA BUAUIMTA i JaHl PEKOMEHJAIHOI CcHCTeMH, apke ¥y
neneHTpanizoBanii P2P mepexax iX moBeneTbcs 30epiraTd po3MOAUICHO Ha
KOMIT FOT€pax y4YacHUKIB Mepexi. Bubip mMeTony mpencTaBlIeHHsS JAHHUX, SKUMHU
orepye peKOMEHJaIlliHa CUCTEMa, MAa€ BarOMUM BIUIMB, OCKUIbKH €(pEKTUBHHI
croci® MpejcTaBiICHHS JaHUX, HEOOXITHUX HJiI POOOTH TaKOi CHUCTEMH, MOXKE
3MEHIIUTH KUIbKICTh MOTPIOHUX pecypciB Ta 30UIBIIMTH KUIBKICTh JOCTYITHHX
ITOPUTMIB I (POPMYBaHHS CIUCKIB PEKOMEH IAIIIH.

Tox pexomeHaariiiHi CUCTEMU 3HAYHUM YMHOM BIUTMBAIOTh HA T, STKUM
KOPHUCTYBaul CIPUHAMAaIOTh 1HPOpMaLIfHUI MPOCTIp, a iX iHopmaliiiHa Oe3neka Ta
yacoBa 1 MPOCTOPOBA CKJIAAHICTh QJITOPUTMIB € BAXKIWBUMH CKJIQJIHUKAMHU
3a0€e3MeUeHHs SIKOCTI Ta €PEKTUBHOCTI pOOOTH CUCTEM MOIIYKY 1 (PUIBTpallli JaHUX
y KOMIT IOTEpHUX Mepexax, 0COOIUBO JICIIEHTPATI30BAHUX.

Ha ocHOBI mpoBeneHOro IOCHIIKEHHS MOMKJIMBUX NUISIXIB BUPIIICHHS
HassBHOT HAyKOBO-TPAKTUYHOI 3a/iaul OyJ0 HACTYMHUM YUHOM C(OpPMYJIHOBAHO
METy AHMCEpTaIllifHOT POOOTH: 3MEHIIECHHS BUTPAT 4Yacy Ta mam’ sTi Ha PoOOTy
PEKOMEHIAIIMHOT CUCTEMH B OJHOPAHTOBHX JEIEHTPATI30BAaHUX KOMII IOTCPHUX
Mepekax MpH TOCTaTHINA TOYHOCTI CTBOPEHHS pEKOMEH/Ialliii KOPUCTyBavYaM.

IIpoBemeHo nOCIIKEHHS Ta MTOPIBHSUIBHUHN aHaI3 METO 1B poboTH peer-1o-
peer KOMIT I0TEpHUX MEpEeXk, METO/IIB 30epiraHHs Ta MOIIYKY JAaHUX Y HHUX, a TAaKOX
MoOJIeIel JETIEHTPAII30BaHUX PEKOMEHIAIIIHHUX MEPEK.

Brnepiie po3po6ieHo maTeMaTWUdHy MOJENb MpPOoIeciB 300py 1 0OpoOKu
JAHUX [IJI8 PEKOMEHJAIIMHOI CUCTeMH B OJHOPAHTOBIN JeleHTpasi30BaHIN
KOMIT IOTEpHIA Mepexi, sSKa BIAPI3HAETHCA BiJ BITOMHUX MOMJIHMBICTIO OIIHKH
HMOBIPHICHO-YaCOBUX  XapaKTEPUCTUK TMpoleciB  (GopMyBaHHS 1  3MIHHU

pexomeHnamii 3a gomomoror MmyabTUTpurepHoro GERT-monemtoBanHs Ta
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BpaxyBaHHSIM BHUMOT JOCTOBIPHOCTI 1 O€3MEKH JaHWUX TMiJ 4ac 3MiH Y CTPYKTypi
MEpexKi, 10 JI03BOJISIE 31HCHIOBATH palllOHAIBHUN BHOIp ITapaMeTpiB CUCTEMH.

Y aockoHaneHo MeTo 1 30epiraHHs JaHUX PEKOMEHAALINHOT CUCTEMH, STKUN
BIIPI3HAETBHCS BiJI BIAOMHX aJanTalli€el0 JI0 apXiTeKTypd OJHOPAHTOBHUX
JEIEHTPATI30BaHUX KOMIT IOTEPHUX MEPEX Ta BUKOPHUCTAHHSM XEII-TAOJHIb JJIS
30epiranHs JaHUX MPO KOPUCTYBAYiB 1 00 €KTH KOHTEHTY Ta 3B’SI3HUX CIHCKIB AJIs
30epiraHHs JaHUX MPO PEKOMEHJAIlli, IO J03BOJMJIO 3MEHILIUTH BUTPATHU 4YacCy 1
nam’sITl Ha Ipouecu 0OpOOKHU TaHUX CUCTEMHU.

VY ockoHalIeHO METOJl TMONIyKYy Ta (UIbTpallii JaHUX PEKOMEHAAIIITHOO
CUCTEMOTO /17151 GOpMYBaHHS PEKOMEHAII KOPUCTYBauaM, SIKU B1IPI3HIETHCS Bl
BIJIOMHX BHKOPUCTAHHSIM 3alpOIIOHOBAHOTO METOAYy 30€piraHHs MaHuX JJIst
30epeKeHHS MPOMIKHUX Ta MIJCYMKOBUX PE3yJIbTaTiB 00YUCIIEHB, 10 T03BOJIUIIO
BUKOPHCTOBYBAaTH HOTO B OJHOPAHTOBUX JCIICHTPATI30BAHUX KOMIT FOTEPHUX
MepeKax Ta 3MEHILUTH BUTPATH Yacy 1 aM’ STl pH 3a0e31eYeHH1 BUCOKOI TOUHOCTI
MIPOTHO3YBaHHS BIOJJ00aHb KOPUCTYBAYIB.

[IpoBenena omiHKa SKOCTI Ta €()EKTUBHOCTI 3alpPONOHOBAHMX MOJENI Ta
METO/I1B IIUISIXOM MPOBEJICHHS €KCIIEPUMEHTIB Ha TPOrpaMHiil iMITalliiHIi MoIeTl,
a TaKOK €KCIIEPUMEHTIB 13 BUKOPUCTAHHSAM B1IKpUTUX HaOopiB nanux Netflix Prize
data Ta MovieLens.

[IpakTyHa 1IHHICTH POOOTH MOJISATAE Y TAKOMY:

— Po3pobiiena iMitaiiitHa MOZIEIb MPOIIECIB 300py Ta OOPOOKH JaHUX IS
PEeKOMEHJAIIMHOI CUCTEMM, 1110 JIO3BOJIMJIA OI[IHUTA MHMOBIPHICHO-TEXHIYHI
XapaKTepUCTHKA PEKOMCHJIAINHOT CHUCTEMHU JACIESHTPAII30BaHOI OJHOPAHTOBOI
KOMIT I0TepHOT Mepexi. OTpUMaHO aHaNITUYHUI BUpa3, 3a JOMOMOIOI0 SKOTO €
MO>KJIUBICTh OINIHUTH UIIJIBHICTH PO3IMOAUTY WMOBIPHOCTEH Yacy imeHTHdIKaril
CTaHy BY3JiB JCICHTPATI30BaHOI pPEKOMEHAaIiitHOI cuctemMu. Bukopucranus
MYJIBTUTPUTEPHOTO MiIXOAY Ta BpaxyBaHHS BUMOT JO JIOCTOBIPHOCTI Ta Oe3MeKu
pPEKOMEHIAIIHHNX TIOBIAOMJICHb B MOPIBHSHHI 3 BIIOMUMHU MOJEIISIMH JTO3BOJIIIIO
NIJBUIIUMTH TOYHICTh PE3yJIbTaTIiB MoJieNtoBaHHs 10 5%. Po3pobneHo anroputMu

MOJICTIOBaHHSI PEKOMEHJAIIMHOI CHUCTeMHM OJHOPAHTOBO1 JELIEHTPai30BaHO1
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KOMIT FOTEPHOT Mepeki Ta MPOIECIB Y HIiM, IO JIal0Th MOXJIMBICTh MPOBOIUTH
TECTYBaHHS PI3HUX METO/I1B 30epiraHHs, MONTyKy Ta (GUIbTpallii JTaHUX Y MEPEexKI.

— Po3pobiieHo anroputmMu 30epiraHHs JaHUX PEKOMEHAAIWHOI CHCTEMU
OJTHOPAHTOBOI JCIIEHTPAII30BaHOT KOMIT IOTEPHOI MEpeXi, IO JO03BOJSIIOTH
3MEHIIUTH BUTPATH MaM’ STl 1 4yacy Ha Mpolecu 30epiraHHs Ta YWUTAHHS JTaHUX
CUCTEMHU. 30KpeMa, PO3po0JIeHa CHCTeMa Ha OCHOBI 3alIPOIIOHOBAHUX aJITOPUTMIB
IIPY BUKOPHCTAHHI y JICIICHTPATI30BaHIil OJHOPAHTOBIN MEpeki MoKa3ye HACTYIHI
pe3yJbTaTH B TMOPIBHSHHI 3 HAWKpalUMHU pe3yJbTaTaMH BIJJOMHX CHUCTEM — B
2,4 pa3iB Kpaiili pe3yabTaTH M0 Yacy 3aroBHEHHS 0a3u naHux, B 1,7 pasiB kparmii
pe3yIbTaTH [0 BUKOPUCTAHOMY 00’ €My IaM’sITi Ta B 2,5 pa3iB Kpallli pe3yJIbTaTu 10
yacy TeHepailii peKkoMeH Ialliil.

— Po3po6sieHo airopuT™ nomyky Ta QuibTpauii JaHUX PeKOMEHAAIIHOI0
cucteMoro il (OopMyBaHHS PEKOMEHJAIlli KOpUCTyBadyaM B OJHOPAHTOBUX
JETICHTPATI30BaHUX KOMIT FOTEPHUX MEpekax, [0 3MEHIITy€e BUTPATH Yacy i mam’sTi
npu 3a0e3Me4YeHH] BHCOKOI TOYHOCTI MPOTHO3YBaHHS BHOJ00AHb KOPUCTYBauiB.
TounicTe po3pobieHoro anroputmy csrae g0 0,84 B 3ajaeKHOCTI Bij OOpaHHMX
napaMeTpiB CUCTEMH.

[IpakTuune  3Ha4YeHHS  OTPUMAHUX  PE3yJbTaTiB  MIATBEPIKEHO
BIIMOBIJTHUMU aKTaMU BMOPOBAKCHHS. Pe3ynbTatv aucepTamiiiHuX IOCTiIKEHb
BIIPOBA/)KEH1 1 BUKOPUCTOBYIOTbCA y isnbHOCTI IT-kommanii TOB "OHIKC-
CUCTEM3", a  TakoXX  BHUKOPUCTAHO Yy  HABYAIBHOMY  MPOIECi
[{eHTpanbHOYKPATHCHKOTO HAI[IOHAJIBHOTO TEXHIYHOTO YHIBEPCUTETY.

Kuro4oBi ciioBa: koM toTepHi Mepexi, pekomeHaamiitHi cuctemu, GERT-
MEpexXi, CTPYKTYpH NaHuWX, 0a3u JMaHWX, MPOTpaMHE IMITalliiiHE MOJEIIOBAHHS,
JELEHTpaII30BaH1 OJHOPAHTOBI KOMIT IOTEpHI MEpeXKi, O1HapH1 JlarpaMH pillieHb,

JiepeBa pillieHb, 3B’ sI3H1 CIIUCKH, XEI-TabmuIll, GiabTpallis JaHUX, TOMIYK JaHUX.



SUMMARY

Mikhav V. V. Model and methods of data receiving and processing for
recommendation systems in peer-to-peer computer networks. — Qualifying scientific
work on the rights of the manuscript.

Dissertation for the degree of Doctor of Philosophy (PhD) in the specialty
123 “Computer Engineering”. — Cherkasy State Technological University, Cherkasy,
2023.

The relevance of the research is driven by the increasing volume of
unstructured data in various types of computer networks. To enhance search
capabilities within vast information repositories, conventional search methods are
increasingly complemented by recommendation systems. Recommender systems
make it easier to search in a large amount of content by supplementing or even
replacing traditional search results with recommendations. In particular, they ease
the search process when dealing with an abundance of items within a system
supplementing the classic search output with recommendations, and in some cases,
even substituting search altogether. Recommendation systems can also be applied to
rank classical search results, thus providing various ways to integrate with
conventional search algorithms. In P2P networks, the application of
recommendation systems can offer additional benefits. If a user is searching for a
specific file that was previously shared on the network but cannot be located for
various reasons, recommendations can be provided to the user, taking into account
their preferences and, perhaps, their search query. In decentralized P2P networks,
the problem of indexing and locating files on various network devices often arises.

P2P networks have regained relevance and widespread usage due to their
multiple benefits. Though these networks originally gained popularity via file-
sharing services, they now serve many other purposes. Decentralization is P2P
networks' most important advantage. They can function without a central server,
rendering them more resilient to failures and attacks, especially in the current era of

escalating cyber threats. P2P networks also aid in the advancement of contemporary
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technologies such as blockchain. Numerous cryptocurrencies and digital asset
management programs rely on P2P principles, guaranteeing their safety and
dependability. In the realm of Internet television, streaming, and online computer
games, P2P services are also growing in popularity. Peer-to-peer (P2P) networks
enable content distribution without relying on large centralized servers, effectively
reducing network infrastructure load and enhancing the quality of streaming. P2P
networks remain pertinent due to their decentralized nature, which enhances security
and resilience against increasing cyber threats, and contributes to advancing new
technologies and content distribution methods.

Files that have been added to the system and indexed may still not be
accessible to the user due to various factors. For instance, the computers containing
the required file or routing tables may have gone offline, or probabilistic search
methods utilized in P2P network technologies may fail to locate files distant from
the user's computer. In a peer-to-peer computer network, the nodes of network
participants establish and terminate connections dynamically. This process may
degrade the reliability and security of network information system data, including
the recommendation system. Such problems can occur due to newly connected
nodes that are controlled by attackers or affected by malware. These nodes may be
programmed to interfere with the data or even cause corruption of the
recommendation system. Therefore, it is important to prioritize reliability and
information security when searching for and recommending information.

When generating search results and recommendations for users of
decentralized P2P computer networks, it is also important to consider the time it
takes to access information and strike a balance between accuracy and speed of
results. Because information and routing tables are stored in a distributed manner on
decentralized networks, it is important to consider that some files can be retrieved
faster than others, and that sometimes the time it takes to find and download a file
can make access to it irrelevant. Another important issue is the amount of memory
that can be allocated to the recommendation system data, since in a decentralized

P2P network it will have to be stored distributed on the computers of the network
7



participants. The choice of how to represent the data used by a recommendation
system has a significant impact, since an efficient way of representing the data
required by the system can reduce the amount of resources required and increase the
number of algorithms available for generating recommendation lists.

Therefore, recommendation systems have a significant impact on how users
perceive the information space, and their information security as well as the temporal
and spatial complexity of algorithms are important components of ensuring the quality
and efficiency of data search and filtering systems in computer networks, especially
decentralized ones.

Based on the conducted research on possible ways to address the existing
scientific and practical problem, the aim of the dissertation was formulated as
follows: to reduce the time and memory costs of operating a recommendation system
in peer-to-peer decentralized computer networks while ensuring sufficient accuracy
in generating recommendations for users.

A study and comparative analysis of peer-to-peer computer network
operation methods, data storage and retrieval methods within them, as well as
models of decentralized recommendation networks, have been conducted.

For the first time, a mathematical model of data collection and processing
processes for a recommender system in a peer-to-peer decentralized computer
network has been developed. It differs from the known ones by the possibility of
assessing the probabilistic and temporal characteristics of the processes of forming
and changing recommendations using multi-trigger GERT modeling and taking into
account the requirements for data reliability and security during changes in the
network structure, which allows to make a rational choice of system parameters.

The method of storing data of the recommender system has been improved,
which differs from the known ones by adapting to the architecture of peer-to-peer
decentralized computer networks and using hash tables to store data on users and
content objects and linked lists to store data on recommendations, which reduced the
time and memory consumption for data processing of the system.

The method of searching and filtering data by a recommender system for
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generating recommendations to users has been improved. It differs from the known
ones by using the proposed method of data storage to store intermediate and final
results of calculations, which made it possible to use it in peer-to-peer decentralized
computer networks and reduce time and memory costs while ensuring high accuracy
of predicting user preferences.

The quality and effectiveness of the proposed model and methods were
evaluated by conducting experiments on a software simulation model, as well as
experiments using the open datasets Netflix Prize data and MovieLens.

The practical value of the work lies in the following:

— A simulation model of data collection and processing processes for a
recommender system has been developed, which has made it possible to evaluate
the probabilistic and technical characteristics of a recommender system of a
decentralized peer-to-peer computer network. An analytical expression has been
obtained that makes it possible to estimate the probability density function of the
time of identifying the state of the nodes of a decentralized recommender system.
The use of a multi-trigger approach and consideration of the requirements for the
reliability and security of recommendation messages in comparison with known
models allowed to increase the accuracy of the modeling results by up to 5%. The
algorithms for modeling the recommender system of a peer-to-peer decentralized
computer network and processes in it have been developed, which make it possible
to test various methods of storing, searching and filtering data in the network.

— The algorithms for storing data of the recommender system of a peer-to-
peer decentralized computer network have been developed, which allow reducing
the memory and time consumption for storing and reading system data. In
particular, the developed system based on the proposed algorithms, when used in a
decentralized peer-to-peer network, shows the following results compared to the
best results of known systems: 2.4 times better results in terms of database filling
time, 1.7 times better results in terms of memory usage, and 2.5 times better results
in terms of recommendation generation time.

— An algorithm for searching and filtering data by a recommender system
9



for generating recommendations to users in peer-to-peer decentralized computer
networks has been developed, which reduces time and memory costs while ensuring
high accuracy in predicting user preferences. The accuracy of the developed
algorithm reaches up to 0.84, depending on the selected system parameters.

The practical significance of the results obtained is confirmed by the relevant
acts of implementation. The results of the dissertation research have been
implemented and are utilized in the activities of the IT company "ONIX-SYSTEMS"
LLC and have also been incorporated into the educational process at the Central
Ukrainian National Technical University.

Keywords: computer networks, recommender systems, GERT networks,
data structures, databases, computer simulation modeling, decentralized peer-to-
peer computer networks, binary decision diagrams, decision trees, linked lists, hash

tables, data filtering, data search.
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