AHOTALIA

Ilnucka JI. I. Metoau, moaeJi Ta ingopmaniiiHi TeXHOJIOriI B cHcTeMaX MiATPUMKH
NPUAHATTA pilleHb 3 iHBecTyBaHHA Yy KiOepOe3nexky o00’ekTiB iHpopmaTusamii.
KgamidikariitHa HaykoBa Mmparis Ha IpaBax PyKOITHCY.

Huceprariis Ha 3700yTTS HAyKOBOTO CTYIEHs JOKTOpa (iocodii 3 TEXHIYHUX HAyK
31 crnemianeHicTIO 122 «Komm’torepni  Haykw». HarioHanpHuMi —yHiBepcuTeT Oiopecypci
1 mpuponokopuctyBanusa Ykpainu. Kuis, 2023.

HuceprauiiiHy poOOTy NPUCBAYEHO PO3BUTKY MATEMATHUYHUX METOMIB Ta Mojeneil i
OOUUCIIIOBAJIBHOTO SJIpa CUCTEMHU MIATPUMKHU NPUHHATTS PillleHb, SKI BUKOPUCTOBYIOTHCS JUIS
NOLIYKY ONTUMAJIbHUX CTpaTerid iHBEeCTYBaHHS B 3aco0u 3axucTy iHpopmaulii Ta cuctemMu
KiOepHEeTHYHOI Oe3MeKH pi3HUX 00’ €KTiB iH(pOopMaTH3AaIlii.

OO0’ exTBHA HEOOX1IHICTh BUPIIICHHS OaraTOKpUTEPiaaIbHOTO ONTUMI3allIHHOTO 3aBIaHHS
VOpaBIiHHS pecypcamu, IO BHIUISIOTHCS Ha 3abe3meueHHs iH(opManiiHOl Oe3neku, Taka,
10 0COOH, SIKI TPUIMAIOTh PIIICHHS, 3MYIIICH] JISTH B JMHAMIYHO CKJIATHUX cuTyallisx. [TomiOHi
cutyarii oOyMOBIIeHI JIaHTMIAQTOM KIOCPHETHYHUX 3arpo3, IO IMOCTIHHO 3MIHIOETHCS,
3017BIICHHAM CKIJIQHOCTI Kibeparak, BapiaTUBHICTIO BHUKOPHUCTOBYBaHMX aTaKyBaJIbHOIO
CTOPOHOIO CIIEHapiiB JUIsl IPOBEACHHS aTak 1 T. 1.

InBecTuiii B iHHOBAIlifHI MPOEKTH, HANPHUKIAL, Yy Tamy3i iHGOpMAamiHHUX TEXHOIOTiH
Ta KibepOe3neku, y 6aratbox BUMAIKaX XapaKTepU3yIOThCS HaJA3BUYAITHO BEMKOIO IMOBIPHICTIO
HETOYHOCTI OOYMCIeHb Ta pU3MKy. i miiBUIIEHHS €(EeKTUBHOCTI Ta ONTUMI3aLil Npoueayp
OLIIHKM TPOEKTIB Ta MIATPUMKH HPUHHATTSA pillleHb, MOB’SI3aHUX 13 1HBECTYBAaHHSIM, 4YacTO
BUKOPUCTOBYIOTh CHUCTEMHU aHamii3y AaHuxX. CTBOpPEHI CHUCTEMHM MiIATPUMKH HNPUMHATTS pillIEHb
oTpuMaiu 100pi BIATYKH, MOB'A3aH1 3 pO3B’A3aHHIM TaKUX IpoOIeMm.

Byno mpoananizoBaHo iCHYIO4I MaTeMaTH4HI MOJIENi, IKi BUKOPUCTOBYIOThCS AJIsi BUOOPY
CTpaTerii 1HBECTYBaHHsS B CHCTEMM KiOEpHETHYHOI Oe3nekH pi3HUX 00 €KTIB iH(pOopMaTH3allii.
YV xomi pobOTH AETAIBHO JOCIIIKEHO ¥ OMpaIbOBaHO MIEPEBAru Ta HEJOMIKH IIUX MOJICIIEH.

VY pe3ynbrari TOPIBHSUIBHOTO aHalI3y HAayKOBUX TMpallb, JOBEIEHO, IO 3aBJIaHHS
e(eKTUBHOTO BHMKOPUCTAaHHS (IHAHCOBUX pecypciB Ha 3axucT iH(opMmalii € oZHuUM
13 HaWTONOBHILIMX 3aBJaHb Ul OpraHi3alii Ta KOMMaHii, sKi MOTPeOyIOTh 3aXHCTy BIIACHOI
iH(dopMarlii. Y HUHINIHIX YMOBaX HECTIMKOi pPUHKOBOI EKOHOMIKH MPOIIEC 1HBECTYBaHHS MOTpelye
MIPOBEJCHHS 3HAYHUX POOIT aHAJIITHKaMH Ta eKCIepTaMu, BiA 300py Ta oOpoOku iHpopmailii,
1 10 po3poOJeHHs cTparerii iHBECTYBaHHS, IO BiJAMOBiNA€ 3a3HAYEHUM LUISIM 1 3aBIAHHIM.
[TutanHs edexTUBHOCTI (iHAHCOBHX IHBECTHIIM Ta KOHTPOIIO HAJ LM IPOIECOM € OIHUM
13 HallBaXMBIMUKX Yy (hiHaHCOBIH cdepi. OnTuManbHe 3HAYeHHSI pECypCiB 3aJI€KUTh HE JIUILE BiJ

ypa3aIuBOCTI CUCTEMH, a ¥ BiJl BapTOCTi iH(OpMartii, sika mijsirae 3axucty. [Ipore, mociaimkeHHs



JTy’K€ 9acTO MarOTh JIUIIIE EKOHOMIYHUM XapaKTep 1 MaiKe 30BCiM HE BPaXOBYIOTh TCHJICHIIIT IIOJI0
BIIPOB/DKCHHS 1HPOPMAIIHHIX TEXHOJOTIH y MPOLEeIypy KOHTPOIIO Ta MPUHHATTS pillieHb IS
IHBECTHUIIHHUX TPOEKTIB. [OJIOBHUM HENONIIKOM IUX JOCHIKCHb € BIJCYTHICTh HEOOXITHHX
KOHKPETHUX peKOMEHAAIlii 111010 GopMyBaHHS CTpareriii (hiHAaHCOBUX 1IHBECTHIIIH.

Pe3ynbratu, oTpuMmaHi y XOAl HAaNMCAaHHS JUCEpTAIiiHOT poOOTH, JalnM MOXJIHMBICThH
BCTAHOBUTH, IO MUTaHHA €(EKTUBHOCTI (PIHAHCOBHUX IHBECTHLIH Ta KOHTPOIIO HAJ IHM
IPOIIECOM € OJHHMM 13 HaWBaXJIMBIIINX Yy (iHaHCOBIH cdepi. OnTumanpHe 3HaYCHHS PeCypciB
3QJIKUTh HE JIMIIE BiJ] ypa3JIMBOCTI CHCTEMH, a ¥ Bia BapTocTi Tiel iHopmarlii, ska migisarae
3axucty. Pa3om 13 Tum, y mpoleci BUBYEHHS Ta JOCHIDKCHHsI ICHYIOUOI TEOpeTH4YHOI 0Oa3u
BU3HAYCHO MpOOJIeMy, IMOB’S3aHY 3 HEOOXIAHICTIO PO3POOKM HOBUX MOjENeH, 3aCHOBaHHX
Ha CriJbHOMY (TiOpHIHOMY) BHUKOPHCTAHHI anmapara OUTIHIMHUX Iu(epeHIialbHuX irop SKOCTi
Ta FeHETHYHOTO aNroputMy. Taka koMOiHaLlig AJIA sApa IHTETIEKTyalbHUX 1HPOPMAIIITHIX cUCTEM
y 3aBJaHHSIX BHU3HAYCHHs palllOHAIBHUX CTpaTerii (iHaHCOBOTO IHBECTYBaHHS Yy TMPOEKTH
KiOepOe3neKn He JIMIIEe Ma€e MPaBo Ha iICHYBaHHS, a 1 3[aTHA, HA HAIly AYMKY, 1aTH TO3UTUBHUMA
edexr.

Bnepmie omucano meron BuUOOpY pallioHanbHOI cTparerii 1HBECTyBaHHS Y IPOEKTH
13 3a0esneyeHHs1 KibepOesnekn o0’ekra iHQopmaTH3allii, OCHOBHI KOMOiHaIii Teopii irop
Ta TEHETUYHOTO aJrOpUTMY, SIK METoAy Oararo(akTopHOi ONTHMI3allii, OCKUIBKH BOHH
€ BUHATKOBO aKTyaJIbHUMH Ha ChOTOJHIIIHIN JICHb.

IToka3aHo, IO BUKOPHUCTaHHS Ha MEPLIIOMY e€Tali JaHOro MeETONy JIMILE arapary
OUTIHIHUX AMHAMIYHUX IrOp SIKOCTI, 1a€ pe3ysbTaT, y IKOMY KOXKHa TOYKa, BIAMOBIAHA CTpaTerii
1HBecTopa, Oyne HaOOpOM NMEBHUX KOMIIOHEHTIB 1HBECTyBaHHS. L[I KOMIOHEHTH BIANOBIAAIOTH
¢inancoBuM pecypcam. HaGopu TOUOK, 110 pO3TalIOBYBaTUMYThCSI HA TEPMIHAJIbHIN MOBEPXHI
KOXKHOTO 3 1HBECTOpIB, XapaKTepU3YyIOTh KOHKPETHI iHBecTULiiHI mporpamu. Cami coboro
pillIeHHs 3 ypaxyBaHHSM 3acCTOCYBaHHsS CHUCTeMH AM(DepeHLiadbHUX PIBHAHb JUId OUTIHIHHOI
JUHAMIYHOI I'pHU SKOCTI 3 KIJIbKOMa TepMiHAIbHUMHU ITOBEPXHSAMHU JAl0Th TOCUTh BETUKUN PO3KHU]
BapiaHTIB TOYOK Ha TEPMIHAJILHUX NOBEPXHsX 1HBECTOPIB. Lle, Ak pe3ynbrar, TMKTy€e HEOOX1IHICTh
BUTPAT JIOJJATKOBOTO Yacy Ul aHalli3y LIUX TOYOK Ta MOIIyKYy 00JIacTi epeBark iHBecTopa.

VY x0/11 po6OTH BCTaHOBJIEHO, 1110 3aCTOCYBAaHHS T€HETUYHOTO AITOPUTMY Ha JIpyroOMy eTarli
3alPOMOHOBAHOTO METOAY BHUOOpPY pallloHaJIBHOI CTpaTerii 1HBECTYBaHHS Yy TIPOEKTH
13 3a0e3medueHHs KibepOe3neku 00’ exTiB iHpopMaTH3allii ycyBae 3a3HauYeHUN BUINE HEOMIK.

OxpiM TOT0, 3aPOIIOHOBAHO 3aCTOCOBYBAaTH MOAM(DIKOBAaHUN T€HETUYHUN aJTOPUTM IS
BUPIIICHHS 3aBJIaHHs, MOB'SI3aHOTO 3 OTPHMAHHSM IMPOTHO30BAHOI OIIIHKK BiJJa4i BiJ pi3HUX
HamNpsSMKiB 1HBECTYBaHHS Yy MNpoeKkTH KiOepOesneku o0’ekTiB iHpopmaruzamii. lle no3Bosnse

MNOTEHUIMHUM 1HBECTOpaM Ha CTajli OLIHKM MpPUBAOIMBOCTI OKPEMHX MPOEKTIB, MOB’SI3aHUX



13 PO3BUTKOM KiOepOe3neku o00’ekTiB iH(pOpMarTu3allii, OTPUMYBAaTH TMPOTHO3HI OIIHKU
NEPCHEKTUBHOCTI 0OpaHMX CTpaTeriii iHBECTyBaHHA IIJISXOM BH3HAYEHHS 3HAYYyIIUX (pakTopiB
3pOoCTaHHsl BiJyadi Bii iHBECTyBaHHs B KiOepOesmeky o0’ekTiB iH(opmarmzamii, a TakKox
BIJICT€KEHHS TOUOK 3POCTaHHS Ta CTPYKTYPHHX 3MiH.

I[Ipy komMOiHOBaHOMY IMMAXOAlI Ha TEPIIOMY e€Tami 3a JOMOMOTOI  CHCTEMH
nudepeHIianbHIX PIBHIHD A OUTIHIHHOI TUHAMIYHOI TPU SKOCTI 3 KUJIbKOMa TepMiHAIbHUMH
MOBEPXHAMHU 30MpAEThCs, (PAKTHYHO, JIMILIE CTATUCTHKA BapiaHTIB pilleHb. A Oe3mocepenHbo
00poOKa Ta MOMNIYK IMiJICYMKOBOI PaIliOHAJIbHOI CTpaTerii IHBeCTOpa 3HAXOIUTHCS 32 JOTIOMOTOIO
FEHETUYHOro anroput™my. JlaHuil reHeTMuHuil anroput™m OyJI0 3aCTOCOBAHO JJs peani3amii
KOMOIHOBaHOI ~ OOYMCITIOBAIbHOI MPOLEAYpPHU SAK JONATKOBHM 1HCTPYMEHT 3MEHIICHHS
HEBU3HAYCHOCTI MHOKMHH CTAOUTFHUX y3araJlbHEHHX €-piBHOBAT TPH.

IToka3zaHo, 110 3aPONOHOBAHUM METO MOXKe OyTH 3aCTOCOBAHMM Ul CKOPOYEHHS yacy
B XOJIi BUPILIEHHS 3aa4i MMOIIYKY pallioHaIbHUX (ONTUMAaJIbHUX) CTpaTeriii iIHBECTOPIB HA OCHOBI
ITpOBHX MOEJNEH y TMOEIHAHHI 3 TEHETUYHUM aJrOPUTMOM, 30KpeMa B yMOBAaX JWHAMIYHOTO
NPOTHUCTOSTHHS 31 CTOPOHOIO, IO aTaKye, KOJM OIliHKa PaliOHaJbHOI CTparerii iHBeCTyBaHHS
BUKJIIOUHO BaXKJIMBA Ul CTOPOHU 3axucTy. KomOiHOBaHMI miAXiA MOKa3zye KOPOTLIMHA yac AJs
MOIIYKY PIlIeHb Y KOHKPETHIM CUTYyaIlii.

OTpumania mTOHANBIIMKA PO3BHUTOK METOJMKA TIPOEKTYBAaHHS CHUCTEMH MiATPHUMKH
MPUNHATTS pIlIeHb, NI PO3B’sA3aHHS 3a7ad OIIHKK CTpATEriil 1HBECTYBaHHS B KiOepOe3meky
00’€eKTiB iH(opMaTH3allii.

VY nucepraniiiHiii poOOTI BUKOHAHO KOMIUIEKC AOCTIKEHb Ta BUIIPOOYBaHb, Y pe3ynbTari
SAKMX HAyKOBO OOIDYHTOBAaHO pO3pOOKYy CHCTEMH NIATPUMKH MNpUHHATTA pimeHs «DSS
Protect&Invest» y nmporieci anainizy Ta BUOOpy parioHaIbHOTO (ONITUMAILHOTO) BapiaHTa CTparerii
1HBECTYBaHHs B cucTeMH KibepOesneku. Kpim Toro, po3missHyTo KIIt0uOB1 (PyHKI[IOHATbHI MO
noAi0HOT cUCTEMH MIATPUMKH NMPUNHATTS pillleHb, SIKI CIPUSIOTH 3a0€3MEeUeHHI0 Oe3MepepBHOIO
Ta e(eKTUBHOTO (YHKIIIOHYBaHHS CHCTEMHU 3axXUCTy 1H(OpMaliiHUX pecypciB 00 €KTIB
iH(dopMaTH3alii Oyab-sIKOro MaciuTaly.

Peanizanist cucreMu MigTpUMKU NpUHHATTS pimeHb «DSS Protect&Invest» BukoHaHa
32 MOAYJABHUM HpPUHIUIOM. Lle 1ae MOXKJIMBICTH JIOMOBHIOBATH CHUCTEMY MIATPUMKHU MPUHHATTS
pillIeHb IHIIUMH MOAYJSMHU. 3alpolOHOBaHA CUCTEMa MIATPUMKHU NPUUHATTA pimeHb «DSS
Protect&Invest» € mocuth yHiBepcadbHOIO 1 MOXe OyTH pO3LIMpEHa 3a PaxXyHOK (PyHKIIOHAITY
IHIINX Mig3a7a4.

ITokazaHo, 110 1151 cucTeMa MiATPUMKU NPURHATTS PillIeHb JO3BOJISIE EKCIIEPTaM Y PeXUMI
OHJIAlH OLIIHIOBATH CTpaTerii iHBeCTyBaHHs B pi3H1 00'ekTH 1H(OpMaTH3allii, 30KpeMa, KpPUTUYHO

BaXJIMB1 KOMIT'IOTEPHI CHCTEMHU. 3allpOIIOHOBAaHA CUCTEMa MIATPUMKHU MPUHHATTS pitieHb «DSS



Protect&Investy mo3Bossie peasnizoByBaTH OIIHKY TPUBAOIMBOCTI 1HBECTUIIIMHUX IPOEKTIB
y cdepi 3axucty iHpopMmalii Ta kibepbesneku miampuemMcTB. OOUHMCTIOBAaTBHE SAPO CHCTEMHU
HiATPUMKH TpUKAHATTA pimieHb «DSS Protect&Investy 6a3yerbcst Ha MeToAax Teopii irop, a TaKoX
Ha BIepIIe OTPUMAHOMY MAaTreMaTHUYHOMY pIIICHHI, fKE 3aCHOBaHE Ha I1HCTpyMeHTapii
OararorpaHHUX Irop sIKOCTI 3 KUUIbKOMa TePMiHAIbHUMHU TTOBEPXHSIMH, TPHUOMY ITOIIYK TPAEKTOPIT
Ha Oe3ivi TOYoK, 1m0 (OPMYIOTh TEPMiHAJIBHY MOBEPXHIO 1HBECTOpA, BIEPIIE peali30BaHHMA
Ha OCHOBI T€HETHYHOTO alIropuT™My. BakiuBo, 1110 cucTeMa MiATPUMKH NPUHHATTS pimens «DSS
Protect&Investy 103Bosisi€ aBTOMATU3yBaTH B pEKUMI OHJIAWH OTPUMaHHS IPOTHO30BaHUX OLIIHOK
JUTS PI3HUX BapiaHTIB po3Mmoiay (PiHAaHCOBHX pPeCypcCiB iIHBeCTOpa (IHBECTOPIB), 110 BUTPAYAOTHCS
Ha (iHAaHCYBaHHS pPI3HUX O00'€KTIB KOHTYpIB 3axucTy iHGOpMaLii KPUTHYHO BaKIMBUX
KOMIT FOTEPHUX CHCTEM.

ITokazano, mo po3poOieHa cucreMa HIATPUMKU HpuUdHATTA pimeHb «DSS Protect&
Invest» [103BOJAMTH 3MEHUIMTH pPO3ODKHOCTI JAHUX NPOTHO3YBaHHS Ta peajbHOI BiJadl
(pe3ynbTariB) BiJl iHBECTYBaHHS B KOHTYpPH 3axHCTy iH(opmarii, KibepOe3neku MianmprueMCTB
Ta 00’ekriB iH(opmaru3zaiii. Takok MOXKIMBA ONTUMI3allis CTPATETid BKIAJACHHS KOIITIB
B 00’ektu 1iHopmaru3alii pi3HUMH CTOPOHAMM I1HBECTHIIHOTO mpouecy. Po30ikHICTh
y HOIVIsIIaX €KCIEepTiB, SKI BUKOPHCTOBYBAJIM CUCTEMY HIATPUMKHM NPUHHATTA pimeHb «DSS
Protect&Invest», Ha 13—16 % meHmIe, HiX AJIs1 BapiaHTa OLIHIOBaHHS 0€3 BUKOPHCTAHHS JaHOTO
[13. V Xoai TecTyBaHHS CHUCTEMU MIATPUMKU NpUHHATTA pimieHb «DSS Protect&Invest» Ha 45—
55 %. CKOpPOTHJIMCSI BUTpaTH 4acy Ha OLIHIOBaHHS CTpaTeriii iHBecTyBaHHS B KibOepOesmeri
00’€ekTiB iH(opMaTH3allii.

JloBenieHo, 1110 3aCTOCYBAHHSI B CUCTEMH MIATPUMKH IPUHHSTTA pillIeHb, 3alIPOIIOHOBAHUX
MoJeNIel, J03BOJSIE TMPUCKOPUTH IMOIIYK ONTHMAaJbHUX BaplaHTIB pPO3MILIEHHS 3aco0iB
KibepOe3nexku Ta 3axucTy iHopMmarii aas o0’ekTiB iHpopMmaruzanii 6utbmr HiX y 15-20 pazis.
[1s mepeBara /103BOJIsi€ BUKOHATH INIBUJKUI mepedip pi3HUX BapiaHTIB anapaTHO-IPOTrPaMHUX
3aco0iB 3axucTy iH(popmarli Ta iXx koMOiHaIii st 00’ €KTIB iHPOpMaTH3allli, a TAKOX 3aIisATH
KOMOIHAI[II0 amapary Teopli Irop Ta T€HEeTHMYHOro aAropuTMy IiJ 4Yac ONTUMI3alii MOUIyKY
cTpareriii Binoopy 3aco0iB 3axucTy iHpopMaTH3auii A 00’ exTiB iHpopmaru3zanii. [lorenmiitno
Taka iHTerparis Mojenel i1 MEeTOAIB Ja€ MOXJIHMBICTh MIBUIKO MepeOylnoBYBaTH 3aXUCT 00’ €KTiB
iH(dopMaTH3alii, afanTyodu iX 10 iH(opMalii Mpo MOXKIMBICT peajizalili HOBUX Kibep3arpos,
30KpeMa, Ha OCHOBI JaHUX, IO JUHAMIYHO 3MIHIOIOTHCSA, IMPO CTaH 3aXHUCTy OO €KTIB
iH(popMaTH3aIii.

KurouoBi ciioBa: cucrema miATPUMKH MPUHHATTS pillleHb; 3aCO0M 3aXUCTy 1H(OpMALii;
MaTeMaTH4Ha MOJIEJIb; KibepOe3neka; Teopis irop; TeHETUIHHH aJITOPUTM.

ANNOTATION
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The thesis is devoted to the development of mathematical methods and models for the
computing core of the decision support system, which are used to find optimal strategies for
investing in information protection and cyber security systems of various informatization objects.

The objective necessity of solving a multi-criteria optimization task of managing resources
allocated to information security is such that decision-makers are forced to act in dynamically
complex situations. Such situations are caused by the ever-changing landscape of cyber threats,
the increasing complexity of cyber attacks, the variability of the scenarios used by the attacking
party to carry out attacks, etc.

Investments in innovative projects, for example, in the field of information technology and
cyber security, in many cases are characterized by an extremely high probability of calculation
inaccuracy and risk. Data analysis systems are often used to improve the efficiency and
optimization of project evaluation procedures and to support investment decision-making. The
created decision support systems received good reviews related to the solution of such problems.

Existing mathematical models used to choose a strategy for investing in cyber security
systems of various informatization objects were analyzed. In the course of the work, the
advantages and disadvantages of these models were studied and worked out in detail.

As a result of the comparative analysis of scientific works, it has been proven that the task
of effective use of financial resources for information protection is one of the most important tasks
for organizations and companies that need to protect their own information. In the current
conditions of an unstable market economy, the investment process requires significant work
by analysts and experts, from the collection and processing of information to the development
of an investment strategy that meets the stated goals and objectives. The question of the
effectiveness of financial investments and control over this process is one of the most important
in the financial sphere. The optimal value of resources depends not only on the vulnerability of the
system, but also on the value of the information to be protected. However, studies are very often
only of an economic nature and almost do not take into account the trends in the implementation
of information technologies in the control and decision-making procedures for investment projects.
The main drawback of these studies is the lack of necessary specific recommendations for the

formation of financial investment strategies.



The results obtained during the writing of the dissertation made it possible to establish that
the question of the effectiveness of financial investments and control over this process is one
of the most important in the financial sphere. The optimal value of resources depends not only
on the vulnerability of the system, but also on the value of the information to be protected. At the
same time, in the process of studying and researching the existing theoretical base, a problem
related to the need to develop new models based on the joint (hybrid) use of the apparatus
of bilinear differential games of quality and the genetic algorithm was identified. Such
a combination for the core of intelligent information systems in the task of determining rational
strategies for financial investment in cyber security projects not only has the right to exist, but
is also capable, in our opinion, of giving a positive effect.

For the first time, the method of choosing a rational investment strategy in projects
to ensure cyber security of the informatization object, the main combinations of game theory and
genetic algorithm, as they are extremely relevant today, are described. This genetic algorithm was
applied to implement a combined computational procedure as an additional tool for reducing the
uncertainty of the set of stable generalized g-equilibria of the game.

It is shown that the use of only the apparatus of bilinear dynamic quality games at the first
stage of this method gives a result in which each point corresponding to the investor's strategy will
be a set of certain investment components. These components correspond to financial resources.
The sets of points that will be located on the terminal surface of each of the investors characterize
specific investment programs. The solutions by themselves, taking into account the application
of the system of differential equations for the bilinear dynamic game of quality with several
terminal surfaces, give a rather large spread of options for points on the terminal surfaces
of investors. This, as a result, dictates the need to spend additional time to analyze these points and
find the area of investor's advantage.

In the course of the work, it was established that the application of the genetic algorithm
at the second stage of the proposed method of choosing a rational investment strategy in projects
to ensure the cyber security of informatization objects eliminates the above-mentioned
shortcoming.

In addition, it is proposed to use a modified genetic algorithm to solve the problem
of obtaining a forecasted estimate of return from various directions of investment in cyber security
projects of informatization objects. This allows potential investors at the stage of assessing the
attractiveness of individual projects related to the development of cyber security of informatization
objects, to obtain predictive assessments of the prospects of selected investment strategies
by determining significant factors for the growth of returns from investing in cyber security

of informatization objects, as well as tracking growth points and structural changes.



In the combined approach, at the first stage, using a system of differential equations for
a bilinear dynamic game of quality with several terminal surfaces, only the statistics of decision
options are collected. And the processing and search of the final rational strategy of the investor
is done directly with the help of a genetic algorithm.

It is shown that the proposed method can be applied to reduce the time in solving the
problem of finding rational (optimal) strategies of investors based on game models in combination
with a genetic algorithm, in particular in the conditions of dynamic confrontation with the attacking
side, when the evaluation of the rational investment strategy is extremely important for the defense
side. The combined approach shows a shorter time for finding solutions in a specific situation.

The method of designing a decision-making support system for solving the problems
of evaluating strategies for investing in the cyber security of informatization objects received
further development.

In the dissertation work, a set of research and tests was carried out, as a result of which the
development of the decision support system «DSS Protect&Investy was scientifically
substantiated in the process of analysis and selection of a rational (optimal) variant of the strategy
for investing in cyber security systems. In addition, the key functional modules of a similar
decision-making support system are considered, which contribute to ensuring the continuous and
effective functioning of the information resource protection system of informatization objects
of any scale. The implementation of the DSS Protect&Invest decision support system is based
on a modular principle. This makes it possible to supplement the decision support system with
other modules. The proposed decision support system «DSS Protect&Invest» is quite universal
and can be expanded due to the functionality of other subtasks.

It is shown that this decision support system allows experts to evaluate online investment
strategies in various informatization objects, in particular, critical computer systems. The proposed
decision support system «DSS Protect&Invest» allows to evaluate the attractiveness of investment
projects in the field of information protection and cyber security of enterprises. The computing
core of the decision support system «DSS Protect&Invest» is based on game theory methods,
as well as on a mathematical solution obtained for the first time, which is based on the toolkit
of multifaceted quality games with several terminal surfaces, and the search for a trajectory
on a set of points forming the investor’s terminal surface is for the first time implemented on the
basis of a genetic algorithm. It is important that the decision support system «DSS Protect&Invest»
allows you to automate online the receipt of forecasted estimates for various options for the
distribution of financial resources of the investor (investors), which are spent on financing various

objects of information protection contours of critical computer systems.



It is shown that the developed decision support system «DSS Protect&Invest» will allow
to reduce discrepancies between forecast data and real returns (results) from investing in the
contours of information protection, cyber security of enterprises and informatization objects.
At the same time, it is possible to optimize strategies for investing funds in informatization objects
by various parties of the investment process. The difference in opinions of experts who used the
decision support system «DSS Protect&Invest» is 13—16 % less than for the evaluation option
without using this software. During testing of the DSS Protect&Invest decision support system,
45-55%. The time spent on evaluating investment strategies in the cyber security
of informatization objects has decreased. At the same time, it is possible to optimize investment
strategies in informatization objects by various parties of the investment process.

It is proven that the application of the proposed models in the decision support system
allows to accelerate the search for optimal options for placing cyber security and information
protection tools for informatization objects by more than 15-20 times. This advantage allows you
to perform a quick review of various options for hardware and software information protection
tools and their combinations for informatization objects, as well as to use a combination of the
game theory apparatus and a genetic algorithm during the optimization of the search for strategies
for the selection of information protection tools for informatization objects. Potentially, such
an integration of models and methods makes it possible to quickly rebuild the protection
of informatization objects, adapting them to information about the possibility of new cyber threats,
in particular, based on dynamically changing data about the state of protection of informatization
objects.
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