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HucepraiiitHa poOoTa mpUCBsSYEHA MT1JIBUILIEHHIO KPUMITOTpadiuHO1 CTIMKOCTI
y MPOTOKOJIaX OOMiHY KJIFOYaMH 3a PaxyHOK po3poOku Ta momudikaiii MeTomiB
CUHXPOHI3allli KII0YiB 3 BAKOPUCTAHHIM HEHPOHHUX MEPEK.

Y nepmomy po3aili MPOBEIEHO  aHANI3  ICHYIOUMX  METOMIB
KpunrorpadigHoro 3axucty iHpopmaiii. HaBegeHi ocCHOBHI MOHATTS KpunTorpadii
Ta MPOTOKOJIIB OOMiHY Kito4amMu. Po3risiHyTi cydacHi cUMeTpu4H1 KpunrorpadiuHi
CUCTEMH, aCUMETPUYHI KpUnTorpapiyHi CUCTEMHU, MPOTOKOJIN OOMIHY KJIHOYaMH Ta
iX 3acTocyBaHHS, a TakoX xem (yHkIii. Po3rnsHyTi araku Ha Kpunrorpadgiusi
MPOTOKOJM, Ta 1HII MPUYMHHU 3HUKEHHS CTIMKOCTI Cy4aCHMX KpUITOTpadiuHUX
JITOPUTMIB.

Y apyromy po3aiji npoBeaeHU aHaIi3 BUKOPUCTAHHS SIBUINA B3a€MHOI
CUHXPOHI3al1lli HEHPOHHUX MEPEX Il TeHepallli 1ICHTHYHUX a00OHEHTCHKUX KITIOUIB
mudpyBaHHs, 0€3 HEOOX1THOCTI 1X IIepeaadi mo Mepexxi. HaBereHi OCHOBHI IOHATTS
HEHPOHHUX MeEpeX Ta MpoIecy ix B3a€MHOro HaBYaHHA. lIpoBeneHmii aHami3
BUKOPHCTAHHS SBUIIA TOBHOT B3a€EMHO1 CHHXPOHI3aIlii y IepEeBOIMOAIOHNX MaIlIMHAX
MAPHOCTI, PU IKOMY CHHATICH JIBOX CHHXPOHI30BaHUX MEPEK CTAIOTh 1IEHTUYHUMHU
B pe3yJbTaTi MmapajieibHOro HaB4YaHHs. BU3HadeHO, 0 BUKOPUCTAHHSA B3a€MHOT
CUHXPOHI3aIlii JAepeBONOAIOHNX MAIIWH MAPHOCTI MOXKE CTaTH aJlbTEPHATUBOIO
ICHYIOYMM cucTeMaM oOMiHy Kitouamu. HaBegeHo MoxinBi criocoOu ¢hopMyBaHHS
KJIF0Ya HA COCHOBI B3a€EMHO CMHXPOHI30BAHUX JAEPEBONOAIOHMX MAIIMH NAapPHOCTI.

Y TperboMy po3aiji po3poOiieHa eKCIepUMEHTaJIbHA CHCTEMa s
3alpONOHOBAHOIO0 METOAY OOMIHY KJIIOYaMd 3 MOXJIMBOCTSIMH TOHKOTO Ta

BaplaTUBHOI'O HAJAIITYBaHHS apXITEKTYpH, IPABUII HABYAHHS, a TAKOXK 3aTPUMKH B
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mepexi. Jlocmimkeni (hakTopu, 1o BITTMBAIOTH HA Yac B3aEMHOI CHHXPOHI3allii JBOX
JEpEeBONONIOHNX MalMH MNapHocTi. JlocmiKeHO BIUIMB MpPaBUJ HAaBYAHHSA
HEeHpoMepex Ha CTaOUIBHICTh 4Yacy CUHXpoOHi3amii. EkcnepuMmeHTalbHO
3MOJIEJIIOBAHO aTaKH Ha CUCTEMY METO/I0M MapaielbHOi CHHXpOHi3alli. BusHaueHo
HaNpSAMKH MOJAJIBIIOrO JOCTIIKEHHS METOY 3 METOI0 HOTro y/10CKOHAJIEHHS.

Y derBepTrOoMy po3aiii Oyl0 BUKOHAHO YAOCKOHAJIEHHS METOJY OOMIHY
KJII0YaMH 3 BUKOPUCTAHHSIM B3a€EMHO CHHXPOHI30BAHUX HEHPOHHUX MEPEX s
3a0e3MeueHHs] OUIbIIOI KPUIOCTIMKOCTI TMOPIBHSHO 3 ICHYIOUMMU METOJaMHU.
3anponoHOBAaHO BUKOPUCTAaHHS Xeml (YHKLIM JUIsl MIITBEPHKEHHS 3aBEPIICHHS
B3a€MHOI  CHUHXpOHI3allli HEHpOHHMX Mepex. BukoHaHo  gocCHiIKEHHS
NIATBEP/KEHHSI 3aBEPIICHHS B3a€EMHOI CHUHXPOHI3AIll HEUPOHHUX MEPEK.
Bukonano wMoaudikamiro METOAy BHKOPHCTAaHHSAM YacCTKOBUX JIaHMX IIpH
CHUHXPOHI3allii JIepeBOINOIOHUX MaIIWH MapHOCTI ISl T0JATKOBOTO ITiBUIICHHS
KPHUITOCTIMKOCTI. 3amporoHOoBaHa MOAU(IKalis 103BOJWIA MPUXOBATH YACTUHY
JAHUX BiJl Tepenayi 1Mo MepeXi HaBiTh y 3amudpoBaHOMY BUTIISLAL. BukoHaHO
aHaJIi3 BUKOPUCTAHHS TPYTNOBOI CHHXPOHI3aIlii HEHPOHHUX MEPEK. 3alpOITOHOBAHO
BUKOPHUCTAHHS CEPBEPHOI apXiTEKTypH 3 MyJIOM HEHPOHHUX MEPEX KOXKHA 3 SKHX
BIJIMOBIa€ MEPEXi KOPHUCTyBada, JJAHWKM MiAX1J CYTTEBO 3MEHIIYE 4Yac B3a€MHOI
CUHXPOHI3allll HEUPOHHUX MEPEX, aje IMOoTpedye  HasIBHOCTI CEpBEpYy Ta
IPOMOPIIHHOrO MIiABHIEHHS HOT0 pO3paxyHKOBOi MOTY>KHOCTi, TaKOX TaKui
M1X1/1 TOJAaTKOBO CTBOPIOE 3arpo3y 3JIaMy CEPBEPY.

HaykoBa HOBM3HA OTPMMAaHMX Pe3yJIbTATIB.

. Briepiie 3anpomnoHoBaHO Al MIATBEPIKEHHS 3aBEPIICHHS B3a€MHO1
CUHXPOHI3allii JepeBONOJIOHMX MAIIMH MapHOCTI BUKOPUCTOBYBATH Xell (YHKIIII,
o 3abe3nedyye HalMEHIIWA 4Yac CHUHXPOHI3alli MOPIBHAHO 3 MOJIHOMIAIbHOIO
GyHKITIE0 Ta O0YMCIEHHSIM MiHIMAJbHO HEOOXITHOT KUIBKOCTI iTepaliiii, a Takox
BUKIIIOYA€ XUOH1 CIPaLFOBAHHS.

o VY nockoHasieHo MeTo OOMIHY KJIt0YaMu MK(ppyBaHHS 3 BAKOPUCTAHHS

B3a€EMHO CHHXPOHI30BaHUX JI€PEBONOII0HNX MAIIMH MAPHOCTI, IKUI BIAPI3HAETHCS



BUKOPUCTAHHSM YaCTKOBUX JIaHWUX, IO HAJAa€ MOXJIHUBICTh BIJIMOBUTHCH  BiJl
nepenayi 1-10% npuxoBaHUX CHHAICIB IO MEPEXK1 HABITh y XEIIIOBAHOMY BUTJISII
Ta BUKJIIOYAE MOXMJIMBICTH PO3KPUTTSA KIIOYIB MU(PpPYBaHHS 3 BUKOPUCTAHHSIM
BPA3MBOCTEHN aITOPUTMIB MIATBEPPKEHHS 3aBEPIICHHS] CHHXPOHI3AITI].

o Bnepmie st BupimeHHs TpoOJeMU  TPYMOBOI  CHHXPOHI3AI]
KOPHUCTYBauiB 3alIPONIOHOBAHO BUKOPUCTAHHS TPy AyOII0I0UNX JAEPEBONOAIOHIX
MalIuH NapHOCTI, 10 JO3BOJISIE 3MEHIIUTHU Yac CHHXPOHI3alli IPyNy KOPUCTYBaviB
JI0 Yacy CHHXpOHI3aIlli JBOX KOPHUCTYBa4iB NpPH BIAMOBIIHOMY 301JIbIICHHI
HaBaHTa)KEHHS Ha CepBep.

o Bnepmie ekcnepuMEHTalnbHO MIATBEPIKEHO CTIMKICTh  METOaY
B3a€MHOI CHHXPOHI3allil IepEeBOIOIOHUX MaIllMH MapHOCTI, K1 MalOTh Ouibiie 16
CUHAIICIB ITpY Jliana3oHi 3HaueHb Bar 10°, 10 aTak napaneibHUM ITiIKIIOYEHHSIM Ta
TeHETHYHUX aTaK, [0 HAJa€ MOXJIMBICTh MOJAJBIION0 BUKOPUCTAHHS B PEATbHUX
CHCTEeMax.

I[IpakTH4yHe 3HAYEHHS] OTPUMAHUX Pe3YJIbTATIB.

° ITpoBemeHe KOMIUIEKCHE JOCIIKSHHS 3aJIC)KHOCTI Yacy CHHXpOHI3aIlii
HEHPOHHHUX MEPEX BiJ apXiTeKTypH, 3aTPUMKH B MEPEXi Ta MpaBHJI HaBYAHHS
JIepEeBONOIOHNX MAaIIMH TMApHOCTI [JO03BOJIAE OUIBII TOHKO HAJAIITOBYBATU
napamMeTpu HEHPOHHUX MEPEX JIJISl TOCSTHEHHS IOCTAaTHHOTO PIBHSA KPUTIOCTINKOCTI
IPY MPUWHATHOMY HaBaHTAXXEHHI HA CUCTEMY.

o JocnipkeHHsT TOTEHLIMHUX aTak Ha METoJ OOMIHY KIIOYaMH 3
BUKOPHUCTAHHSAM JIEPEBOIOAIOHNX MAIIMH MapHOCTI JOBEJIO CTIMKICTh METOIY JI0
aTak TMapaJeTbHUM MiIKIIOYEHHSIM Ta Bpa3iUBICTh [0 aTak THUIY <JIIOJIMHA
MOCEPEINHI», 10 B MOJATBIIOMY MOXE OyTH BUKOPHCTAHO ISl TOOYAOBH OLTBIIT
KPUINITOCTIMKUX CUCTEM OOMiHY 1H(GOpMAITI€IO.

o Po3po6neni moaudikaiiii METOy 3 BUKOPUCTAHHSAM YaCTKOBUX JaHUX
Ta Xem (QYHKUIA I MIATBEPIXKCHHS 3aBEPIUEHHS B3a€MHOI CHHXPOHI3aLli

JIO3BOJIAIOTH ~ CTBOPIOBATH  HAJ3axWIeHl  KpunrorpadigyHi  cucteMud 3



BUKOPUCTAHHSAM  CHUHXPOHI30BAaHMX JEPEBOMOJIOHMX MAIMH MapHOCTI, Ta
3MEHUIYIOTh Yac Ha iX po3po0OKy.

o 3anporoHOBaHUN METOJI T'PYMOBOI CHHXPOHI3aIli JIepeBOIOIIOHNX
MallMH NapHOCTI € aJbTEPHATHBHUM ICHYIOYMM METOJAaM, Ta MOXe OyTu
BUKOPUCTAHUN JJIT PO3POOKH OUTBINI MIBUIKUX i€ PECYPCHUX CHCTEM TPYIIOBOT
CUHXpPOHI3allli KOPUCTYBaYiB.

KuirouoBi cjioBa: HelipoHHI Mepexi, 1epeBONOI1I0H1 MAIlIMHK MTAPHOCTI, Yac
CUHXPOHI3alii, kpunrorpadis, mudpyBaHHs, po3mHUpPyBaHHs, MATBEPIKCHHS
CUHXpOHI3allli, BXIJHI HEHPOHH, NPHUXOBaHI HEHPOHM, MpaBUIa HABYAHHS, XEII

byHKIIIT, 3aTpUMKa MEPEXKi, aTaka, KPUMITOCTIHKICTh, TPYIIOBAa CHHXPOHI3AIIis.



ABSTRACT

Alexandrov M.O. Neural network synchronous generation of highly reliable
keys for symmetrical encryption systems. Dissertation for the degree of Philosophy
Doctor in specialty 122 "Computer Science." - Donetsk National Technical
University, Lutsk, 2023.

The dissertation is devoted to improving cryptographic security in key
exchange protocols by developing and modifying key synchronization methods
using neural networks.

The first chapter analyzes the existing methods of cryptographic information
protection. The basic concepts of cryptography and key exchange protocols are
presented. Modern symmetric cryptographic systems, asymmetric cryptographic
systems, key exchange protocols and their application, as well as hash functions are
considered. Attacks on cryptographic protocols and other reasons for reducing the
stability of modern cryptographic algorithms are considered.

The second chapter analyzes the use of the phenomenon of neural networks
mutual synchronization to generate identical subscriber encryption keys without the
need to transmit them over the network. The basic concepts of neural networks and
the process of their mutual learning are presented. An analysis of the use of the
complete mutual synchronization phenomenon in tree parity machines, in which the
synapses of two synchronized networks become identical as a result of parallel
learning, is carried out. It is determined that the use of mutual synchronization of
tree parity machines can be an alternative to existing key exchange systems. Possible
ways of forming a key on a pine tree of mutually synchronized tree parity machines
are presented.

In the third chapter, an experimental system for the proposed key exchange
method with the ability to accurate and variable architecture customization, learning
rules, and network delay is developed. The factors affecting the time of mutual
synchronization of two tree parity machines are investigated. The influence of neural

network learning rules on the stability of synchronization time is investigated.
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Attacks on the system by the method of parallel synchronization are experimentally
modeled. The directions of further research of the method are determined in order to
improve it.

In the fourth chapter, an improvement of the key exchange method using
mutually synchronized neural networks was made to provide greater cryptographic
security than existing methods. It is proposed to use hash functions to confirm the
completion of mutual synchronization of neural networks. The study of confirming
the completion of mutual synchronization of neural networks is carried out. A
modification of the method using partial data in the synchronization of tree parity
machines is performed to further increase cryptographic resistance. The proposed
modification made it possible to hide part of the data from transmission over the
network even in encrypted form. An analysis of the use of group synchronization of
neural networks is performed. The use of a server architecture with a pool of neural
networks, each of which corresponds to the user's network, is proposed, this
approach significantly reduces the time of mutual synchronization of neural
networks, but requires a server and a proportional increase in its computing power,
and this approach additionally creates a threat of server hacking.

Scientific novelty of the results.

For the first time, it is proposed to use a hash function to confirm the
completion of mutual synchronization of tree parity machines, which provides the
shortest synchronization time compared to a polynomial function and the calculation
of the minimum required number of iterations, and also eliminates false positives.

An improved method of encryption key exchange using mutually
synchronized tree parity machines, which is characterized by the use of partial data,
which makes it possible to refuse to transmit 1-10% of hidden synapses over the
network even in hashed form and eliminates the possibility of disclosing encryption
keys by exploiting vulnerabilities in algorithms for confirming the completion of
synchronization.

For the first time, to solve the problem of group synchronization of users, it

was proposed to use a group of duplicate tree parity machines, which reduces the
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synchronization time of a group of users to the synchronization time of two users
with a corresponding increase in the server load.

For the first time, the method of mutual synchronization of tree parity
machines with more than 16 synapses and a range of weights of 10° is
experimentally confirmed to be resistant to parallel connection and genetic attacks,
which makes it possible to use it in real systems.

Practical significance of the results.

A comprehensive study of the dependence of the synchronization time of
neural networks on the architecture, network delay, and training rules of tree parity
machines allows us to more accurately adjust the parameters of neural networks to
achieve a sufficient level of crypto-resistance at an acceptable system load.

A research on potential attacks on the key exchange method using tree parity
machines proved the method's resistance to parallel connection attacks and
vulnerability to man-in-the-middle attacks, which can be used in the future to build
more cryptographically secure information exchange systems.

The developed modifications of the method using partial data and hash
functions to confirm the completion of mutual synchronization allow creating ultra-
secure cryptographic systems using synchronized tree parity machines and reduce
the time for their development.

The proposed method of group synchronization of tree parity machines is an
alternative to existing methods and can be used to develop faster but more resource-
intensive systems for group synchronization of users.

Keywords: neural networks, tree parity machines, synchronization time,
cryptography, encryption, decryption, synchronization confirmation, input neurons,
received neurons, initiation rules, hash function, ping, attack, cryptographic strength,

group synchronization.
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