AHOTAIIA

3anuea B.B. Metoauka MiIBUIIEHHS HaIiHHOCTI BeO-KOMITOHEHTIB Ha 0a3i METOAY
Isabelle/HOL.

Juceprartist Ha 3700yTTSI HAYKOBOT'O CTYIIEHS TOKTOpa (pistocodii B ramy3i 3HaHb 12
- Indopwmariiini TexHomorii 3a cremianbpHicTIO 123 — Komm’iorepHa imkeHepis. —
Jlep>xaBHMI yHIBepcHUTET iHPOPMAIIHHO-KOMYHIKaIIHNX TexHoJorii. — Kuis, 2023.

Jlucepramiitna poOoTa MpUCBSYCHA ITIIBUIICHHIO HAAIHHOCTI BeO-KOMITOHEHTIB 3
BUKopuctanusMm metony Isebelle/HOL. ¥V npaniii poGoti Oyno mTpoBENEHO aHami3
BpaznuBocTed mojeni DOM, Ha OCHOBI SIKMX pPO3pOOJIEHO METOJIMKY IT1JIBUILEHHS
HAJ[IMHOCT1 BEO-KOMITOHEHTIB.

Y BCTyll HaBENIEHO 3arajlbHy XapaKTepUCTUKY poOOTH, OOIpYHTOBAHO
AKTYaJIbHICTh TEMHU JIOCHIKEHb, CGHOPMYJIbOBAHO METYy Ta 3ajadl JOCJIJIKEHb,
NPEJICTABICHO HAyKOBY HOBHM3HY Ta MPAaKTUYHY I[IHHICTH OTPUMAaHUX pE3YJIbTaTiB,
BIJI3HAYEHO OCOOMCTUH BHECOK aBTOpAa, HABEJCHO JaHl MPO amnpooallito, MpakTUYHE
BIIPOBA/I)KEHHSI Ta HAsIBH1 My OJTiKarlii.

Y nmepmiomy po3aini  aucepTarii  po3rJISHYTO pi3HI AacleKTH BIUIMBY BeO-
KOMITOHEHTIB Ha PO3BUTOK KOMI'IOTEpHOT iHkeHepli. OCHOBHA yBara MnpuaiieHa ToMy, sIK
BeO-KOMIIOHEHTH, siKi BkiatoudaroTh HTML-tern, CSS-ctumi ta JavaScript-pyHkinii,
3MIHIOIOTH CITOCIO CTBOpEHHS BeO-107aTKiB. i KOMIIOHEHTH JT03BOJISIOTH PO3POOHUKAM
CTBOPIOBATU JOJATKH SK HaOlp HE3aJeKHUX B3AEMO3AMIHHMX YAaCTHH, CIPHUSIOYU
nepexoay BiJl TPAAUIIIMHUX MOHOJIITHUX apXITEKTyp J0 OUIbII THYYKHX MOAYJIHHUX Ta
MiKpocepBicHUX miaxoaiB. s 3miHa mapagurmu B po3poOili BeO-T0aTKIB BiJIKPUBAE
HOB1 MOKJTMBOCTI JIsl MacIITa0yBaHHS T4 OHOBJICHHSI OKPEMHUX YACTHUH CUCTEMHU.

Y npyromy po3mini gucepraiii, IO 30CEepeKYEThCS Ha aHami3li mpobiieM
HAJIHHOCTI BeO-KOMIIOHEHTIB, OyJia peaxizoBaHa JieTajabHa po3po0ka hopMaabrHOT MOIEII
Document Object Model (DOM) 3 Bukopucranusm meroauku Isabelle/HOL. I{s Mmoaens

BKJIIOYAa€ OCHOBHI €JIEMEHTH, iX B3a€EMOAII0 Ta MOBEAIHKY. BoHa cTana KIIHOUOBUM



1
eneMeHToM y (GOpMaTbHOMY JTOBECHHI OE3MEeKOBHX BIACTUBOCTEH BEO-KOMITOHEHTIB.

Takuil miaxig 3HaA4HO MOKpallye HaAIWHICTh Ta Oe3MeKy BeO-10AaTKIB, Hayun Jail Bij
3BUYAMHUX TECTyBaHb Ta aHalI31B, Ta CTBOPIOE MILIHY OCHOBY JUIsl PO3BUTKY OUIBII
NepeIOBUX METO/IIB MPOEKTYBAHHS Ta aHaJ3y B c(hepl BeO-TEXHOJOTM.

Y TperboMy po3Aial AucepTallli, IPUCBIYEHOMY OLIHI[I METOJIUK Oe3MeKu BeO-
KOMITOHEHTIB, 3J{1HCHEHO aHasi3 e(h)eKTUBHOCTI PO3p00JICHOI METOA0JIOT1] 3a0€3eUeHHS
Oe3neku BeO-koMmoHeHTIB. OcobiuBa yBara Oyna nmpuIUIeHA MOPIBHAJIBHOMY aHaNI3y
1i€1 METOJOJIOTIi 3 IHIIMMH ICHYIOUMMH MIIXOJaMHU, TAKUMHU SIK CTaTUYHUHN aHali3 Ta
METO/IM MAIIMHHOTO HaBYaHHSI.

[TpoBeneHi mpakTUYHI TECTH MiATBEPINIIA BUCOKY €(PEKTUBHICTH 3aPOIIOHOBAHOI
Metozosorii y 3amobiranHi arakam Cross-Site Scripting (XSS) ta Cross-Site Request
Forgery (CSRF), oco6auBOo B MOpiBHSHHI 3 MeToAamH, 1o 6a3ytorbcs Ha Content
Security Policy (CSP). bymu Takox po3risHyTi OOMEXKEHHS ICHYHOYHX METO/IIB,
0COOJIMBO B KOHTEKCT1 BHUSBJICHHS HOBMX a00 MacCKOBAaHHUX IIKIJUIMBHUX 3MICTIB, Ta
3aMpONOHOBAHO HANIPSIMKHU JUTS MOAANIBIINX JOCHIKeHb. Lle BKiItoyae po3poOKy HOBUX
METO/11B HaBYaHHS, sIKi € €()eKTUBHIIIIMMH Y BUSBIICHHI HOBUX THUIIIB IIKIJIUBOTO BMICTY
Ta METOMIB BHUSBJICHHS, SIKI Kpallle pearyloTh Ha NPUXOBAaHUK ab0 3amMacKOBaHUU
K1 JIMBUNA BMICT.

VY yeTBepTOMy po3AiTI mucepTarlii 3MIHCHEHO OIIHKY €(EeKTHBHOCTI METOIUKH,
CIIPSIMOBAHOI HA MIJBUINECHHS HAAIHHOCTI BEO-KOMIIOHEHTIB, sika 0a3yeTbCcsl HA METO1
Isabelle/HOL. BuzHaueHi KIHO4OBI MNOKa3HUKU €(EKTUBHOCTI BKIIIOYAIU IOBHOTY
BUSBIICHHS Ta TOYHICTH BUSBIICHHS 3aTrPO3.

Byno npoBeneHo ekciepuMEeHTANIbHY OLIIHKY, SIKa BKJIF0YaJia MOPIBHSIHHS 3 THIIUMU
HAYKOBUMH IHCTPYMEHTaMH, TaKMMH SIK CTaTHYHHUHA aHAN3 Ta MAallMHHE HaBYaHHS.
Pe3ynbTaTi ekcriepuMeHTIB MoKa3alu, 1o po3podiieHa meToanka Ha 21% edexTuBHile
3a icayrouy CSP.

AHari3 cTany:
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[Torounwmii ctan Oe3meku BeO-KOMIIOHEHTIB IEMOHCTPY€E CKIIAJHICTh BUKIIMKIB Ta

NOCTIMHUX 3yCUJIb, CIPSIMOBAHMX Ha 3MEHILIEHHS PU3UKIB. Ba)XIHMBUM acrieKToM IbOTo €
oe3neka API, sika € HEB1A'€MHOIO YaCTUHOIO (DYHKIIIOHAJIBHOCTI BEO-KOMITIOHEHTIB.

Onuiero 3 rojoBHUX MpoOieM y cdepi Oe3nmeku 0JaTKiB, SK IMIJIKPECITIOE
Cloudflare, € pi3HOMaHITHICTh BEKTOPIB aTak, 1110 EKCILTyaTyIOThCs. J{0 HUX BITHOCATHCA
1HTerpanuii mKiIuBoro BMicTy, SQL-1H'ek11ii, BKJIFOUeHHs (paiiiIiB Ta aTaKu Ha IpOrpaMHe
3a0e3nevyeHHs. OTxe, cTapi Bpa3ziuBOCTI MPOAOBKYIOTh 3aJIMIIATUCSA MIIICHSIMH, IO
BKa3ye Ha HEOOXI1THICTb MOCTIHHOT MUIBLHOCTI 1 PETYJISIPHOTO OHOBJICHHS 3aX0/I1B O€3MeKn
JUIS1 3aXUCTY BEO-KOMIIOHEHTIB SIK Bl HOBUX, TaK 1 BiJ ICHYIOUHX 3arpo3.

Curyaris 3 6e3nexoro API, migkpecmioe 3poctatouy Baxiauictb APl B iudposiit
€KOCHCTEMI Ta BIJIMOBIAHE 3pPOCTAHHS TMOTEHIIMHUX PHU3MUKIB. 3HA4YHA KUIBKICTh
opranizaiiit (57%) Bu3HaOTh KpuTU4uHY poiib API, ane icHyroTh HEIOIKH B X 34aTHOCTI
MOBHICTIO BUSBIATH 1 3axumiatu Bci BukopuctoByBaHi API. Jlume 59% opranizanmiii
MOYTh BIIEBHEHO BUSABUTU BCl API, ki BOHM BUKOpPUCTOBYIOTb, 3QJIMIIAIOYN 3HAYHY
kubKicTh API moTentiiino BpasnuBumu 10 Kidep3arpo3s. Lli Heomiku CTBOPIOIOTH 3HAYUHI
PU3MKH, TOYMHAIOYM BiJ HECAHKI[IOHOBAHOTO JIOCTYNYy /O JaHUX 1 3aKIHYyIOYH
onepanifHIMH epe0osiMu.

Kpim toro, nume meHuricTs opraizamiii (38%) MaroTh pilieHHS 17 PO3YyMiHHS
KOHTEKCTY MDK AisuibHICTIO API, moBemiHkoo KOpUCTyBauiB, MOTOKaMU JaHHUX Ta
BUKOHAHHSM Kofy. HeoOxiaHICTh KOMILIEKCHOTO miaxoay 1o oe3neku API oueBuaHa, sika
BKJIFOYA€ HE JIMIIE BUSBICHHS Ta ckaHyBaHHA APl Ha HasBHICTH Bpa3IMBOCTEH, ane U
PO3YMIHHSI CKJIAJIHMX TpuHUUIIB B3aemonii APl Ta amanramiro peakiiii Oe3nexku Ha
OCHOBI JJUHAMIYHUX MapaMeTpPiB 3arpos.

O1xe, HE3BaXKAIOYM HA 3HAYHUNA MPOTpec y 3axXUCTi BeO-KOMMNOHEHTIB Ta API,
npupoaa Kidep3arpos, 0 HIBUIAKO PO3BUBAETHCA, BUMAara€ MOCTIMHOI MUJIBHOCTI Ta
amanraiii crpareriii 6esmeku. Lle BkIoyae He nwiIe BOPOBAHKCHHS HATIHHUX 3aXOJIiB
Oe3mnekHu, ane i MOCTIMHUI MOHITOPUHT Ta OHOBJICHHS LIUX 3aXOJlIB JIJIsl YCYHEHHSI HOBUX

BpPA3JIMBOCTEN Ta MOJICIIEH aTak.
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JInst MOCSTHEHHS IMOCTaBJICHOI METH JAUCEPTAI[IMHOIO JOCHIIKEHHS, a caMme

pPO3pOOKM METOAWKH TMIABUINCHHS HAIIHHOCTI BEO-KOMIIOHEHTIB Ha 0a3l METoxy
Isabelle/HOL, 6ynu cdopmMoBaHi HACTYIIHI 3aBJaHHS:
1. TIpoBecTu anami3 HasiBHUX MPOOJIEM 3 OE3MEK0I0 BEO-KOMIIOHEHTIB.
2. Po3pobutn ¢opmanbny momenr DOM nns BU3HaueHHS Oe3ME€YHOro BeO-
KOMITOHEHTY.

3. JlocHiauTy METOJ, M ABUIICHHS HaAIMHOCTI BEO-KOMIIOHEHTIB.

4. Po3poOuTu METOIMKY JUIsl 3a1100iraHHs Bpa3JIMBOCTM npu poOoTi 3 APL.

B nuceprariiiniii poOOTI NMpeACTaBICHO METOJUKY MiJBUILCHHS HAIIMHOCT1 BEO-
KOMITOHEHTIB Ha 0a3i Isabelle/HOL. Metoauka nana 3MOry MiJABHINUTH €(QEKTHUBHICTD
3ano0iranHs 3arpo3am Ha 21% y mopiBHAHHI 3 kiacudyHuM MmetoaoM CSP. Orpumani
HACTYITHI HAYKOBI PE3yJIbTATH:

1. Po3pobaeno ¢opmanbay moaens TDOM, 1o mae 3Mory BUSHAYUTH OC3IIECUHHIA
BE0-KOMIIOHEHT.

2. HaOyB momampmioro po3BUTKY METOJA MIABUIICHHS HAIIHHOCTI BeO-
KOMITOHEHTIB, IO JAa€ 3MOTY BHSBJISATH MPOOJEMHU 3 HAMINHICTIO B OYyIb-IKOMY BeO-
KOMITOHEHTI1, HE3aJIeXKHO B1Jl TOTO, SIK BiH peaiti30BaHUM.

3. Bnepmre po3po0ieHo METOAMKY JJIS 3al00ITaHHs BPa3IUBOCTSAM MPU POOOTI 3
API na 6a3i Isabelle/HOL, mo mae 3mory miABHIIUTH Oe3MeKy BeO-KOMIIOHEHTIB Ta
B3a€MOJI110 BEO-01aTKIB MK COOOI0.

Pe3ynbTaTu, orpuMani y npoueci BUKOHAHHS pOOOTH, 3HAMIILIA 3aCTOCYBaHHS B
HAyKOBO-JOCIIIHIM po0oTI “3anoOiraHHs 1 MPOTHAIS METOJIaM COLIaJIbHOI 1HXEHepii y
3abe3neueHdl  iHGopmaliiHoi  Oesnexku  mignpuemcta’  (0123U100743), ska
IpOBOAUTHLCA B JleprkaBHOMY yHIBEpCUTETI 1HQOPMALIIITHO-KOMYHIKAI[IHHUX TEXHOJIOT1i.
TeopeTnyHi 1 NpPaKTUYHI TOJOKEHHS JUCEPTALIiHOI pOOOTH BUKOPUCTOBYIOTHCS B
HaBYaJIbHOMY mpoleci JlepkaBHOTO yHIBEpCUTETY 1H(HOPMALIITHO-TeIEKOMYHIKaIlTHIX

TEXHOJIOT1H.
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ABSTRACT

Zalyva V.V. Methodology for Improving the Reliability of Web Components Based
on the Isabelle/HOL Method. Dissertation for the degree of Doctor of Philosophy in the
field of knowledge 12 - Information Technologies, specialty 123 - Computer Engineering.
- State University of Information and Communications Technology. - Kyiv, 2023. The
dissertation work is dedicated to improving the reliability of web components using the
Isabelle/HOL method. This work conducted an analysis of vulnerabilities in the DOM
model, based on which a methodology for improving the reliability of web components
was developed. The introduction presents a general characterization of the work, justifies
the relevance of the research topic, formulates the purpose and objectives of the research,
presents scientific novelty and practical value of the obtained results, notes the personal
contribution of the author, and provides data on the approbation, practical
implementation, and available publications. The first chapter of the dissertation considers
various aspects of the impact of web components on the development of computer
engineering. Particular attention is paid to how web components, which include HTML
tags, CSS styles, and JavaScript functions, change the way web applications are created.
These components allow developers to create applications as a set of independent
interchangeable parts, contributing to the transition from traditional monolithic
architectures to more flexible modular and microservice approaches. This paradigm shift
in web application development opens new opportunities for scaling and updating
individual parts of the system. The second chapter of the dissertation, focusing on the
analysis of the reliability problems of web components, implemented a detailed
development of the formal model of the Document Object Model (DOM) using the
Isabelle/HOL methodology. This model includes the main elements, their interaction, and
behavior. It became a key element in the formal proof of security properties of web
components. Such an approach significantly improves the reliability and security of web
applications, going beyond usual testing and analysis, and creates a solid foundation for

the development of more advanced methods of design and analysis in the field of web
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technologies. The third chapter of the dissertation, dedicated to assessing the safety

methods of web components, conducted an analysis of the effectiveness of the developed
methodology for ensuring the safety of web components. Particular attention was paid to
the comparative analysis of this methodology with other existing approaches, such as
static analysis and machine learning methods. Practical tests confirmed the high efficiency
of the proposed methodology in preventing Cross-Site Scripting (XSS) and Cross-Site
Request Forgery (CSRF) attacks, especially compared to methods based on Content
Security Policy (CSP). The limitations of existing methods were also considered,
especially in the context of detecting new or masked malicious content, and directions for
further research were proposed. This includes the development of new training methods
that are more effective in detecting new types of malicious content and detection methods
that better respond to hidden or disguised malicious content. The fourth chapter of the
dissertation assessed the effectiveness of the methodology aimed at improving the
reliability of web components, based on the Isabelle/HOL method. Key performance
indicators included completeness of detection and accuracy of threat detection. An
experimental evaluation was conducted, which included comparison with other scientific
tools such as static analysis and machine learning. The experimental results showed that
the developed methodology is 21% more effective than the existing CSP. Analysis of the
state: The current state of security of web components demonstrates the complexity of
challenges and ongoing efforts to reduce risks. An important aspect of this is APl security,
which is an integral part of the functionality of web components. One of the main
problems in the field of application security, as emphasized by Cloudflare, is the diversity
of attack vectors exploited. These include malicious content integration, SQL injections,
file inclusion, and software attacks. Therefore, old vulnerabilities continue to be targets,
indicating the need for constant vigilance and regular updating of security measures to
protect web components from both new and existing threats. The situation with API
security highlights the growing importance of APIs in the digital ecosystem and the

corresponding increase in potential risks. A significant number of organizations (57%)



.
recognize the critical role of APIs, but there are shortcomings in their ability to fully detect

and protect all used APIs. Only 59% of organizations can confidently detect all APIs they
use, leaving a significant number of APIs potentially vulnerable to cyber threats. These
shortcomings create significant risks, ranging from unauthorized data access to
operational disruptions. In addition, only a minority of organizations (38%) have a
solution to understand the context between API activity, user behavior, data flows, and
code execution. The need for a comprehensive approach to API security is clear, which
includes not only detecting and scanning APIs for vulnerabilities but also understanding
the complex principles of API interaction and adapting security responses based on
dynamic threat parameters. Thus, despite significant progress in protecting web
components and APIs, the rapidly evolving nature of cyber threats requires constant
vigilance and adaptation of security strategies. This includes not only implementing
robust security measures but also constant monitoring and updating of these measures to
address new vulnerabilities and attack patterns. To achieve the goal of the dissertation
research, namely the development of a methodology for improving the reliability of web
components based on the Isabelle/HOL method, the following tasks were formed:

1. Conduct an analysis of existing problems with the security of web components.

2. Develop a formal DOM model to define a secure web component.

3. Investigate the method of improving the reliability of web components.

4. Develop a methodology to prevent vulnerabilities when working with APIs.

The dissertation work presents a methodology for improving the reliability of web
components based on Isabelle/HOL. The methodology allowed increasing the
effectiveness of threat prevention by 21% compared to the classical CSP method. The
following scientific results were obtained:

1. A formal model of fDOM was developed, allowing to define a secure web

component.
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2. The method of improving the reliability of web components was further developed,

allowing to detect reliability problems in any web component, regardless of how it

IS implemented.

3. For the first time, a methodology for preventing vulnerabilities when working with
APIs based on Isabelle/HOL was developed, allowing to increase the security of
web components and the interaction of web applications with each other.

The results obtained in the course of the work found application in the scientific
research "Prevention and Counteraction of Social Engineering Methods in Ensuring
Information Security of an Enterprise” (0123U100743), which is conducted at the State
University of Information and Communications Technology. The theoretical and practical
provisions of the dissertation work are used in the educational process of the State
University of Information and Telecommunications Technology.

Keywords: web components, Isabelle/HOL, formal DOM model, information
systems, computer science, automation, computer system, information technology,
cybersecurity, security information management system, spillover, programming,

algorithm , mathematical model



