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APXITEKTYPA PO3MOJAIJIEHOI BATATOPIBHEBOI IIPOI'PAMHOI CUCTEMU
BUSIBJEHHS WKIAJUBOT'O ITIPOTPAMHOTI'O 3ABE3IIEYEHHS B JIOKAJIBHUX
KOMIT’'IOTEPHUX MEPEKAX

Cagenko O.C., I'puonnuyk B.I, Kyapunmnbkuii M.O. Apxirexkrypa OaraTopiBHeBOi NIporpaMHoi cucTreMu
BUSIBJIEHHS IIKiJINBOT0 NMPOrpaMHOro 3afe3neveHHs1 B JOKAJbHHUX KOMII'IOTEPHHX Mepeskax. Y CTaTTi 3alpONOHOBAHO
apxiTeKTypy pO3MOAiIeHOI OaraTopiBHEBOi MPOrPaMHOI CHCTEMM BHSBICHHS IIKiIJIMBOTO IIPOTPAMHOrO 3a0e3MedeHHs B
JIOKAJTBHUX KOMIT FOTEPHUX MEpekaX, OCOONMBICTIO SIKOI € CHHTE3 B Hill BHMOT PO3IMOIIIICHOCTI, JEIEHTPATi30BaHOCT Ta
0araTopiBHEBOCTi, IO JO3BONSE i BHKOPHCTAHHSA aBTOHOMHO. KpiM TOro, ocoONMBICTIO aBTOHOMHHX MpPOTPaMHHUX MOIYIiB
CHCTEMH € TaKa CaMOOpTaHi3allif, 10 Ja€ 3MOTy 3AIHCHIOBATA OOMiH 3HAHHSAMH B CEpEIHHI CHCTEMH, SKa Ha BiIMIHY BiJ
BIJJOMUX CHCTEM JO3BOJISIE BUKOPHCTOBYBATH 3HAHHS OTPHMaHI OKPEMHUMH YaCTUHAMY CHCTEMH B 1HIINX JaCTHHAX.

KuniouoBi cioBa: apxiTekTypa, po3lOAiIeHa CHCTeMa, IIKiJINBE MPOrpaMHe 3a0e3NEeUeHHs], JOKaJIbHI KOMIT IOTepHI
Mepexi.

Cagenko O.C,, I'pbiobiHuyk B.1., Ky1punnkuii M.A. ApXuTeKTypa MHOrOypOBHeBOii MPOrpaMMHON CHCTeMBbI
o0Hapy:KeHHs] BPeJOHOCHOr0 MPOrpaMMHOI0 odecrneyeHUsi B JOKAIBHBIX KOMIBIOTEPHBIX ceTsAX. B cratee mpemmoxeHa
ApPXHUTEKTypa PpacCIpEieICHHONH MHOTOYPOBHEBOH TIPOTPAaMMHON CHCTEMBI OOHApyXKEHHs BpPEZOHOCHOTO IIPOTPAMMHOIO
obecrieueHHsT B JIOKAJBHBIX KOMIIBIOTEPHBIX CETSIX, OCOOCHHOCTBIO KOTOPOH SBISIETCS CHUHTe3 B Hed TpeOoBaHMA
pacpeeNieHHOCTH, AEHEHTPAIN30BaHOCTH ¥ MHOTOYPOBHEBOCTH, UTO IO3BOJISIET €€ MCIIONB30BaHHE aBTOHOMHO. Kpome Toro,
0COOEHHOCTBIO aBTOHOMHBIX IIPOTPAMMHBIX MOJYJIEH CHCTEMBI €CTh TaKash CaMOOPTaHM3alys, YTO IO3BOJISIET OCYLIECTBISTH
00MEH 3HAHMSIMU BHYTPH CHCTEMBI, KOTOpast B OTJIMUHE OT W3BECTHBIX CHCTEM IT03BOJIIET MCIIOIB30BaTh 3HAHUS, MOIyICHHBIE
OTAENBHBIMH YacTSIMU CHCTEMBI B JPYTUX YaCTSIX.

KiioueBble c10Ba: apXUTEKTypa, paclpene’eHHas CHCTEMa, BPEIOHOCHOE MPOrpaMMHOE 00eCTedeHHe, JIOKAIbHbIE
KOMIIBIOTEpPHBIE CETHL.

Savenko O.S., PhD, Gribinchuk V.I., Kulchytsky M.O. The architecture of the multi-level software system for
detecting malware in local computer networks. The article proposes the architecture of distributed multilevel software system
for detection of malicious software in local computer networks, the feature of which is the synthesis of its requirements for
distribution, decentralization and multilevel, allowing its use autonomously. In addition, the feature of autonomous program
modules of the system is the same organization, which allows the exchange of knowledge in the middle of the system, which,
unlike the known systems, allows you to use the knowledge gained by separate parts of the system in other parts.

Keywords: architecture, distributed system, malicious software, local computer networks.

IMocranoBka npodaemu. Ha croroani mkimmuee nporpamue 3ade3neuenns (I1113) npencrasisie
co0o10 cknaaHi baraToyHKIIHI TporpaMHi CUCTEMH Ta KOMIUIEKCH, SIKi 00y10BaHi 3 BUKOPUCTaHHSIM
e(eKTUBHUX METOJIB CTBOPEHHS MPOTrPaMHUX 3aCO0IB Ta METO/IB MOMIMPEHHS 3JI0BMUCHOTO Kofy. [Ipu
IbOMY BOHO MEPEBAKHO PO3POOJICHO Ui BUKOPUCTAHHS B KOMIT IOTEPHUX Mepekax (HampuKIiaji,
oorner). [lns opranizamii edheKkTHBHOI MPOTUAIT TAKUM 3ac00aM BaXKJIMBUM € PO3POOKA TaKHX CHCTEM
BusiBnenHst I3, apxitekrypa skux BpaxoByBasa O mi ocobmuBocTi. Kpim Toro, mocsrHeHHs
ninBuILeHHs gocroBipHocTi BusBineHHs LT3 B Mmexax Tutbku onHiei komm torepHoi cucremu (KC), sika
Mae BUXin B Mepexy Internet, moxxe Oytu HemoctaTHiM mpH mpotufii 3acobam LT3, siki mpencraBneni
BEJIMKAM MPOrPaMHUM KOMILJIEKCOM, 1[0 PO3MIiIIEHHH B 6araTboxX KOMII IOTEPHUX CHCTEMax B INI00ANbHIH
MEpEXKi, 1 YaCTUHH SIKOT0 KOMYHIKYIOTh MK CO0OI0.

Amnanmiz Ta TeCcTyBaHHS BiJOMHX MpPOrPaMHUX 3aco0iB BHSBJICHHS HOBOI'O IIKiJJIUBOI'O
mporpaMHOro 3a0e3neueHHs, BiIOMOCTI MPO sIKE HE MICTATHCS B aHTUBIPYCHUX 3ac00ax, BKa3ylOTh Ha
HEJIOCTaTHBO BUCOKHMI pPiBEHb JOCTOBIpHOCTI BHsBIEHHs [1]. Peamizamis HOBUX METOMAIB BHSBICHHS
KOHKPETHHX THUIMIB IIKIAJMBOIO TNPOrpaMHOro 3a0e3ledeHHs] M[UIIXOM CTBOPEHHS BiANOBIIHUX
iH(pOpMAIIfHUX CHUCTEM TMOTpe0ye TMOAATBIIOr0 PO3BUTKY 3 METOK MiJBHINEHHS JOCTOBIPHOCTI
BusiBiieHHs LT3,

Ananiz gociaimkens i myouaikanii. [Ipoonemi Bussnenns LT3 croroani npuaiseTbes 3HaYHA
yBara. [{ns sussnenns ta nporunii LT3 po3pobieHo psa cucteM Ta METOAIB.

B pobGoti [2] 3ampomoHOBaHO CHCTEMYy BHSBICHHS KiOepaTak Ha OCHOBI 3adydcHHS
HEHpPOMEPEIKHUX IMYHHUX JeTeKkTopiB. Po3pobiieHa cucrema ckinagaeTbes 3 IBOX 4dacTuH. [leprna
peanizoBaHa amapaTHO W MpalOe MOCTIHHO B PEXUMI peanbHOro 4dacy. Jpyra dacTuna mpeicraBieHa
OpOrpaMHUM 3a0€3MEUeHHSIM Ha BHIUICHOMY KOMII'IOTEpi, SKUH BHUKOPHUCTOBYETHCA Ui aHAIIZY
MOTOYHMX aTaK Ta CTBOPEHHS BiAMOBITHUX 3ac00iB 3axucTy. [IpuiHATTS pilieHHs TpO MOKIMBHH BILIMB
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IIT3 3aiiicHIOETBCS 13 3aMy4EeHHSIM CHUCTEMH HEHPOMEPEKHUX IETEKTOPIB, B OCHOBY SIKOI 3aKIIaJcHO
anroputM MampaHi.

B pobori [3] mpencraBieno iHTenekTyalbHy agantTuBHy cuctemy BusiBieHHs 113 Ha ocHOBi
iHTerpanil INTYYHHX IMYHHHX CHUCTEM Ta IUTyYHHMX HEHPOHHUX Mepex. Taka cucTema mpamoe 3a
OCHOBHUMH TPUHIUINIAMH IITYYHOI IMyHHOI CHCTEMH, Ji€¢ IMyHHI E€TEKTOPU NPEACTaBIAIOTH HEHPOHHY
MEpeXy 1 BHABISIOTH WIKIUIMBUI IA0JIOH 3a JOMOMOIOI0 aHalli3y CTPYKTYpH BHKOHYBAHOTO KOIY.
3amponoHOBaHa cHCTeMa BOJOAIE (QYHKUIIMH CaMOAJalTUBHOCTI Ta CaMOHABYaHHS Ta [O3BOJISIE
3IIMCHIOBATH BUSBIIEHHS K BIIOMUX, Tak 1 HoBuX Buais 11IT13.

ABTtopamu poboTH [4] 3ampomoHOBaHO cHcTeMy iAeHTHGIKAIT Ta KiacuikaIlil A MePeKHUX
kibepatak. st peamizamii cucTeMH 3ampoNOHOBAHO BHKOPHUCTaHHS KOMOIHAIls PI3HUX METOXIB
ITYYHOrO MAIIMHHOTO HAaBYaHHS, a caMe HEHPOHHHMX MepeX, IMYHHOI CHCTEMH, HEHpOQIZMYHHX
kinacu(ikaTopiB Ta METOA OMOPHHUX BEKTOpiB. BiqMiHHOIO 0OCOONHMBICTIO 3ampONOHOBAHOI CHCTEMH €
OaraTopiBHEBHI aHaIi3 MEPEKEBOro Tpadiky, IO A€ MOXKIIMBICTh BUSBIISATH aTaKH METOAOM ITiINKICY Ta
KOMOiHyBaTH Ha0ip aJanTUBHUX JETEKTOPiB HA OCHOBI METO/IIB MAIIMHHOTO HABYaHHSI.

VY pobori [5] 3amporoHOBaHO TiIOPHIHY CHCTEMY BHSBICHHS PIIKOBXKHMBaHHMX KiOepaTtak Ha
OCHOBI BUKOPHCTaHHSI IITyYHUX IMyHHUX cucteM Ta Hewitkol kiactepusanii (FC-ANN). Cnouatky FC-
ANN posnozinste HaBuanpHi JaHi Ha JEKUIbKa MIATPYN 3 BHUKOPHUCTAHHSAM METOMIB HEYITKOI
kjacrepuzanii. s oTpuMaHHs OCTaTOYHUX PE3YJIbTATIB, BU3HAYAETHCS OLIHKA IJIsI KOKHOT'O EIEMEHTY 3
chOopMOBaHUX MATPYN Ta BUKOHYETHCS X MOEIHAHHS 3 BUKOPUCTAHHSIM IITYYHOI IMyHHOT CUCTEMH.

[IpoBenenwmii anani3z mokasas, 1o s BuseiaeHHs I3 Bimomi cucreMu 3MiHCHIOIOTH aHAi3
MepekHoro Tpadiky, aiiiB ayauTy, HakeTiB, M0 MepelaloThes M0 MEPEXi, MepeBipsIoTh KOHQIrypaimo
BIIKPUTHX MEpekKeBUX cepBiciB. st BcraHOBIeHHS (axTy mopymeHHs poborn KC, Bimomi cucremu
BHUKOPHCTOBYIOTbCA Pi3HI METOAW MAIIMHHOIO HABUYAHHS, a camMe HEWPOHHI Mepexi, IUTY4HI IMyHHI
CHCTEMH, METOJ ONOpPHHX BEKTOpiB, bailecoBi mepexi, HewiTka kiacrepusamis. [Ipore, OCHOBHHM
HEJIOJIIKOM MPEACTaBIEHNX CHCTEM € IX XOCT-OpieHTOBaHMHU miaxix qo BusiieHHs LT3

Hns toro, mo0 epeKTHBHO 3acCTOCOBYBAaTH METOMM Ta 3aco0M BHUSBJICHHS IIKiUTMBOTO
MporpaMHoOro 3a0e3MmeueHHsT Heo0XiTHO PO3POOUTH CHCTEMY, sika O BKJIFOYala B ce0e JJOCTATHIO KUTBKICTh
peanizoBaHUX €(QEKTUBHMX METOMIB Yy BUIJSAI BiNIOBIMHWUX TIJCUCTEM, Malla MOXIIHMBICTH JO
HapoOILIyBaHHS Ta BpaxoByBaja O MailOyTHi TeHAeHLil PO3BUTKY $K AHTHBIPYCHHX 3aco0iB, Tak i
LIKiJUTMBOTO MPOTPaMHOr0 3a0e31eueHHs.

Buknag ocHoBHOro Marepiaay AocTiikeHHs. BHABIEGHHS IIKi[UIMBOTO MPOrPaMHOr0O
3a0e3medeHHs, 10 3IHCHIOETHCS 3a JIOIIOMOTOI0 PI3HOMAaHITHUX 3aC00iB, CyTTEBO 3alIeKaTh, 30KpeMa, i
BiJl apXiTEKTypH TakuX 3aco0iB, a TaKOX iX MO3WLIOHYBaHHS Ta MICIsl PO3MIIIEHHS B KOMI IOTEPHUX
cHUCTeMax JIOKalNbHUX Mepex. BpaxoByrouw, mo mnponec BusBieHHs L3 mnpoBomutuMerscs B
JIOKAIBHUX Mepexax, TO BHOIp Moxeni (QYHKIIOHYBaHHS CHCTEMH IOBMHEH IepeadadaTd 3aiydeHHs
iHpopmMalii 31 BCIX KOMIT'IOTEPHHUX CHCTEM JIOKaJbHOI Mepexi, ToO0To po3mimenHs Ha Bcix KC miel
cucremu. lle HeoOXigHO I TiABHMIIEHHS €(EKTUBHOCTI 1 JOCTOBIPHOCTI BHUSIBIEHHS 3a PaxyHOK
BpaxyBaHHS iHpopmauii npo craH 3 iHmmx KC ans npuiiaaTra pimenHs Ha koHkpeTHii KC. 1i ocHoBHI
BHMOT'H, III0 CHCTEMa MOBUHHA OyTH po3MilleHa B Mepexi Ha koxkHil KC, BrumBaioTs Ha BUOip Mozeni ii
apxiTekTypu. Takox, BaXIMBUM IJIsl TAKUX CHUCTEM € Mirpamis HeHTpY HPUHHSATTS pillieHb CUCTEMHU B
JIOKaJBbHIA MepeXi, OCKIIBKH aTaka Ha HbOTO IMPU3BEAC 10 BUBEACHHS BCi€l CUCTEMH 3 pOOOYOro CTaHy.
Cucrema moBMHHa OyTu moOyJoBaHa Tak, mo0 po3MimieHi B KC nokambHOI Mepexi ii 4acTUHU
eeKTHBHO B3a€EMOJISIIM MDK co0o0 g oOMiHy iHdopmamieto mpo craH KC 3 meroro HamaHHS
nonatkoBoi iHGopmamii s npuitHATTS pimenHs. Kpim toro, cucrema BussnenHs LIII3 moBunHa
BiZIMIOBIIHUM YMHOM CTPYKTYpPYBaTHCh, 100 MaTH MOKJIMBICTh HAPOIICHHS, MPUIOMY ii 30UIBIICHHS HE
MOBUHHO CIOBLTBHIOBATH Tpouec BusBIeHHS. OCHOBHMMH (QYHKLIIMM Takoi pO3MOAiIeHOl
OararopiBHeBoi mporpamHuoi cuctemMu (PBIIC) € mepeBipka HasBHOrO MpOrpaMHOro 3a0e3NEUeHHs Ta
3amynieHux npouecis B KC jokanbHOi Mepexi Ha MOXIIHMBICT BiTHECEHHS 0 ILIKiUIMBOTO MPOTPaMHOTO
3a0e3neueHHs. JJocATHEHHS BiAMOBITHOCTI CUCTEMH 3aJaHUM XapaKTePUCTHKAaM Ta MOKJIaJeHUM Ha Hel
¢ynkuism 3 BusBneHHs UIII3 ¢opmyrors BuMorn nmo Hei, OCHOBHUMH 3 SKUX OyIyTh Taki:
PO3IOJIIEHICTh, ACUEHTPalli30BaHICTh, CaMOCTIMHICTh y MPUHHATTI pilleHb, OaraTOpiBHEBICTH, Camo
OpraHi30BaHICTh, aJaNTUBHICTh. BpaxyBaHHA TakuX CKJIaJOBUX B MOJEII CHUCTEMH € OCHOBOIO ii
apXITeKTypH 1 MiABUILUTH HAIMHICTh (QYHKIIOHYBaHHS Ta >KUBYYICTh CHCTEMH B JIOKaJbHIH Mepexi.
Bepyun 1o yBarm yMoBY, IO BUSIBICHHS IIKiJUIMBOTO MPOrpaMHOro 3ade3nedeHHs BigOyBaTUMETHCS y
JIOKaNbHIA MepexXi, IO CKIAJa€TbCcs 3 KOMIT IOTEPHUX CHUCTEM, IPENCTaBUMO CXEMY CTPYKTYpHOI
PO3IIOIEHOCT] apXiTEeKTypU CHCTEMH, sIKa BioOpaxkeHa Ha puc.l.
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|:| - OrpeMHi KOMI'IOTEDP ¥ MEpexl

Puc.1 Cxema CTpyKTypHOI pO3MOALTICHOCTI apXiTEKTYpH

KoxHa OIMHHMLS CHCTEMH Ha OKPEMHUX KOMIT I0Tepax B MepexXi € aBTOHOMHOIO Ta IOBHOLIIHHOIO,
3’€IHAHOIO 3 KOXKHOIO iHIIOI. TakuM YMHOM KOZHA 3 HUX HE BHCTYIAE Y POJIi LEHTPAIBHOIO KEPiBHOTO
MYHKTYy TpUUHATTA pimeHs. CucremMa 31aTHa PO3IIUPIOBATHCA MiACHCTEMaMH, IO MOXYTb OyTH
MpUEAHAH] O OCHOBHOI apXiTeKTypu. OCKIIBKH CTPYKTypa CHUCTEMH € MPOCTOPOBO PO3MOAUICHOIO, a
KO)KHA OIMHHISI CHCTEMHM 3[aTHA MNPUMMATH CaMOCTIHHI pilIeHHA, TOMY JUIS TO3HAa4eHHS KOXHOT
YaCTMHH CHCTEMH OyJIeMO BHKOPHCTOBYBATH MOHSTTS aBTOHOMHOro mporpamuoro moxayis (AIIM)
cucreMu. BpaxoByroun JAeleHTpasi30BaHICTh Ta aBTOHOMHICTh CHCTEMH, MEXaHi3M B3a€MOJIl OKpeMHUX
AIIM O6a3syeTbca Ha HacTynmHUX npuHOMNax: AIIM BHKOHYIOTBCS 3allJaHOBaHI 3aBIaHHSI 0€3 BIUIMBY
330BHI, kKokeH AIIM moxe oOMiHIOBaTHCS 3 KOxHUM iHIIUM ATIM, cuctema 31iliCHIOE CAMOKOHTPOIb Ta
TJIaHY€E BJIACHI IILITI.

JloTpuMaHHs IUX NPUHIMIIB MpU peanizalii MeXaHi3My B3a€MOJii OKPEMHUX MOXYJIB 3HAYHO
BILJIMBATUME Ha €()eKTHBHICTb JOCATHEHHS TOCTaBJICHHUX Tepe]] CUCTEMOIO LiIeH.

3rigHo 300pa’keHol BHIIE CXEMH CTPYKTYpHOI PO3MOALIEHOCTI CHCTEMH Y MeEpexi, BOHA
MpeAcTaBlieHa OTHAKOBUMH OAWHUIISIMH, IO 3HAXOAATHCA HA KOYKHOMY OKPEMOMY KOMIT IOTEpi y MEpexi.
3amymeni AIIM B Mepexi (QOpMyrOTh pO3MNOALICHY CHCTEMY. 3a Takoi CXEMHM CHCTeMa 34aTHa
BHUKOHYBAaTH CBOi 3aJadi, HaBiTh SKIIO aKTMBHUMH IiA 4yac ii poOOTH € JuIiie AeKiibKa KOMI I0TepiB i3
BcraHoBineHnMH Ha HUX AIIM. ToOTto cucrema cknagaerses 3 Tux AIIM, siki € aKTUBHUMH.

JleneHTpanizoBaHiCTh apXITPEKTypH TMPEINCTAaBICHO HAa Yy3arajbHEHIH CTPYKTYpHIH cxemi
CKJIaJJOBUX CUCTEMH Ha pHC.2.

|
I
| |
| - - . - o Intepdefic nnanyeansa| IETepdeiic ooMiEy | N
: Intepdetics npHEHATTIA pilleHs MIEMOINIAME P i 3 . Konm'rorep 1
i samay SHAHHAME !
| uomzyael | aogymsl . e MOTVIEN ]
| I
1 1 1
; : ! ! !
JleneHTPATi30BaAHICTE i | i
|
H . i = Inzepdeiic nnanyeames| ImTepdefic obairy G =
1 InTepdeficn NPHENATTIA PItIeRE TLIMOTVIAME AT e i Konm'rorep 2
i : 3amad SHAHHAME
1| Momymel | aomymel . e MOTyIER !
| | |
i | 1 [ ]
i | i
| | °
| | [ ]
I i
i :
' = SoNE & L . . Inrepdefic nuamveamem| IsTepdetic ofuiny ' TAo
+ InTepdeficy MpHEHATTIA pilleHs MIEMOIVIAME it LAy A i Komm'iotep n
! = = 3ama% SHAHHAMH
V| momymel | aromymml ... MOTVIER
i
| I
| |
| o | |
! BHyTpimH] ! !
| S | ——
! PIEHL ! 30BHIIHIA ok
| TNpPHHHEATIA i piEeED ] \T;\a:;za
! PSR ! EzacMomii =P

Puc. 2. Y3arambpHeHa cxema CKJIaZOBHUX CUCTCMU

© Cagenko O.C., I'pubunuyk B.1., Kynpunipkuit M.O.



Hayxosuil srcypruan "KoMi roTepHo-iHTErpoBaHi TEXHOJIOTIi: OcBiTa, HayKa, BUpOOHMUTBO" 135
Jlyyvk, 2018. Bunyck Ne 30-31

V3aragpHeHa ~ cXeMa  CKJIAQJOBHX  CHUCTEMH  BigoOpaxkae  peasi3oBaHy  1I€OJOTiIO
JeLeHTPaIi30BaHOCTI Ta PO3MOAINIEHOCTI y mpoctopi. [IpudHSATTS pilieHb HE 3AIHCHIOETHCS €AUHUM
LEHTPOM, MPOTE BUKOHYETHCS Ha BHYTPIIIHIX PiBHAX uepe3 iHTepdeiic mpuiHATTS pimeHb. KoxkHa
OKpeMa OJJMHHULIS € ABTOHOMHOIO Y IPUHHSTTI pillieHb.

ABTOHOMHICTh KOXKHOI OIMHHMII Ha BHYTPIIIHBOMY piBHI BKJIIOYA€ 3AATHICTH NPUUHATTS
pilleHHA PO BUSBIEHHS CcHOpoOM aTakk IIKAJMBUM IPOrPaMHUM 3a0e3leUeHHAM Ta Iepenady
MOBIJOMJICHHS Ha 30BHILIHIN PiBEHb.

Ha 30BHIIIHROMY piBHI 3MiHCHIOETHCSI OOMIH 3HAHHSMH 3 IHIIMMU OAMHHIISIMH, 3TiTHO YOTO
CHCTEMa 3/1aTHA pearyBaTH Ha CIIPOOH aTaKH, HAKOMYIYBATH «IOCBI» Ta aJlaliTyBaTHCS 0 CEPEOBHUIIA,
B SIKOMY BOHA IPALOE, 110 3a0e3Mevye THYIKICTh CHCTEMH IO 3MiHH OOCTaBHH.

TakuM YMHOM cuHCTeMa, B LUIOMY, BOJNOJi€ BJIACTUBICTIO afamnTyBaTUCS Ul TMiABHILECHHS
eeKTUBHOCTI BUSBJICHHS Ta pearyBaHHS Ha aTakd LIKUUIMBOrO MporpamMHoro 3abesmedeHHs. Lls
BJIACTUBICTDH BKJIIOYAE B ceO€ THYUKY 3MiHY (PYHKIIOHYBaHHS MiAMOIYJIB /ISl JOCSTHEHHS ONTHMATBHOL
poOOTH B CEpeOBUILI.

Koxnuit AIIM y posnoaineHiii cucremi 11eHTH(]IKYETBCS MO CHUCTEMHHUM XapaKTEPUCTHKAM
KOMIT'IOTEPHOI CHUCTEMH, Ha SKy BiH BcTaHoBIeHMH Ta ii IP-agpecn y mepexi. 3 wmi€lo MeTor mpu
nepmomy 3anmycky AIIM Ha koMmI'toTepi BHKOHYETBhCS CKaHyBaHHS iH(opMauii Hpo amapaTHi
XapaKTEePUCTUKU CHCTEMHU.

AOcCTpakilis JTSIEeHTPaTi30BAHOCTI BKJIFOYAaE B ce0¢ 3/aTHICTh KOXHOI OJMHMIII CHCTEMH Ha
OKpEMOMY KOMIT'IOTE€pi 3amycTUTH NeBHUM (YHKLIOHAN BHUSBICHHS IIKiIIMBOrO MPOrPaMHOrO
3a0e3MevyeHHs, BUKOHATH TepexiJ MiX pi3HUMH PiBHAMU Ha OCHOBI iH(opMauii oTpUMaHOi 3 iHILIOro
piBHS, IPOBECTH OOMIH IMOBIJOMJICHHSAMHU 3 IHIIMMH OJMHHIISIMHA BCi€l CHCTEMH, OTPUMATH 3HAHHS Bil
IHIIMX YaCTHH Ta MepeiaTH ix Ha iHTepdeiicn NpUUHATTS pillieHb.

TakuMm YMHOM, HAa BHYTPIIIHBOMY piBHI NMPHHHATTS pilleHb BiAOyBaroTbCs OCHOBHI 3ajadi
BUSIBJICHHS! LIKIUIMBOTO MPOTPaMHOro 3a0e3leyYeHHs, B TOM Jac K Ha 30BHILIHBOMY PiBHi BigOyBaeThCs
OOMIH pe3ysbTaTaMy Ta MPUUHATTS OUIBLI INTOOATBFHUX pillleHh CTOCOBHO 3arajbHOI opraHizamii podbotu
CHUCTEeMH y Mepeki. 30BHINIHIA pPIBEHh € KaHAJIOM B3a€EMOJIl Ta BIINOBIiTaE 3a CIUIKYBaHHS MK
aktuBHUMU AIIM cuctemu. 3a Horo IOMOMOTOI0 € MOXJIMBOIO KOMYHiKaliss MiX okpemumu AlIM
PO3TOIIEHOT CUCTEMH.

B3aeMozist BHYTpIIHBOTO PpiBHSA MNPHUHHATTS pilleHb Ta 30BHINIHBOTO PIiBHS B3a€EMOZIii
MPEACTaBIEHO Ha pHc. 3.

Bry1pinme: piEEi npHAHATIS

: JOBHIIHIE PIBEHE B2AEMOTI
plIeHE

1. BiampaeneHEd DOBLTOMICHER

L . ” - g 1
iﬁfg;;h OEPENION QIRHEHIM Ha [HII 9acTHHH CHCTEME
LICH X -
- y ; 2. OTpHMAHET JaHMY BiT {HMOL
2. IlnamyEaEHY 337391 EHSEICHAT e e
(i 8

INKi TTHEOTO TPOrPaMHOTo it o -
3. [limxmoueHEY BT IOYeHES

zabesnedeHER
SR : ) HacTHHH CHCTEMH
3. Samyck po0oTH MAMOTYIL ;
O 5 : 4 PearyeaHEHT CHCISMH Ha
4. 3apepimeHEA podOTH =
IATPO3Y

Puc.3. Cxema B3aemMozii BHYTPIIIHOTO Ta 30BHIIIHBOTO PiBHIB

PoGora xoxkHoro AIIM cucremu po3MOYMHAETHCS 13 3aIyCKy KOMII'IOTEpa B MEPEXKi, Ha IKOMY
BiH IHCTaJlbOBaHWH, Ta 3amycKy HbOro monymns. Ilicnms 3amycky MOIyssl BUKOHYETHCS Iepexin o
MJaHyBaHHS 3a/lady MOAYJs. BiAmoBigHO 10 3aruIaHOBaHOI 3aadi BiOYBa€ThCS aKTUBI3AIlis OKPEMOrO
MiAMOIyJIS Ta 3amycK Horo gyHkuioHany. Pe3ynbprati QpyHKIiOHYBaHHS HBOTO MIAMOAYJIS HAACHIIAIOTHCS
IHIIMM YacTHHAMH CHCTEMH 4Yepe3 30BHIlIHiN piBeHb B3aemofii. Lle mossomse inmmm AIIM cucremu
OyTH CHOBIIIEHNMH IPO MOTOYHHIA CTaH KOXKHOI 1HIIOT YaCTHHU CHCTEMHU.

VY pasi BUSABIGHHS TIEBHUM MIAMOAYJIEM aTakd IIKi[UIMBOTO MPOTPaMHOr0 3a0e3MeYeHHs
aKTHBI3yEThCS MEXaHI3M pearyBaHHS CHCTEMH Ha 3arposy. lLleld MexaHi3M BKIIO4ae B ceOe Mpouenypy
BiIIPaBKW KPUTUYHOro moBigomieHHs Ha yci iHmi AIIM cucremu. Skmo AIIM 3Haxomgutes y
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KPUTUYHOMY CTaHi NPUIUMAETHCS PIllIEHHS MPO 3aBepIICHHS poOOTH Monyis. OmucaHa B3aEMOIIS Mixk
BHYTPILIHIM Ta 30BHIIIHIM piBHSIMHU BizoOpakeHa Ha puc. 4.

Bry1pime! piEH] IpHAHATIZ
pillieHE

SOBEINHIE piEcHE E3aeMoTil

1. 3amyck okpeMol OOHHHIT
CHCTEMH

A

1. BignpaeneHHET DOELT0MICHHS
= I —
Ha {HITi 9acTHHE CHCTEMH

Braenogis 3 iEmIHEME

9ACTHHAMH CHCTEMH
v

2. IInasyeanns 33035 EHAEICHHER 5|2 OTpHMAHHES J3HEX Eix {Hmof

IIKiTHECTC OPOTPAMHETO HACTHHH CHCTEMH

3a0esmedeHA

3. 3amyck podOTH MigMOTyIL

3. ITimromroe T BT roTe HE
YACTHHH CHCTEMH

A

4 PearyeaEHd CHCIEMH Ha
2ATpoIy

4. 3apepmeHHA POOOTH

A

Bzacnomis 3 IHIIHMHE
TACTHHAMH CHCTEMH

Puc. 4. B3aeMogist Mi>k BHYTPIIIIHIM Ta 30BHILIHIM PiBHAMH
YacTUHM CHCTEMH B3a€EMOIIIOTH MK COOOIO 3a TOMOMOTOIO MOBiIOMJICHb, TIPUYOMY KOXKHE 3 HUX
CKJIAJIA€THCS 13 3ar0OJIOBKY Ta Tina.

B sxocti 3aronoBky noBigomiieHHs BHcTynae AIIM-iHiiaTop moBiZoOMIIeHHS — ineHTU(IKATOp
AIIM, sxui HagicliaB IIOBIIOMIJIEHHS.

Sx igentudikatop AIIM BukopucroByeThes [P-agpeca
KOMII ' FOTEPHOI CUCTEMH, Ha SKii 1Iel MOJyJIh BCTAHOBJICHUH.
T1i0 TOBIZOMIIEHHS MICTHUTH JBa IIOJI.

1) TUI MOBIOMIICHHS — IIEHTU(IKATOP THITY TOBITOMJICHHS;
2) naHi — 6e3MocepeIHLO AaHi MOBITOMIICHHS.

Tun noBigOMIIEHHS BUKOPHUCTOBYEThCA U1l OTpUMaHH iHpopMaLii mpo AaHi, M0 MiCTUTUMYThCS
0e31oCepeIHBO Y TLTI MTOBiJOMIICHHS.

MOXIHBI TUIH TTOBIIOMIJICHB MIPECTABICHO B TaOmuIl 1. 3aeKHO Bil TUITY TIOBIOMJICHHS HOTO
TIJIO MICTHTUME Pi3Hi JaHi.
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Tab6muug 1. Tunu noBigoMIIEHE

Ne | Tun Omnuc tuny
MOB1JOMJICHHS
1 | Monyns [ToBimomMieHHS, 10 HAJICHIIAETHCS YCIM YaCTUHAMH CHCTEMH y BUNAJAKY aKTHBALii
AKTHBOBAHO MOZIYJsI Ha KOHKpPETHiIM KOMIT'IOTEpHiH cucTeMi. Bucrymae y sSKOCTI MpoxaHHs
BIITYKHYTHCS YCIX aKTUBHUX MOIYJIB Y CHCTEMI.
2 | Monyns [loBimoMieHHS, MO HAJICHIAETHCS YCIM 4YacTUHAMH CHCTEMH Yy BHIAAKY
JIeaKTUBOBAHO | JIeaKTUBALlil MOAYJIsl HA KOHKPETHIN KOMI IOTEpHii cucremi
3 | loBigomnenns- | IloBigomiieHHs, 10 HAACUIAETHCA TOMY MOAYIIO, SIKMH 3alpOCUB BiIATYKHYTHCS
BiTaHHS yciX iHIIMX aKTUBHUX YaCTHHAM CHCTEMH, 3 METOI0 BHSBICHHS yCIX aKTHBHUX
YaCTHH CHCTEMH.
4 | 3miHa 3amaui [loBimoMieHHs, IO HAJICHIAETHCS YCIM YaCTUHAMHM CHUCTEMH Y BUMAAKY 3MiHU
BHKOHYBaHOI 3a1a4i KOHKpeTHUM AIIM.
5 | 3amaua [loBimomieHHS, MO HAJICHIAETHCS YCIM 4YacTWUHAMH CHCTEMH Yy BHIAAKY
BHKOHaHA 3aBepILeHHS poOOTH HaJl BUKOHYBAHOIO 3a7a4yeto KOHKpeTHUM AIIM.
6 | IloBigomuenus- | IloBigzomiieHHs], IO HAJICUIAETHCS YCIM YaCTHHAMH CHCTEMH 3 METOI0 OTPUMAaHHS
ONUTYBaHHS iH(OpMaIii PO MOTOYHUHN CTaH KOXKHOI YaCTHHH.
7 | loBigomnenus- | IloBigomiIeHHs, IO HAACUIAETHCA TOMY MOAYIIO, SIKMH 3alpOCHUB BiIATYKHYTHCS
CTaH ycixX IHIIMX aKTHMBHUX YaCTHHAM CHCTEMH, 3 METOI0 OTpUMaHHs iH(opMamii mpo
MOTOYHHI CTaH KOXHOI YaCTHHHU.
8 | Bussieno [loBimomieHHs, IO HAACWIAETHCI YCIM YacTUHAMH CHUCTEMH 3 METOI0
3arposy iH(pOpMYyBaHHS PO BUSBIICHHS 3arPO3H.

Crann, B skux nepeOysarorb AIIM 3MiHIOIOTECS MmiJ yac iX poOotu. Ycs iHdopmalis CTOCOBHO
3MiHH POOOYOr0 CTaHy HaJICHJIAETHCA yCIM IHIIMM akTHBHHM y Mepexi AIIM depe3 moBimOMIIEHHS.
CrerianbHUN MiAMOIYJIb BUKOHYE OOMiH MOBIIOMJICHHSIMU 3 iHIIIMMH YaCTHHAMHU CHUCTEMU. SIKIO KOJIeH
iHmmit AMII y cucremi He akTUBOBaHWH, BIAMOBII HAa poO3iciaHe MOBIAOMIICHHS OTpUMaHO He Oyne. Yac
BiIpaBKW Ta OTPUMAaHHA KOXHOTO TNOBigoMiIeHHS 3adikcoByeTbcsa. OOMIH MOB1IOMIICHHSMH
BinOyBaeThest ycima AIIM 3 ycima inmmmu aktuBHuMH AIIM. Koxxknuit AIIM 306epirae y nokanbHid 6a3i
JaHMUX CTATUCTHYHI JaHi CTOCOBHO BJIACHOI pOOOTH Ta iH(POPMAIiI0 CTOCOBHO Pe3yJbTaTiB poOOTH IHIINX
JacTUH cucTeMH. Taka 30epexxeHa iH(opmalis Moxke OyTH BUKOpHUCTaHa IJisl THYYKOI ajamnTamnii, TOOTOo
aBTOMAaTUYHOI KOpEKWii poOOTH cHCTeMH IO OOCTaBMH Yy CEpEeNOBHII, aKe KOXEH MOAYIb €
MOiH(OPMOBAHMM CTOCOBHO 1HIIMX YaCTHH CHCTEMH.

3anexxHo Bix KimbKocTi akTuBHUX AIIM crcteMu y Mepexi Ta BiJl iHTEHCUBHOCTI 3aBaHTaKEHHS
KO>KHOT'O KOHKPETHOT'O MOJYJIs, 32 TMEBHY OAMHUIIO Yacy y 0a3y AaHUX MOXKe OyTH 3alrcaHa BeIHKa
KUIBKICTh iH(opmanii. [Ipuuomy 3HaUHMIA BiICOTOK 3amucaHoi iH(opMalii CTaHOBUTHME YHCTO TEXHIYHI
3amucH. Hanmpukian, moBizoMIleHHS Ipo Te, o y NeBHUd MoMeHT dacy AIIM akTuBi3yBaBcsl Ha MEBHIH
KOMIT'IOTEpHI cucTeMi. 3BICHO, 4epe3 IMEBHHM IMEpioJ] 4acy Takoro poay iHdopmarliss Moxe OyTh
BwiydeHa 3 0a3u. Tomy 3 MeTor onrTuMisamii 3HaHb, HAKOMHYEHHWX Yy 0a3i maHuX, mnepemnbayeHo
iAMOIy b, (PyHKIIOHAT SIKOTO 3a0e3Medye 3iiiCHeHHS BUIYUYCHHS HEaKTyaJlbHUX JJISl CHCTEMH JaHuX. B
pe3ynbTaTi HaKONMYEHHSA [OCHUTh BEIMKOTO 00’€My 3HaHb, 1€ JO03BOJISIE TOKPAIIUTH €QEKTUBHICTD
pOOOTH CHCTEMH B IIJIOMY.

Koxken 3ammuc y 0a3i JaHUX Ma€ CIHEIialibHY MITKy, 3aJeKHO BiJ THIy JaHWX, SKi BiH
MPEACTaBIIAE:

1) 3BuuaitHe “TexHiuHEe” MOBITOMJICHHS,

2) morepeHKCHHS;

3) mommiika y po0ori sikorock miamoayis AIIM;

4) xputnynuii cran AIIM,;

5) MoBiTOMIICHHS MPO PE3yIbTAaT BUKOHAHHS 3aBIIAHHSI.

VYci AIIM y cucteMi € CTPYKTYpHO iICHTUYHUMHE Ta CKJIaAAI0ThCS 3 HA00Opy MiAMOIYIIB, KOXKEH 3
AKUX BHKOHYE INEBHY 3ajJady. Y3arajbHeHa cxema poOOYMX CTaHiB, B SIKMX MOXE IMepedyBaTH KOXKEH
AIIM B mpoueci cBoei podOTH NpeAcTaBlIeHa Ha puc. 5 y BUTIAAL Tpady.

OTxe, MOXHa BUAUIMTH 9 OCHOBHHMX CTaHiB, y skuX 3HaxomuTumercsi AlIM neBHOi
KOMIT IOTEPHOT CHCTEMH y KOHKPETHUH MOMEHT 4acy:

1) akTHBi3aIlisi aBTOHOMHOT'O ITPOTrPAMHOTO MOJTYJIS;
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2) TIaHyBaHHS HACTYITHOI 3a7[a4i Ha BUKOHAHHSI, BU3HAYCHHS TIepexoy 1o ctaHis 3, 4, 5, 6, 7, 8;
3) nepeBipka (hailiB Ha JKOPCTKOMY TMCKY, BA3HAYCHHSI IEPEXO/1y 10 CTaHiB 2, 5;
4) mepeBipka 3amylnIeHHX MPOIIECIB B ONEPATUBHIN Mam’siTi, BA3HAYCHHS TIEPEXOIy /10 CTaHIB 2,

5) ckaHyBaHHS BUKOHYBaHHX (hailyliB Ha JKOPCTKOMY JHCKY, MIEPEXil 10 CTaHy 2;

6) ckaHyBaHHS 3aITylICHHUX MPOLECIB, TIEPEXif A0 CTaHy 2;

7) BUKOHAHHS ONTUMI3allii 3aMUCiB y 0a3i TaHWX, IepeXia 10 CTaHy 2;

8) 3aBepIIeHHS POOOTH ABTOHOMHOT'O TPOrPAMHOTO MOJIYJIS;

9) mo3HaveHHs1 KOMYHIKALIl 3 IHITUMH MOIYJISAMH y cucteMi, popmanbHo ATIM He mepexoauTh
JI0 IIbOTO CTaHy.

Puc. 5. V3aransHena cxema pobounx craniB AIIM cucremu y Burisiai rpady

AIIM mnotpamnsie y cran 1 mpu foro akTtuBizamii abo kopucryBaueMm, abo KOMII IOTEPHOIO
CHCTEMOIO, Ha SIKY BiH BCTaHOBJICHUH, IO CHPUYMHSE MPOLIEC MEPEBIPKH XapaKTEPUCTUK KOMII IOTEPHOT
CHCTEMH Ta TIOPiBHSAHHS iX i3 30epeKeHMMH paHime xapakrepucTukamu. [licias goro BimOyBaeThCs
(dhopMyBaHHS cHeLianbHOTO TOBIIOMIICHHS PO aKTUBAaLio podoTn iHmuM AlIIM y cucremi.

VY cran 8 AIIM mnorpamisie npu AeakTuBalii abo KopucTyBaueM, abo MpH 3aBEpIEHHI pOOOTH
KOMIT IOTEPHOI CHCTEMH, Ha Ky BiH BcraHOBJIeHHUH. JleakTBaiis AIIM BigOyBa€eThCs JHILE MICIs TOTO, SIK
yci  iHmi  aktmBHi  AIIM  Oynyte  moiHdopMOBaHi  CHeHiaJIbHUM — TOBIIOMICHHAM PO
BUMKHEHHA.OCHOBHHM POOOYHM CTaHOM € 2 CTaH, Ha SIKOMY BHKOHYIOTBCS 301p pe3y/bTaTiB BUKOHAHHS
norepeAHbOl 3a4a4i Ta MIaHyBaHHS HACTYIHOI. 3aJeKHO BiJ pe3yabTaTiB MOHITOPUHTY MOAIN y cucTeMi
a0o 3MiH Ha KOHKPETHIll KOMI'IOTEpHiH cucTeMHU BiAOyBaeThCS MPUUHATTS PILICHHS NpPO Mepexin Ha
omuH 13 craHiB - 3, 4, 5, 6 Ta 7, - Ha gxkux AIIM 3aiiHdTa KOHKpeTHOW 3amadcto. Ctanm 3 Ta 5
MO3HAYAIOTh MPOLIEC MEPEBIPKH Ta CKaHyBaHHS (aiijiiB Ha )KOPCTKOMY AMCKY KOMII IOTEpHOI CHCTeMH, a 4
Ta 6 - mepeBipka Ta CKaHyBaHHs 3amylieHux mnpoueciB. [lepebyBatoun B 7 crani, AIIM 3nxilicHioe
ONTHUMI3AIIIf0 3aITUCIB Y JIOKAIbHIN 0a3i TaHUX.

Cran 9 no3Havae npouec 0OMiHy OTPUMaHUMH pe3yabTaTaMH 3 iHIIMMH aKTHBHUMH YaCTHHAMU
cuctemu.llepexonsun 3 onmHoro crany B iHmuil AIIM ¢opmye crienianbhe moBinomiteHHs 3 iHQopMalieo
Opo TepexiA M0 BHUKOHAHHS TIeBHOro 3aBiaHHs. llicms 3aBepiieHHst 3aBmaHHs AlIM  poscunae
MOBIJOMJIEHHSI 3 OTPHUMaHUMH pe3yibTatamu. OOpoOka OTpUMaHHMX pe3yabTariB Ha Beix AlIM
BUKOHYETHCS 32 €IUHUM AJITOPUTMOM, IICJISI YOO BiOYBAa€ThCS pearyBaHHS Ha OTPUMAaHUU pe3yibTaT.
Koxuuii AIIM mnosnadeno sik “Defender Application” 3a Ha3Boro peanizoBanoi cucremu. Ilepemikx
(YHKLIOHATBHAX MOXIJIMBOCTEH, SKMMHU BOJIOAiE€ po3pobieHa cHcTeMa 3 IMOMNANy KOPUCTyBada i€l
CHCTEMH BinoOpakeHO Ha USe-Case miarpami Ha puc. 7.

Defender Application

AKTHEYEATH/BHMEHY TH
AIMM

3MiEHTH
HanamTyeasrg ATIM

[eperAHY TH 1HDOPMALi0
CTOCOBHO {HIIHX AKTHEHEX
AIMM v crcTeMi

Bimmpaexa
TIOBTOMICHES THITEM
ATIM y cHeTemt

TnaEyBaHES Ta 3a0YCK
3apmanms Ha AIIM

Extends

Binodpaxenna
ieopmanii
KOPHCTYEZTY

=

Kopucrysas

TIeper- Ty TH CIHCOK
3AMYIIEHHX TPOLECIE HA
KOMITFOTEpEIH cHCTeML

3VIHHHTH EHOpaHHEH
npomec

Puc. 7. Use-case giarpama po3po0iieHoi cucTeMu
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B3aemogist Mk KOpuCTyBaueM Ta pO3pOOJICHOI0 CHCTEMOIO BigoOpa)keHa Ha PUCYHKY 3.9 y
BHTJISIIL TiarpaMy TIOCITi IOBHOCTEH.

" :Defender
ji Application

:

loop .

‘

TlqasvBaEss 33734

=

oprvHIKamg 3 iHmnm ATIM

opt

Tlepernag pesyIRTaTIE

« PezysTaT BHEKOHAHES 32131 l
7

H

H

H

opt i

3MiHa HATAITYEaHe podoTH [

opt !

3YMHEKA 33Ny HIEHEOTO MPOLec

Puc. 8. Jliarpama nocimigoBHOCTEH PO3pOOICHOT CHCTEMU

Sk BHAOHO i3 HaBeIEeHOI BUILE JiarpaMd MOCTIJOBHOCTEH, KOXEH OKPEeMUH MOIYIb CHCTEMH
BCTaHOBJICHHH HA KOHKPETHIH KOMITIOTEPHIN CHCTEMI € aBTOHOMHHM, TOOTO HE MOTpe0ye BIUIMBY 330BHI
IUI. TIPUMHATTS. PIlIEHb CTOCOBHO IUTAHYBAaHHS 3aBJaHb Ta OOMIHY MOBiIOMJICHHSMH 3 IHIIUMH
MOOyIAMH Yy cucTemi. KopucTyBad MoXe JNuIIe NeperisagaTd pe3yiabTaTd, 3MIHIOBaTH JesKi
HaNAIITyBaHHS Ta BHKOPHUCTOBYBATH JOJATKOBHH (YHKLIOHAN, HANpHUKIaA, 3yMUHITA 3aIyllieHi
npouecH. ['ooBHE BikHO KOpUCTYBaIbKOro iHTepdeiicy BinoOpaxeHno Ha puc. 9.

@ Defender App -0
Local P interfoceD: 169.254.169.70 | P12 S e Port: 45454
S — 2488] taskhostexexe
urrent status: aiting next tast e i i e Tt
Stop urrent task. [2248] VBorTray.ece b O
e Detencerhnpios ystem infes Windows 8 x85_64
List of nodes oriine: Total RAM: 2.00 Gb
[10.0.2:15]: curtently werking on: Waiting Scanning dr CifUsersfBxca_
\iorking period: Lmins | |

Stop process

Puc. 9. l'onosHe BikHO KopucTyBanbkoro inTepdericy Defender App
Sk BUIHO 13 pUCyHKY 9, KopucTyBaubKuii iHTEpdeiic po3aiieHo Ha TpU OCHOBHI 00JacTi:
1) indopmarist Ipo MOTOYHHIA CTaH POOOTH Ta CIHCOK IHIIMX MOJYIIB CHCTEMH, 5IKi € aKTHBHUMHU
Ha JaHWH MOMEHT Y MEpexi,
2) CIMCOK 3aITyIIEHUX MPOLECIB Ha JaHii KOMIT IOTEPHIN CUCTEMI;
3) HajamTyBaHHS.
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BucnoBku. Pozpobiena apxiTekTypa po3MOIiNeHOi OaraTOpiBHEBOI NPOrpaMHOI CHUCTEMHU
0a3yeThCsl HA MPUHIUIAX JCICHTPAITi3allii Ta caMOoOpraHizaiii i J103BOJISE 3AIHCHIOBATH 1i HAITIOBHEHHS
pisHUMH  (QYHKIIOHaJaMH BUSBICHHS IIKIIJUBOIO MPOrpaMHOro 3a0e3ledyeHHs B JIOKAJbHUX
koM toTepHux Mepexkax. PBIIC BimHOCHTBCS 10 pearylounmx CHUCTEM, SIKa MOCTiIHHO 3AiHCHIOBaTHME
MOHITOPHHT 3allyIIeHUX MpPOLECiB Ta BUKOHYBAHHX MNPOTrpaM B KOMII'IOTEPHUX CHCTEMax MeEpEexi.
O6’extamu a1 nocmimkeHHs 3i croporn PBIIC e mepeBipka HasBHOrO MpOrpaMHOro 3abe3nedcHHs Ta
3amymieHux npouecis B KC JokanbHO Mepexi Ha MOXIIMBICTh BiIHECEHHS 10 ILKiUIMBOTO MPOrPaMHOTO
3abe3neuenHs. OcHoBoto apxirekrypu PBIIC BuCTymaioTs aBTOHOMHI MPOrpaMHi MOAYIMi 3 OJHAKOBUMHU
apxiTeKTypaMu, ajie Py [bOMY KOXXEH 3 HHX MO)XXE CAMOCTIHHO MpUHAMATH PilIeHHS Ha OCHOBI Pi3HUX
nanux 3i0panux 3 pizaux KC mepexi. ns eexruBnoi podotu PBIIC HeoOXiqauM € po3poOka METOiB i
Mozeniel B3aeMOil Ta y3Tro/pKeHHsI poOOTH pi3HUX MPOrpaMHUX MOIYIIB MiXk CO0OI0 Ta iX BiAMOBIOHUX
PIBHAX 1 IeTamizawisi CTPYKTYpH ii CTaHiB.
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