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XepcoHcrkuit pakynpTeT OEeChKOr0 ASPKABHOTO YHIBEPCUTETY BHYTPIIIHIX CIpaB
ByJ1. ®onBizina, 1, 73000, Xepcon, Ykpaina
E-mail: novikovamariial222@gmail.com

Mema: 30ilicnumu aHaniz MeopemudHUX acneKmie KibepHemuyHo20 HACUIbCMEA 1K 00H020 I3 CYCHIIbHO
Hebe3neuHux npossie 6Naugy Ha cycnintocmeo. Memooamu 00CIOHCEHHA BUCTYNAIOMb 3A2ATbHOHAYKOS] Ma
cheyianbHi Memoou Haykogoeo Ni3HAHHA, ceped AKUX OlaneKMUYHUll Memoo, Memoou GopmanbHoi 102iKu,
CMPYKMYpHO-T02iuHUll  Memoo, Kamezopianehuii ma in. Pesynomamu: 6usnaueno, wo noooranHs
Kibeprnacunbcmea 6 Yxpaini nompebye ¢hopmysanns cucmemu KOMRIEKCHUX 3ax00i6. Y neputy uepey, ye
CMOCYEMbCA CMBOPEHHA HANEICHO20 MEXAHIZMY NpPA0G020 Pe2YNIO6AaHHsA, AKUL UYiMKO GUHAYAMUME
npasosuUll cmamyc opeamie i niOpo30inie, AKI 3aUMAMUMYMbCs NUMAHHAM APOMUOLl KiOepHACUTbCMEY.
062060penna: 6cmanosneHo, Wo NpOGIOHUMU 3acobamu KibepHacunbcmea € 6UsANeHHs | 30iUCHeHHs
NPOMsA2OM NEBHO20 YACy CMOCOBHO YiMKO 8USHAYEHO20 KON OCIO NCUXIYHO20, Oi0N02IUH020, CEKCYaNbHO2O,
@iszuunoco, MalHo6020, EKOHOMIUHO20, (QIHAHCO8020 MA IHWUX BUOIE HACUTLCMEA 3 GUKOPUCMAHHAM
KOMN '1omepHOi mexHiku, KibepHemuyHux (3a2aibHux ma J0KAIbHUX) Komn tomepnux mepedic. Iliokpecieno,
Wo KIOepHACUILCMBO CHPSAMOBAHE HA NPUSHIMEHHS. C8I00OMOCMI ma 604l 0cib, sAKI Hauuacmiuie Maiomb
AKMueHy COYianbHy no3uyilo 3 OOKy 0cib, cxuivHux 00 Oegianmuoi noeedinku. Ilosedinka ocmammix
cnpamoeana Ha Oecmadinizayilo Cycnilbcmea ma 0epicasu, MOPAi, NPUHUINCEHHS 3A2ANbHONIOO0CHKUX
yinHocmel.

Y ecmammi 3pobneno ucnosok, wo Oinbulicms nposeie KibepHACUNILCNEA GUUHIOEMBCA Y MOO0OINCHOMY
cepedosulyi, AKOMY NPUMAMAHHUL HU3bKULL PiGeHb CYCRINbHOI MOpali Ma KyIbmypu, a maKoic npasosoi
obiznanocmi. 3eiono danux UNICEF, 6 Ykpaini 6nusbko 50% nionimkie Oyau scepmeamu KibepHacunbcmaa.
Bcemanosneno, wo 6 Yxpaini newjooasno nouana npudinsimucs ysaea npogiraxmuyi Kibepuacunbcmea cepeo
HenosHonimuix (kibepbyniney). Oonak, npasose pe2ynoganns 0anoi cghepu ma 30ilUcHeHHs 3axucmy 3 OOKy
oepocasu  3anUmaemovcsi  MiHIManibHuM. Beedennsi 6 0ito HOpMuU, KA BUSHAYAE AOMIHICMPAMUBHY
8i0n0GI0ANbHICMb 3a OYNiHE YYACHUKA OCBIMHbO2O Npoyecy, He 0d€ He0OXIOH020 3axucmy OIUCHOMY KOLY
nomepniaux ocio6 6i0 kibepuacunvcmea. Ilpu yvomy 6usHaueHO, WO CMAMUCMUYHUX OAHUX WOOO
Kibepnacunbcmea y Oik 00pocnoi yacmunu Hacenrenus Yxpainu nemae. Lle ciouums npo aameHmHicmo
NCUXON02TUHO20 YbKYBAHHSA, SIKE PO320PMAEMbCA Y COYIATbHUX Mepedcax, MecceHOdicepax, iHmepHem-
caumax.

Knwouogi cnosa: kibepracunbcmeo, Kibep3iouuHHicms, 0yiHe; YbKYBAHMHSL.

IlocTanoBka nmpo0seMu Ta Ii aKTyaJdbHICTb. [3 NpUBEpPTAaE MUTaHHS KiOEpHACHUIILCTBA, sIKEe HaOyBae
PO3BHUTKOM 1H(OPMAILIHHOrO MPOCTOPY Ta JOCTYI- 3arpo3nMBUX MacmTabiB Ha (OHI Maibke MOBHOI
HICTIO 1HTEpHET-TEXHOJIOTiH Bce OiIbLIOi yBaru OeskapHocti. 3a ganmmu  Kowmitery uumdposoi
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Tparcopmamnii Yipaiau nonax 18% pimens momo
Oymiary, ski 3i0paHi BimmOBiAHO 10 €IWHOTO
PEECTPY CYIOBUX pillleHb, BHHECEHI IIOAO IiH, SKi
Oymu 3miiicHeHi depe3 Mmepexy lurtepuer [1]. Ilpu
IIbOMYy, HE BHKJIMKA€ HABITh CYMHIBIB Te, IO IIi
18% cTOCYIOThCS JHILE BUMAIKIB, KOTU MOTEPHLI
ab0 He MoOOsIIHCS JOMOTTHUCS CITPAaBEATUBOCTI, 00
MaJId OCTaTHBO iHQOpMALii Mpo MPaBOMOPYIIHH-
ka. BBaxaemo, 1m0 mpu aHami3i camMoro sBHIIA
MO’KHa TOBOPUTH NPO HOTO JaTEHTHICTh, KA Xa-
PaKTepU3YEThCS 3aMOBUYBAHHSIM BUMAJKIB MPAaBO-
MOpYyIIEHb 3 OOKY MOTEPIiINX, OUIBIIICTIO X BYH-
HEHHS y MOJIOJIXKHOMY CEpeZOBHILi, HU3bKHM DiB-
HEM MOpaji y CYCHUIbCTBI Ta MpaBoBOi 00i3Ha-
HOCTi, & TaKOXX BaXKKICTI) BHUSBJICHHS IPaBOIO-
PYWIHUKIB. BiAmoBigHo, OUIBII JOCTOBIPHUMH €
nani UNICEF, srigHo skux B YkpaiHi ONH3bKO
50% migmiTkiB Oysnm sxepTBamu KiGepOyminry [2].
[Ipy nbOMy CTaTUCTUYHWE aHai3 IOPOCIOi ayIu-
Topii YKpaiHW, siKa MiJJIa€ThCS IMCUXOJIOTITYHOMY
IBKYBaHHIO B Mepexi [HTepHeT, BiICyTHIH.

AHani3 ocTaHHiX aocaigkeHb i myOsaikamiii.
[IpoGyieMy MPaBOBOTO PeryJOBaHHS KiOCpHACHIIb-
cTBa B YKpaiHi, a TaKoXX OCOOJMBOCTI Horo mpo-
HUKHEHHS Y COLliaIbHE CePEeIOBHIIE BUBYAIOCS Ta-
KUMHU HayKOBLSIMU SIK A. BenepHikona,
B. I'epacumrok, 0. I'pagosa, B. I'pira, A. 3inrosa,
I'. Kabenrene, H. Korytsk, O. Jlana, . Jlyberens,
JI. HaiinronoBa, H. Ilanteneesa, M. ®daneeBa Ta
iHmmMu. BogHouac, BUBYEHHS KiOepHACHIBCTBA
3MIACHIOETBCSI Y KOHTEKCTI aHamizy Kibep3no-
YHHOCTI, 3a0e3rneueHHs Oe3leKn HEMOBHOMITHIX Yy
Mepexi [HrepHer.

Buxsax ocHoBHOro marepiany. 3 HOIIUpEH-
HSIM JIocTyIly 10 [HTepHeTy KibepHacHIIBCTBO CTAI0
OJTHUM 13 caMUX PO3MOBCIOJKEHHUX BUIIB OYIIHTY,
OTPUMABIIM Ha3By KiOepOymiHr abo KiOep3asiky-
BaHHA. CItiJy BIIMITUTH, 10 y Maiibke BCiX HayKo-
BUX JDKepesax Ii MOHATTA BU3HAYAIOTHCS SIK TO-
TOXHI. Y To#l e yac mpobiema YKpaiHH MpPOSB-
JSIETBCSL Y TOMY, IO Y Hii HOPMATHBHOT'O BU3Ha-
YeHHS KiOepHACHIILCTBA HE ICHYE.

[lo cTocyeThcsi HAYKOBOTO JOCTIKEHHS JTaHOI
npoOJaeMaTHKH, TO iHTepec A0 Hel MOCTIHO mocH-
moeThest. 3okpema, I JIyOenernr Bu3Hauae KibGep-
HACHJICTBO SIK «CHUCTEMAaTH4HI YMHCHI il 3 OOKy
ocobu, abo rpynu oci0 (JacTimie miTTKIB) i3 BH-
KOPUCTaHHSM 1HQOPMAIifHO-KOMYHIKaI[IfHUX 3a-

c00iB, CIIpsAMOBaHI MPOTH iHIIOI ocodm (0cid), 10
XapaKTePU3YIOThCSI CTBOPEHHSIM BOPOXKOi, TIPUHH3-
JTUBOI OOCTAHOBKH ¥ METOI0 a00 HACTIAKaM SIKHX €
3aJIsIKyBaHHSI, TIOPYIIECHHS NpaBa Ha Oe3neyHe HaB-
YaHHs, TIOBary, 4ecTh, T1IHICTh, MaliHO, 3T0POB’ A 1
JKUTTSA Ta OOMEKEHHS CBOOOIM BOJICBUSBICHHS
ocobu (ocib) tomo» [3, c.178]. ¥V cBoro uyepry,
JI. HaiinpoHOBa Tix KiOepOymiHroM po3yMi€e HOBIT-
HI0 (hopMy arpecii, 110 mependavae KOPCTOKi Jii 3
METOIO JOMIKYJIUTH, HAIIKOAWTH, TMPUHHU3UTH JIIO-

JTUHY 3 BUKOPHUCTAaHHAM iHpOopMaLiitHO-
KOMYHIKaIlifHUX 3aco0iB: MOOUIBHUX TenedoHiB,
CIEKTPOHHOI ~ MOIUTH,  COLIAJIBHUX  MEpeK

tomto [4, c. 2]. A.O. BenepHikoBa BH3Ha4ae Kibep-
OyJIiHr sIK OYJIHT, IO 3AIHCHIOETBCS i3 3aCTOCY-
3aco0iB
Karii [5, c. 42]. B.O. KoBTyH y cBoeMy BU3HA4YCHHI

BaHHSIM €JIEKTPOHHUX KOMYHi-
3BepTa€ yBary Ha TaKi O3HaKH KiOeprymiHry sk
arpecis Ta >KOPCTOKICTb 3 METOIO JOIIKYJISHHS,
MPUHIKEHHS JTI01uHH [6, c. 86].

3 ornsimy Ha HaBeACHI BU3HAUYCHHS BBOKAEMO 32
MOJKJIMBE BUBECTH OKpPEMi O3HAKH, SIKi € MPUTAMaH-
HUMH KIOCpHACHJILCTBY SK SIBUIIY: 1) BUCTYIA€
arpecuBHOI0 (OPMOIO HACHILCTBA; 2) 00’ €KTOM
KiOepOymiHTy MOXYTh OyTH SIK 3HaloMmi, Tak i
He3HaioMi ocoOu; 3) 3IiMCHIOETHCS 13 3aCTOCYBaH-
HsIM 3ac00iB €JIeKTPOHHUX KOMYHIKaIii; 4) Mae Ha
METi NPUHWKEHHS JIOAWHM, JOWIKYJISIHHSA id, Tpo-
BOKYBaHHS KOH(IIKTHUX CUTYAIIiil.

A.O. BeneprikoBa TakoX BH3HA4Ya€e psi 0COO-
muBOcTel KiOepOyIliHTYy, 30KpeMa, Ie TKKICTh
BCTAHOBJICHHSI BUHHOT'O, CUCTEMHICTh Aii, HEMOX-
JUBICTh MPUXOBATHCS BiJl IPOTHIPABHUX il Ta iX
Hacmiakie [5, ¢. 43]. Mu TakoX TMOTOKYEMOCS 3
ABTOPKOIO, 1110 BCTAHOBJICHHS YiTKOI'O IMOHATIHHOTO
amapary JA03BOJISIE HAJaroJUTH MPOTHIII0 LBOMY
BUAY HacuibcTBa. 31 cBOro OOKy, BBaXKaeMo, IO
BU3HAYCHHS MOHATTA KiOepOyIiHTy € HeoOXiTHUM
Ha 3aKOHOJaBYOMY DiBHI.

Ha »xanp, Ha CHOrOAHIIIHIN AEHb JIMIIE OAUH 13
nposiBiB KiOepOyNiHry OTpUMaB MiHIMalbHUN Me-
XaHi3M TONepe/DKeHHS] Ta NPHUIUHEHHS Ha PiBHI
Konekcy Ykpainu mpo agMiHiCTpaTHBHI IPaBOIIO-
pymenHs. Maetscsi Ha yBasi cr. 173-4 KYnAIl
«bymiar (IpKyBaHHS) yYacHHUKa OCBITHBOTO MpO-
necy» [7]. Ognak, onpasy BUHUKAE MATAHHS IIOA0
Ccy0’€KTHOTO CKJIaMy NaHOI HOPMH, aJ’Ke HE € 3pO-
3yMUTUM, YOMY TOTEPHUIMMH BiJi JaHOTO BHIY
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[IPAaBONOPYLICHh 3aKOHOAABELb BH3HAYAE JIMILIE
YY9aCHUKIB OCBITHBOrO Tmporiecy. OCKIIBKH Bif
KiOepIIbKyBaHHS Ha CHOTOMHIIIHIA JCHH MOXYTh
MOTEepPHaTH ¥ 1HIII YIEHHW CYCHIIBCTBA 3 OE3IY4r0
COIIAJIbHUX pOJICH Ta TpaBOBUX craTyciB. Ilpu
OBOMY HEOOXIJHICTh MPaBOBOIO PETYJIIOBAHHS
KiOepOymiHTy 00yMOBIIOETHCS MacIITaOHICTIO HOTO
MPOSIBIB Y CYCIiJIBbCTBI.

30kpeMa, HAyKOBLSMH BU3HAUAE€THCS, IO
KiOEpHACHIBCTBO Ma€ BEIHMKY KUIBKICTh Pi3HO-
BUIB: BHUKOPHCTaHHA ocoOucToi iHhopMarii;
AQHOHIMHI TIOrpo3H; TeJaeOHHI A3BIHKK 3 MOBYaH-
HSIM; TIepeciigyBaHHs (K eleMEHT (Pi3HyHOro Te-
peCIiIyBaHHs, IIIJIIXOM PO3CHIIKH MOBIJIOMIICHb Ha
CJIEKTPOHHY MOINTY 4d TenedoH, 30upanHs iHPOp-
Malii mpo KepTBY, BiACTEXKEHHS ii MepernucKu);
TPONIHT (PO3MIIlIEHHS TMPOBOKALIWHUX TOBIAOM-
JneHb y Mepexi); xemi-ciemiHr (happy slapping)
(HacWIIBCTBO 3apaiW pO3BarW, y TOMY YHCIi
3HIMaHHA HACHJIbCTBA HA Kamepy AJIsl MOAaIbIIOro
PO3TMOBCIOJKEHHS] B MEPEXKi); CeKCyasbHi MOCSTaH-
us [5, c. 43].

1. JIyGeHenb BUOKPEMITIOE TaKi THIH MOBEIIHKH
SK Tiepenanku (QIedMiHr), o BKI0YaE 0OMiH KO-
POTKUMH pEIUTiKaMy; OOMOBIISIHHSI — PO3IOBCIOJI-
JKEHHsI TIPUHU3IHNBOI iH(opMaIllii; Hamaaku 3a J0-
MOMOrol0  00pa3NMBUX  MOBTOPIOBAHUX
JIOMJIEHBb, CaMO3BaHCTBO, SIKE€ pEaJli3yeThCsl 4epe3
YTiIEeHHS! B TIEBHY 0CO0Y, a TOYHIIIE KEPTBY 3 BU-
KOPHCTaHHSM 1I TapolliB, aKayHTIiB Y COIIMEpEkax;
BiIUyKeHHA (OCTpaKi3M); ONIYKaHCTBO Yepe3 BHU-
nyproBaHHS KoHQinmeHIiHOT iHpopMmamii Ta il
kiOeprepeciiayBaH-

IOBI-

PO3MOBCIOIKCHHS;
us [3, c. 180].
BBaxxaemo 3a moTpiOHE 3BEpHYTHCS 1O JOCBIiITy
3apyOiKHUMX KpaiH y 1ii cdepi. OnHuM i3 Hampsm-
KiB mpotuiii KibepHacWIbCTBY € HOro Kpu-
MiHamizanis. Hanpuknan, y Kypaucrani, sxuit €
¢denepatuBHuM perioHom Ipaky, y 2008 poui OyB
npuiAHATHR 3aKoH Ne 6, 10 KpUMiHami3yBaB Iuda-
Mallilo Ta HeHaJeXHe BUKOPUCTAHHS CyYacHUX 3a-
co0iB 3B’513Ky, SKIIO BOHO Bele A0 T'aHLOW 4M MO-
pYLIEHHS MPUBATHOTO KUTTA [6]. BBaxkaemo, mo B
VYkpaiHi cllif TaKOXK 3BEpHYTH YBary Ha BiHECCHHS
MOJIIOHMX TIPaBOMOPYIICHB JI0 KPUMIHAJIBHO Kapa-
HUX, BPaxOBYIOYM TSKKICTh HACIIJKIB, 110 HACTa-
I0Th TTiCJIsl BYMHEHHS JJAHOTO MPaBOMOPYIICHHSI.

BaxmmBum € nmocBim Kanagm, ne B OCHOBY
PO UTAKTHIHOI MISITBHOCTI TOKJIAACHI JeprKaBHI
MOJIOIKHI TIpOTpaMH, CIPSMOBaHI Ha TIOIepe-
JDKEHHST HACHJIBCTBA Ta KiOepHACHIIBCTBA SK HOTO
ckmanoBoi. KepiBHUKaMH Aep’KaBHUX IPOTpaM II0
TIOTIEPEPKEHHIO HACHIILCTBA HANAIOThCS PEKOMEH-
nmanii ypsny Kanamu momo fiit, siki 6 BIUtMBaM Ha
PO3MOBCIOJDKEHHSI HACHJIbCTBA CEpell  JKHUTEIB
kpainu. Takox Ha piBHI ypsay iHIIIIOIOTbCS
MOCTIMHI  1HKJIIO3MBHI ~ OCBITHI MporpaMu  Ta
1HIIaTUBU y KaMIlycaX HaBYaJbHHUX 3aKJIaMdiB, SIKi
CTOCYIOTBCSI TEHJIEPHOTO HACWIIBCTBA Ta HPUMH-
penHs. bBinplie Toro, y cepedoBuIli KaHAJCBKUX
BOJIOHTEPIB Ta IPOMAJCHKHX OpraHizaiii, cupsMo-
BaHMX Ha 3aXHCT Bij KiOepHacuiIbcTBa, (HOPMYETDH-
sl TEOPIisl «IUPPOBOTO TPOMAASIHCTBAY, SIKA MEPea-
Oadae po3yMiHHSI KOPUCTYBa4aMHU COI[IaJIbHUX Me-
pekK CBOIX IpaB Ha Oe3MEYHi Ta IHKIFO3WBHI OH-
NaifH-00’enHaHHA. 3a3HaveHi «UQpoBi rpomass-
HU» MOXYTh [iSITH SIK peani3aTopd OHJIAH-
npoekty «Neighborhood Watchy, curnamizyouu
COLIaILHUM MepekaM y pasi BHUKOPHCTaHHSA IX
wiatGopM JUIs 3MIMCHEHHS aKTiB HACHUJIBCTBA UM
’KOPCTOKOTO MOBOKEHHS [7]. 3ayBakuMo, IO J0-
CBiJl 3aJlydyeHHs 10 TOMEpeKeHHS KiOepOymiHTy
TPOMaJsiH HE € HOBHM. 30KpeMa, modimiss Himep-
JaHAIB po3poOmiia mporpamy MIOA0 3aTydEeHHs 3a-
CY/DKEHUX MOJIOJMX XaKepiB JI0 JerajabHoi poOoTH
y minmotHomy mpoekti Hack Right. Ils mporpama
CIpsIMOBaHa Ha MPOTHIII0 KiOEP3TOUYMHHOCTI Ta 3a-
OXOYEHHS JI0 «ETHYHOTO 3JI0MY» Ha 3aMiHy Kpu-
MiHaJIbHOMY TOKapaHHio [8].

OxpemMoro mpoOIeMor0 AJsl HAJIEKHOTO peary-
BaHHS TIPaBOOXOPOHHUX OpraHiB Ha KiOepHACHIIb-
CTBO € BIAICYTHICTh PO3MOJiTy MOBHOBAXEHb MiXK
HarmionansHoto momimieto Ykpaian Tta Jlenapra-
MeHTOM  KiOeprominii  HamionanmpHOi — modmimii
VYkpainu momo nporuaii kibepracuinbcTBy. Bpaxo-
BYIOUH, 110 KiOEpPHACHJILCTBO HE BU3HAYAETHCA Y
JiI0YOMY 3aKOHOAABCTBI SIK KpUMiHAIbHE MPaBOIIO-
PYLIEHHS, TO MOXHa MNepeadadyuTH, 110 BOHO HE
Mmignanae miJ OPUCIUKIII KiOepromimii, sxa
BignoBigHo 1o [lomoxennss mpo [emaprameHnt
kibepnoniuii Hamionansnoi momimii Ykpainm 3a-
Oe3reuyye MPOTHUIIIO KPUMIHAIBHUM MPAaBOIOPY-
nIeHHsM y kiobepcdepi. OqHak, ciig BiAMITUTH, IO
miJ 4Yac 3BepHEHb TrpoMaisH x0 HamioHanbHol
MOJIIIIT 3’sICOBY€EThCs, 1110 y HarlioHanbpHii momimii
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HEMa€e BiITOBITHOTO MaTepiaJbHO-TEXHIYHOTO 3a-
Oe3nedeHHs] Ta HABUYOK PO3KPHUTTS 1 PO3CIiTyBaH-
HA JaHUX BHUIIB TPaBOIOPYIICHB. Y SIKOCTI TIPH-
KJagay 6e3mopagHoCTi Y IIbOMY MMUTaHHI MPaBOOXO-
POHHHX OpraHiB MOXXHAa TIPUBECTH  CIIPOOY
Me/IiaeKCIEepTKH Ta TPEHEPKU 3 OE3MEKH I Kyp-
HaiicTiB IHCTHTYTY MacoBoi iHQopmanii IpuHu
3eMyIsiHOT MOKapaTH 0ci0, SIKi 3A1MCHIOBAIN Maco-
BUH KiOepOymiHr Ha ii CTOpiHLI Yy coumepexi
Facebook. Ha i 3BepHenns mo xibepmomiuii (mpu
HasBHOCTI CaMOCTIiHHO 310paHuX aoka3iB) il mopa-
JWJTM 3BEPHYTHCS 10 MOJiWii, a y momimii — 3Bep-
HyTHCS 10 Kibepnominii. bo, sk 3a3Haumnm moca-
JIOBIII 3 000X CTOPIH, II¢ MUTAHHS HE BiTHOCHUTHCS
1o 1x komreTeHti [2].

VY naHomy BHUMAJKy BIagac B OKO HE3aKOHHICTb
Bi]MOBU IPAaBOOXOPOHHUX OPTaHiB y 3aXHUCTi 0XO-
pOHIOBaHMX 3aKOHOM TmpaB. IIyHKT 3 cT. 2 3akoHy
VYkpainu «[Ipo ocHOBHI 3acamu 3abe3rmeucHHS
KibepOe3nekn YKpaiHW» AiHCHO BCTAHOBJIIOE, IO
Jlisi TAaHOTO 3aKOHY, SIK OCHOBAa JiSUIBHOCTI KiOep-
TMOJIIIIIT, HE PO3MOBCIOIKYETHCS Ha «COIiaJIbHI Me-
pexi, MpUBaTHI eNEKTPOHHI iH(popMaliliHi pecypcu
B Mepexi [HrepHeT (BKiMouyarouu Onor-mardopmu,
BiJIEOXOCTUHTH, iHII BeO-pecypen)» [11]. Onnak, y
3aKoHi € 3ayBaKEHHS - «IKIO Taki iH(opMartiitHi
pecypcu He MicTATh iH(popMallito, He0OXiTHICTh 3a-
XHCTY SIKOi BCTaHOBJICHAa 3aKOHOM, BiTHOCHMHH Ta
MOCITYTH, TIOB’s13aHi 3 ()yHKI[IOHYBaHHSIM TaKHX Me-
pex i pecypciB» [11]. V naHoMy BUTIaJKy BUHHKAE
MMUTaHHS, YM HE € MpUBaTHA iH(OpMAIlis, YecTs,
TiAHICTh OCOOM TaKolo, IO MOBMHHA OXOPOHSATHUCS
3akoHOM? OpHo3HayHO Tak! Ilpu npomy cr. 4 3a-
koHy Ykpainu «IIpo ocHOBHI 3acaan 3a0e3neyeHHs
kibepOesmekn YKpaiHm» BCTaHOBIIOE 00’ €KTaMU
KkibepOe3reku B mepiry 4epry KOHCTHTYIIIHHI ITpaBa
i cBOOO/M JIOAWHU 1 TpoMalsiHuHA. | B maHOMY Ta
CXOKOMY BHIaJKax IpobjeMa MoJsrae y Tomy, o
BIACYTHIi YITKMH HOPMATUBHO BH3HAUYCHUH Me-
XaHi3M, KM OM Ha HaJe)XHOMY piBHI 3a0e3meuy-
BaB 3aXUCT 0COOHM Bij KiOepHacHIbCTBA. | B 1il 1M0-
3WLiT MU CHiNIBHI 3 0araTbMa HayKOBISIMH. 30Kpe-
Ma, A.O.BenepHukoBa NpONOHye 3a0e3MeYeHHS
KPUMIHAIBHO-TIPABOBOTO  PETYJIOBaHHA  KiOep-
HaCWIJIbCTBA, OCKUIBKH BiICYTHICTH TIOJIOHOT HOPMHU
«3B’S3Y€E PYKW» TIPAaBOOXOPOHHUM OpraHaM.

OxpiM 3a3HaveHOro, YKpaiHi CIij JOCIyXaTHCs
no nosunii OOH, sika MposBISEThCS Yepe3 BUMOTY

patudikamnii CramOynbchkoi KoHBeHIIi Pamu
€BpoOITH, IO IOBUHHO CTAaTH iII€ OJHUM KPOKOM 0
MOJIOJIAHHSI HACWJIBCTBA B  YKPaiHCBKOMY CyC-
mineeTBl. llpm  mpoMy, BBakaemMo, MO OAHI
peNiTiifHi, TOJNITUYHI YA MOpaNbHI ITO3MWIIi, SKi
BUCIIOBIIIOIOTBCSL Hapa3zi B YKpaiHCBKOMY Cyc-
MIBCTBI HE BapTi yBaru Ha UUIIXY 10 GOPMYyBaHHS
HaJIe)KHOTO MEXaHi3My 3aXMCTY JIOJICBKOTO JKUTTS
Ta 3JI0pOB 1.

BaxnuBUM KpPOKOM 10 PO3YMIHHS CYTHOCTI
KiOepOyiHTY Ta HANPSMKIB MPOTUAIT oMy 3aBXKIn
BUCTYMA€ IOPUANYHA TPAKTHKA, 30KpeMa MPaKTHUKa
cyniB. Ha croronninmHiii geHb iCHY€ HU3Ka pillleHb
€BpOIEHCHKOTO Cyny 3 TpaB JIIOIUHHM, SIKI CTOCY-
I0ThCS TIOPYIICHHS TpaB O0COOW y COI[iaJIbHUX Me-
pexax. 3okpema, cmpaBa K.U. v. FINLAND
(Application no.2872/02) [12] crocyeTrbesi mO-
TEPIIJIOr0, BIAHOCHO SIKOTO HEBiJIOMI OCOOH, KOJIU
oMy BHUMOBHMJIOCS 12 poKiB, po3micTiiin iHGOP-
Mallifo Ha BeO-caiiTi 3HaHOMCTB 0e3 1oro Bifoma.
Iadopmaris mMicTuna Horo BiK Ta pik HAPOPKEHHS,
JICTAIbHUN OMUC HOT0o (PiI3UYHOTO PO3BUTKY, (POTO-
rpadiro, a
BIJIPI3HABCS BiJ JIMCHOTO JIUIIE ONHIEI IH(POIO.

TakoXk Homep TeledoHy, SKuUii
[Tpu upomMy B iHPOpPMALT CTBEPIKYBAIOCA, IO BiH
IIyKae IHTUMHHUX CTOCYHKIB i3 XJIOITYMKaMH HOTO
BiKy 4K cTapiie. baTbko 3asiBHHKa 3BEpHYBCS OO
TMOJIIIT 3 MPOXaHHSM BCTAHOBIIEHHS OCOOM, OIHAK
MOCTaYaIbHUKOM 1HTEPHET-TIOCHYT y NaHii iHhop-
Mariii OyJio BiMOBIEHO dYepe3 KOH(IICHIIHHICTh
takoi iHpopmartii. [Ipu nboMy HaBiTh 3BEpHEHHS 10
OprasiB TOJIIIT Ta MOJaNbIle 3BEPHEHHS 0 CYAY 3
METOI0 T[IOKapaHHA IOCTa4yajbHUKA I1HTEPHET-
MOCIYT Ta OTpUMaHHS iH(hOpMaIlil He a0 pe3yib-
TaTiB 4Yepe3 Te, IO Aii 3JIOBMUCHHUKA HACIIPABJi HE
MICTHIM O3HAK KPUMIHAJIBHOTO MPaBONOPYILEHHS,
nepeadadyeHoro 3aKOHOJABCTBOM, a CaM€ 3JI0BMH-
CHE BUIKPHBIICHHs iH(OpMallii. ANelsmiianid cyx
Ta BepxoBHMI cyn BIAMOBHIIM y 3aI0BOJICHHI are-
nsii. €CIUI Bim3HauuB, mo ¢akT, SKi JiexKaTrb B
OCHOBI myOdikauii Ha BeO-caiiTi, CTOCYIOTHCS MPH-
BAaTHOTO JKHUTTS, K€ OXOIUIIOE (Pi3UUHY Ta MOpajb-
HY WUIiCHICT 0coOW 1 BUMarae mOpu PpO3TILAAi
nofiOHMX cnpaB OpaTh A0 yBarW MOTEHIIHHY 3a-
rpo3y (Qi3UYHOMY Ta TICHXIYHOMY JOOpOOYTY 3asB-
HUKa 3 OISy Ha HOro Bpa3NlMBICTH Yepe3 MOJIO-
Juii Bik. [Ipy koMY CyJ1 HATrOJIOIIYE, IO Y MOJI0-
HUX BUTIAJIKaX 3000B’s3aHHS JEPKaBU MO OXOPOHI
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MIPUBATHOTO JKUTTSA OCOOHM JO3BOJISIOTH JEprKaBi
BTpYyYaTucs y MIKOCOOHMCTICHI BiTHOCHHH, IO 3a-
JEKHUTh Bil KOHKPETHOTO AaCHEKTy IPHUBATHOTO
KUTTA. Y TOH e yac Cya IpUXOIUTh 0 BHCHOB-
Ky, [0 CTPUMYBAaHHS OKPEMHX BYMHKIB BHUMarae
BiJ JepkaB ePEKTHBHUX KPHUMiHAJIbHO-TIPABOBUX
HOPM.

BBaxxaemo, 110 03HaueHa MO3ULis €Bpomench-
KOTO CyZy 3 MpaB JIIOJUHH € BaXKJIUBOO MiICTaBOIO
JUISL TIeperJIsiAy HallOHATBHOI MOJITHKH 100 HPO-
TUJIT HACWIBCTBY SIK COI[IAJIBHOTO SIBHUINA B3arali,
TaK 1 KibepHaCHIBLCTBA 30KpeMa.

BucnoBku. TakuM 4uHOM, CIiJl 3a3HAYUTH, IO
MoJI0JaHHsl KibepHacuibcTBa B YKpaiHi, y TOMy
yuchi cwiamu HamioHaneHOi moinii, moTpedye
KOMIUIEKCHHX 3aXOJiB 3 OOKY IMPaBOOXOPOHHHX Op-
TaHiB Ta CyJOBUX OpraHizaliil, a TakoXX yKpaiHCh-
Kol nepxkaBu. Ha Hamn norssiz, e CToCy€eTbes CTBO-
PEHHSI HAJICKHOTO MEXaHi3My TMpPaBOBOTO PETYIIO-
BaHHS 3 MPOTHUII KiOEpHACHIILCTBY, SKUH YITKO
BU3HAYaTHME MPaBOBHH CTaTyC Ta IOPUCAUKIIIO
OpTaHiB AOCYIOBOTO Ta CYIOBOTO TPOBAKEHHS,
AKi 3a0e3MeuyloTh NPOTUIIEI0 KiOEPHACHIIBCTBY.
OxpiM 1mBOro O3HAa4YeHI MeXaHi3MH MAaroTh perja-
MEHTYBAaTH TOPSAOK 3BEPHEHHS 1 3aXHCTY >KEPTB
KiOepOyIiHTY 1O TPaBOOXOPOHHHUX OpraHiB. Y
[IbOMY HanpsMKy TaKOX BR)XKJIHBUM acHEKTOM BH-
CTyla€  CTBOPEHHS IHCTUTYTYy  KPHUMiHAJIBHOL
BiJIMOBITaIbHOCTI 32 KibepHacmIbCTBO. OKpiM 11HO-
ro, aKTyallbHy pOJIb Y MPOTHAIl KiOepHACHIILCTBY
BiJlirpae po3poOKa BiMMOBIAHUX JIep)KaBHUX IIPO-
rpaM mpoTuaii KibepOymiHry Ta miATpuMKa 3 OOKy
JIep>KaBU TPOMAJICEKHX 1HIIIaTHUB Ta il TPOMaJICh-
KHX OpTaHizamiil y miit cdepi.
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The purpose of the theses is to analyze some aspects of the cyber violence, which has theoretical, legal
and applied character. The main tools of such violence are finding and using computer technics, cybernetic
(general and local) computer net by a circle of persons during a certain period of time, in some space and
inflicting other people psychically, biologically, physically, economically, financially; property and weapons
are involved as well. The methods of research are general scientific and special methods of scientific
cognition, including the dialectical method, methods of formal logic, structural-logical method, categorical,
etc. Results: it is determined that overcoming cyber violence in Ukraine requires the formation of a system
of comprehensive measures. First of all, it concerns the creation of an appropriate mechanism of legal
regulation, which will clearly define the legal status of bodies and units that will deal with the issue of
combating cyberbullying. Discussion: the cyber violence is known to suppress its victims * consciousness and
will by those people having an active motivation and socially dangerous or deviant behavior. Such behavior
destabilizes the society and state as well and general human values (a human being with his or her rights
and freedoms; a modern state and law; civil society and democracy; mechanisms of state power regarding
its centralization and decentralization with the division of the latter into tree branches etc) are getting
ruined.

The most of cyber violence cases are known to take place among young people with the low level of social
morality and culture and legal knowledge as well. In such a society, it is difficult to find offenders mocking
those who are weaker than they. According to the more true data of the UNICEF, 50% of teenagers in
Ukraine were victims of such violence. The statistical analysis of the cyber violence among the Ukrainian
adults is unknown or latent because the form of psychological persecution is hidden in the mobile nets like
Instagram, Telegram etc.

Keywords: cyber violence; cyber crime; objects; subjects; cyber violence content; international cyber
violence; state and suprastate cyber violence; intented and unintended cyber violence.
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