paoioenexmponixu. — Xapxie, 2013.— 35c¢. 9. Ipuyux B. B. Obpobka cxnaonux 306padicenv ma ix
Po3nizHasanis 8 iHghopmayitno-anarimuunux cucmemax komn'romepuozo 3opy | B. B. Ipuyux Il Jlonoeioi
HAH Vkpainu. Cexyisn ingopmamuxu ma xibeprnemuxu. — 2009. — Ne 3. — C. 49-54. 10. [puyux B. B.,
TIpuyux B. B., 303yna A. M. Jocniooscenna napanenvnux arcopummie na OOC Ha cucmoniunux cucmemax. —
JHII. — [lpenpunm Ne J{1. — 2009. — 23 c¢. 11. Ipuyux B. B., I puyux B. B., 303yn3a A. M. [{locrioscenus
napaneibHoco  ONpayloeanHs  iHGopmayii  GUSHAYEHHS OCHOGHUX IMOGIDHICHUX —XAOPAKMEPUCMUK
mapkiscvkux npoyecie Ha cucmoniunux cucmemax OOC. — JJH/II. — Ilpenpunm Ne /[2. — 2009. — 35 c.
13. llapannenvnas obpabomka ungopmayuu: ¢ 5 m. — T. 5. IIpobremno-opuenmupoganmnvie u Cneyuaiu-
3upoeannvie cpeocmea obpabomru unpopmayuu | noo peo. B. H. Manunoscrkoeo, B.B. Ipuyvika;
AH YCCP. ®u3.-mex. un-m. — K.: Hayk. oymka, 1985. — 504 c.

VJIK 004.942

H. M. IBaHymaKl, B. B. Maciunuxk?

"Yepuienpkuit HanionansHuil yaisepcutet imeni FOpis deapkoBuua,
’HamionanbHuii yHiBepcuteT “JIbBIBChKA MOJIITEXHIKA”,

kadeapa iHGopMaIliiHUX CHCTEM Ta MEPEK.

V3ATAJIBHEHA MOJIEJIb EBOJIIOIII MEPEXKEBOI'O
AHCAMBJIIO B YMOBAX JECTABLIIBAIIMHUX 3AT'PO3

© Isanywax H. M., Ilaciynux B. B., 2015

Po3podieH0 HOBY MaTeMaTH4YHY MOJeJb TeHePYBaHHA CTPYKTYPH JIOKAJbHHX
KOMII' IOTEPHUX Mepe:k Ta y3arajibHeHY Mojie/ib €BOJIIONII Mepe:keBoro ancamoao B yMOBax
AecTaliaizamiiiHMX 3arpo3, po3B’'si3aHO 3aJadyy NpPO CTilKiCTh Mepe:k A0 BHIAJKOBUX Ta
CHPSIMOBAHUX ATAK.

KarouoBi cjoBa: komm' oTepHi Mepe:ki, cTroxacTH4HHUil rpad, cucTremMu aHamizy
3aXUIIEHOCTI.

In this paper we have developed a new mathematical model for generating the structure
of local computer networks and the generalized model for the evolution of network ensemble
in conditions of destabilizing threat to solve the problem of the stability of networksto random
and targeted attacks.

Key words. computer networks, stochastic graph, system security analysis.

Beryn

[TpobaeMu CTaTHCTHYHOTO MOCTIMKECHHS JIOKAJbHUX KOMIT IOTEPHUX MEPEeX, MOJCIIOBAaHHA Ha iX
OCHOBI TOMOJNOTii Ta MpPOLECIB PO3BUTKY IMX CHUCTEM, NPOTHO3YBaHHS IUHAMIKM iX TOAAJIBIIO]
CTPYKTypH3allii, JAOCTIJKCHHS CTIHKOCTI JIO CHpPSIMOBAaHMX aTaK i PO3MOBCIOJUKCHHS KOMIT IOTEPHUX
BIpYCiB 3aJIMIIAIOTHCSI aKTyaJlbHUMH B YMOBax JAecTaOimizalidHux 3arpo3. JlochmimKeHHS CTPYKTypH Ta
JUHAMIKW POCTY KOMIT IOTEPHHUX CHCTEM CTBOPIOE YMOBH ISl iX €pEeKTUBHOTO PO3BUTKY 1 3aXUCTy. 3azadi
CTaTUCTUYHOTO ONHCY TaKWX CUCTEM MJIs CBOrO PO3B’S3aHHS MOTPEOYIOTh 3aCTOCYBaHHS HOBOTO
MaTeMaTHYHOTO anapaTy Ta Mepexoy Bij iMiTauiiiHOro 10 HMOBIpHICHOTO MOJENIOBAaHHS, IO MOJISTAE B
OararoeTarHOMY IPOBEJCHHI BUNIPOOYBaHb pealizoBaHoi HMOBiIpHICHOT MOJIENi 1 MOAANbLIIM CTATUCTUYHIN
00poOLi pe3ysibTaTiB MOJENIOBAaHHS 3 METOI0 BHM3HAYEHHS IIYKaHUX XapakTEPHCTUK aHai30BaHOTO
NpoLIeCy Yy BUIVIALI OLIHOK Horo mapamerpiB. OKpiM CyTO HAYKOBHX 1 TEXHOJOTTYHUX NPUYHH IiIBUIIECHO]
yBard A0 HHUX € i CyTO mparMaruyHa. Pid y TiM, IO Taki CHCTEMH MarOTh CUCTEMOTBIPHHH KOMIIOHEHT,
TOOTO IX CTPYKTypa i AMHAMIKa aKTUBHO BIUIMBAIOTH HA Ti IPOLIECH, SIKi HUIMU KOHTPOJIOIOTHCS.
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3arajbHa NOCTAaHOBKA NPOdJieMH

MeTtor0 poboTH € po3B’sA3aHHA 3a/1adi, sIKa Ma€ CyTTEBE 3HAYEHHS JJISI CTBOPEHHS HOBHX METO/IIB
MaTEeMaTHIHOTO0 MOJCITIOBAaHHS, a caMe — JOCIHIKCHHS 1 OOTpYHTYBaHHS MiJAXOMIB, SKi JAaIOTh 3MOTY
1MeHTU(IKYBATH CTPYKTYPY 1 IMapaMeTpH MOENeH JOKATBHUX KOMIT IOTEPHUX MEpEeX Ha OCHOBI JTaHHUX
CIIOCTEPEIKEHb; PO3POOJIEHHSI METOJIB Ta 3acO0iB MaTEeMAaTHYHOTO MOJICNIOBAHHS IPOLECIB PO3BUTKY
CTPYKTYp iHPOKOMYHIKaIIHHUX Mepek (Ha MPUKIai KOMIT FOTepHUX Mepex). HaykoBa HOBH3HA poOOTH
NOJISITa€ Y MATEMaTHYHOMY MOJICITIOBaHHI peabHUX JIOKAJbHUX KOMIT FOTEPHHUX MEPEXK 3 YPaxyBaHHIM iX
HMOBIPHICHUX XapaKTePUCTHUK IS IIJBUIICHHS €(DEKTHBHOCTI X (DYyHKIIIOHYBaHHS 1 3aXMIIEHOCTI TXHIX
€JIEMEHTIB BiJl CHIPSMOBAaHUX aTak.

AHaJi3 ocTaHHIX J0CTaiTKeHb Ta myOaikamii

Po3BHUTOK METOMIB i TEXHONOTIH HMOBIPHICHOTO MOJIETIOBAHHS MPOIIECIB POCTY Ta CTPYKTYpH3aIii
KOMIT FOTEPHHX MEPEK CTUMYJIIOE iHTEpeC MOCIIHKUKIB 10 BUBYCHHs meopii ckaaonux mepedc (Complex
Networks), B Mexax siKoi IMPOMOHYIOTHCS MiIXO0H 0 PO3B’sA3aHHS 00YMCIIOBAIBHO CKIAHUX 337a4, sKi €
XapaKTepHUMH U1 CyYaCHHX CHCTEM. BiacTWBOCTI 0araThOX peampbHHX KOMIT IOTEPHUX, OlOJOTIYHHX i
COIIIAIBHUX MEPEX CYTTEBO BIiAPIZHAIOTHECA Bil BIACTHBOCTEH KIACHYHMX BHUMAAKOBUX TpadiB 3
PIBHOHMOBIpHUMH 3B’SI3KaMU MK BY3J1aMH, i TOMy BOHU OyAYIOTBHCS Ha OCHOBI 3B’SI3aHHX CTPYKTYp Ta
cTereHeBUX posmominiB [1-6]. Teopis ckiIagHMX Mepex SK 00JacTh JUCKPETHOI MaTEMATHKH BHBYAEC
XapaKTEPUCTUKU MEPEK, BPaXOBYIOUHM HE TIIBKU 1X TOIOJIOTIIO, aje i CTAaTUCTHYHI (PEHOMEHH, PO3IOILT
Bar BY3IiB 1 pedep, epeKTH MPOTIKaHHS, IPOBITHOCTI TOIIO.

BuaingroTs Tp OCHOBHI HANIPSIMKH Y TEOPIi CKITATHIX MEPEK:

— JIOCTIPKSHHSI aHaJII30M CTAaTUCTUYHHUX BIACTHBOCTEH, K1 XapaKTEePU3yIOTh IOBEIIHKY MEPEXK;

— CTBOPEHHSI MOJIEJIE MEPEK;

— MPOTHO3YBAHHS PO3BUTKY MEPEXK IPH 3MiHi X CTPYKTYPHHUX BIACTUBOCTEH.

3pocTaroua CKIAJHICTh KOMIT IOTEPHHX MEpeX 1 MEXaHi3MiB 3aXUCTy, 30UTbIIEHHS KUIBKOCTI
Ypa3iIMBOCTI 1 TMOTCHIIHHMX IMOMWIOK Yy iX BHUKOPUCTaHHI, a TaKOXX MOXIHMBOCTESH peamizalii arak
3yMOBITIOE HEOOXIZHICTh PO3POOJCHHS TPOMI3JIKAX aBTOMATH30BaHUX 3aco0iB (cucTem) aHauizy
3aXUIIEHOCTI.

AHaJi3 oTpMMaHMX HAYKOBHUX pe3yJIbTATIB
HmosipuicHa Mogesb koMM’ 10TepHOT Mepeski
Komn’totepHa Mepexka nojaetbest y Burisai rpagy G, sxuil BU3HAYAEThCS K CYKYIHICTh (V, E)
KiHIIEBOT MHOXHHHM BepiuuH V | dim(V): N, i maoxxunu pebep E, sixa ckmamaerbes i3 HEBIOPSIKO-

BaHUX Map (U,V) e U,veV i U#V. KokHa BepuIIiMHa XapaKTEpU3YETHCS CBOIM CTYIIEHEM, TOOTO

KUTBKICTIO IHIUACHTHUX i pebOep. BropsnkoBaHWil CIHUCOK CTYIEHIB BEPIIUH YTBOPIOE CTYIICHEBY
IIOCJIIIOBHICTb.

[HTerpanbHOI XapaKTEPUCTHKOK KOMII'FOTEPHOI MEpexXi € 3aKOH PO3MOJiTy CTYNEHIiB [y, AKHA

3aja€ HMOBIpPHICTH TOTO, IO BHUIIAJKOBO BHOpAaHAa BepIIMHA Mae CTymiHb mpuenHanHs K. CTymeHeBy
MOCTIIOBHICTH [ HEOPI€EHTOBAHOTO Ipady 3py4HO MojaaTu y ¢popmi

n n n,
d=(k" k=,...k"),
ne uncna K, € cryneHsMu BepLIMH, a MOKa3HUK N, BH3HAYA€ KiNbKICTH MOBTOPIB umcia K; y mocminos-
HOCTI. JIUCKPETHHIA PO3MOMIN CTyIEHIB BepwIMH [, MOB’S3yeThes 3i cTyneHeBow mocnmigosrictio d y

¢dopmi
def
p, =Plx=k]=n,/N .
VY Moneni BunaakoBux rpadis [7] peOpo, sike iHIUASHTHE NOBUILHHM JBOM BEpIIMHAM, IPHUCYTHE
abo BiZCYTHE 3 PiBHOW WMOBIPHICTIO, @ TOMy po3moxin P, Oyxe GiHomiamsHuM abo (y rpanuui 3a N )

MyaccOHIBCHKUM. OpHaK OUTBIICTE pEaTbHUX MEPeX Mae CTPYKTYpYy, BIAMIHHY BiIl CTPYKTypH
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BUNAJIKOBHUX IpadiB, IO MMO3HAYAETHCS HA XapakTepi pO3MOALTY CTYNEHIB BEpIIMH. 30KpeMa, y Oararbox
peanbHUX Mepekax eMIIpUYHUI PO3MOALT CTYNEHIB BEpPIINH iHTEPIPETYETHCS B TEPMiHAX CTYHNEHEBOTO
posmominy P, =K. Llelt po3nomin XapakTepusyeTbCs €AMHUM [apaMeTpoM ¥, SKHM BH3HAYA€
MIBUAKICTh crafaHHs “‘xBocta” posmoaury. [yis 3miicHEHHS TIpOoIecy MOJENIOBAaHHA JIOKAIbHUX
KOMIT' FOTEpPHHX MEPEK BUKOPHCTOBYBAINCH XapaKTEPUCTUKH PEATEHIX MEPEK IHTEPHET-IPOBAAEPIB B M.
Yepripuax: “BW-Star & FoxNet”, “KTM” Tta “DSS-Group”. Ctyminps By3na K 3amae kinbkicTb pebep

{HUMACHTHUX KOHKPETHiH BepiunHi, a N, — KiIbKicTh BepumH y rpadi i3 3aganum K. 3a uumu naHumu

moOyIoBaHO PO3MOALT CTyHeHiB BepuinH. Ha puc. 1 HaBeACHO ampoOKCHMAIi0 “XBOCTIB” PO3MOALIIB

CTYIEHIB BEpPIIMH JOCITI[DKyBaHHMX MEPEX Ta BCTAHOBJICHI JUIS HUX 3HAYCHHS IapameTpa CTeeHEBOrO
. - _2.4 b 11 7
posmoniny: P, =K ™" st mepexi “BW-Star & Fox Net” ta

-21 .
P, =K s mepexi “DSS-Group”.
Dg L] L]
Lo N
0é : 01 o 04 : bt "‘
S I k) * .‘ * P . ’.”o
. i * b , o Inpk) P
2 00t s . T
paood * o™\ =
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— BV-Star & FoxNet evompirasi qami, 2005
* * oo ATIPOKCHMALGA

— DSS-Group, eMImpPHIHI JAH
** o0 ANPOKCHMALA

Puc.1. Anpoxcumayia *“*xeocmig” po3nodinie cmynetie epuir 00CAIOHNCYBAHUX MEPENHC

AJropuT™M nodyoBu WMOBIpHICHOI MO/IeJIi PO3BUTKY KOMIT' IOTEPHOI Mepe:Ki

Jns moOymoBH Mojemni pO3BUTKY KOMII'IOTEPHOI Mepexi, mapaMeTpu SKoi ONHM3bKi 10 THX, SKi
CIIOCTEPIraloThCsl y peasbHiii, IPOMIOHYETHCS Taka apXiTekTypa mepeski. Hexaii mepexa ckiamaerses 3 N

By3J1iB (BepIUMH); S — KiIbKICTh KJIACiB BEpIIUH; | € {1,2,3,..., S} — IO03HAYa€ KOHKPETHUHN KJIac BEPIIUH;
N; — KiIBKICTh BepIIKH i-ro Kiacy; K, — cTyniHb BepLiuHH i.

Oe3macmTabHOT MepexKi € TAKUH aIrOpUTM:

[TouaTkoOBO PO3MOALN CTYNEHIB BepUIMH P, 3a1aHO, TOMY 0a3010 Uil MPOLEAYypH MOOYAOBU i€l
[ ]

chopmyemo crymeneBy mocminosuicte 0, BuOMparouum S umcen N, 3rigHO i3 3aKaHUM
posmoxpinom P, , xe i=15;

KOXHiit Bepiumi | rpada npucsoimo K; “3aroroBox” (kiHuiB) uis MaitOyTHIX pebep;
[ ]

31 CTyNeHeBOI MOCIIIJOBHOCTI BHITAJKOBO BHIYYalOThCS MapHu “‘3aroTOBOK”. BoHM 3’€THYIOTHCA
peOpoM y TOMY BHIIQIKy, SKIIO HOBE peOpo HE MpHBEAE 10 YTBOPEHHs pebep-nukiiB (merens) abo
MyJbTUpeOep. Skmo pedpo 3reHepoBaHO, TO BIJMOBIAHI IHACKCH 13 CTYNEHEBOi IMOCIIJOBHOCTI
BUAAJSIFOTHCS,

[ ]

MOTIEPEHI KPOK TOBTOPIOETHCS JOTH, IOKK CTYIIEHEBA MTOCIII0OBHICTh HE CTaHE TOPOKHBOIO;
[ ]

IUKIIIYHO BHUITAIKOBO VKJIAZAIOTh Tpad) PO3MIMICHHSIM BEpIINH 3 HAHOUTBIIUMHU CTYNEHIMHU

NpUETHAHAS B LIEHTP1 rpady, a BEpUIMHU 3 MEHIIUMH CTYIICHSIMH pajiajbHO PO3TAIIOBYIOTH BiJl IEHTPY
1o niepudepii B MOCIIOBHOCTI 3MEHIIIEHHS IXHIX CTYIICHIB;
[ )

3B’S3KM MK BY3JIaMH 3allOBHIOIOTH IIOCHIIOBHO, TOYMHAIOYH 3 BEPIIMH 3 HAHOUIBIIOO
KUITBKICTIO pebep.

AnroputM noOyZ0BM HMOBIpHICHOT MoJienTi 3a0e3neuye 00’ €IHaHHS BCiX BY3JIB Y €IMHY CTPYKTYpPY
CTOXacTHYHOTO rpady, mo BigoOpaxkae ¢akT 000B’I3KOBOrO MPUEIHAHHS BCIX KOPHUCTYBAdiB y pealibHy
JIOKaJbHY KOMIT IOTEpPHY MEPEKY.
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IIporpamua peaJizauis

PesynpraTom mporpamHOi peanizariii 3arporoHOBaHOTO AJTOPUTMY € BIIaCHE KOMI IOTEpHA Mepexa,
300pakeHa y BHIJIAI CTOXaCTHYHOTO rpady 3 BiJOMOIO KUTBKICTIO BEpIIMH 1 33JaHUM PO3TOIIIIOM
HAMOBIpHOCTEH 1X MpHeIHAHHS.

AJIeKBATHICTD ONHCAHHS MOJEIUII0 pEATbHOI CTPYKTYpH, pPOOOTY aliropuTMy MOJEIIOBAHHS
MIPOUTIOCTPOBAHO 3a JIONOMOrol0 reHepauii rpady 3 BHKOPHUCTAHHSIM XapaKTEPUCTHK pealbHUX
komIT 1oTepHux Mepexx BW-Star & Fox Net ta DSS-Group B m. YepHiBusx. s mux KOMI IOTEPHUX
Mepesk BU3HAUCHO PO3MOAIIN TAKUX YUCIOBUX XapaKTEPHUCTHK:

1. N, —KigbKicTh BepuMH y Mepeski, K — CTymiHb IXHBOrO NPHEAHAHHS Y MEPEXKY;

n n. n, v . . o
2. d =(k11,k22,...,k55) — BNOPSIKOBAHMN CHMCOK CTYNEHIB BEPUIMH y BHUIUISII CTYHEHEBOi

MOCJIZIOBHOCTI JIJIsl MOJICJIFOBAHHS CTOXaCTUYHOT'O Tpady;
3. Py Py, Psyeess Pg — HMOBIPHOCTI  NPHEHAHHS Y MEPEXKY BEPLIMH 3 pisHUMH CTyrneHsmu K;

(i =1,8) BigmosinHo.
3a eMmipuyHUME PO3MOALIaMH CTyneHiB Bepind P, = K™/ 3xiiicHioBanacs BuGipka, Ha ii OCHOBI

MOJIETTBOBAHO MEPEXi 3 TOJAIBIIOI MOXIIMBICTIO TIOPIBHSHHS PE3yJIbTAaTiB MOJEIIOBAHHS 3 XapaKTepuc-

TUKaMH JOCIIIPKyBaHUX MEPEX Ta OLIHIOBAHHS aeKBATHOCTI ONMMCAHHS MOJICIUTIO PEabHOI CTPYKTYPH.
3MiHCHUBIIN aliPOKCUMAITII0 “XBOCTIB” PO3MOJLIIB HMOBIPHOCTEW MPUETHAHHS Y MEPEXKY BEPIINH 3

pi3HUMH CTyIeHAMHE K, [0 MPOLTFOCTPOBaHO Ha pucC. 1, Ta BU3HAYMBINM TUM CAMHUM IOKA3HUKU ¥ JUIsA

PI3HHX JIOKAIBHUX KOMIT'IOTEPHUX Mepex, 30kpema ¥ = 2,4 nust mepexi “BW-Star & Fox Net”, ¥ = 2,6
nist mepexi “KTM” ta ¥ = 2,1 ans mepexi “DSS-Group”, Moeb0BaHo 11i MEPEXki 3a BiIOMUM MOKa3-
uukoBuM P, = K™7 posnoxinom iiMoBipHOCTEl IIpHEAHAHHS KOPUCTYBAUIB Y MEPEKY 3 BIIMOBITHUMHA ¥ .

Ha puc. 2 npoinrocTpoBaHo NpUKIIAA Bidyallizailii CTOXaCTHUHOrO rpady, sk BiloOpakae BIaCTUBOCTI
JOCTDKYBaHUX KOMIT FOTEpHUX Mepex. J[ms amHamMidHOi Bi3yamizallii BHKOPHUCTOBYBABCS aITOPUTM
yKnagaHHs rpady, SKAd, Ha Hally OyMKY, HaliH(pOpMaTHBHIiLIE 300pa)kae CTPYKTYpy Ta BIAaCTHBOCTI
KOMII' FOTEPHUX MEPEXK.

KineKicTe Byanie KineKicTe 3EA3 KT8

® 614
® 50
®70
Ll

Puc. 2. I'paghiune 306pasicennss mononozii mepexci “BW-Star & Fox Net”

3a 3axonom sanexcnocmi P, =K1 y=2,4, N =915
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Ha puc. 2 BepuMHY 3 Pi3HUMH CTYIEHSAMH TPUEIHAHHS K 300paXkKeHO Pi3HUMH KOJIBOPAMH, IXHIO
KIUJIBKICTD y 3TeHEpOBaHili MepeKi BUHECEHO Ha IMaHellb JIiBOPYY, KITBbKICTh 3B’SI3KiB, SIKi BiIIOBIIAIOTh
KOXKHIH BEpIIUHI, BiTOOpasKEHO HA TTAHENI IPaBOPYY.

I3 mpoBeeHUX OCTIKEHb BWIHO, IO JJIS MallMX 3HA4eHb IapaMeTpa PO3MOJily ¥ Mepexa

KJIACTEPU3YETHCSI B OJIMH OLIBIINI 3B’ I3aHUH KJIacTep, aHiX y BHIMAJKY 3 OUTBIIMMHU 3HAUYCHHIMHU ¥ .

BusHayeHHs1 ONTHMAJILHOI CTPaTeril 3aXHCTY JOKAJIBHUX MepeXK Bill CIPSIMOBAHUX aTaK

3amporoHoBaHa BWIE aOCTpakTHA MOJENb KOMIT IOTEpHOI Mepexi Jae 3MOry 3AiiCHIOBATH
MIPOTHOCTHYHI OIIHKK aTaKyBAJILHHUX I Pi3HUX KaTeropid MOPYIIHUKIB 3 peanizallii HalmomupeHImmImx
clleHapiiB 3arpo3 Oe3meKkn Mepeki, a camMe CHpSIMOBaHMX Ta BHUIAIKOBHX arak Ha By3md. lLle
MPOTHO3YBaHHA HE TOTpeOye BENHMKOi PEeCypCOBUTPATHOCTI, BJIACTHBOI aBTOMAaTH30BAHUM CHCTEMAaM
aHai3y 3aXHUIICHOCTI.

Amnamiz peanpHHX Oe3macmTabHux wmepexx WWW ta IaTepHery, merabomizMy Ta Mepex
Xap4yyBaHHS JIEMOHCTPYE HeabWsAKy IXHIO CTIHKICTh /10 BWUIYYEHHS BY3IIB. TOOTO IIi MEpeXi BUSBISIIOTH
HECTIOJ[iBaHMH CTYMiHb CTIKOCTI 3a BWUIAAKOBHUX YpaKeHb. 3 IHIIOrO OOKy, IiJ Yac CIJIaHOBAaHUX
CIICHapiiB HAaHECEHHS MIKOAM a00 BipyCHHUX aTak Mepeka CTae HA/I3BHYAHO ypa3IHBOIO.

Bumnaakosuii BUOip aTakyBaJbHOTO By3Jia XapaKTepU3ye BUIIAIKOBY aTaky (BigMoBa, 30iii, R-aTaka).
[ocnizioBHE 3HMINEHHSI BY3JIiB 3 MAKCUMAJIBHOIO 3B’ SI3aHICTIO € KJIACUYHO CTPATETIEr0 IIIeCIPSIMOBAHUX
arak ([-arak). 3a3Bu4ail HaCHiJIKK aTak JOCII/KYBAaHUX MEPEK aHANII3YIOTh 3a JOMOMOTOK IIHPOKOTO
HAOOPYy METPHUK. PEECTPYIOTh 3MIHM JiaMerpa, KoedillieHTa KIAaCTePHOCTI, PO3MIpy MaKCHMAaJIbHOTO
KJactepa i HOro BiTHOCHHUX BEJIMYMH. Y peaqbHOMY KHUTTI BUHUKAIOTh CKJIAIHIIII CUTYyallii, TOOTO By3JH i
3B’S3KM KOMII'IOTEPHMX MEpPEeX PI3HOI TOIOJIOTIi, IO MAlOTh Pi3HY yPas3IUBICTh, MiIJAAI0ThCS
HEOJHOPITHUM BHUIAJKOBUM 1 LIIECHPSIMOBAHUM 3arpo3amM, IPUIOMY B PIZHOMaHITHUX KOMOIHALIIsX.

Po3pobneHo y3aranbHEHy areHTHy MOZETbh CBONIOLII MepekeBOro aHcamOm0 B yMOBax
necrabimizaniifHux 3arpo3. OCHOBHUMH KOMIIOHEHTaMHU OIMCOBOI KOHCTPYKLiT MEPEXi € MOOeb 3azpo3 Ta
Mmooens beznexu [8].

CcdopmoBanuii cToxacTHUHUHA Tpad, MO BimoOpaxkae CTPYKTYpY pealbHOi Mepexi, MOAaeTbCs Ha
BXill Mmodeni 3azpo3. IMitainiiiHe MOJENIOBAaHHs JAecTaOlmi3alifHUX 3arpo3 MOJsirac y NMpOBEACHHI Hax
rpadom aBOX clieHapiiB aTak: “mpupomHoi” JiKBifamii BepmuH i pedep, ToOTO BunankoBoi R-ataku, Ta
KBl BEpIIMH 3 HAWOIMBIIMMHU CTyneHsMH, TOOTO [-arakm. YacTka BYy3JiB, MO MICTATBCS y

HAMGIMBIIOMY KIaCTepi MEpeXxi, BU3HAUAE BiTHOCHHMIT pO3Mip MAKCHMAIBHOTO KIIACTepa S

Koo e
S=1-— ZM ’ (1)
= N

ne Ny, (K)— xinbkicTs Buganenux Bepums crynerst K; N — 3aranbHa KiIbKiCTb BepIIMH y MEPEXi.

Po3BuTOK 11i€1 MOJENI a€ 3MOTY IMITYBaTH aTakd y BUIIIsAAI KOMOiHOBaHHX 3arpo3 (R-BHmaakoBoi
ta [-1inecnpsMoBaHoi) HE3axXHUIICHUM By3J1aM Mepexi B npsmiid (R-3arposu + I-3arpo3u) Ta 3BoportHiii (I-
3arpo3u + R-3arposu) mociii0BHOCTI.

Ha puc. 3 mopaHo pe3ynbTaT 3MiHM BiZHOCHOTO PO3MIpY MakCHMAJIBHOTO KilacTepa 3ajJeXHO Bij
KIJIKOCTI aTaKOBaHMX BY3JiB Oe3macmtabHuX Komm torepHux Mepex “BW-Star & FoxNet”, “KTM” ta
“DSS-Group” m. Yepnisui. Buano, mo ans Oyap-saKoi 3 HABEJEHUX MEpeX arakyBasibHa KoMOiHawis [-R €
edexTuBHILION, HiX R-I.

Mooens 6e3nexu [8] BpaxoBye, 1110 OCHOBHOIO MIipOIO OC3MEKH € PH3HK:

R=py-p,-Pl, (2)

ne R — pusuk; py i py — BiAMOBIIHI HMOBIPHOCTI 3arpo3u Ta ypas3auBocTi; Pl —irina BTparw.

Mogens 3abe3nedye BUBUCHHSI CKJIQJHINIMX aTak Ha CUCTEMH, HIXK y iX TpaguliiiHOMY TpakTyBaHHI
JUTSL Teopil KOMIUIEKCHUX MEPEX IUIIXOM 3iCTaBICHHS OMUCY JKEpeN 3arpo3, OJM3bKUX M0 peanbHux. Ha
BiJIMiHY BiJ] 0araThb0X BIJIOMHUX METOJIB, JI¢ HACIIIKOM aTaKy 3aBXKJM € 3HUIICHHS By3Jia 4d 3B’si3Ka, IIeH
OiIXiJ Ja€ MOXJIMBICT JUIS KOXKHOTO By3Jia BBECTH Mapamerp ypasziauBocTi (abo 3aXHIEHOCTI).
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EnemenTam Mepeski MPUIKCYIOTh BEIMYMHH 1X YPA3JIUBOCTI, B 3arajlbHOMY BHIAJKY, 3 py(i), BIAMIHHUMH

BiJ 1, sIKI BU3HAYAOTHCS 00’ €MOM (DiHAHCOBUX BKIIAJIIB Fi B Oe3I1eKy i-T0o eJieMeHTa:

p,(i)=F(F). e

1.2

E' 13 a
Hape =) E

- .l.°°'000.. g Higess, = 1_..."'00
g - 1] - LD g [

0.3 L ] = L] = .
e - * ek Y o DB .

0.6 " ¢ ’E : " E T
=] L] 0.4 = . o 04 *e
= L] o n = -
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0 5 10 15 0 S 0 5 i 15 B 5 0 5 10 15 20 25
HacTka aTakoBaHHX BYIR, 00 YacTka ATAKOBAHHX BYLIR, %0 YacTka aTAKOBAHHX BYLIE, 00
a) 5) ®)

Puc. 3. 3anexcnicms 8i0HOCHO20 PO3MIPY MAKCUMATILHOZ0 KIACMEPA 8 MePeNCcax
“BW-Star & FoxNet” (a), “KTM” (6) ma “DSS-Group” ()
810 KIIbKOCTI amaKoeanux 6y3ie, ujo nidoaiomscs amaxamy piztiti nociioosnocmi: I+R (m) ma R+1 (e)

Lina BTpatu — piBeHb CHaxy Mpale3qaTHOCTI MepexXi y BUMAKy BUIYYEHHS By3Ja 1 BCIX CyMIKHUX
pebep — BU3HAYAETHCA BMOOPOM €JIEMEHTA i3 MHOXHMHHM MeTpuk M -X iHgukaropiB mpanesmaTHoOCTi, sKi
BU3HAYAIOTh TOJIOBHI IIJIbOBI XapakTEPUCTUKU MepekeBUX aHcamOmiB. Hanpukian, sk eneMeHTH
MHOXHHE M MOXYTh BHKOPHCTOBYBATH 3HAYeHHS Koe(illieHTa KIaCTEPHOCTI, IMOCEPEIHUIITBA,
MaKCHMAaJIbHUHN pO3Mip KilacTepa, HAWKOPOTIII HUISXH TOIIIO.

Sk KOMI'FOTEpHHI €KCIEPUMEHT MPOBOIWIIN JOCIIHKCHHS PeakIlii BiMMOBITHUX 3MOJEITHOBAHUX
CTOXacTHYHHX TpadiB, MO BiIOOpaKAIOTh CTPYKTYPH pEajbHUX KOMII'loTepHuUX Mepex “BW-Star &
FoxNet”, “KTM” ta “DSS-Group”, Ha IiJecIpsAMOBaHI 3arpo3u 3axHIICHUX EJIEMEHTIB — BY3IIIB.
BBaxaroTb, 1110 WMOBIPHICTH YCHIIIHOI aTak¥ Ha BY30J 3MIHIOETBCS TUIBKM 31 3MiHOIO py(i), sKa
eKCITOHEHIIIHHO 3MEHIIYEThCA 31 301UMBIIEHHSIM “TOBIUHU 3aXMCHOTO Oap’epa di, SIKUH, CBOEIO UEPTOIO,

BH3HAYAETHCA TPAAMIIHHAM KOMIUIEKCOM 3aXOJliB Oe3MeKu: MpaBOBUMH, OpTaHi3aliiHUMH, TEXHITYHIMH,

¢iznurnmMu i Mmatemarnuaumu. Bennunna O, BusHavyaeThes 06’emoM 3arpart, To6to d, ~ F, i B Takomy
BUIAJIKY"

P, (i) ~ exp(-uF;), 4)
ne U — xoedilieHT, SKuii 3a1a€ epeKTUBHICTh BUKOPUCTAHHS (DiHAHCOBHX 3aTpar.

Ha mpakTuii pi3Hi eleMEeHTH Mepexi — By3JH i 3B SI3KM — 3axullieHi ((iHAHCYIOTBCS) MO-Pi3HOMY.
Tak, 3a3Buuail HaAMBUIUI PIBEHb 3aXUCTY MalOTh HAWBAKIUBIII areHTH MEPEXi, TOJI SK 3aXHCT JIMCTIB
cTOXacTHYHOTro rpady (KiHIIEBUX CIIOKMBAYiB) MOXKe OyTH MOBHICTIO BiAICyTHIi. BBaxkarouwu, 1o crpareris
0e3neKy BU3HAYAE PO3IOJILT PECYPCIB MK By3JaMH, JOCITIKEHO peakilii MepeKi Ha 3arpo3H ISl BUIIAJIKIB
BiACYTHOCTi (piHAHCYBaHHS Ta TPHOX MOXIIMBHUX CTpaTerid pO3MOAiTy IHBECTHULIM A 3aXHCTY, SIKi
3ajIe)KaTh Bijl CTyIEHs By3Ja (3a 0THAKOBOTO CYMapHOTo 00’ eMy):

a) Bigcyrsicts inBectuiiin FO, =0;
6) HU3bKa 3aXMIIEHICTb yeix Bys3mis mepexi F1, =1/u;
B) Cepe/IHs 3aXMIIEHICTh By3IIiB i3 BUCOKMMH Ta cepeanimu crynensmu F2, =k, /(C, - ) ;

. o 2
I') MaKCHMAJIbHUIT PIBEHb 3aXKCTY BY3IiB i3 BUCOKMMH cTyneHsmu F3; =K, / C,-u);
1000 1000 1000

D FL=)>F2,=)F3.
i=1 i=1 i=1
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Koedimientn C; ta C, BimirparoTb pojib HOPMYBalIbHMX KOHCTAHT 1 BHU3HAYAIOTh iX 3TiAHO 3

Bupaszom C, = i , de N, — KiUIBKICTb By3I1iB 3 BUCOKMMH Ta cepeaHiMu cryneHsmu 1 C; abo KUIbKICTh
k
BY3JIiB JIMLIE 3 BUCOKUMH CTyTeHsIMHU A7st Co.

Hns  TecroBoi wMepexi, mo wmictute 1000 BepmMH, BHUKOPHCTAaHO KJIACHYHY CTpaTeTito
[IIECTIPIMOBAaHUX aTaK 3 IOCTIJOBHHUMH aTakaMd Ha BY3IH MaKCHMAlbHOTO CTymeHs. Pesynbratn
PO3paxyHKiB 3MiHH BiTHOCHOTO PO3Mipy MakCHMaJIbHOTO KJacTepa Ui IIMX YOTHPHOX BapiaHTIB 3aXHUCHOT
cTparerii HaBeJleHO Ha puc. 4.

BumHo, mo cTpareriss HaaAMIPHOTO 3aXWCTy BY3JiB 12
MakcHMalbHOI  3B’s3aHocTi (TO6TO K ~ kiz) HE € o e
ONTUMAJIBHOIO, OCKUIBKH 1IeH CIICHapiii MPUBOIUTH JI0 TOTO, g .‘322233‘00 .
0 HA 3aXUCT ENEMEHTIB MEHIIOTO CTYNeHs MPOCTO He & 0 s M Wm
BUCTA4ya€ KOIITIB. E . ‘e

EdexTuBHICT BH3HA4YEHHS ONTHMANbHOI cTpaTerii 2 " - At
3aXHCTY MEpeXi 3yMOBJICHA HE JIHIIe BHOOPOM ii TOMOJIOTi, E o4 - . ““
PO3IONIIOM pecypciB Al 3axHUcTy ii eJleMeHTiB, a H :; s 74
MaKCHMaJIbHO TOYHUM OI[IHIOBAaHHSAM CTparerii Ta i 0y . ¢ “11 F
aTaKkyBaJbHOI cTopoHH [9]. il ] T TP

0 5 10 15 20 25

I3 puc. 4 BUAHO, MO ONTHUMAILHOK CTPATETIERO .
YacTka ATAKOBAHHX BY1IR, %0

3aXHUCTy JIOKAJbHUX KOMITI'IOTEPHHUX MEpEX € CTpaTeris
3aXMIIEHOCTI BY3JIB 13 BHCOKMMH Ta CEpPEOHIMH CTy-
neHsmMu. ToMy JJIsi BUBUCHHS BIIACTHUBOCTEH, OB’ 3aHUX 3 . . : )

o . . . KUIbKOCMI amaKko8aHux 6)3J116 3a pI3HUX
HaJIIMHICTIO, 3aXHUCTOM BiJ Ypa3NUBOCTI JIOKAIBHHX . o ..

y . . 3AXUCHUX cmpameciu pOS’I’lO()lfly Heecmuyiu .

KOMIT' FOTEpPHHX MEpEeX, peali3oBaHO MPOLEAYpY BUMIICHHS
. s bt P POUEAYPY FO, =0, Fl=1/u, F2, =41k /u,
OMOpHOI Mepexi”, Mo Toisrae y OararoeTammHoMy
BijIpi3aHHi qKCTIB MoYaTtkoBoro rpady (puc. 5).

Puc. 4. 3anesxcnicmov 8i0HOCHO20 po3mipy
MAKCUMATBHO0 KIACMEPA 68 Mepedici 6i0

F3, =28k’ /u

KinbKicTh ayania KinbKicTh 38'Aakin

L)
®3
®d
®5
@6
eV
@8
o]
@0

® 35
&40
& 34
* 78
® 25
®7
L X}
o]

L1

81 8
[ 2] 812
[ ¥ @13
&2 &

Puc. 5. Onopua mepesica inmepnem-npogaiioepa “‘BW-Star & FoxNet”
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[loOynoBa omopHoi Mepexi iHTepHeT-mpoBaiinepa “BW-Star & FoxNet” ckmagamacst 3 Takux
KPOKIB: Ha MepHIOMYy eTarli 3 oTpuMaHoro rpady BupaneHo 614 mucriB, Ha apyromy — 85 mucriB, Ha
TpeTboMy — 16, a Ha yeTBepTOMY — 3 TMCTH. Y pe3yJbTaTi OTPUMAHO OMOPHY MEPEXY, M0 CKIaJaeThCs 3
197 By31iB, KOKEH 3 SIKMX Ma€ CTYyIiHb, HE MEHIINH HiX 2 (puc. 5).

OmnopHi Mepesxi pi3HUX iHTEPHET-NPOBaiAEePiB BUABUINCS 0e3MacIITaOHUMH, 3aJIEKHICTD PO3NOALTY
CTYIIEHIB iXHIX BY3IliB 3 BHCOKOK) TOYHICTIO alpOKCHUMYEThCS CTeleHeBOl (yHKIiero. BuBueHO i
HaBEJCHO HOBI HAOJMKEHI 10 PeabHOCTI MPHUKIIAIU MTOBEIHKH KOMIT FOTEPHUX MEPEX Y IO 3arpo3, sKi
JTAIOTh MOXJIMBICTD €(DEKTHBHO MiJiNTH 10 pO3B’S3aHHS IIMPOKOrO CIIEKTpa 3ahad CTIHKOCTI MPaKTHIHO
3HAYYIIUX MEPEIKEBUX KOHCTPYKIIIH.

JAunaMiuHa MOJeIb PO3NOBCIOIKEHHS BipyCiB Y KOMIT OTEPHUX Mepeskax

st iHTepHET-TIpoBaiiiepiB KOMIT IOTEPHUX MEPEkK OCOOIUBOI aKTyalbHOCTI HA0YBAIOTh TOCHIIKEH-
HS PO3MOBCIOJDKEHHS KOMII'IOTEPHUX BIpYCiB Mepekero [8], OCKinbKM BiICYTHICTH aHTHBIPYCHOTO
MIPOTPaMHOTO 3a0€3MEUCHHsI Ha KOMIT IOTepax KOPHCTYBAayiB MOXKE MPU3BECTH IO JABMHHOTO 3apaskeHHS
KOpHCTYBadiB (Tak 3BaHOI emigemii), i, sIK HACTiIOK, 10 300iB y poOOTI MepexeBHX Ciyx0. Marouu
iHpopMaILlif0 PO TOMOJIOTiI0 MEPEeX 1 MOMIMPEHHS BIpyCiB y HHUX (3 BHKOPHUCTAHHSM 3MOICIbOBAHUX
CTOXaCTUYHHX TpadiB), MOKHA PEKOMEH/IyBaTH ONTHMAaJIbHY CTpAaTerito iMyHizamii (po3poOieHHs aHTH-
BIDYCHHUX TIPOEKTiB), sKa 3JaTHAa 3yNUHUTH NOIIMPEHHS BIPYCIB Ta MiJBHIIMTH HAIiiHICTH
(YHKLIOHYBaHHS MEPEKEBUX CTPYKTYPHHUX €JIEMEHTIB.

Hagenemo emimeMionoriyHy MoJens y BUTISAL TApH {G,F}, ne G — rpad, skuil BU3HAYAETHCS K
CYKYITHICTh (V, E) muoxkunu BepuH V Tta pebep E, a I' — eBomoriiinuii oneparop, mo Bigobpakae
3MiHYy CTaHiB MepeXi 4epe3 TUCKPETHI MPOMIXKKH Jacy t:

(V,E)  =T(V,E);
t+1 t

def (5)
VLB e o)

st 3MOZIeIbOBaHMX CTOXACTHUHHUX TpadiB 3aIlyCKaeThCs MPOLEC PO3IMOBCIOMKECHHS BipTyaIbHOTO
BipyCy JUTSL AOCIHIKEHHS CTIMKOCTI JIOKAIbHUX KOMIT FOTEPHUX MEPEX 0 BipycHHX aTtak. KoxeH By3on y

Mepexi Moxe repedyBaT B OJHOMY 3 TPhOX MOJKJIMBHX CTaHIB. CIPUAHSATIMBHN, 1HPIKOBaHMHA, a TAKOX
BijiHOBJCeHMI (iMyHHHIA) (puc. 6).

fo ek

Puc. 6. Cxemamuuna mooenb po3no6cioONcents 6ipycy y Mepeixci.
YopHi Kpysrceuku no3Hauaroms 3apajiceti 8y3au, Cipi — iMyHi308aHi 8y31u

OOurCIIeHHST TPOBOAITHh Yepe3 JAUCKPETHI MPOMDKKH HYacy, TOOTO Ha KOXHOMY YacOBOMY KpOITi
KOKHMI1 iH(QIKOBaHMI By30J1 TEpeac Bipyc 10 KOKHOTO 3i CBOIX CYCiliB 3 NEBHOK iMoBipHicTIO (O).
[Ticns mepemadi Bipycy — B TOMy CaMOMY 4aCOBOMY KpPOIli — KOJKEH 1H(IKOBaHHHA BY30J1 BiIHOBIIOETHCS 1
OTPHMYE€ IMYHITET 70 BipycCy 3 iHmroro iimoBipricTio (V). Ileit MeTOl BAKOPUCTOBYE BUIAAKOBI 3MIHHI IS
CTBOpPEHHSI CTOXacTHYHOI moBemiHkH. lllopa3y mepex MOXIMBUM 3apa’keHHSM BY3Ja OJHOTO 31 CBOIX
CYCiZliB 3 PIBHOMIPHOTO PO3MOJILITY {0,1} BUOMpaoTh BunankoBy Benumuuny U . Skmo U <J Bipyc

nepenaethes, sakmo U > ¢ 3apaxenns He BinOyBaeTbes. ToM caMuil IPUHIUI BUKOPUCTOBYIOTH i IS V .
[Ilo6 cnpocTHTH TOJAaHHS, BBAXATHMEMO, IO EMiIeMis PO3MOYMHAETHECS 3 OJHOTO BHIIAJKOBO
BHUOpaHOTO By3Ja.
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Eninemionoriyai napaMeTpH, 110 MOXKYTh BapitoBaTHC:
— edexTuBHICTH Bipycy, TOOTO HMOBIpHICTH TOrO, IO BY30J] 3apaaTUMe CYCiiB, 3 SKHMH
3’eqnanuii (0 );
—  #MOBipHICTh oxyxanus / imyHizarii (V);
—  BY30J1, 3 IKOTO PO3IIOYMHAETHCS 3aPAKEHHSI.
MonenroBaHHs emifieMii TpUBaTHME IOTH, IOKH KUTBKICTh 3apakKeHUX BY3IiB HE JIOPIBHIOBATHME
Hymo. ToJli TeHepyeThCsl BUXIAHWNA (paiis, SKUH MICTUTH KIIBKICTH iH(IKOBaHHX IHIWBIAIB HA KOXKHOMY
4acOBOMY KPOIIi, SIKMI MO>Ke OYTH BUKOPUCTAHHUI 3r0JIOM JUISl OI[IHIOBAHHSI.

OCKiJIbKM MOJICNTb € JUCKPETHOI, TO ISl BH3HAYEHHS JUCKPETHHX TMPOMIKKIB wacy = nAt
BUKOPUCTOBYIOTh 3MiHHY I .

Ha n+1 kpoui manc Oyap-SKOro COPUIHSATINBOIO By3jia S, HE MaTH KOHTAakKTy 3 Oyab-skuM 3 |,
.. . . 1 . . , .
iH(IKOBaHUX BY3JIB JOPIBHIOE (1— o ) ". Omxe, WMOBIpHICTF MaTH Xo04a O onxHe 3’€mHAHHSA 1 CcTaTh
. . |
ingixosarnm — 1—(1— )"

Ha KOXXHOMY HAaCTyIIHOMY YaCOBOMY KpOI_Ii BCl 3apa>1<eHi BY3JI 3 HOINCPEAHLOTO YaCOBOI'0 KPOKY
ONYXKYIOTb, TOMY piBHHHHH Mae€ BUTIISIA.

In+1 = Sn(l_ (1_ 5)In) : (6)

KinpkicTh CIpUAHATINBHX BY3I/iB Ha KOXXHOMY YaCOBOMY KPOIIi TOPIBHIOE YHCITY CIIPHHHATIBHX
BY3JIiB Ha MONEPETHHOMY YaCOBOMY KPOIli, KPIM THX, SIKi CTaJ M iH(pIKOBAHUMH B IIe MOMEHT 4acy:

Iy .

Sn+1:Sn_Sn(1_(1_5) ):Sn(l_é‘)I . (7)

KinpkicTb By31iB, 110 OOyXalH, 3 ypaxyBaHHIM MapaMeTpa iMyHizauii V , CTaHOBUTB:
Ru=R,+W,. (8)

OTxe, OTPUMY€EMO TaKy CUCTEMY PiBHSHB!

Sn+1 = Sn(l_ 6)In;

In+1 :Sn(l_(l_g)ln); (9)
Ru=R,+W..

Jns mocmimkeHHs epeKTHBHOCTI 3am00iraHHs PO3MOBCIOKEHHIO BipYCiB Y KOMIT FOTEpHIN Mepexi
MPOBOAATH ABI cTparerii iMyHi3amii By3JiB: BUIAAKOBY Ta IMyHi3aliio cycimiB. Bunaokosa imynizauin
MOJISITa€ y BUMIAJIKOBOMY BBE/ICHHI IMyHI30BaHHX iHAMBINIB Y Mepexy. Imynizauia cycidie TpyHTY€eThCS Ha
MIPUITYIIEHH], 0 BUIAJKOBO BHOpAaHHWU CycCif Mae OinbIe 3B’sI3KiB, aHIK BHUIAJKOBO BHOpPaHHUN BY30J.
[TapamMeTpaMu KOHTPOIIO € imyHizoganicme €2, sKa BU3HAYAETHCS BiIHOIICHHSM 3apa)KCHHX BY3IIB

Mepeki () 110 3araibHOI KibKoCTi By3imiB N Ta KilbKiCTh iIMyHI30BaHHX BY3JIB (.

Pesynpratn mporpaMHoi peanizaiiii 3ampOIIOHOBAHOTO AJITOPUTMY Jalli 3MOTY JiarHOCTYBaTH
MPOIIECH PO3MOBCIOJKEHHS KOMIT'IOTEPHUX BIPYCIB Yy JIOKAIBHUX KOMII'IOTEPHUX Mepekax 1 3poOuTu
HHU3KY BUCHOBKIB (puc. 7).

0 () ()

0833 0533 0333

066H 0667 1 0667
0.5 / 2 s / 2 0.5 ;

0333 0.333] 0.333

0.167] 0167 0.16H

Puc. 7. 3anexcnocmi €2 6i0 uacy t 3a sunaoxoeoi imynizayii (1) ma imynizayii cycioie (2)
6 mepeacax “BW-Star & FoxNet” (a), “KTM”’ (6) ma “DSS-Group” (6) ona suauens O =0.65 ma v =0.45
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s TppoX mocHimKyBaHUX Mepex iHTepHeT-mpoBaiinepis “BW-Star & FoxNet”, “KTM” ta “DSS-
Group” iMyHi3awlis cycimiB BHUABMIAcAd €(QEKTHBHIIIONW, HIX BHUIAAKOBa IMYHi3allisi, OCKUIBKM BOHa
MPUBOAUTH 10 3HAYHO MEHIIOTO 3apakeHHsS BY3MiB, IO € MiACTAaBOIO Ui ii peKoMeHJauii mig dvac
PO3pO0IIEHHS aHTUBIPYCHHX MPOEKTIB Ta CUCTEM aHaJli3y 3aXHMIICHOCTI KOMIT IOTEPHUX MEPEK.

Pesynbrati KOMII'IOTEPHOTO €KCIEPUMEHTY JAIOTh MOXIIMBICTH OLIHUTU KUIBKICTh IMyHI30BaHHX
BY3JiB (¢, SIKy HEOOXiTHO BBECTH y MEPEXKy, 1100 3yNHHUTH MOIIUPEHHS KOMII IOTEPHUX BipyCiB y Hill.

BoHa BH3HAYa€THCA 32 JOIIOMOTOIO 3T€HEPOBAHOI0 BUXIJHOTO (haiina B MOMEHT 4acy t,,, sIKHil BilIOBiTae
makcumyMmy saiesknocti Q(t) . Jlns momenty vacy t > t,, IOINpPEHH s enifeMii CIoBUIbHIOETbCS | Criafae
3aBJISIKH Tpolecam iMyHi3anii B Hiit (puc. 7).

VY Ttabnuni HaBeNeHO MIHIMATBHY KUIBKICTH IMYHI30BaHMX BY3MIB UIi MEPEX Ppi3HUX IHTEpHET-
MpoBaiiaepiB, HEOOXiAHY IS TOTO, 100 3yMMHUTH MPOLIECH PO3MOBCIOMKEHHS BIpyCiB Y iXHIX CTPYKTYypax.

MiniMajibHa HeoOXigHA KiTbKiCTh IMYHI30BaHHMX BY3.1iB

“BW-Star & FoxNet” N=915 “KTM” N=1604 “DSS-Group” N=2023
te o o D te 0]
Bunaorosa 8 106 9 259 8 418
lMyHlS’aLﬂﬂ
Daynizayis 7 314 9 432 9 476
cycioie

Jlnst BU3HAYEHHs 3HAYeHb O Ta V IIiJl Yac MOJIETIOBAHHS PealbHUX CHCTEM HEOOXiHO KepyBaTUCh
€KCIIEPTHUMU OLIHKAMHU Ta CTATUCTUYHUMU JaHUMU ISl JOCATHEHHS HAWBUIIOT IOJIOHOCTI Mi>K MOJIEILITIO
Ta CUCTEMOIO.

BucHOBKH Ta nepcneKTHBY NOAAJBIINX HAYKOBUX PO3BiIOK

Ha ocHOBI mnpoBeleHWX JIOCHIIPKEHb OOYHCICHO IHTETrpajbHi WMOBIPHICHI XapaKTEPUCTHKH
peaTbHUX KOMI'IOTEPHUX MEPEXK Y Pi3HI 4aCOBi MPOMIXKKH, allPOKCUMOBAHO X 321151 MOJIEITIOBAHHSI.

Bnepme po3pobieHO HOBY MaTreMaTW4Hy MOJENb TIeHEpYBaHHS CTPYKTYpU JIOKaJbHHX
KOMIT'IOTEpHUX MEpeX 13 3aJaHoi0 (YHKLIEI IMIIBHOCTI PO3MOJiNTY CTyNeHiB By3niB. BiarBopena B
pe3yabTaTi MOAETIOBAHHS MEPEXKaA SIK CTOXaCTUYHUH rpad BoJoie€ mapaMeTpaMu, siKi OM3bKi 0 peanbHol
MepexXi, IO YMOXJIMBIIOE BHBYCHHS NpUPOAN (OpMyBaHHS i1 PO3BUTKY MEpEX, BHSBICHHS HOBUX
3aKOHOMIPHOCTEH B HUX, MOJIETIOBaHHS 3a/1a4d 3apakKeHHS Ta iMyHi3alii, IpoTuaii MepekeBUM aTakaMm.

3ampornoHOBaHl aJrOpUTMH MOJETIOBAHHS CLEHapiiB arak BHKOPHCTaHO [UIi OLIHIOBAHHA
ypa3iIMBOCTI KOMII'IOTEPHHUX MEpeX Ta pO3B’S3aHHS 3agadi Mpo iXHIO CTIHKICTh A0 BUMAJKOBHX Ta
CIpSIMOBaHMX artak. Po3poOiieHO y3araJbHEHYy MOJENb €BOJIONIl MEpeXeBOro aHcamOmo B yMOBax
necrabimizalifHUX 3arpos.
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