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It is assumed in standard information protection
technologies that there are owners of this informa-
tion who put forward requirements for protection. In
secret voting systems, the information belongs to the
community of citizens, and to protect it, vote orga-
nizers must create conditions that allow each voter
to make sure that the vote secrecy and accuracy of
vote counting are preserved. In developed democra-
cies, this issue is resolved through a widely available
audit of all procedures that may be mistrusted. Any
voter can conduct such an audit. The anxiety of citi-
zens of democratic countries is based on the idea that
if electronic voting is introduced, it will be impossi-
ble to conduct such an audit. The article proposes
principles of auditing all those software and hard-
ware tools and processes of the online voting system
that can generate voter distrust. This audit is carried
out using a dedicated server open to voters and their
fiduciaries. This server provides continuous moni-
toring of actions of the service staff in terms of pos-
sible interference in the operation of the voting sys-
tem. Also, due to this server, auditors receive data
on the integrity of the voting system hardware and
software including its audit tools and an alarm sig-
nal in the event of a threat. It was possible to reduce
the average time of processing the voter requests to
two seconds. This means that processing a maximum
of 2,500 voter requests at a vote station will take no
more than two hours. Simultaneous access of 50 vot-
ers to the server will not make them wait in the queue
Jfor more than 2 minutes. Implementation results were
described and links were given for conducting exper-
imental voting on the Internet
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1. Introduction

Computerization steadily embraces all processes of human
activity including making the most important decisions where
it is customary to use the procedure of mass secret expression
of will. However, the deep concern of citizens of advanced
democracies where electoral fraud is never suspected should
be recognized. They do not want to lose the achievements of
democracy because of the introduction of new voting technol-
ogies. Their experience is exemplary for countries where elec-
tions end in scandals and protests. At the same time, the ab-
sence of suspicion of fraud is achieved due to openness to the
audit of all processes that may cause distrust. Any voter can
conduct an audit. Thus, as we can see, the recipe for absolute
trust is not complicated but it requires activity on the part of
public and political will from organizers of the electoral pro-
cess. Without these two components, it is difficult to imagine
a society in which fair democratic elections are possible.

It is stated in the rights of voters declared in Article 25
of the UN International Covenant of December 16, 1966,
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that elections must be valid, periodic, free, secret, and equal.
Therefore, developers of innovative methods have focused
their attention exactly on these requirements, and assur-
ance of trust was forgotten for a long time. Although the
requirement of trust was not spelled out in the International
Covenant, citizens can reject innovations without it because
they will not want to exchange democratic values for a more
convenient way of expressing their will. Until the developers
provide truly convincing methods of auditing anything that
might cause distrust, success in the development of elec-
tronic democracy cannot be expected. This is precisely what
recommendations of the EU Council for electronic voting
standards state in paragraph 39: “The electronic voting
system shall be auditable. The audit system shall be open
and comprehensive and actively report on potential issues
and threats”.

The vast majority of electronic voting systems that have
allegedly been implemented have not paid enough attention to
assurance of trust. However, one cannot rely on the fact that
the system was created and maintained by only honest people




and therefore one should not demand complete transparency
from innovative methods. All this fails to convince the true
defenders of democracy. In fact, there is no other way to en-
sure voters’ confidence than by giving them the opportunity
to audit. Therefore, the only sure way to achieve trust consists
in the creation of truly auditable systems in which voters have
the opportunity to check anything that might cause distrust.

Relevance of the chosen line of study is emphasized by
the fact that countries with developed democracies have
abandoned in recent years electronic voting technologies
in the online mode because of a lack of full-fledged audit
mechanisms.

2. Literature review and problem statement

The possibility of using electronic voting in online mode
to elect representatives in accordance with the people’s will
is denied in [1]. It is pointed out that technicians can easily
change the result of such a vote. In doing so, there are three
problems to be resolved:

1) confidentiality (anonymity of votes);

2) security (no fraud);

3) reliability (accurate vote count).

It is asserted that all these problems are completely
solvable with the help of auditing using traditional voting
technology. It is thanks to the audit that they (in Italy) never
have doubts about the correctness of the vote count. With
electronic voting, such an audit seems to be impossible.

Experience of voting using encrypted paper ballots was
described in [2]. It was proposed by the author of [3]. At the
same time, a widely available audit is possible which ensures
trust. Such voting is called electronic voting because of the
use of electronics for vote counting; however, these systems
do not make it possible to vote online.

Two areas of study can be distinguished in present-day
studies concerning online voting systems. The first is the
development of the Estonian system which does not use
Blockchain technology and the second is the systems based
on Blockchain technology.

Paper [4] analyzes the main client attacks on the Es-
tonian voting system. A trespasser was found to be able to
re-vote using fake software. A more secure voting protocol
was proposed. It was suggested in [5] to introduce additional
checks in the Estonian system by users who are aware of cy-
ber risks which, according to the author, should strengthen
the confidence of voters. However, these studies do not touch
upon the issues of a widely available audit of the hardware
and software of the voting system.

Generalized analysis of the first line of studies presented
in [6] showed that Estonia remains the only country where
people have been voting online for many years. Their expe-
rience was not adopted by other countries because of the
lack of a comprehensive audit required according to par. 39
of the EU Council recommendations on electronic voting
standards [7].

The issue of ensuring confidence in voting systems is
discussed in [8] where it is recommended that election man-
agement bodies maintain transparency of the vote-counting
process so that everybody can be convinced of election le-
gitimacy. This underlines the need for a full-fledged, widely
available audit.

To ensure confidence in voting systems, the use of Block-
chain technology has been proposed and patented [9]. Stud-

ies continue in this line which is reflected in [10—12] where
proposals are introduced to improve security and anonymity
for voters, as well as to counteract dishonesty on the part
of candidates. The experience of using this technology at
elections in Moscow described in [13] showed that delays
in servicing voters reached an hour. Analysis of programs
using Blockchain described in [14] showed the presence of
significant weaknesses in terms of data protection. In other
words, it is difficult to imagine an accessible audit in voting
systems that use Blockchain technology since only a limited
circle of specialists understand this technology.

Thus, analysis of studies in the field of online voting
showed that there is a gap in terms of ensuring a widely
available audit of software and hardware for recognition
and counting of votes. Note that such an audit is required
in accordance with par. 39 of the EU Council recommenda-
tions on electronic voting standards. This makes it possible
to assert that studies on the development of principles for a
widely available audit of software and hardware of online
voting systems are expedient.

3. The aim and objectives of the study

The study objective implied the development of princi-
ples for a widely available audit of software and hardware
for recognizing and counting votes in the online electronic
voting systems. Such an audit should be available to both
voters and their fiduciaries which will eliminate reasons for
a grounded distrust of the voting system.

To achieve this objective, the following tasks were set:

—define the processes and means of an electronic voting
system in which voters’ distrust can be manifested,;

—propose a set of measures to audit the processes and
means to which voters may be distrustful;

— define methods of protection of confidential data when
sending via Internet channels;

—analyze the operating speed of the proposed data pro-
tection methods in conditions of a simultaneous request of
many voters to the voting server;

—propose a mechanism for eliminating illegal influence
on the choice of voters through bribery or other methods of
moral or force duress.

4. Methods and means of the study

The main study method involved full-scale modeling
of electronic voting systems with audit tools followed by
testing in conditions close to real ones. With the help of this
method, certain technical solutions, software, and hardware
were selected or rejected. Computer equipment and access
to the Internet for studies were provided by the Scientific
Research Institute of Automated Systems in Construction
under the Ministry for Development of Communities and
Territories of Ukraine. For seven years (2014 to 2021),
hundreds of students of higher educational institutions of
Ukraine took part in the selection of technical solutions and
testing the voting system models. A leading role in these
studies was undertaken by Kyiv National University of Con-
struction and Architecture. Besides, students and lecturers
at the National Aviation University and National Technical
University of Ukraine (Igor Sikorsky Kyiv Polytechnic
Institute) took an active part in the study. Since September




2020, the discipline Protocols and Algorithms of Electronic
Voting which provides for a detailed study and practical use
of the online voting system has been introduced there.

Since the issue of trust deeply affects the human factor,
it cannot be considered a purely technical issue. At the
same time, one cannot rely on the opinion of one or two
experts. Their number should be in the tens, or better in
the hundreds. In addition, experts should study the voting
system deeply enough so that their opinion is based not on
emotions but on knowledge in the IT field. The educational
institutions where students study computer science can be
considered the most suitable places for these studies. At the
same time, students can simultaneously study, operate and
refine the system, as well as act as experts.

5. The results obtained in the study of audit tools and
data protection methods in electronic voting systems

5. 1. Defining the processes and means of the elec-
tronic voting system as the objects of voter distrust

It is known that people/s distrust of electronic voting
concerns the preservation of the secrecy of their votes and
honest counting [15].

Disclosure of the vote secrets makes it possible to force
voters to vote not of their own free will but by the will of
another person using bribery or other methods. Therefore,
if there is a danger of illegal influence on voters, protection
against such influence should be provided. To this end, it is
necessary to exclude the possibility of finding out
a single voter’s voting result. In other words, it is
necessary that no one, except the voter himself,
knew the result of his vote.

It is necessary that the audit system make it
possible to check technical means of vote account-
ing. This is explained by the fact that the voter
will not believe in the flawlessness of the technical
means as long as they represent a “black box” for
him. If the auditor will not see anything except
pictures on the screen during the audit, then he
may suspect that these pictures were drawn by
an imitator. At the same time, in order to achieve
trust, it is necessary to show that the vote-count-
ing server is exclusively an electronic analog of a transparent
box for collecting ballots. Auditors should see that this
server is limited in its technical characteristics and cannot
perform any additional tasks such as simulating fair work.

The main process that gives rise to voter distrust con-
sists in the actions of the staff managing the voting server.
Therefore, the audit system should ensure continuous moni-
toring of such activities and provide evidence of the absence
or presence of any threat.

The server program that receives and counts votes is
the tool that can cause mistrust in the first place. This
program should be as simple as possible and open to veri-
fication. In operation of this program, auditors must have
evidence of its integrity and absence of any outside inter-
ference in its work.

5. 2. Measures applied to audit the processes and
means as the objects of voter distrust

The main principle of constructing the system under
consideration consists in relieving the voting server of
those functions that do not affect the secrecy of votes and

Voter terminals

their counting. This makes it possible to use a well-known
mini-computer model as a server which will facilitate the
audit of technical means. Although knowledge in the field
of computer science is required to conduct such an audit, the
number of voters capable of such an audit is growing every
year. It should be noted that informatics useful for this case
is studied in a sufficient scope in present-day schools.

The first step in conducting an audit consists in observ-
ing the process of installing the voting server. Since this is
done when there is no critical information on the server yet,
any voter or his fiduciary can have a possibility of perform-
ing this stage. The auditor’s task consists only in checking
the accuracy of the actions performed according to the pub-
lished instructions.

Subsequent auditing requires continuous monitoring
of the processes running on the voting server. To this end,
auditors use a special audit server that can be installed on
their own or with the help of their trusted representatives.
Connections between the main blocks of the voting system
are shown in Fig. 1.

It should be noted that suspicion of the voter register forg-
ery may be the reason for people’s distrust. This can be easily
identified by publishing data on the number of voters for every
street within a polling station, for every house within a street,
and for every apartment within a house. Then the voters
themselves will find extra tenants in their apartments, extra
apartments in their houses, and extra houses on their streets.
Programmer efforts are not needed here but only the political
will of the election organizers is enough.

Voter register Voting server Audit
server
;. Ethernet switch

External attack
protection server

Voter authentication
server

Fig. 1. Block diagram of the electronic voting system

Creation or update of the voter register is the preparato-
ry stage of voting. For those who vote online, identifiers and
passwords are entered into the register. Passport numbers
can be taken as identifiers. Passwords are stored encrypted.
The function of the degree of the primitive element of the
final field was used for encryption where the concatenation
of an identifier with a password is the index. The final field
was chosen such that the discrete logarithm problem has not
been solved. This ensures absolute protection against disclo-
sure. When registering, the voter is provided with a tempo-
rary password and a link to the site to check or change his
password. Before each vote, a file with encrypted identifiers
and passwords (74 bytes of cipher for each voter) is created
and sent to the voting server for voters who vote online.

Voting servers were implemented on well-known mini-
computers of Raspberry Pi 3, Model B, type (price does not
exceed USD 50). They are open to external inspection. Each
such server serves one voting station. According to the laws
of Ukraine, the number of voters at the voting station cannot
exceed 2,500. A general view of the server with mounting
elements is shown in Fig. 2.




Fig. 2. Server based on minicomputer Raspberry Pi 3, Model B

The presence of auditors during the start of the server
eliminates the suspicion that hardware or the operating sys-
tem (OS) has been forged. OpenBSD v. 6.6 was used as OS
in a minimal configuration. The importance of demonstrat-
ing technical means is determined by the fact that auditors
can make sure that equipment is not powerful enough to
build a simulation model of the voting process. OpenBSD
is an open OS and its authenticity can be verified by down-
loading it to another computer and then comparing the files
with each other, as described in [15]. This OS monopolizes
the server until the power outage occurs and makes impossi-
ble any external interference in the operation of application
programs. In addition, the audit server automatically detects
all processes that may be dangerous. The principle of opera-
tion of the audit server is as follows. Periodically, every few
seconds, this server contacts the voting server (via the SSH
protocol) for information about the currently active process-
es (ps-aux command). The audit server does not react to the
processes launched by auditors and the operating system. All
other processes are logged and cause an alarm signal. This is
how all potentially dangerous processes are identified.

The server for protection against external attacks be-
longs to the Internet service provider. This server should
be transparent to voters, however, if the provider agrees to
cooperate with attackers, this server can host the means to
create an intermediary attack called Man In The Middle
(MITM) [16]. This attack is a very dangerous threat that
can disclose and spoof votes. The difficulty of dealing with
such a threat lies in the fact that it can be implemented at
any time on any intermediate server between the voter and
the voting server. Thanks to the audit server, detection of
the middleman attacks is straightforward but requires the
participation of voters in their identification. To protect
against this threat, each voter is provided with easy-to-use
tools to detect the presence of a threat at the moment when
a connection to the voting server is established. These tools
are discussed in subsection 5.3.

In addition to clarifying identity based on biological
or other characteristics, the server for additional authen-
tication of voters makes it possible to provide protection
against illegal influence on voters by bribery or other
methods to force them to vote contrary to their own opin-
ion. Since such authentication complicates the procedure
of expressing will, it is advisable to cancel the additional
authentication stage in the case of voting at meetings or
sessions in online mode. At the same time, the means of
protection against violation of the secrecy of votes and
falsification of their counting can be preserved in full. The
list of requirements to the voting server which must be met
to ensure the voter trust is given in Table 1.

Let us consider the meaning of each of the listed require-
ments and the features of their execution. The first require-
ment is ignored by most developers believing that inspection

of hardware by citizens or their fiduciaries is unnecessary.
However, in this case, the voting server will be a “black box”
even for the voters who are well versed in computer tech-
nology. At the same time, it is impossible to eliminate the
suspicion that this “black box” contains an imitator program
demonstrating to voters their allegedly fair votes but in fact
revealing and replacing their votes. Therefore, it is impossi-
ble to gain voter trust without opening up the hardware for
auditing. The choice of a well-known mini-computer with
open mounting elements makes it possible to completely
eliminate the suspicion of a “black box” with a hidden simu-
lator. It is impossible to create a simulator on this computer
board due to a lack of resources. In addition, all of those
resources will be hijacked by the OpenBSD operating sys-
tem installed and launched under the control of public rep-
resentatives. Such control is allowable at a time when there
is no critical information on the server though this requires
the direct presence of citizens in the room where the server
equipment is installed. It is enough just to check the accura-
cy of instructions for installing and launching the operating
system. Highly qualified specialists are not needed for such
a check because the instructions are simple and open. This
ends up the presence of controllers in the server room. Subse-
quent control occurs remotely based on the ps-aux command
which displays parameters of all active processes running on
the server at the current time. The result of this command
execution is shown in Fig. 3.

Table 1
Requirements to the voting server to ensure voter trust

No. Requirement Execution of requirement

Selection of well-known hardware
means with assembly elements open
for inspection and a possibility of
replacing them in a case of suspicion of
counterfeiting

Accessibility of
hardware auditing
without personal
restrictions

Choice of an open OS that makes it
possible to create the user’s controllers
that are forbidden to execute com-
mands that can harm the server but
permitted to read all files and execute

Availability of OS
audit during its in-
2 |stallation and during
the entire operation

period safe commands
Impossibility of
secret replacement | Provision of remote access to the audit
of hardware and OS |server to all voters and their fiduciaries

3 during the entire
period of operation
after implementation
of par. 1 and 2

and installing additional audit servers
to continuously check the state of the
voting server hardware

Adoption of the rules according to
which the staff must execute the
Controlling the staff|  history>haabbccdd.txt command
actions including before terminating the management
4 |download of software| session where instead of aabbcedd the
packages to manage | following is entered: aa for month, bb
the server for date, cc for hours, dd for minutes.
This makes it possible to control all
actions of the staff

Choice of well-known computer
Availability of check-| languages (HTML and JavaScript) and
5 | ing the application | asimple programming style, as well as
software openness of the software and availability
of its tests

Prompt notification
6 | in case of violations
detected

Establish clear rules of accepting reports
of violations and react accordingly
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Fig. 3. The result of ps —aux command execution

The ps-aux command makes it possible to detect any
attempts of intervention in the work of the server because
each intervention is accompanied by the appearance of a new
active process. To identify these interventions, it is sufficient
to analyze only the first two and one last attributes of the
entire set of attributes of active processes. The first column
(the USER attribute) shows the identifier of the user who
launched this process. The second column (the PID attri-
bute) contains a random number assigned to the process at
the time of launch and remains unchanged until its termi-
nation time. The last column (the COMMAND attribute)
contains the command that initiated this process. At the
moment of starting the OS, more than 20 active processes of
the OS itself arise. The first of them is assigned PID=1 and
the others are assigned unpredictable random PID values.
Therefore, it is impossible to restart the OS secretly since
this will change all PID values, except for the first one. This
is easy to spot by remembering the initial result of the ps-aux
program execution. It is clear that replacement of hardware
is completely impossible without restarting the OS. The
administrator instructions suggest that it is necessary to
create two users named admin and control after starting the
OS. The admin user is granted administrator rights to work
with files, but only within the /home/admin/ directory and
the control user is granted the auditor rights. In addition to
these users, a root user with full rights must be created in
the system. It is impossible to configure the system without
this step but access to the server with the root user rights is
denied after performing actions that require full rights. Af-
ter that, only the admin user with limited rights can manage
the server. Names of all OS users are stored in the /etc/group
file. This makes it possible to check the correctness of the
execution of the adduser command to be used by the admin-
istrator to create users. Fig. 3 shows 23 processes implement-
ing the functions of the OS launched on December 11, 2020
(as evidenced by the value of the STARTED attribute). Also,
4 processes associated with the ps-aux command entered by
the control user and one process started by the admin user
are visible.

Let us explain the four active processes associated with
the ps-aux command. The first process with PID=39191 is
a request for the sshd service. The purpose of this service

implied the authentication of clients
and encryption of messages. Since
the control client is a registered user
of the OS, it is possible to create
another process of the same service
(PID=13885). The third process
(PID=52043) enables the control
user to enter his commands. This
process controls whether the user has
permission to execute certain com-
mands. The process with PID=7063
implements the execution of the safe
ps-aux command by the control user.
The admin user process (PID=3771)
is a program that decrypts and counts
votes. The auditing task consists in
checking the fact that the administra-
tor has launched a regular program
stored in the voting server in the
/home/admin/ directory. This pro-
gram has been published in advance
on a voter-accessible website. Both
files with the program are open for copying on the Internet.
By comparing these files, it is easy to make sure that there is
no substitution or modification of the program. The process
of starting the program is controlled through a file with
command history which, according to the instructions, must
be created by the administrator after each server manage-
ment session. Thus, voters or their fiduciaries can use simple
procedures to verify the validity of the current application.
Automatic detection of dangerous active processes on the
voting server is as follows. After the next execution of the
ps-aux command, each line of the result is checked against
the following three lists of security features. The first list
contains PID values of the constantly running OS process-
es. PID of the application is also added to this list after it
has been verified for correctness. The second list shows the
USER attribute values, namely control and some user IDs
assigned by the OS itself to support unattended operation.
The third list shows values of the COMMAND attribute
which includes the sshd, -ksh commands, and a few other
commands that the OS automatically executes to keep its
own running. A process is considered safe when it detects at
least one tag of these three lists. Thus, any interference with
the OS including regular actions of the administrator is au-
tomatically detected, logged, and initiates sending of a mes-
sage about a possible danger. The openness and simplicity of
the program application make it possible to analyze all the
transformations associated with encryption and counting
which enables making sure that there are no harmful tabs.
Implementation of the latter requirement for responding
to violations in the event of their occurrence depends only
on the political will of the vote organizers. No matter how
flawless the technical means of detecting threats, the vote
organizers can ignore information obtained with their help.

5. 3. Data protection during transmission over the
Internet channels

In addition to automatic detection of dangerous pro-
cesses on the voting server, each voter can check the server
operation and identify possible information threats using
the audit key. This key can open a web page for auditing the
voting station server. The general view of this web page is
shown in Fig. 4.



Using the OS Command button on the audit web page,
voters can initiate an additional check on their polling station
server at any time by executing the sysctl hw command, as
shown in Fig. 5.

The sysctl hw command displays basic specifications of the
voting server including the type of computer (Raspberry Pi 3,
Model B, Rev 1.2) and amount of RAM (959225856). Virtual-
ly all important characteristics of the server’s firmware can be
verified remotely by entering many permitted safe commands.

It is important that thanks to the audit server, each voter
can ensure that there is no middleman attack when exchang-
ing confidential data with the voting server. To do this, he
must use the Connection Log button (Fig.4) to view the
connection codes, among which he must find the code of his
connection to the server. The general view of the message with

0O 1 b 5 Ne.999900 % [ Audit P.5.No.993900
C s a
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=

the personal connection code and the connection log page are
shown in Fig. 6, 7, respectively.

Although middleman attacks are unlikely due to the
complexity of implementation and the possibility of bringing
the ISP to justice, given that these attacks are a very danger-
ous threat, they cannot be ignored.

To protect data during the exchange of information
between the voter and the voting server, the Vernam cipher
is used which provides absolute protection against opening
and is mathematically proven in [17]. Although the use of
this cipher requires the execution of special conditions, it
has the advantage that data disclosure during transmission
becomes absolutely impossible. This is an important compo-
nent for ensuring the voter’s trust. Table 2 provides a list of
conditions for absolute data protection during transmission.
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Fig. 4. The web page of audit of the polling station server
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Fig. 5. The result of executing the sysctl hw command
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Fig. 7. General view of the connection log page

Table 2

Conditions for ensuring absolute data protection during
transmission

Condition fulfillment

A method for generating random (not
pseudo-random) bits has been imple-
mented which makes it possible to
generate random sequences on any
computer, as described in [18]

Condition

Generating random bit
sequences (not pseu-
do-random sequences)

For each communication session,
random bit sequences are generated
independently of each other

Each random bit se-
quence can be used for
encryption only once

Exchange with random bit sequences
occurs according to the Diffie-Hellman
algorithm [19] with such parameters
for which there is no possibility of data
disclosure in current conditions

An absolutely secure
communication chan-
nel should be used to
exchange with random
bit sequences

Study [20] has substantiated the choice of parameters of
the Diffie-Hellman algorithm for the problem of electronic
voting. Parameters of the algebraic group for implementa-
tion of the algorithm are selected based on two conditions.
Firstly, to ensure the impossibility of disclosing data and,
secondly, to ensure that time of cryptographic transforma-
tions does not exceed the value that would make it possible
to vote within the time established by the election rules.

3. 4. Analysis of the performance of applied data pro-
tection methods

Since cryptographic transformations require much more
time than conventional arithmetic operations, it is necessary
to find out the effect of these consumptions on the average
time of the voter service.

In Ukraine, 12 hours are provided for the voting pro-
cedure when the number of voters at polling stations does
not exceed 2,500 persons. Since the voting server is the
bottleneck in the data processing chain, this means that it
should not spend more than 17 seconds on processing the
voter data. Although the number of voters voting remotely
cannot reach 100 % because of the uneven flow of requests
and the possibility of pauses, it is desirable to reduce the
time for processing the voter data to 3—5 seconds. For voting
during meetings where the number of voters does not exceed
500 persons, the voting process should not take more than
an hour. This means that the average time for processing
data of one voter by the server should not exceed 7 seconds.
In order to prevent data disclosure, an algebraic group was
chosen in the form of a Galois field with characteristic 2 and
a degree which is a safe prime number from the series 503,
563, 587, 719. Since the solution of the discrete logarithm

problem for such fields is not yet known, such protection for
present-day voting systems is absolute. Because the amount
of data transmitted during a voter-server communication
session does not exceed 500 bits, it is sufficient to use the
GF(2°9) field. At that, the time for cryptographic transfor-
mations on the server is from 6 to 7 seconds on one processor
core. To ensure the failure-free operation of the system, the
processing of voter requests must be synchronized with their
arrival. In the event of a synchronicity failure, as shown
in [21], a loss of stable operation of the network occurs which
can lead to a significant investment of time to restore stable
operation. Since the Raspberry Pi 3 processor has 4 cores,
it was possible to fulfill the synchronization requirements
by parallel processing of requests on four cores according
to the approach proposed in [22]. Thanks to this measure,
the average processing time for voter requests was reduced
to two seconds. This result fully satisfies the performance
requirements for the voting systems. At a simultaneous call
to the server from 50 voters, the waiting time for completion
of the service procedure will not exceed two minutes.

5. 5. Elimination of illegal influence on voters

According to article 25 of the UN International Cove-
nant, voters should have the right to freedom of expression.
However, there are cases of bribery and other cases of illegal
influence when voters are forced to vote not of their own
free will but at someone’s orders. At the same time, attackers
need to find out the voter’s voting result, otherwise, they
will not be able to achieve their goal. The only place where
a voter can truly hide his choice is his own memory. In this
case, the system should not show the result of anyone’s
voting, otherwise, it may become available to an attacker.
This problem was solved by introducing another procedure
proposed in [20] which coincides in time with the period of
updating the voter lists. Clarification usually takes place
within two weeks before the start of voting. Such clarifica-
tion is necessary in any case since voters have the right to
refuse remote voting in specific elections and they must be
included in the list in order to receive a paper ballot. Thus,
for remote voting, voters need to contact the server twice
which will work according to the schedule shown in Fig. 8.

First voters’ addressing to the voting server takes place
during the period of updating the lists which, according to
the legislation of Ukraine, has a duration of 2 weeks. The
form of the voter’s dialogue with the server during this peri-
od is shown in Fig. 9.

The following three tasks are solved with the help of this
dialogue:

—entering a code that will replace the password during
voting;




— the voter’s confirmation by the fact of his personal vote
(using the server of additional authentication (Fig. 1));
—receiving the voter’s final decision on remote participa-

tion in the given voting.

Start of analysis of
voters’ requests

Output of clarify-
cations to the list

simplest case, a person can use traditional authentication
technologies in the form of face-to-face verification show-
ing his passport at a special point where conditions should
be created similar to the voting booths. At the same time,
voters can be authenticated at any time
convenient for them within two weeks, and
they will not need to come to the polling
N station on the election day. It should be

Output of
results

Preparation
of the server

Entering voting codes by
voters (2 weeks)

Correcting the
list (1 day)

noted that a time limit (15 minutes) has
been adopted for entering the voting code
after passing the authentication. In this

Voting (12 hrs)

Fig. 8. Operating schedule of the voting server

No one, except the voter himself, should know the vot-
ing code. Therefore, it is necessary for the voter to invent
this code on his own and not forget it until the moment of
voting. Knowledge of this code protects the voter’s vote
from outside influence since it has the ability to mislead
attackers by multiple fictitious voting with an incorrect
code.

Additional authentication is required to prevent the
transfer of voting rights to another person because this is
prohibited by the electoral law. Any identity confirmation
signs, e.g. biological ones, can be used on the authentication
server. This server is not subject to voter audits as it does
not contain information related to the issues of distrust.
Therefore, proprietary software can be used here. This
server’s task consists in responding to requests from the
voting server. The requests contain only the voter’s ID
while responses contain permission or prohibition. In the

() M Enter the code *
< C BB A 91.198.50.130:29500/PW3959900.html

f) Anpece ) Mourz

case, the number of attempts to enter the

code is limitless and the last code received
by the server is considered valid. After completion of the
period of entering the voting codes by voters, the server
will provide access to the data of the voters who entered the
codes. This data is used at voting stations to prohibit the is-
suance of paper ballots. Voting codes are stored exclusively
in the server’s RAM to which only the application program
has access. The form of the voter’s dialogue with the server
during voting is shown in Fig. 10.

The server counts the voter’s vote only if the code is
correct but the message about the vote receipt is sent if
only the first two characters of the code are correct and the
message has the form shown in Fig. 11.

Thus, the voter is given the opportunity to mislead at-
tackers since it is possible to vote fictitiously with a wrong
code as many times as you like. At the same time, it is im-
possible to distinguish a real vote from a fictitious one by
their external signs.

E MoatsepauTe geicTBne Ha cTpaHuue 91.198.50.130:29900

Enter your voting code

Enter the voting code

10 to 16 characters per lat. register

o Connection code: ALDED4CA

Polling Station No. 999900

n ke

Fig. 9. The form of a dialogue between the voter and the voting server when entering the code
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O 1. Honesty

0 2. Decency

0 3 Savvy
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O 3. Effective decision-making

® 0. I refuse the choice

Bulletin No.2 on Attitudes to Income Tax
1.1 think this tax should be mcreased

3 21 think this tax should be left unchanged
3. I think this tax should be reducedn
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Fig. 10. The form of a dialogue between the voter and the server during voting




X | [§91.19850.131:60130/QIMO

(0} WAL D S No,599300

< C 88

) Angexc B Mowra

A 91.198.50.130:29900/AV929900.htm|

B e e —

MoaTeepavTe geAcTBWE Ha cTpaHuue 91.198.50.130:29900

Your vote is accepted.

Polling Station No. 999900

Bulletin No.1 Your attitude to leadership

‘What trait of executives do you consider to be the most important?
O 1. Honesty

0 2 Decency

. Savvy

. Punctuality

. Effective decision-making

© 0.1 refuse the choice

&

® B & O

Bulletin No.2 on Attitudes to Income Tax
1.1 think this tax should be increased

@® 2.7 think this tax should be left unchanged
(3.1 think this tax should be reduceds

v @

Connection code: 2ACCTC58

Fig. 11. Message to the voter on his vote receipt by the server

6. Discussion of results of the development of principles
and study of audit tools and methods of data protection
in electronic voting systems

Students who created the voting system that could be
trusted by voters were dependent only on their own ini-
tiative. At the same time, everyone could make proposals,
implement them and act as an expert. The best technical
solutions were selected through repeated checks with the
participation of hundreds of voters. Thanks to seven years
of work, it was possible to obtain an onfine voting system,
operation honesty of which leaves no room for doubt. Any-
thing that may be in doubt is audited in this system. For a
complete check of the application software the capacity of
which was minimized, no high qualifications are required
but an average level of knowledge of HTML and JavaScript
is sufficient.

Note that according to the plan of the government
of Ukraine dated June 12, 2019, No. 450-r [23], the im-
plementation of electronic voting is primarily entrusted
to higher educational institutions. This approach differs
significantly from the one that existed in other coun-
tries which relied entirely on professional developers. As
a result, they received a stream of criticism because of
the impossibility of ensuring
the trust of citizens as de-
scribed in studies [1, 11, 12].
Thanks to this approach, the
idea expressed in [24] was
implemented where it was
recommended to follow the
path of simplifying the new
voting systems instead of
complicating them. In fact,
this study was based on the
idea of creating simple and
auditable electronic voting
systems that was not support-
ed by professional developers.
The idea of simplification is
not attractive for profession-
als as it can negatively affect
their funding. As analysis of
recent electronic voting sys-
tems shows, they continue to
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be complicated [14]. But the idea of simplification was
supported in the student study [25] where openness and
simplicity are promoted to the fore in order to ensure vot-
er trust. Voters will be able to get rid of distrust only if the
audit is widely available from the beginning of voting to
the completion of the vote count. Auditing the electronic
voting systems requires knowledge acquired in educa-
tional institutions. In addition, if students are engaged in
development and operation in the learning process, then
the software and hardware solutions will be simple and
understandable. Students have been using this system to
elect representatives to their student government bodies
for more than three years at Kyiv National University of
Construction and Architecture. Access to the system is
open through the site http://vybir.knuba.edu.ua/.

The general view of servers on the provider’s platform
is shown in Fig. 12.

This system is capable to conduct experimental voting
in Ukrainian, English, and Russian. Since October 2020,
the Academic Council of the University has been using this
system to conduct secret polls [26]. Using this system, the
Ukrainian Red Cross Society has successfully held elec-
tions to the governing bodies on December 4, 2020. Voters
voted without leaving their cities all over Ukraine.

PR L RELLLL
s IMALT

CINEL]
bty JEHULIAC T

For experimental ot

Fig. 12. General view of voting servers on the provider’s platform




The need for knowledge in the IT field should be at-
tributed to the limitations of the audit concept proposed in
this study. However, this knowledge is rapidly spreading in
recent years. Even if 1-2 % of voters can become full-fledged
auditors, this may be enough to earn voter confidence in the
voting system.

As a disadvantage of the system, it should be pointed
out that the voting results in a form of readings of the vote
counters are stored only in RAM. This is good from the
point of view of the impossibility of disclosing information
about who and how voted, however, it does not enable resto-
ration of voting results, e.g. in a case of failure of the server
power supply. At the same time, the only way out of this sit-
uation consists in conducting a repeat voting. It is possible to
combat this drawback by saving the RAM image on another
computer but this will complicate the system which in its
turn will complicate the audit procedure.

To further improve the proposed technology, it would be
advisable to create a specialized OS with two types of users
for management and auditing. In doing so, all control com-
mands are recorded and audited at the OS level. In addition,
it is possible to remove a lot of unnecessary things keeping
only what is necessary for the application program to work.
Then it would be possible to simplify the audit procedure and
get rid of all fears associated with accidents and emergencies.

7. Conclusions

1. Principles of a widely available audit of all those soft-
ware and hardware means and processes of the online voting
system which can cause voter distrust have been developed.
This audit is carried out using a dedicated server open to
voters and their fiduciaries. This server provides continuous
monitoring of actions of the service personnel in terms of
possible emergency interference in the operation of the voting
system. Also, due to this server, auditors receive data on the
integrity of the voting system hardware and software includ-
ing its audit tools and an alarm signal in the event of a threat.

2.In order to ensure a full audit, the following set of
measures is proposed. First, voting servers are installed and
launched under the supervision of voters or their fiduciaries
during a period when there is still no critical information
on the servers. Secondly, after launching the servers, voters
continue the audit remotely using their specialized servers
without losing information about interference with the
system. Thirdly, all software and hardware solutions are
simple and open which minimizes time for their full audit.

As aresult, causes of the manifestation of voter distrust were
eliminated.

3. Absolute protection is provided during the transfer of
confidential data via the Internet channels through the use
of well-known methods of perfect encryption. Attempts to
intermediary attacks are detected by voters when establish-
ing communication with the server. This makes it possible to
timely prevent attacks.

4. Average time for processing requests by the voting
server is about two seconds. This means that in a case of
simultaneous access of 50 voters to the server, waiting time
in the queue will not exceed two minutes which fully meets
the voting system requirements.

5. To eliminate illegal influence on voters by bribery or
other methods of moral or forceful pressure, voting technol-
ogy was used which allows the voters to conduct fictitious
voting to deceive intruders. This technology does not allow
anyone, except the voter himself, to know the actual result
of his vote.
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