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3ACOBHY 3BEPEXXEHHS, ONPAIIOBAHHA TA 3AXUCTY JIAHUX BATATOPIBHEBOI
CUCTEMMU YIIPABJ/IIHHA EHEPTOE®EKTUBHICTIO PETTIOHY

BusznaueHo, mo a1t eeKTHBHOTO YIIPaBIiHHS eHeproe()eKTUBHICTIO OaraTopiBHeBa CHCTEMa YIIPaBIIiHHS TOBUHHA 3a0e3nedyBa-
TH 30ip €HepreTHYHNX JAaHUX y PEATFHOMY Yaci, CTBOPSHHS €IMHOTO iHGOpPMAIifHOro MpoCcTOpy 3 JOCTOBIPHOIO, TIOBHOIO Ta OIepa-
THUBHOIO iH(OpMaIi€ro, 3aXHUCT JaHMUX BiJ] HECAHKI[IOHOBAHOTO JOCTYIy, 30epiraHHs, ONpalIOBaHHS], aHAIi3 HAKONWYEHHX JAHUX,
IIPOrHO3YBaHHS eHeproe(eKTHBHOCTI, BU3HAYEHHS IIUISIXiB 3MEHIICHHS TEXHOJIOTIYHIX 1 HEBUPOOHUYNX BTpAT eHepropecypcis. Pos-
pobIIeHO CTPYKTYPY 3ac00iB 30epekeHHsI TPUPIBHEBOI CHCTEMH YIIPABIiHHS €HepProe(eKTHBHICTIO, Y sIKill NepIIuii piBeHb BUKOPHUC-
TOBYIOTH JUTSI 30€peXeHHS €HepreTHYHNX TaHHUX BiJl MiJNPUEMCTB PETiOHY, a IPYruil Ta TpeTiil piBHI — 30epiraroTs iHdopMmariiro Bii-
MOBiJTHO €EKOHOMIYHO-BHPOOHHYOTO Ta TEXHOJIOTYHOTO XapakTepy Mpo AisUIbHICTE MiqpreMcTBa. Po3pobieHo cTpykrypy iHdopma-
LilfHO-aHAIITHYHOI CHCTEMH, OCHOBHIMH KOMITOHEHTaMH sIKoi € 3acobu: ETL, 30epexeHHs Ta 3aXHUCTY JaHMX, aHATITHYHOTO OIpa-
IIOBaHHS, HaOyBaHHS 3HaHb, IHTENEKTYalbHOTO aHAJi3y NAaHUX, NPOTHO3YBAaHHS €HEProe(eKTHUBHOCTI, MIATPUMKH HPUHHATTS pi-
nIeHs 1 Bizyamizanii. BuOpano migxoxu B iHTerpamii Ta KOHCOJAIii JaHUX 1 chOpMOBaHO Mepertik 3a1ad Ay 3acCo0iB ONMpaIlOBaHHS
naHux. Po3pobiieHo 3aco0M 3aXHCTy JaHUX Yy CXOBHIII BiJl HECAHKIIOHOBAHOTO HOCTYITY Ha 0a3i HelipoMepekeBUX TeXHOIOTIH.

Knrouogi cnosa: indopmariiiHo-aHaIITHYHA CHCTEMa; CXOBHIIE JAHUX; pealbHUN Jac; HeHPOHHI Mepexi.

Beryn. BaratopiBHeBa cucTeMa YIpaBlliHHS €HEpPro-
edexrusHictio periony (BCYEP) cknanaerses i3 inpopma-
Li{HO-aHAJTITUYHOI CUCTEMH Ta IHTErPOBAHUX aBTOMATH30-
BaHux cucteM ynpasiiaas (IACY) nixnpuemcrsamu, opra-
Hi3allisIMH Ta YCTAaHOBaMHU PErioHy, SIKi 3a0e3NedyroTh MO-
HITOPUHT €HEPTOCIOXUBAHHS PECYPCIB Y PEXHUMI peabHO-
ro 4yacy. baraTopiBHeBe ympaBiiHHS Iependadae iHTerpa-
1ito iH(pOpMaIifHUX pecypciB MiAMPUEMCTB, OpraHi3amii
Ta YCTAaHOB i 3a0€3IeUeHHs JOCTYITy 10 HeOOXiaHOl iH(Op-
Marlii B OyJIb-KWiA 9ac i3 pi3HUX 3ac00iB.

V cknang BCYEP moBuHHI BXOIWTH KOMIIOHEHTH, SKi
3/IaTHI IHTErpyBaTH JaHi 3 PI3HUX TEPUTOPIATBEHO po3ocepe-
JDKEHUX 00'€KTIB 1 3a0€3MedyBaTH 3aXUCT JOCTYITY IO JaHUX
Ha BCix piBHsAX ympasminaa. Oxpim nporo, BCYEP noBunna
HA/IaBaTH PEKOMEHIAIIT Ta 00'eKTHBHY iH(MOPMAITIIO y 3pyd-
HOMY BUIJISIZII 3 METOIO 3a0e3neYeHHsI NPUHHATTS 00 pyHTO-
BaHMX YIPaBIiHCHKUX pilleHb (Y MEepCHeKTHBI 3 HaIliBaBTO-
MaTUYHOMY YU ITOBHICTIO aBTOMATHYHOMY PEXHMI ).

ITpn 11bOMY KOMITOHEHTH ONPAIIOBAHHS HA BEPXHHOMY
PiBHI OBMHHI OIEpyBaTu K 3 ONEPaTUBHOIO, TaK i 3 icTo-

IHpopmauisa npo asTopiBs:

pHU4HOIO iH(pOpMAIIi€lo Ta, 3a pe3yJbTaTaMu ii ONpalloBaH-
Hs, 3a0e3neuyBaT NPUHHATTS €PEKTUBHUX YIPABIIHCHKUX
pimmens. Ocobnusictio BCYEP € Te, mo BoHa € po3nomise-
HOIO CHCTEMOIO 3 Pi3HMM pPO3BUTKOM iH(opmamiiiHoi iH-
¢dpactpyktypu. Yce 1e mnorpedye MOUIYKY aJeKBaTHOI
CTPYKTYpH 3ac00iB 30epexxeHHs. He MeHIT BaXKITUBOIO IS
3a0e3meUeHHs TOCTOBIPHOCTI BXiMHOI iH(poOpMarii Ta ycy-
HEHHS HaUTMIIKOBUX YH BiJHOBJICHHS BTPauCHHUX (HAIIPUK-
Jaj1, yepes 3aBajM il yac IepeaaBaHHs JaHuX Bij EepBUH-
HUX J[aBaviB) JTAHUX € PO3pOOKa MPOrpaMHUX KOMIIOHEHTIB
orparoBaHHs AaHuX. [Ipyn IbOMY BaXJIMBUM € HAsBHICTH
e(QEeKTUBHMX NPEJIMETHO OPIEHTOBAaHMX CXOBHIN JAHWX SIK
Ha PiBHI HiJIPHUEMCTB, TaK 1 Ha piBHI perioHy. IIpeamerHo
OpiEHTOBaHI CXOBHUINA JaHUX ITOBHHHI 3abe3neuyBaru 30ip,
TIoTIepeTHE  ONpAIbOBYBaHHSA, (ibTpariito, 30epiranHs Ta
HaJIaHHS JI0CTYIY 10 JaHUX 3aco0aM OIpaIfoBaHHsI.

3 orsny Ha e, BAXKIUBAM aKTYaJIbHUM 3aBIAHHIM IS
3abesneueHHs edekrtuBHOro ¢ynkuionysanus BCYEP e
po3pobieHHs 3aco0iB 30epeXeHHs, ONpAIlOBaHHI Ta 3a-
XHUCTY JTaHHX.
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AHaJi3 ocTaHHIX JocailkeHb Ta myOJikaniil. 3a oc-
TaHHI POKHU 3IIHCHEHO 0arato MOCIHIIPKEHb Ta ITyOJIKaIli,
SIKI CTOCYIOTHCSI IUTaHb I[OJI0 PO3pOOJICHHSI OaraTtopiBHe-
BUX CHCTEM YIpaBJiHHA EHEProeeKTUBHICTIO Mix-
MIPUEMCTBOM, MiCTOM, 00J1aCTIO Ta perioHoM
(Medykovskyi, et al., 2015; Kunynets & Hrytsiuk, 2013;
Tsmots, Skorokhoda & Roman, 2016). PosrisHemo
HaWBaXKITHBIIII 3 TIUX MyOJTiKaIiii.

Y poborax (Medykovskyi, et al., 2015; O'Leary,
2000; Data Warchouse Design, 2013; Lambda Architec-
ture, 2015; Stashevskyi, & Hrytsiuk, 2013; BeyeNET-
WORK, 2013) npoanamizoBaHo apXiTekTypu OaraTopis-
HEBUX CHCTEM YIPAaBIiHHA €HEproe()eKTUBHICTIO SK OK-
peMHUX IiANPHEMCTB, TaK €KOHOMIKH perioHy. Ocolun-
BICTIO TaKMX apXiTEKTyp € Opie€HTamis iX Ha BUKOPHCTaH-
HSl Cy9acHUX 1HTEPHET-TEXHOJIOTiN Ta CXOBMIA AAHUX Ha
KO)KHOMY piBHI ynpasiinas. Henonikom HasBHHX Oararo-
pPIBHEBHX CHCTEM YIpPaBIiHHS EHEProe(eKTHBHICTIO €
BIJICYTHICTh Ha KOKHOMY DiBHI yNpaBiiHHA 3aco0iB 3a-
XHUCTY JIaHUX, 5IKi 30€piraloThCs y CXOBHUILAX JAHHX.

VY mparpix (Bertocco, et al., 2002; Chiu, Yu Hsien, et al.,
2014; BeyeNETWORK, 2015; Teslyuk, et al., 2018) 3nau-
Hy yBary IpUJiJICHO MUTAaHHAM 30MpaHHSA Ta OOJIKY eHep-
TOCTIOKMBAaHHS Ha KOXHOMY piBHI ympasiniHasa. [Ipore y
PO3MIITHYTHX Tpalsx HEAOCTAaTHBO YBAru IMPHIIICHO PO3-
poOIteHHIO 3ac00iB 30epeKeHHs TaHUX JJIs 0araToOpiBHEBUX
CHCTeM yHpaBIliHHS eHeproedekTuBHicTI0. Y podorax (Da-
ta Warehouse Design, 2013; BeyeNETWORK, 2015) moka-
3aHO, IIO JUIA TMOOYIOBH CXOBHII JaHUX BHUKOPHUCTOBYIOTH
IIBa TiaXxoau: "KITaCHYHUHN" — HAa OCHOBI peNsmiiHuX 0a3 1a-
HUX Ta Ha OCHOBI KoHIIemii Big Data.

Knacnanwmii migxin yCIiniHO CpaBis€ThCs 3 BUpIIIEH-
HAM 3aj1ad iHpopMamiiiHoi iHTerpamii BXKe HNpOTArOoM OcC-
TaHHIX gecartupid. [Ipndyomy, 3a HeoOxinHOCTI 3a0e3meun-
TH HaKONWYEHHS Ta 30epiraHHs 3pOCTalodyux OOCHTIB ja-
HHUX, 3aCTOCOBYBaJIHM €KCTCHCHBHHI METOX PO3BHUTKY iH-
(dbopmaniiiHOi CHCTEMH — IIJIIXOM BUKOPUCTAHHS HAKOIIH-
qyBadiB 3 OUTBIIOI EMHICTIO Ta OUTBII MPOIAYKTUBHOTO
cepBepHOTro 06saaHaHHg. OHAK OCTaHHIMU POKaMH BHAC-
JOK OIMPOKOTO BIPOBA/HKEHHS 3ac00iB iH(popMaTH3amii
CIOCTEPIraeThCsl IHTEHCUBHE 3pOCTAaHHS 00CATY JaHMX, iX
PI3HOMAaHITHOCTI, IHTEHCMBHOCTI HaJIXOJDKEHHS 3a OJHO-
YacHOi iX HecTpyKTypoBaHocTi. Taki JaHi CbOTOIHI BU3-
HavaloTh TepMmiHoMm Big Data (Big Data Implementation
vs., 2015; Big Data, 2013; Lambda Architecture, 2015).
[Tpn oMy kmacuyHi MeToau Hee(hEeKTUBHI JUIsl OIpallio-
BaHHs BEJIMKHX MAacUBIB JaHHX, IO ITOTpedye BIOCKOHA-
JICHHS METOJIB opraHi3amii NpoOJIEeMHO Opi€HTOBAHHX
CXOBHII IAHUX.

3a3Buyaii Texnoiorii Big Data 0a3yioTbcs Ha Kiacrep-
HUX TEXHOJIOTISIX, IIPU3HAYEHUX JUIS ITOOYIOBH CXOBHIIL J1a-
HUX Ui 300py, HAKOIIMYEHHS Ta ONpPALIOBAHHS HAJBEIH-
kux oOcsariB manux (Lambda Architecture, 2015; Big Data,
2013). CxoBuma manux Ha ocHOBI Big Data texHosmorii
3a3BMYail OPraHi30BYIOTH HA OCHOBI JIIMOJa apXiTeKTypH,
KOTpY NpPHU3HAYECHO ISl OpraHi3amii CXOBHIL, SIKIi MOXYTb
Ha/laBaT KOPUCTyBayaM MHTTEBY BiAINOBi/b, sIKa MiCTUTH-
Me HalaKTyaJbHIMI JTaHi.

VY pobotax (Bertocco, et al., 2002; Chiu, Yu Hsien, et
al., 2014; Big Data Implementation vs., 2015; Big Data,
2013; Lambda Architecture, 2015) po3riasiHyTO cucTeMu
MOHITOPHHTY €HEpTOCIIOKMBaHHS, SIK €(eKTUBHOTO 3aco-

Oy mMigBUINEHHS eHeproeeKTUBHOCTI MiJANPHEMCTB Ta
eKOHOMIKHM perioHy. OnHak y mux poOoTax Mallo yBaru
MPUIUICHO MUTAHHIM IIOAO0 pO3poOJIeHHS 3acobiB ompa-
LIOBAaHHS Ta Bi3yamizamii eHepreTMyHUx naHux. OKpim
uporo, 3 aHamizy myOmikamid (Teslyuk, et al., 2018;
Medykovskyi, = Tsmots &  Skorokhoda, 2014;
Medykovskyi, et al., 2016; Medykovskyi, Tsmots &
Tsymbal, 2013; Tsmots, Tsymbal & Tsmots, 2012;
Teslyuk, 2017; Medykovskyi, Tsmots, Tsymbal, 2016)
BUIUIMBAE, MO (GopMyBaHHA €(PEKTHBHUX YIPABIIHCHKHX
pimieHb y 6araTOpiBHEBHX CHCTEMax YNpPaBJIiHHS €HEpro-
eQEeKTHBHICTIO TPYHTYETbCS Ha PE3YyNbTaTax IPOrHO3Y-
BaHHS €HEproe(eKTUBHOCTI Ta aHATITHYHOTO W IHTEJeK-
TyaJIbHOT'O ONPAIfOBAaHHS EHEPTeTUYHUX JaHUX.

Y poborax (Bertocco, et al., 2002; O'Leary, 2000;
Chiu, Yu Hsien, et al., 2014; Data Warchouse Design,
2013; Big Data Implementation vs., 2015; Lambda Archi-
tecture, 2015) po3TIIsIHYTO TEXHIUHI Ta IHKCHEPHI ACHEKTH
po3polOiieHHs1 OaraTopiBHEBHX CHCTEM YIpPaBJIiHHS €Hep-
roe()eKTHBHICTIO, @ TAKOXK CydYacHI TEXHOJIOTIi 30MpaHHs,
nepeaadi, 30epekeHHsl, 3aXUCTy Ta ONPALFOBaHHS CHEpre-
THYHUX AaHuX. lIpoTe y pO3MISHYTHX Iparpsix HeIoc-
TaTHHO yBaru MpHUAUICHO MMTAHHAM KOMIIEKCHOT'O ITi/1XO0-
Iy 10 pO3poOJIeHHS TaKUX 3aco0iB Ta IX agamTarii 10 3a-
Jad 0araTopiBHEBOI'O YNPaBIiHHA €HEpProe(eKTHBHICTIO
periony.

3 mpoBeEeHOT0 aHalli3y BUIUIMBAE, IO PO3POOJICHHS 3a-
co0iB 30epeXeHHs, ONPAIIOBAHHS Ta 3aXHUCTy JaHHUX y Oa-
raTOpiBHEBUX CHCTEMax YIPaBIIHHS eHeproe(eKkTHBHICTIO
perioHy morpe0ye BUKOPHCTaHHS KOMIUICKCHOTO MiJXOIY,
SIKMH OXOIUTIOE CyYacHi iHTEpHET-TEXHOJIOTil, METOIH, al-
TOPUTMH 3aXUCTY Ta OIPAIIOBAHHS JaHUX, TEXHOJIOTIT 6a3 i
CXOBHIII JIaHUX.

Meta Ta 3aBAaHHS Aochail:keHHsi. Mema pobomu —
PO3pOOIIEHHS CTPYKTYpH 3ac00iB 30epekeHHsI, OTPaIffOBaH-
HS Ta 3aXMCTY JaHWX 0araTopiBHEBOI CUCTEMH YIPABIiHHSI
€Heproe(eKTUBHICTIO PErioHy.

JInst TOCSATHEHHS METH HEeOOXiJTHO BHKOHATH TaKi 3aB-
JaHHS:

® po3poduTH CTPYKTYpY 3acobiB 30epexenus bCYEP;
® pPO3POOUTH CTPYKTYPY 1H(OpMAIiHHO-aHATITHYHOI CHCTEMH
IUTsl ynpaBiiHHS BepxHiM piBHeM BCYEP;
® BUOpaTH ITiIXOI B iHTErpallii Ta KOHCOJIIallii JaHUX;
® cchopmyBaTH Hepeik 3a1ay Uis 3ac00iB ONPAIFOBAHHS TaHHX;
® p0O3pOOKTH 3aCO0H 3aXHCTY TAHUX HECAHKLIOHOBAHOTO JIOCTYILY.
OcCHOBHI pe3yabTaTu A0CailKeHHs. Apximexmypa 3a-
cobis 3bepedicenns inghopmayiunux pecypcie FCYEP. Tlin-
BHIIICHHS CHEPTOS(PEKTUBHOCTI CKOHOMIKH PETiOHY € KOM-
IUIEKCHOIO TIPOOJIEMOI0, BHPIMICHHS SKOI mependavae pos-
pOOJIEHHS Ta peati3alifo HU3KH CHCTEMHHX YIIPaBIiHCHKUX
pillIeHb SIK Ha PErioHAILHOMY DiBHI, TaK 1 Ha PiBHI OKPEMHX
MmiAnpueMCTB (opraHizamiid, ycTaHoB). BaxiuBuM iHCTPY-
MEHTOM IIiABUIICHHS CHEPTOSCPEKTUBHOCTI SKOHOMIKH pe-
riony € Bukopuctanus BCYEP. Jlns 3abe3neuenns egex-
tuBHOro ympasiinasi BCYEP, morpiOHo BUKOHYBaTH Taki
3aBJIaHHS:
® 30ip eHePreTUYHUX JAaHNX Y PeabHOMY daci;
® CTBOPEHHS €JMHOTO iH(QOpMAIIifIHOrO MPOCTOPY 3 TOCTOBIPHOIO,
MIOBHOIO Ta OIEPaTHBHOIO iH(OpMAIi€0 NUIIXOM IHTerpamii
PI3HOMaHITHHX JIaHHX 32 TOMOMOTO0 0a3, CXOBHII JaHUX U iH-
TEpHET-CepPBEPIB;
® 33aXHCT JJaHUX BiJl HECAaHKI[IOHOBAHOT'O JIOCTYITy B CHCTeMi Oara-
TOPIBHEBOr'O YIPABIiHHS €HEProe)eKTHBHICTIO;
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® 30epiraHHsi, ONMPAIIOBAHHS Ta aHall3 HAKOIIMYEHHUX JaHHX, BH3-
HAYCHHS IIUISAXiB 3MEHIICHHS TEXHOJIOTIYHUX 1 HEBUPOOHHYIHX
BTpaT €HEPropecypcis;
® [IPOrHO3YBAaHHS Ta YHPABIiHHS €HEProe()eKTHBHICTIO €KOHOMI-
KOIO PETioHy.
Jlis iHrerpanii iHdopMariiiHuX pecypciB y ramysi enep-
roedeKTUBHOCTI pO3pO0JICHO CTPYKTYPY 3ac00iB 30epexkeH-
Ha nanux BCVYEP, sky waBeneHo Ha puc. 1, ne: ETL

TrdopMaIliifHo-aHATITHYHA CHCTEMA

(Extract, Transform, and Load) — 3acobu BuiimanHs, reper-
BopeHHs Ta 3aBaHTaxkeHHs; CI ®E — cxoBumie manux i-
HaHCOBUX i ekoHOMiuHUX; CJ] Tex — cxoBHINE TaHUX TeX-
HojoriyHux; N — Kimbkicte mignpuemctB (Medykovskyi,
Tsmots & Podolski, 2013; Kunynets, & Hrytsiuk, 2013;
Tsmots, Medykovskyi & Tsmots, 2017).

1-#1 pipeHB

I
|
|
I VIPaBITIHHS eHeproeheKTHBHICTIO PET10HY
|
i
|
|

ETL > 3acobn CxoBHIIE
sacobH | 3aXUCTY "| inTerpoBanix marmx
Cxopume jlammix |~~~ T
(XMapHHI cepBic) |4

—————————————————— 1 |
[ACY mimmpremcTBa 1 _} L TACY mmmpuemcta N I
2-ii piBeHD | | 2-ii piBeHDL |
| | |
3aco0u | G| ETL 3acobu Cho |l
3aXUCTY OE I I 3acobu | |3axucTy OE I
| | |
D 1 FT T T T T T T T T T T~ 1
3-It piBeHb I I 3-11 piBcHb I
3acobu CJI I I ETL 3acobu CI I
3aXHCTY A Tex I Tep/Ip ! 3aco0H | [3axucTy Tex I

Puc. 1. Ctpykrypa 3aco6iB 30epexeHHs iHpopMmariiHux pecypciB y BCYEP

Pospobnena apxitekrypa BCYEP € TpupiBHEBoOIO.
[epumii piBeHb ynpaBiiHHSA — iHGOpMaNiHHO-aHATITHYHA
CHUCTEMA, Ky BUKOPHCTOBYIOTH Ul YHPABIiHHA €HEpPro-
eQEeKTUBHICTIO MANPHEMCTB perioHy. [pyruii Ta Tperiid
piBHI ynpaBiiHHS NpU3HAYEHI IS YHPABIiHHS BiAIOBix-
HO €KOHOMIYHO-BUPOOHHMYOIO JIiSUTBHICTIO Ta TEXHOJIOTIY-
HUMHM TIpollecaMy Ha MiANpHeMCTBax periony. Ha mepmo-
My piBHI yIpaBJiHHSA 30€epiraerbcsi onepaTHBHA Ta iCTO-
puuHa iH(OpMAIis IPO EHEeProCIOKUBAHHS MIANPUEMCTB
periony. Ha npyromy ta Tperbomy piBHI 30epirarorbcs
OTIepaTUBHI Ta iCTOPWYHI JaHi BiJIMOBITHO PO €KOHOMIY-
HO-BUPOOHWYY JiSUIBHICTh Ta TEXHOJIOTIUHI INpOLECH Ha
T IIPUAEMCTBI.

OcnoBaumu ocobsmBoctaMu BCYEP e: Benmukwuii odcsr
JIaHMX Ta X PI3HOMaHITHICTB; CyIIEPEWINBICTh 1 HETIOBHOTA;
BHCOKA IHTEHCHUBHICTh HAJXO/PKEHHS BXiHHX JAHUX Ta He-
00XigHICTh 3a0e3MeUeHHs IX NMPHB'S3KH /0 €IUHOI LIKaJIN
9Yacy 3 METOI0 OJHO3HAYHOTO 1 HECYNEepewInBOro ix mo-
nmanemoro 30epiraHHs Ta omparroBanHsA. Lli ocobnmBoCTi
MOBMHHI OyTH BpaxoBaHi IijJ 4ac BHOOPY Y PO3pOOIICHHS
3aco0iB 30epexenns bCYEP.

OCHOBHMMHM KOMITOHEHTaMH 30epexeHHs iH(popMa-
uiitaux pecypcis y BCYEP €: cxoBuie 1aHuX y XMapHOMY
cepsici, ETL 3aco0u, cxoBwIile iHTErpOBaHHMX NaHWX Ha
MIepIIOMY PiBHI YHNpPaBIiHHS, CXOBHUINA (DiHAHCOBO-EKOHO-
MiYHHX i TexHoJoTriYHUX HaHuX y [ACY Ha KOoXHOMY Tij-
MIPUEMCTBI, 3aCO0M 3aXHCTY BiJ HECAHKI[IOHOBAHOTO JIOCTY-
Iy /10 CXOBHIII JJaHHX.

CxoBHIlIe JaHUX y XMapHOMY CEpBiCi Ma€ BiAKpUTI iH-
Tepdelicu JuIs HOCTYIy Ta ITyOjikamii iHTErpoOBaHHX Ja-
HUX, YIPaBIIHHSA SKUMH 3JIHCHIOETHCS XMapHHM CEpBi-
coMm. JlocTynm MO mHMX JaHUX MOXE 3MiHCHIOBATH OyIb-
SIKMM KOPUCTYBa4 Mepexi [HTepHeT 3a JomoMororw myo-

JYHUX, JOKYMEHTOBAaHUX iHTepQeiciB nocTymy, sKi Ha-
Jla€ XMapHUH cepBic. 3a HAKONTMYEHHS JaHUX Y XMapHOMY
cepsici Oe3rocepeIHbO BiAMOBIAAIOTH ITiAIpHEMCTBa (yC-
TaHOBM) perioHy. [aHi 3 mianpueMcTB (yCTaHOB) 3amuUCy-
IOTHCSl y CXOBHIIE TaHUX Y XMapHOMY CEpBici 3a JJOTTIOMO-
roto iHrepdeiicis, sxi 6aszyrorbess Ha HTTP mporoxodi.
Jnst poOGOTH 31 CXOBHIEM [aHUX Yy XMapHOMY cepBici
nponoHytoTs Bukopucraty inrepdetic 3 HTTP REST npo-
TOKOJIOM, SIKUH € MpOoCTHM 1 yHi(ikoBaHMM iHTepdeiicom
st poboTtu 3 Mepexero. Llelt iHTepdeiic Hamae KOpUCTY-
BayaM 3MOTY SIK HAaIpsAMY IyOJKyBaTH YW YWTATH AaHi 3
cepaicy, Tak i pobuTy 3anuTy Ha kepyroui aii. [Tpukmagom
TaKuX JAi MOXXe OyTH 3aIuT Ha BCTAHOBJICHHS CEpBiCOM
MTOTOKOBOTO unTaHHA MaHuxX Ha ocHOBI TCP cokeri. Cep-
Bic MOXXe HajaBaTH (aiiyoBi iHTepdeiicn as myomikamii
¢aiiniB i3 manumu. Takumu iHTEpdelicaMu MOXYTb OyTH
FTP cepBepu, nokanpHi (aiiyioBi cucTeMH UM XMapHi
¢aiinosi cucremu, Hanpukiaa taki sk AWS S4. Pearniza-
LISl CXOBHUIIA IAHUX Yy XMapHOMY CepBici MOXKJIMBA 3a J0-
IIOMOTOI0 TOITYJSPHUX XMapHUX CEpBICIB, TaKHX SK:
AWS, Azure i Google Cloud.

Ingpopmauiiino-ananimuuna cucmema. J{ns ynpapmnin-
HS €HepPTroe(DEKTUBHICTIO ITiJIPUEMCTB PETiOHY pO3POOICHO
CTPYKTYpY iH(pOpMaIiHO-aHAIITHIHOI CUCTEMH, SIKY HaBe-
JieHo Ha puc. 2. OCHOBHUMH KOMIIOHEHTaMH TaKOl CUCTEMH
e: 3acoou ETL, 3acobm 3axucry, cxoBume nanux, OLAP
(Online Analytical Processing, iHTepakTHBHA aHaTITUYHA
00pobxa) ta BI (Business Intelligence — nHaOyBaHHS 3HaHB
13 BUKOPHCTaHHSIM Pi3HHUX arapaTHO-IPOTPaMHUX TEXHOJIO-
riif), Data Mining (iHTeneKTyaabHMI aHalli3 aHWUX ), 3aCO0H
MIPOTHO3YBAHHS EHEProe(EeKTUBHOCTI, MIATPUMKH IpHH-
HATTS pillIeHb 1 Bi3yaizarii.
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Puc. 2. Crpykrypa inpopmaniitno-ananirnanoi cucremu BCYEP

OcHOBOIO cx0BHIIA iH(OPMAIIIIHO-aHATITUYHOI CUCTe-
MU € 0a3a TaHWX, K4 MICTHTh ICTOPUYHI, TaK 3BaHi CHpi Ja-
Hi (raw data). Jlani y cxoBuii 30epiratotbcsi B CTPyKTYpO-
BaHii 1 3pydyHill VI aHATITHYHOTO OIPALIOBAHHS (OpMi.
CXOBHIIE JaHUX HAJA€ 3MOTY MPALIOBATH 3 BEIMKUMHU 00-
csiraMH JIaHWX y pi3HUX (opmarax, SIKi iHTerpoBaHi 3 pi3-
HUX JDKEped, Ta 3a0e3revyBaTH MiATPUMKY OJHOYacHOI po-
6ot 3 OGaratbMa KOpHCTyBauyaMH. MeTa/iaHi CXOBHIIA Mic-
TATH MIMPOKUH Habip iHpopMarii, sKa Hajgae AaHi Ipo Ko-
pHCTyBadiB Ta IpaBa AOCTYITy, 3a0e3neuye KOH(IrypyBaH-
HS CXOBHIIA. Y CXOBHILI BUKOPHCTOBYIOTH Staging 00JacTs,
sIKa TIPEACTABISAE COOOI0 TUMYACOBI TabmwIi st 300py Ja-
Hux ETL mpouecamu. Y cxoBuliax JaHUX BHKOPUCTOBY-
I0Th BITPUHH, Ji¢ 30epiraeThbesl TIJIBKA YaCTHHA BCIX JaHHX B
arperoBaHoOMY BUIJISA[I, SIKI BU3HAYAIOTH NMAapaMeTpH EHep-
roedextuBHOCTI. OxpiM mporo, cxosuire Hamae OLAP (on-
line analytical processing) Ta BI (Business Intelligence) 3a-
cobu, sIKi 3a0e3NeuyroTh OIpaIfoBaHHs 1 Bi3yaizarito jaa-
Hux. s peanizauii i Hazanas noctyny 10 OLAP texHoio-
rii y cxoBumi BuUkopuctoBytoTh OLAP cepepu. Kopucty-
Bavi MOXYTh OTPUMATH JOCTYII 0 KX 3aCO0IB SK HANPIMY
yepe3 iHTepdelicn, Tak i depe3 HporpamHi J0JaTKu (xec-
KTOITHi, BeO 91 MOOLITBHI).

Po3risiHyTO MOXIIHMBICTD peaizalii CXOBHIA JIAHUX Ha
OCHOBI KJTACHYHUX ITiJIXO/IIB i3 BUKOPHUCTAHHSAM PEJISIIiHHIX
6a3 manux, Takux sk: Oracle DB, MS SQL Server. Ilepesa-
raMy TaKUX CHCTEM € LIMpOKa MiATpUMKa 3aco0iB iHTErpa-
il Ta npexcTaBiIeHHs JaHuX. HemomikamMu cucteMH € 1iat-
Ha JIIIEH31s Ha BUKOPUCTAHHS Ta TPYIHOIII 3 TOPH30HTaAIIb-
HUM MacuITaOyBaHHSIM.

3anponoHOBaHO peali3yBaTH CXOBHILE JaHUX Ha OCHO-
Bi Big Data TexHooriif, sike Hagae 3Mory eeKTHBHO 30¢-
pirati, ompanbOBYBaTH Ta HaAaBaTH AOCTYH IO BEIMKHX
o0csTiB JaHMX y po3noniieHoMy pexumi. OKpiM 1boro,
i TexHosorii 3abe3neuyroTh e(QEeKTHBHE OIpAIIOBAHHS
HECTPYKTYpOBAHNX MAaHHUX 3 BHCOKOHABaHTAXCHUX 1 pi3-
HOMaHITHHAX BXIJHUX JDKEpeN JaHWX Ta IiJATPUMYIOTH Be-
JUKY KiJbKicTh KopucTyBauiB. Jlo Big Data texnoiorii,
Ha OCHOBI SIKMX ITPOIIOHYETHCS peaii3alis CXOBHIIA Ja-
HUX, 3alPONOHOBAaHO BUKOpUCTaTH Taki NoSQL pimeHHs:
0a3u manmx Cassandra, HBase, MongoDB, DynamoDB,
Impala, Druid; momryxosuii pymiii Elasticsearch; posnoi-
neHi ¢ainosi cucremu Hadoop HDFS, Amazon S3; 6po-
kep nosigomiens Kafka. 3anpomoHoBaHO BHKOPHCTOBY-
BaTH pensniiiHi 0a3um pgaHmx, Taki sk MySQL Ta
PostgreSQL, sik cxoBumIa st METalaHuX, a AJIs ONpaLto-
BaHHs Aanux Ta moOynosu ETL mpomeciB: Spark, Flink,
Storm, HIVE, Presto, Akka. BinbmiicTh HaBeaeHUX TeX-
HIYHUX 3ac00iB MaloTh BiIKPUTHI NPOrpaMHHUHA KOX Ta
0e3KOITOBHI U1 BUKOopHcTaHHA. CxoBuIle Ha ocHOBI Big
Data TexHoJorii 3a0e3neuye iHTErpamio Ta ONpPaILIOBAHHS

BEJIMKHUX OOCSATIB MAaHMX, THYYKICTh Ta TOPH30HTAJIbHE
MaciTaOyBaHHS.

3amporionoBano, mobd IACY mianpueMcTB (ycTaHOB)
myOJIiKyBaJIM CBOI JlaHi y XMapHOMY cepBici Ta 3a0e3mnedy-
BaJIM 3aXMIICHICTH iX iH(pacTpyKkTypH Ta 1aHux. XMapHUH
CepBiC HaJae MUPOKI MOXKIIMBOCTI [T IMyOITiKamii JaHuX 3a
JIOTTIOMOT 00 Takux 3aco0iB: SQL 3amutu Ha ocHoBi JDBC
ta ODBC npotokonis; HTTP REST inrepdeiicis; untanns
3 TCP cokeri; ¢daitnoBux cucrem ta FTP cepsepis; creri-
amizoBanux API s MOB mporpaMmyBaHHS Ha OCHOBI Mepe-
KEBOT'O CTEKy. 3aJIeXHO BiJl TUIY Ta (HOPMATIiB JaHUX IS
CIPOIIEHHS PO3POOKH KOMIOHEHTIB 1 1X MyOJikarii mij-
MIPUEMCTBO MOJKE CKOPHCTATUCS THM YW IHIIMM iHTEp-
(eiicom myOumiKamii 1aHIX y XMapHOMY CepBici.

[IporpaMHi KOMIIOHEHTH MOIIEPEIHHOIO ONPAIFOBAHHS
JMAHUX TPU3HAYCHI I 3a0e3[eYeHHs TOCTOBIPHOCTI Tep-
BHUHHUX JaHUX, ki Haaxonsate y BCYEP. Bapro 3a3nauntu
Taki 3aBJaHHS IONEPEIHHOr0 00poOIeHHs: (inbTpyBaHHS
BXI/IHMX NEpBUHHUX JAHMX i3 JaBadiB, IIOPOroBa oOpoOKa;
BiJTHOBJICHHSI YaCTKOBO BTPAUEHMX JAaHHX Ha MEBHUX Yaco-
BHX IIPOMDKKaX; IHTEJIEKTyalli30BaHa IONEpeaHe 00poo-
neHHs. [IpyarHamMu MOSIBU HEAOCTOBIPHOCTI €, TIopsix i3 i-
3WYHUM TTOLIKOPKEHHSM JlaBada, 3001 y cucTeMax eJeKTpo-
KMBJICHHS, 3aBaJf 31 CTOPOHHU CHJIOBOTO OOJIaJIHAHHS BH-
pobHMUMX 00'eKTiB Ta 3001 y poOOTI KaHAIB 3B'A3KY. 3aB-
JaHHs QUIBTPYBAHHS NEPBUHHUX JAHHUX, IOPOTOBOI 00p00-
k1 BuKoHYI0ThCsl ETL 3aco6amu nepBUHHUX cHCTEM 300py
naHuX. [HTENneKTyalizoBaHy morepenHio oOpoOKy NpH3Ha-
YEHO /TSI MOXKJIMBOTO BiATBOPEHHSI BTPAuEHHWX BUMIpIB i3
JlaBava Ta aHali3y JOCTOBIPHOCTI Ta HECYNEPEWINBOCTI OK-
peMoro napamerpa, MOpiBHAHO 3 iHmmMH. Pearnizamis 3aB-
JIaHb BiJIHOBJICHHSI YaCTKOBO BTPAUCHMX JAHUX Ha IIEBHUX
YacoOBHX IPOMDKKax NOTpeOye 3acTOoCyBaHHS amapary
IITYYHAX HEHPOHHUX MEPEX, SKY ITOTPiOHO peasi3oByBaTH
3a JonoMoror cyuacHux SoC cucrem.

ITioxoou 0o inmeepayii ma kounconioayii oanux. Bax-
JIMBOIO OCOOJIMBICTIO CXOBHIIA JAaHUX € HEOOXIIHICTh 1H-
Terpauii JaHWX, 3aluc sIK CUPHX, TaK 1 y3aralbHEHHX Ja-
HUX. Bu3HayeHo OcHOBHI MOHATTS Teopil inTerpamii. Te-
opis IHTErpalii JaHuX € IMiIMHOXXHHOIO Teopii 0a3 JaHuX i
(opmastizye OCHOBHI HOHSTTS 3 JIOTIOMOT'OIO JIOTIKH IIep-
moro nopsaaky. Cucremy inTerpamii manux (opmaiabHO
BH3HAYAIOTh SIK Tpiliky <G, S, M>, ne: G € rnobaibHOI0
cxeMoro (abo CXeMOI0 MOoCepeaHHKa), S — MHOXKHHA CXEM
PI3HOPIMHUX JDKepen maHuX, M — BimoOpaskeHHS MiX 3a-
IMUTOM JDKEpea i 3alUTOM TI100ansHoi cxemu. G i S moxa-
I0Th BUPa3aMH MOBH, ayi(paBiT KOl CKIANAETHCS 31 CHMBO-
JIiB, IO BCTAHOBIIIOIOTH BiJOOpa’keHHS MK CHMBOJAMH,
NpUTaMaHHUX 00OM cxeMaMm (TyT Teopis iHTerpamii me-
pemieTeHa 3 poOoTamMM IOAO iHTerpamii AaHUX depes
CTBOpPEHHSI METaMOBH). BinoOpakeHHs M ckiamaerbes 3
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TBEepJPKEeHb Mix 3amutamu Ha G 1 3amuramu Ha S. Y BU-
MajIKy, KOJM KOPHUCTYBadi CTBOPIOIOTH 3alMTH 32 CHCTE-
MOIO iHTerpanii JaHuX, BOHH BCTAHOBIIIOIOTH 3B'SI3KH MiX
eIeMEHTaMH B TIIO0ANBHIA cXeMi Ta cxeMi keperna. basza
JIAaHWX Yepe3 CXEMU BH3HAYA€ThCS SIK MHOXKHMHA HaOOpiB,
10 OJHOMY ISl KO>KHOTO BijtHOIIEHHS (y pesiiiiiHol 6a3u
nanux). basy nanux BiAMOBiIHOTO pKepena cxeMu S Oyre
CKJIaIaTHCS 3 MHOKHH KOPTEXIB ISl KOXKHOTO 3 Pi3HOPI-
HUX jpKepen nanux. Lle equne mkepeno 06a3u maHuX Hac-
npaBi MoXke OyTH MHOXKHHOIO HENOB'S3aHUX 0a3 JaHHX.
Ba3y manmx, cxema SKOi BIAIIOBiZa€ BipTyadbHIH cxemi
nocepequuka (G, Ha3WBAIOTHh INIOOATBHOIO 0a3010 JAHMX.
I'mobanpHa Oa3za maHWX Mae 3aJ0BOJBHATH BiT0OpakeHHS
M ctocoBHO BUXiAHOI 6a3u naHUX. YHHHICTE IIHOTO Big00-
paKEHHS 3aJIeKUTh BiJ Xapakrepy 3B'sI3Ky Mix G iS. €
ZIBa CIIOCOOM MOJEJIFOBAHHS L€l BIAIIOBIAHOCTI: II100ajb-
it (Global As View, GAV) i nokansauii (Local As Vi-
ew, LAV). ¥ GAV nigMHOXMHa KOPTEXiB, 5Ky BimoOpa-
Kae TOoCepeHUK, € Habarato MEHIIOI, HiK MHOXXHHA
KOpTexiB ukepen manux. Y LAV KiJIbKiCTh KOPTEXIB TII0-
0ampHOI cXeMHu € Habarato OUIBINO0, HiX KUTBKICTH KOp-
TeXIB y Jpkepenax gaHux. Tomy B LAV-cucremax gacro
3HAaXOJIMMO HEITOBHI BIAIOBIII.

VY migxomi GAV s iHTerpatii JaHuX po3pOoOHUK CHC-
TeMu Oyze crepury po3poOisTH ITOCEpeIHUKIB JUII KOX-
HOTO 3 JpKepen iHdopMarii, a moTiM po3poOHUTh TI00ab-
HYy CXeMy JUIsl HUX. Y I[bOMY BUI/IKy BEJIMKa 3HAYHY Yac-
TUHY 3YCHJIb 30CEPEPKEHO Ha HAINMCAHHI IPAaBHIBHOTO
KOy HOCEPEIHMKA, 10 MOXKEe OyTH CKJIaZHUM, SKIIO Ta-
KHX JDKepenl € 0arato, 1 KUTBKICTh IX ITOCTIHHO 301Jb-
LIYETHCS, OCOOJIMBO II€ aKTyaJIbHO JJISi MPOCTOPIB JaHUX.
3 ixHmoro Ooky, B LAV mnepBuHHa 0a3a maHUX Moje-
JIIOETHCS SIK CYKYIHICTh MorisaaiB Ha G. Y bOMYy BUIIAJIKY
M 3icTaBisie KOOKHOMY eneMeHTy S 3amuT 1o G. J{o Toro x
TouHi 3B's3kM MK G 1 S He 3aBkau BuzHaveHi. [lepeBara
MoznemoBanHs LAV monsrae B ToMy, IO HOBI JpKepesa
MOXYTh OyTH JOHaHi 3 HabaraTo MEHIIMMH 3yCHILISIMU,
HiXK y cuctemi GAV.

OmnpalroBaHHs 3alUTIB Yy CHCTEMax IHTEerpamii JaHuX
3a3BU4ail BimoOpakaeTbCsA 3a IOIMOMOTOI0 00'eaHaHHS. Y
GAV-cuctemax po3poOHHK MOCEpefHUKa MHIIE KOA, M[00
MepeBU3HAUYNTH 3anuc. Ko)KeH eeMEHT y 3aIiTi KOPHUCTY-
Baya BiIOBiJa€ MPABIITY 3aMiHH TaK CaMo, sIK KOXKEH eJe-
MEHT TJI00abHOI CXEMH BIJNIOBIAE 3alUTy 110 JPKEperna.
OmnpairoBaHHs 3aIUTiB IIPOCTO PO3IIMPIOE T 32 3aru-
TOM KOPHCTyBaya BiAIOBIHO JIO IIPaBHJIa, 3a3HAYCHOTO Y
MocepelHNKa 1, BHACTINOK LbOI'O 3aIlUTH CTalOTh EKBiBa-
neHTHi. HaliepekTUBHIIIMM 3 adropuTMIB Iiepes3arucy 3a-
muTiB 11t GAV e TSIMMIS.

Y LAV-cuctemax npotiec nepenucyBaHHs 3alUTIB € pa-
JIMKaJIbHIIINN, OCKITBKM HEMAa€ MOCEPEeTHMKA, SIKMH MOXKE
BCTaHOBHTH BiATOBIIHICTH 3 TI00abHOIO cxemoro. Cucre-
Mi iHTerpamii HeoOXiHO BHWKOHATH IIOIIYK IO BCHOMY
MIPOCTOPY MOXKJIMBUX IHUTaHb JUIS TOTO, 100 3HAWTH Ti, SIKi
Bi/IIOBIAIOTH 3aITUTYy KOPHCTYBada. BHacioK nepesanu-
Cy € MMOBIpHICTh OTPHMAaTH HEEKBIBAICHTHWH 3aluT, alie
Takdid, M0 HAWOLIBINE BiIIIOBiAa€ 3aMUTy KOPHUCTyBaya,
BHACIIJIOK YOT'O 1 BUHMKAE HEBU3HAYCHICTh Y BIAIOBiMI Ha
3armuT. Anroputv MiniCon BBaKarOTh HAWKpAIIUM CEpel
ITOPUTMIB IIepe3anucy 3anuris st LAV.

PosrnsgayTo migxim Mo KoHcomimarii gaHux. Bin Oa-
3yeTbes Ha ocHOBI ETL mpomnecis Ta 30epexeHHs y3TopKe-
HUX JIAHUX y CXOBHINi. 3alpOIIOHOBAHO BMKOPHCTOBYBATH
koHuennito Data Lake. Konmenmist nepenbavae 3aBaHTa-

KEHHSI y CXOBHIIE BCIX JaHUX i3 JHKEped B OPUTiHAIBHOMY
BUTIISII Oe3 arperaniii Ta epeTBopeHsb, IO JIa€ 3MOTy Ipa-
LIOBAaTH 3 JaHUMH Ha HAWHIKYOMY piBHi. 3a moTpedu Mox-
HAa 3BEPTaTHCS JO arperoBaHHUX YU MONEPEAHBO OIPaLbOBa-
Hux obnacreéi mamumx. Konmenmiss Data Lake miarpu-
MY€eThCs TexHoJorielo Big Data.

3acobu onpayrosanns enepeemuynux Oanux. Y TPUPIB-
HeBiit BCYEP Ha ko)xHOMY piBHI YNpaBJIiHHS BUKOPHCTO-
BYIOTB SIK CIUJIBHI 3aCO0M OIpAIfOBaHHs, TaK 1 CIeIiai3o-
BaHi JuIsl KOHKpeTHOro piBHA. Ha nepiroMy piBHI ynpaBiiH-
HS (BEpXHil) 37IMCHIOETHCS YIPaBIIHHA EHEProe(eKTHB-
HICTIO MIiANPHUEMCTB PETioHy. 3acoOu ONpaloBaHHS Mep-
IIIOTO PiBHS YNpaBJIiHHSA MOBHHHI 3a0e31euyBaTH BUKOHAH-
HS TAKUX 3aBJIaHb:

® ronepeaHio 00poOKy Ta OLIHIOBAaHHS JAaHUX Y peaJbHOMY daci 3

BUKOPUCTAHHAM HITYYHUX HeﬁpOHHHX MEPEK;

® [1epEeTBOPEHHS PI3HOTHUITHHUX 0araTOBUMIPHHX JaHHX Y Bi3yalb-
Hi 00pasy;
® iHTENCKTyaIBHHUI aHai3 JaHHX 1 Oi3HeC-aHAIITHKA;
MIPOTHO3YBAaHHS €HEeProe()eKTHBHOCTI EKOHOMIKH PETiOHY;
(opMyBaHHS yIPaBIiHCBKHX PIllIEHb HA OCHOBI aHANI3y Pe3yilb-
TariB OonpamnroBaHHs;
® ONTHMI3AII0 CTPYKTYPH CIIOXKHBAHHS MaTHBHO-CHEPreTHIHUX
pecypcis;
® 3MEHINICHHSI €HeProEMHOCTI BUPOOHUITBA OJVMHMII TPOMYKIIl,

BHUKOHAHUX POOIT, HAAHUX TIOCIYT Yy OpraHi3alisX i yCTaHOBaxX

periony;

° CKOpOYCHHSA piBHfI HeBPIpO6HPI‘IPIX BTpaT NaJIMBHO-CHEPreTUY-

HUX PeCypCiB Ha MiAIPUEMCTBAX PETIiOHY.

Jpyruii piBeHb yNpaBiIiHHSI BUKOPHUCTOBYIOTH JUIS YII-
paBIiHHA BUPOOHMITBOM, CHHXPOHI3allifo, KOOpAMHALIIO,
aHaJIi30M Ta ONTHMI3alli0 BUITYCKY Mpoaykmii. Tperiit pi-
BEHb YIIPABJIIHHS 3B'SI3aHUN 3 YIPABIIHHAM TEXHOJIOTIYHH-
MU TIpOIlecaMH, KOHTPOJIEM 1 YIpPaBJIiHHAM IIapaMeTpaMu
obmagHaHHA. 3aco0M OINpAIfOBaHHS JPYroro Ta TPETHOTO
PiBHIB yIpaBiIiHHS NOBMHHI 3a0€31e4yBaTH BUKOHAHHS Ta-
KHX 3aBIaHb:

® [onepeiHe ONPAIIOBAHHS Ta OIIHIOBAHHS JAHUX i3 JaBadiB y
MOBaX 3aBajl 1 HETOBHOI 1H(OopMaIlii;

® VIpaBIiHHS BHKOHABUMMHM MeXaHi3MaMH Ta
00'eKTaMu;

® VIOpaBIiHHS PYyXOM, KOHTPOIb TSATH 1 JOMOMDKHI CepBiCH B
TPaHCIIOPTHHX 3aco0ax;

® aBTOHOMHE YIIPABJIiHHS Ta IPOTHO3YBAaHHS PYXY TPAHCHOPTHHUX
3ac00iB;

® [IPOrHO3YBAaHHS, YNPABIiHHSA TEXHOJOTIYHHUMH MpONECaMH Ta
CKJIQIHUMU 00'eKTaMu;

® BHPIBHIOBAHHS HABAHTA)KEHHS B €JIEKTPOMEPEXKAX JUIS ONTUMIi-
3arii ix podoru;

® ONTHMI3allisl BUTPAT PECYpPCIB, PEKUMIB POOOTH BHUPOOHUIMX
CHCTEM;

CKJIaJHUMHU

® HaJAIITYBAaHHS IapaMeTpiB TEXHIYHUX 3aco0iB 3aIEKHO Bif

YMOB HaBKOJIMITHBOI'O CEPEAOBUILIA.

3acobu 3axucmy danux. Ilig yac po3poOseHHS TicHC-
temu 3axucty qannx y BCYEP neob6xinHo 3a0e3neunTn He-
BiJIKJIa/IHE BUKOHAHHS TAKUX BUMOT:

1) MOXIIMBICTH 3aCTOCYBAHHS SIK y peabHOMY Haci, Tak i Jurs

JIAHMX Y CXOBHILLi;

2) DOTpHMaHHS 33laHOTO PIBHA CTIHKOCTI IPOTH 30BHIIIHIX
aTax.

[um BUMoOram BiAIOBiNa€ MifCHCTEMa 3aXHCTy Ha OC-
HOBI HeHpoMepexeBoi Kpunrorpadii, sSka BHUKOPHUCTOBYE
apXxiTEeKTypy aBTOACOLIaTHBHOI HEHPOHHOI MepeXKi 3 OAHUM
npuxoBanuM mapoM (Diamantaras & Kung, 1996). baso-
BOIO JUIS TOOYOBH aJTrOPUTMIB HaBYaHHS Ta (YHKIIOHY-
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BaHHS TaKOi MEPEXi € MOZAENb MOCITIJOBHIX T€OMETPHYHNX
neperBopens (Tsymbal & Tkachenko, 2016), sika nependa-
Yyae HasABHICTH JIATEPAIbHUX 3B'SI3KIB MK HEHpOHAMU IpH-
XOBaHOTO Tapy (puc. 3).
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Puc. 3. Ctpykrypa mifcucreMu HeHpOMepeKEBOT0 3aXHUCTy TaHUX
y BCYEP

Heiipomepeska peanizye cxemy OJI0YHOTO CUMETPHUYHO-
ro mu¢pyBaHHS 3 KIIIOYEM, SIKUH YTBOPIOIOTH NapameTpu
HaBueHoOi Helipomepesxi. Moenb mOCIIiJOBHIX T'€OMEeTpry-
HUX NEPEeTBOPEHb Ja€ 3MOry OTPUMATH IPEICTABICHHS
BXi/HUX 0araTOBHMipHHX JaHHUX y HOBOMY OpPTOTOHAJIEHO-
My 0a3uci, i peanizyeThcs Ha OCHOBI HeiTepalliifHOTo *ka-
JIOHOTO aJTOPUTMY HaWBiJAAIEHIIIOI TOYKH, 10 3abe3re-
Yyye MBHAKE MHU(PYBaHHS 1 3aCTOCYBaHHS B PEAbHOMY Ya-
ci. 3a KiJBbKICTIO HEHPOHIB Y MPUXOBAHOMY Iapi, 10 AOPiB-
HIO€ KITBKOCTI BXIJHUX 1 BUXIJHHX HEUPOHIB, HANAETHCS
3Mora BiJTHOBHTH Oe3 BTpaT Ha BHXOJI MEpEeXi 3axuIIeHi
JIaHi, [0 OTPUMaHi Ha BUXO/i IPUXOBaHOTO mmapy. s Bij-
HOBJICHHSI JaHMX BUKOPHCTOBYIOTH ITOCIIIZIOBHI T'€OMETpHY-
Hi IIepeTBOPEHHS, SIKi € 3BOPOTHUMH JI0 TIEPETBOPEHb, IIPO-
BEICHHX Ha eTari MuppyBaHHs.

BucHoBkn

1. Bu3znadgeno, mo 1 eQeKTHBHOTO YIPaBIiHHSA EHEpPro-
e eKTHBHICTIO OaraTopiBHeBa CHCTEMa YIIPABITiHHS TOBUH-
Ha 3a0e3neayBati: 30ip CHEPTeTHYHNX JJAHUX y PEabHOMY
9aci; CTBOpPEHHS eAuHOro iH(opmamiiiHOro mpocropy 3
JIOCTOBIPHOIO, TIOBHOIO Ta OIEPAaTHBHOIO iH(opMarieio; 3a-
XUCT JJaHHX BiJ] HECAHKIIOHOBAHOTO JOCTYILY; 30epiraHHs,
OIpaLfOBaHHsI, aHANI3 HAKOINYECHHUX JaHHX; IPOTHO3yBaH-
HS eHeproe()eKTUBHOCTI, BU3HAYEHHS IIUIAXIB 3MCHIIICHHST
TEXHOJIOTIYHHX 1 HEBUPOOHIYHX BTPAT CHEPTOPECYPCiB.

2. Po3pobieHo CTpyKTypy 3aco0iB 30epeKeHHs TPHpPiBHEBOI
CHCTEMH YIIPaBIIiHHA eHeproedeKTHBHICTIO, y sKill mep-
MM PiBEHb BUKOPUCTOBYIOTH JUIS 30€pEKeHHS eHepTeTHd-
HUX JaHHX BiJ] HiJIPHEMCTB PETiOHY, a APYTHI Ta TPETiif
piBHI 30epiraroTs iH(oOpMamilo BiNIOBITHO EKOHOMIYHO-
BUPOOHHYOTO Ta TEXHOJOTIYHOTO XapakTepy IpO Iisiib-
HICTB MiATPUEMCTBA.

3. Po3pobuiero cTpykTypy iH(popManiitHo-aHATITHIHOI CHCTe-
MM, OCHOBHHMHM KOMIIOHEHTAMH sIKOi € 3acobm: ETL, 30e-
PEXEHHS Ta 3aXUCTY JaHHX, aHAJIITHYHOTO OMPALIOBAHHS,
HaOyBaHHs 3HaHb, IHTEJIEKTYaJIbHOTO aHaJi3y IaHHX, [IPOr-
HO3YBaHHS EHEProe(eKTUBHOCTI, MIATPHMKH IIPHIHATTS
pimens i Bizyamizauii. BuOpano minxoau B iHTerpamii Ta

KOHCOJITanii JaHuX i cOpMOBAHO IEpeNiK 3aBIaHb JUISL
3ac00iB OIpAIFOBaHHS JIAHHX.

4. Po3pobieHo 3aco0M 3axXHCTy MAaHHX HECAHKI[IOHOBAHOTO
JIOCTYITy O CXOBHII JAHHX HAa OCHOBI aBTOACOLIaTHUBHOI
HEHpPOHHOI Mepexi, 0 HAaBYAIOTh 32 MOJEILTIO ITOCIIi/IOB-
HHX T€OMETPUYHIX EPETBOPEHb.

CratTio miarorosiieHo 3a pesyiabratamu H/IP "Iarenex-
TyaJbHi iH(OpMAaMiiHI TEXHOJIOTI] 6araTOpiBHEBOTO yIIpaB-
JIHHS eHeproeEeKTUBHICTIO PETioHy".
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Hayuonanvuwviii ynusepcumem "Jlveoseckas nonumexnuka”, 2. JIveos, Yrpauna

HWHCTPYMEHTbBI XPAHEHHWA, OBPABOTKHU U 3AIIUTHI JAHHBIX B CUCTEME
MHOI'OYPOBHEBOI'O YITPABJIEHUA JHEPT03®PEKTHUBHOCTbBIO PETMOHA

Omnpenenero, 9To I 3Q(EKTUBHOTO YIpaBIeHUS SHEProd(p(eKTHBHOCTEI0 MHOTOYPOBHEBAs CHCTEMa YIPABIEHHS IOJDKHA
obecrieunBaTh cOOp PHEPreTHIECKUX TAHHBIX B PEaJbHOM BPEMEHH, CO3[aHHe €MHOr0 HH(GOPMAIMOHHOTO IPOCTPAHCTBA C OCTO-
BEPHOM, MTOJHON U onepaTuBHON MH(OpMaIyeH, 3alnUTy JaHHBIX OT HECAaHKIIMOHHPOBAHHOTO JOCTYIA, XpaHeHue, 00paboTKy, aHa-
JIM3 HaKOIUIEHHBIX JaHHBIX, IPOTHO3MPOBAHME SHEProd((EeKTUBHOCTH, ONpeeleHHe yTel yMEHbIICHNS TEXHOJIOTHISCKUX 1 Hell-
POM3BOZCTBEHHBIX MOTEPh 3HepropecypcoB. Pa3paboTaHa CTpyKTypa CPEICTB COXpPaHEHHS TPEXYPOBHEBOH CHCTEMBI YIIPABICHHS
9Hepro3(G(eKTUBHOCTHIO, B KOTOPOH NEPBHIil yPOBEHB HCIIONIB3YESTCS ISl COXPAHSHUS SHEPreTHUECKUX JAHHBIX OT NPEIPUSITHI pe-
THOHA, 8 BTOPOI M TPETUH YPOBHU — COXPAHSIOT NH(POPMALUIO SKOHOMHYECKU-TIPON3BOACTBEHHOTO U TEXHOIOIMIECKOT0 XapaKrepa
0 JIeATeNBHOCTH NpeanpusTus. Pa3paboTana cTpykTypa HHGOPMaOHHO-aHAINTHYECKONH CHCTEMBI OCHOBHBIMH KOMIIOHEHTaMH KO-
Topoi sBIsOTCA cpencrBa: ETL, coxpaHeHns U 3alUTHl JaHHBIX, aHATUTHYECKOH 00pabOTKH, TOOBIBAaHUS 3HAHHH, HHTEIUIEKTYallb-
HOTO aHaIM3a JAaHHBIX, TIPOTHO3UPOBAHUS YHEProd3() GEeKTUBHOCTH, IOAASPKKU IPUHSITHS PElIeHNi 1 BU3yanu3anuu. BeiOpans! noz-
XOIBl K MHTETPAllM W KOHCONMAAIMU JAHHBIX M c()OPMHPOBAH IepedeHb 3ajqad JIs CPEeACTB 00pabOTKM HaHHEIX. Pa3paboTaHb
CpeCTBa 3alUThl JAHHBIX B XPAHUIIUIIE OT HECAHKIIMOHUPOBAHHOI'O JOCTYIA HA OCHOBE HEMPOCETEBBIX TEXHOJIOIHH.

Kniouesvie cnoga: nHPpOpMAMOHHO-aHATIUTHYECKAs CHCTEMA; XPAHIIINIIE JaHHBIX; pealbHOe BpeMsl; HeHPOHHEIE CEeTH.

L G. Tsmots, Yu. V. Tsymbal, V. . Roman, R. V. Sydorenko
Lviv Polytechnic National University, Lviv, Ukraine

TOOLS FOR DATA STORAGE, DATA PROCESSING AND DATA PROTECTION
IN THE MULTI-LEVEL MANAGEMENT SYSTEM OF ENERGY EFFICIENCY OF THE REGION

The authors have defined that for the effective management of energy efficiency, the multilevel control system should provide re-
al-time energy data acquisition, creation of a single information space with reliable, complete and operational information, protection
of data from unauthorized access, storage, processing, analysis of acquired data, forecasting of energy efficiency, determination of
routes for reduction of technological and non-productive losses of energy resources. The structure of tools for data storage in the
three-level energy efficiency management system is developed. The first level in this structure is used to save energy data from en-
terprises of the region, and the second and third levels keep information in line with the economic-industrial and technological nature
of the enterprise activities. The structure of the information-analytical system consists of such components as ETL, data storage and
protection, analytical processing, knowledge acquisition, data mining, energy efficiency forecasting, and decision support and visua-
lization. Cloud services usage for implementation of the data warehouse has been offered. Some approaches to integration and conso-
lidation of data have been considered and a list of tasks for data processing components has been formed. An ETL-based approach
and maintaining consistent data in the repository using the Data Lake concept have been proposed. Requirements for energy data pro-
cessing tools at each level of management have been considered, a list of tasks for these tools has been developed. Tools for protecti-
on from unauthorized access to data warehouse on the basis of an auto-associative neural network with one hidden layer have been
developed. The neural network contains lateral connections between neurons in a hidden layer and trained using a model of successi-
ve geometrical transformations. Thus, the neural network implements a block symmetric encryption scheme with a key which is for-
med by the parameters of the trained neural network.

Keywords: information-analytical system; data warehouse; real time; neural networks.
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