3axucm inghopmayii ma Kibepnemuuna de3nexa

UDC 004.49: 004.056.57: 004.942

V. Shevchenko?, Ju. Shcheblanin?, A. Shevchenko?

! Taras Shevchenko National University of Kyiv, Kyiv
2 State University of Telecommunication, Kyiv

THE EPIDEMIOLOGICAL APPROACH TO PROGNOSIS AND MANAGEMENT
OF INFORMATION INCIDENTS

The subject of the article is prognosis and management of information incidents. The purpose of the article —
use the experience of mathematical modeling of biological epidemics, to predict the results of large-scale
information and cyber-attacks. Numerical simulation methods are used. Existing approaches to modeling epidemics
in biological and the computer world are analyzed. Analogies and differences of epidemics in the biological and
computer worlds were established. The obvious form of mathematical models for prediction of information and
cyber-attacks dynamics was proposed. The latent period features of infections were analyzed. Opportunities of not
destructive existing of alien objects in biological and computer systems were discussed. Simulation features are
discussed. The conditions of deterministic chaos occurrence in the simulation are analyzed. Dependencies of epi-
demic peaks from specific ratios ware determined. Using of ratios for guidance of information and cyber incidents

epidemic process was proposed.
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Introduction

Action algorithms of biological viruses are similar
to algorithms of computer viruses. For prevention of
biological virus intrusion, usually use vaccination. At
same way for prevention of computer viruses intrusion,
usually use antivirus. In both of cases we have so called
“zero day threats” when type of virus is unknown.
Therefore prevention means are unknown too. In this
case we defend our body (computer of biological) from
“Diseases of dirty hands”. By another words, common
sanitary rules may protect us from infection.

Information security incidents mainly associated
with virus attacks because it often using computer virus
tools. But the goal of information attacks — not just to
bring the computer down. The main objectives are eco-
nomic losses; hit the image, undermining confidence,
promoting the desired information content.

Number of information and cyber incidents in-
creased on average by 66% annually. This is at least
twice the growth of the mobile market and the growth of
global GDP (fig. 1). The most dangerous is that at least
71% realized unauthorized access (attacks) remain un-
diagnosed [1-2]. The intensity of the attacks and the
consequences need to be predicted for the effective deci-
sion making support on counter attacks. So study of fore-
casting models of information and cyber-attacks is rele-
vant. Information and cyber-attacks have much in com-
mon with biological epidemics. The results of the study
of biological epidemics regularities accumulated centu-
ries and can be useful for predicting the consequences of
information and cyber-attacks.

The epidemics scale led to high levels of systemic
actions of doctors. Therefore epidemics mathematical

research methods are also used in the study of patterns
of noninfectious diseases [3]. Modern epidemiology is
based on a systems approach. Much attention is paid
prediction of epidemics options for the timely adoption
of adequate preventive measures. To predict is possible
to use previous experience [4-6], or predictive modeling
[7-8]. Previous experience does not cover all possible
situations, so it provides not enough information to
make appropriate decisions. Modeling requires adequate
mathematical models. On the one hand the model
should reflect the main features of the modeled process.
On the other hand, the model should be simple enough
to ensure their input data, for timely adjustment of the
structure and model parameters in according to change
of the situation or problem statement.
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2009; 3,4

2008 2010 2012 2014 2016

Fig. 1. Growth of information security incidents

The practice raises for the models contradictory
conditions [7]: speed, accuracy, clarity, completeness
consideration of influencing factors and others. The
complexity of the model should meet the complexity of
the process and on the other hand, opportunities to
provide input data. The more complex the model, the
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more difficult to provide its inputs, the higher the degree
of uncertainty in which it operates.

On the other hand, the higher the degree of uncer-
tainty of modeled object, the easier it should be a model.
To resolve the contradiction appointed using rough model
that is not only simple, but also reflects the most signifi-
cant features of the modeled processes. Modeling of
epidemics should also start with rough models. Rough
models benefits: speed training to use (speed of structural
and parametric synthesis), clarity and simplicity of timely
parameters correction in according to changing internal
and external conditions of the modeling object.

The purpose of the article — use the experience of
mathematical modeling of biological epidemics [9], to
predict the results of large-scale information and cyber-
attacks.

Initial Model

The most famous rough model: linear, exponential
and logistic [7]. Linear and exponential model used for
the well-studied processes in a limited range of input
values that are at the same stage of the life cycle. Expo-
nential growth with saturation models used in processes
that have reached the limit of its development. Moore's
Law is most famous among the models of unlimited
exponential growth. Moore's Law is based on the as-
sumption of no limits growth. If the resource provision
varies randomly or seen several stages of the life cycle,
it is more adequate the S-shaped logistic model [7; 10]
in the form of ordinary differential equations

d
d_)tlzm'(y_Ymin)‘(Ymax_y)v 1)
or as a function that is its decision
Yoay — Ymi
Y(t) = Ymin + o (2

1+ &~ ™(Ymax—Ymin (t-At) '
here y — dynamic development variable (eg, infected);
t —time; Ymin. Ymax — lower and upper limits of y
values; m — a permanent factor; At — abscissa of sym-
metry point (shift along the abscissa axis).

Examples of S-shaped patterns in biology and
medicine: the dynamics of disease risk after the Cherno-
byl accident, population dynamics and population [7; 10].

Similar models are used to simulate the dynamics
of growth of infection by computer viruses. Dynamics
models of virus spread (Sl, SIS, SIR, AAWP, PSIDR)
take into account specific of distributed environment
(computer network topology) and specifics of combat-
ing against the viruses [11-15].

Integral-differential equations are most appropriate
for epidemics simulate [16-18]. The result of solving
these equations is the family of S-shaped curves and
curves resulting additive convolution the latter. Integral-
differential equation is mathematically rigorous, but not
quite comfortable in dealing with. In addition, the in-
terim decision results are not obvious for epidemiologist
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without special mathematical training. Sometimes this
limitation is relevant for information security managers
(or system administrators). Transition to the logistics
ordinary differential equations in finite increment and
replacement of integration by finite sums was used in [9]
for model simplifying.

Modified Model

Modifies the known structural Boyev-model (fig. 2)
[16]. Let: P — the total number of infected sites; S, N —
susceptible and resistant to infection; E - in incubation
(infected themselves, but have not infect others and not
identified); 1 — contaminated sites that are actively infect
others; R — objects that are treated and received immu-
nity (antivirus); F — items that had to be completely
removed from work after infection; Ky, Kg, Kg -
coefficients susceptibility to infection, transmission of
infection, withdrawal from work (total disability);
f(1,S,Kg) — logistical dependence of infection among

susceptible. Consider in more detail the mathematical
dependent of transitions between states of objects.

1_Ks —>N
S E |
P Ks 4+ f(I,SKg) |—» 1
KE <

A 4

T R
l—KF —>

KF —> F

A 4

Fig. 2. The modified structural epidemic model by
Boyev

First, find the initial number of objects resistant

and susceptible to infection:
No =P-(1-Ky), ®)
Sp=P-Ks. (4)
Found values are taken as the initial conditions at
the initial time tg. Subsequently, the number of objects
resistant to the infection rate may be adjusted by Ky,
reflecting natural immunity (operating systems features)
immunity, which was formed through antivirus tools,
complete isolation share objects using quarantine

measures and so on.

But the effect of 1-Kg factor regarding transfer
objects to unfavorable group will apply only to the
amount of susceptible objects S that are not transferred
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to other groups (E, I, R, F). If at any time t; (as a
result of the undertaken preventive measures) the
number of resistant facilities increased by an amount
AN, the total number of objects impervious to time t;

will be calculated as the sum of the previous value and
the corresponding increment
N(t;) = N(ti_1) + AN.. (5)
Set the equations time integration step equal At
and since the initial time at each step sequentially
calculate the change of state facilities. Differential
equations of increasing number of the objects that are at
the first time interval - the incubation period, written in
finite differences
AE
—tl =Kg-I-S. (6)
Last dependence is similar to one of the Lotka-
Volterra equations. Decision of equation (including
complex interactions with other wvariables) is a
dependence that is qualitatively similar to the logistics.
Find the value increment of the number of objects that
are in a state of the first period of the incubation period
Then reduce the number of susceptible objects on
the founded amount
S=S—-AE;. (8)
Because the incubation period Tg and the period
for the infection T, is more than integration step At,

then for the variables E, I, we will write a subscript
indexes that will mark the interval in the incubation
period of infection state (eg, if At is minute, therefore
the index is the number of minutes in the same period):

Ei,i=Ligg, lii=Ligng, ©)

e _Te g _T
here igng A fend =t
the respective periods.
Then execute the shift of state of contaminated
sites. All those who were in the state (i—1)-th time

interval transit into a state (i )-th time interval
Ei=Ei, i=1if4-1. (10)
Those who were in the last period of time incuba-

— numbers of last periods in

tion period ieEnd will transit to the first time interval the
of infected status 1} = Egqq -
Further procedure is performed similarly for shift
of states of infected objects
i =lig, i=1il4-1. (11)
Note that the total number of infected sites and
sites in incubation period are calculated as relevant

amounts of contaminated sites at all time intervals of
corresponding periods

E |

iend iend
E=)E,I=> 1. (12)
i=1 i=1

Increment of the number of objects that are cured
and objects had to withdraw from work are calculated
by the appropriate coefficients of the number of
contaminated sites that are at the last infection time
interval

R= KR : Iend J (13)
F=(0-Kg) leng - (14)

Implementation of the model in the software envi-
ronment MatLab proved its efficiency and adequacy
(fig. 3). Timeline is different for different types of in-
formation and cyber-attacks.

The main attention is given for multi-layered at-
tacks. Therefore, in the model were saved purely bio-
logical characteristic — the incubation period.

The incubation period in the computer world cor-
respond the latent period during which the malicious
code executes additional adjustment, additional penetra-
tion in complete secrecy of their actions. In multi-level
attack malicious code type 1 initially weakened defense,
prepares virtual channels guaranteed access to informa-
tion resources and resource management in future.
Then, by well-prepared channels malicious code type 2
enters the system (or in another more secure or more
controlled part of system) and perform basic tasks mal-
ware. Such attacks levels may be several. These levels
can combine different attacks ways from highly techni-
cal to social engineering.

Number of PC
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Fig. 3. The results of numerical simulation
of a cyber-attack

0

The simulation showed that integration step in-
creasing leading to significant damage to the quality of
the epidemic model (observed phenomenon of determi-
nistic chaos). Reducing almost does not change either to
quality or quantity of modeling of process development,
but proportionally increases the simulation time.

The graphs show the logistics nature of reducing
the number of favorable sites and the increasing number
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of cured objects and objects removed from work. Gen-
eral view of the number of infected objects and objects
that are in the incubation period corresponds to existing
statistical data on the development of biological epi-
demics, allowing the use of known biological laws for
the computer world.

The main practical result of simulation is a useful
“bell”- dependence of the number of infected objects.

Amplitude of this dependence determines the level
of epidemic danger. This is fundamental epidemics
difference in biological and computing world. In the
computer world is dangerous, any infection. But hold
analogy with the biological world. As is well known in
the biological world is not exists organisms completely
free from viruses, bacteria, parasites or other objects that
use resources without permission of donor body. We call
it alien biological objects. In most cases, the organism
keeps a balance with alien biological objects or even
enters them in cooperation - symbiosis.

If exterminate all alien biological objects, then
their place will come other, which can be more harmful.
Therefore, in the biological world organism fights
against not all alien object. A similar situation is possi-
ble in the computer world. But some mechanisms are
different. For example, the availability of useful (or
rather harmless) alien objects not ensures absence of
other (more malicious) sites. Although, sometimes it
works in biological world too. On the other hand, unlike
the biological world, freedom from the presence of alien
object is not necessarily leads to other (malicious) ob-
jects incomes. The overall conclusion about the biologi-
cal and computer alien object: not mandatory to fight
against all alien objects.

Return to the simulation results. The simulation
showed that the first prerequisite of the epidemic is the
emergence some (non-zero) number of infected objects
or objects in incubation period state.

Based on simulation results, the second prerequi-
site of the beginning of the epidemic is a certain propor-
tion of resistant objects and conditions of transmission
from infected to susceptible objects. Mathematically, it
is defined by a certain ratio Kg and ratios Kg .

The sufficient condition of the epidemic is the si-
multaneous occurrence of the first and the second re-
quired conditions. Thus under epidemic understand the
condition where the percentage incapacitated object
exceeds a certain value. In a technical sense is the
amount at which loses exceeded normal performance
information infrastructure of a business area (enterprise,
organization, industry).

Therefore investigation of dependencies of epi-
demic peaks from ratios K (fig. 4) and ratios Kg

(fig. 5) is interesting from appropriate decision making
point of view.
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Fig. 4. Dependencies of epidemic peaks from K

Appropriate Matlab listing for ratios variation:
Ksb= 0.2;

dKs= 0.05; j3end = 14;

KKs = Ksb:dKs:Ksb + dKs*(j3end-1);
Keb= 0.000003;

dKe= 0.000001; jend = 7;

KKe = Keb:dKe:Keb + dKe*(jend-1);

w=10000, Ks=0.5, Ke=9e-06, Kr=0.95, Ta =2, Ta,=7
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Fig. 5. Dependencies of epidemic peaks from Kg

But more useful is determining of dependencies of
epidemics peaks from ratios K and ratios Kg simul-

taneously (fig. 6).
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Fig. 6. Dependencies of epidemic peaks from ratios Kg
and Kg (3D view)
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Fig. 7. Dependencies of epidemic peaks from ratios Kg

and Kg (Topo-view)

Now if we know dangerous level of epidemic
peak, then we can provide some limitation (control) for
ratios Ky and Kg . Appropriate values of Ky and Kg

will provide non-dangerous epidemic peak level in
incidents case. In this meaning Ky and Kg is guidance

for information and cyber incidents epidemic process.
Conclusion

The logistic model adequately predicts the epi-
demic and allows you to schedule regular proactive

measures. A great feature of the model is complete
visibility of the physical variables and all mathematical
transformations. This allows you to accurately monitor
the adequacy of the model and make the necessary ad-
justments in time. New result is separation of data on
the number of infected objects and objects that are in the
incubation period for the temporal stages corresponding
states. This provides additional opportunities for disease
control measures.

Mathematical model allowed to separate different
types of preventive measures by means the ratios K,
Kg.

As the results of further simulations, the level of
the epidemic depends from second required conditions
and the start time depends from the first. This allows to
decompose required conditions in the numerical ex-
periment for forecasting of possible epidemics scenar-
ios.

Areas for further research.

1. Increasing the adequacy of the model by a more
detailed definition of factors of susceptibility to infec-
tion, transmission, extraction of work.

2. Detailing of inner structure of Ky and Kg ra-

tios for more precise guidance and control of informa-
tion and cyber incidents epidemics.
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ENIAEMIONONYHUA MIAXIA LWOA0 NPOrHO3YBAHHA TA YNPABIIHHSA IHOOPMALIMHAMU
IHUMWAEHTAMU

B.JI. IlleBuenko, FO.M. Ille6nanin, A.B. IlleBuenko

IIpeomemom cmammi € npocHO3YEAHHA MA YAPAGIIHHS IHYUOeHmamu iHpopmayiiinoi besnexu. Mema cmammi: uxopuc-
MAaHHA 00CBIOY MOOENOBAHHS OIONOSIYHUX eniOeMill 011 NPOSHO3Y8AHHS Pe3VIbmamie eIuKkoMacumaorux iHpopmayiiHux ma
Kibepnemuunux amak. B pobomi euxopucmari memoou uuceibHo2o mooentogants. IIpoananizosani ichyioui nioxoou wooo
MoOentoeanHs enioemiti 8 6I0I02IYHOMY Ma KOMN’ omepHoMy ceimax. Bcmanosneni ananozii ma eiominnocmi enioemiii 8 6ionozi-
YHOMY Ma KOMN'IOMEPHOMY C8Imax. 3anpononoeani HAouUHi Gopmu MamemMamuynux mooeneti wooo NPOSHO3Y8aAHHA OUHAMIKU
po3eumky iHghopmayitinux ma xibepuemuunux amax. Ilpoananizosani énacmusocmi ramenmuozo nepiody ingexyii. Obeosoperi
MOHCIUBOCMIE He PYUHIBHO20 ICHYBAHHS YYHCUHHUX OP2AHI3MI8 6 OioN02iuHux ma Komn omepHux cucmemax. QbeosopeHi ocoonu-
socmi mooenosants. O62080peHi YMOBU MONCIUBO20 BUHUKHEHHS OeMEPMIHOBAH020 XA0Cy. Bemanosneni 3anedcnocmi eniugy
NeGHUX napamempie Ha 6eIUYUHY NIKY enioemii. 3anpononosane BUKOPUCMAHHS BUSHAYEHUX Napamempie Oiis KepyeanHs enioe-
MIONO2TYHUM NPOYECOM.

Knrwwuosi cnosa: npocrosyoua mooens, nocicmuyna QyuKkyis, enioemis, ingpopmayis, amaxa, iHyuoeHm.

ENWAEMUONOIMYECKUA Noaxopn K NPOrHO3MPOBAHMUIO U YNPABJIEHUIO UHOOPMALIMOHHbLIMU
MHUMOEHTAMU

B.JI. llleBuenko, FO.H. llle6nanin, A.B. llleBuenko

TIpeomemom cmamvu AGIACMCA NPOSHOZUPOGAHUE U YAPAGICHUE UHYUOCHMAMU UHGopmMayuonnoll 6ezonackocmu. Llens
CMamv: UCROTBL308AHUE ONBIMA MOOCTUPOBAHUS OUOLO2ULECKUX INUOeMULL 0TS RPOSHOZUPOBAHUS PE3YIbMAMO8 KDYRHOMACUIMA0-
HBIX UH(DOPMAYUOHHBIX U KUOEPHEMUYEeCKUX amax. B pabome ucnonb308anvl Memoobl YUCICHHO20 MoOeruposanus. [Ipoananusupo-
6aHbBL CYUeCmayrouLue noo0xXoobl K MOOCIUPOBAHUIO INUOEMULL 8 OUOIOSULECKOM U KOMILIOMEPHOM MUpAx. Ycmanoeienvl anaioeuu
U omauMUs SNUOEMUL 8 OUONO2ULECKOM U KOMIbIomepHoM mupax. TIpednosicenvl Ha2nsionvie (opmbl MAMeMAmMuLeckux mooenei
NPOSHO3UPOBAHUSL OUHAMUKU PA3GUMUSL UHPOPMAYUOHHBIX U KubepHemuyeckux amax. IIpoanaiusuposamnsl ceoticmed AmMeHnHo20
nepuoda ungpexyuii. O62060pPeHbI BOIMONCHOCIIU HEPAZPYWAIOWE20 CYIYECIBOBAHUSL YYHCObIX OP2AHUSMOE 8 OUONOSUMECKUX U
KomnvlomepHolx cucmemax. Obcysicoenvl ocobennocmu mooenuposanusi. QOCYHCOeHbl YCI0BUSL 603MONCHOZ0 603HUKHOGEHUSL Oe-
MEPMUHUPOBAHHO20 XAOCA. YCMAHOGICHbL 3A8UCUMOCIIU GIUSIHUSL ORPEOCTIEHHBIX NAPAMEMPOS HA 6eIUNURY nuKa snudemuut. IIpeo-
JIOJHCEHO UCNOb308AHUE ONPEOCTIEHHBIX NAPAMEMPOS OJisl YAPAGIEHUS INUOEMUOTOSULECKUM NPOYECCOM.

Knroueswle cnosa: npozrnosupyiowas Mooens, 102UCMUYECKds QYHKYUsL, INUOeMUsl, UHPOPpMAYUs, amaKa, UHYUOEHM.
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