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Ukraine says it sees surge in hackers targeting upcoming elections

Vipaina 3aa6una, npo akmusnicme xaxepis, OpieHMOBAHUX HA HA
Maubymui subopu

Hauanvnux Yxpaincovkoi kibepnoniyii Cepeiil [lemeorok nogioomus, wo xaxkepu, siKi, UMOGIpHO,
3HAxX00amMbCa nio Konmponem Pocii, akmugizyioms 3ycunis ois mozo, wjoob sipeamu
npe3udenmcobKi 6ubopu 6 Ykpaini, nuwe mypeyvke 8u0aHHsA. 3106MUCHUKU BUKOPUCTNOBYBAIU
8IPYCHO-IH(DIKOBAHT BIMANILHI TUCMIBKU, MOP2OBI 3aNPOUEHHS, NPONO3UYIT 01l OHOBIeHHS
npoSpaAmMHO20 3a0e3neueHts ma iHwi wkioausi " giwuneosi” mamepianu, npusHaveHi o
Kpaoidicku naponie i ocobucmoi ingpopmayii. 3a decsims mudicHie 00 8UOOPIE X akepu Kynysaiu
ocobucmi 0aHi YUHOBHUKIB, CKA3A8 JleMeOdloK, CnIauyiouu 8 Kpunmosaiiomi Ha memHiil
nagymuni. 3a oanumu Kibepnoniyii, uje He 3a)ikco8aHo nPoOHUKHeHHA 00 8UOOPUOT cucmemu, aie
BOHU OYIKVIOMb We OLIbUUX Hanaoie 3a Miciayb 00 8UOOPIB, KOIU PeiOHANbHI NPe0CMasHUYM8d
KOMICII NOYHYMb NPaAyo8amu

https://iwww.dailysabah.com/europe/2019/01/25/ukraine-says-it-sees-surge-in-hackers-targeting-
upcoming-elections
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Ukramian Cyber Police Chief Serhiy Demedyuk speaks during an interview with Reuters in
Kiev, Ukraine November 2, 2017. Picture taken November 2, 2017. (Reuters Photo)

Hackers likely controlled by Russia are stepping up efforts to disrupt Ukraine's presidential
election in March with cyberattacks on electoral servers and personal computers of election staff, the
head of Ukraine's cyber police said on Friday.



Serhiy Demedyuk told Reuters the attackers were using virus-infected greeting cards, shopping
mvitations, offers for software updates and other malicious "phishing" material ntended to steal
passwords and personal information.

Ten weeks before the elections, hackers were also buying personal details of election officials,
Demedyuk said, paying in cryptocurrency on the dark web, part of the internet accessible only through
certain software and typically used anonymously.

"There are constant attacks - they go from simple (software) to applications that one or another
employee uses," he said, adding they were reminiscent of cyberattacks on the country's energy,
transport and banking systems seen since 2014.

"Payment occurs in cryptocurrency in most cases ... and from the same wallets that were used
to finance the previous attacks. This indicates that the same hacker organizations that are under the
control of Russian special agencies are engaged in this," Demedyuk said.

In Moscow, the Kremlin did not immediately respond to a request for comment on Demedyuk's
remarks.

Relations between Ukraine and Russia plunged following Russia's annexation of Crimea in
2014, and Kiev has accused Russia of orchestrating large-scale cyberattacks as part of a "hybrid war"
against Ukraine, which Moscow repeatedly denies.

In one of the attacks the "NotPetya" malware in 2017 hit thousands of computers not only in
Ukraine but also around the world, disrupting shipping and businesses.

Ukraine mposed martial law in November, citing the threat of a full-scale invasion after Russia
captured three of'its vessels in the Kerch Stratit.

Pro-Western President Petro Poroshenko, likely to stand in the elections, said this month that
the Kremlin had developed a huge arsenal of methods for interference in the elections.

"This is not just our take. The Russian meddling to influence Ukraine's elections is well under
way," Petro Poroshenko told foreign diplomats.

His main opponent in the polls is opposition leader and former prime minister Yulia
Tymoshenko, also pro-Western and with a following among Ukrainian nationalists.

According to the cyber police, no mfiltration into the electoral system has been recorded yet,
but they expect even larger attacks a month before the elections when the commission's regional offices
will start working.

The hackers buying personal details of election officials were concentrating on civil servants and
employees who keep the commission's equipment running, he said.

On phishing attacks, Demedyuk said "virus-laden New Year's greetings on behalf of
government bodies or the governments have become so widespread that they are just overwhelming."

"Such mailing lists, spam letters are sent to them and their relatives, which contains malware to
control their computer equipment. This is the easiest way, but it is effective.”

The cyber police worry that critical infrastructure in sectors such as energy and banking may
again become the object of cyberattacks during or before the elections using malware to create
so-called 'back doors' for a large coordinated attack.



