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STATISTICS AND PROGNOSIS THE PARAMETERS OF HETEROGENEOUS TRAFFIC
IN COMPUTER NETWORKS OF CRITICAL APPLICATION

Yaur ly. CratucTuka i mporHo3 pisHopiaHoro Tpagiky B 00YHCIIOBAIBHUX MepeskaX KPHUTHYHOIO
3acTocyBaHHs. Po3risiHyTi IpoOJIeMH TOJEpaHTHOCTI 3aTPUMKH 1 SIKICTh TOCIYrH B OOYMCIIOBAIBHUX MepeKax
KPUTUYHOT'O 3aCTOCYBaHHs. P0O3p0O0JICHUI METO/I KOHTPOJIIO MEPEKHUX XapaKTEPUCTHK, 3aCHOBAHUH Ha PO3IIJICHOMY
YIIpaBJIiHHI 1 HaBYaHHI SK YHi(DIKOBaHA CTPYKTypa Uil aJalTHBHUX CHUCTEM peajbHOro yacy. Po3misHyTI mpu4uHU
3aTPUMKHU TAKEeTiB 1 METOAM KOMIIeHcalii 3aTpUMOK 3a paxyHOK IPOTHO3Y MNapameTpiB Nepeaadi, 3aBIsSKH YOMY
3MEHIIYETHCSI HETaTHBHUM BIUIMB IIMX 3aTPUMOK. [IpencraBieHi pe3ynbTaTu po3paxyHKIB IPOrHO3Y XapaKTEPHCTHK
Tpadiky B Mepexi.

Kniouosi cnosa: CACTEMA KPUTUYHOI'O 3ACTOCYBAHHS, CAMOITIOJAIEHUI TPA®IK, 3ATPUMKA
[MAKETIB, ITPOI'HO3, MIHIMAJIbHA CEPEJIHBOKBA/JIPATUYHA TTOMUJIKA

Yaur Ily. CratucTHka W NPOrHO3 Pa3sHOPOAHOro Tpaduka B BBIYHCIAUTEIBHBIX CeTAX KPUTHYHOIO
npuMeHenusi. PaccMoTpeHbI TpOOJIEeMBI TOJNEPAHTHOCTH 3aJIEP’KKM M KadeCTBO YCIYTM B BBIYMCIUTEIBHBIX CETSX
KPUTUUYECKOTO TpUMeHeHus. Pa3paboraH MeTOJ KOHTpPOJSI CETEBBIX XapaKTEPHUCTHUK, OCHOBAHHBIA Ha pa3/IeiIeHHOM
yIpaBieHUH W OOy4YeHWUHM Kak YHH(QUIMPOBAHHAS CTPYKTypa ISl aJalTUBHBIX CHCTEM peajbHOrO BPEMEHH.
PaccMoTpeHBl NpUYMHBL 3aJIepKKU MAKETOB U METO/bl KOMIIEHCALUM 3a/epKeK 3a CUeT IMpeACKa3aHus MapameTpoB
niepeayuy, Oiarojapsi YeMy yMEHbBIIAETCS HEraTHBHOE BIIMSHHE TUX 3aJiepikeK. [IpencTaBieHsl pe3yabTaThl pacueToB
MIPOrHO3a XapaKTEPUCTUK TpaHKa B CETH.

Kniouegvie cnosa: CHUCTEMA KPUTUYHOI'O IIPUMEHEHUS, CAMOIIOJIOBHBIN TPA®UK,
3AJIEP)KKA ITAKETOB, MUHUMAJIbHASI CPEAHEKBAZIPATUYECKA S OIINEBKA, TTPOT'HO3

Chang Shu. Statistics and prognosis the parameters of heterogeneous traffic in computer networks of
critical application. The problems of delay tolerance and quality of service in computer networks of critical application
are learned. The method of control of networks based on partitioned estimation and control as unified framework for
adaptive real-time systems is developed. Considering of delays of control data and compensating of delays due to
prediction of traffic parameters in advance we decrease negative impact of these delays. The results of calculations of
improvement of network performance are represented.

Keywords: SYSTEM OF CRITICAL APPLICATION, SELF-SIMILAR TRAFFIC, PACKET DELAYS, LEAST
MEAN-SQUARE ERROR, PROGNOSIS

The networks of critical application have such specific features. First of all, the system of
critical application is characterized by great spread in values of necessary calculating resources for
optimum and extreme cases. Nevertheless, all services must be observed in real time-scale under
any conditions of implementation. Then, it is heterogeneous system having network and terminal
equipment with large range of technical parameters, application interfaces and protocols, including
so called Key Performance Indicators (KPI’s). It’s clear that capacity, quality of service (QoS),
reliability and other characteristics of network in general are limited by corresponding
characteristics of the poorest chain link or network node. At last, the requirements to QoS,
especially to reliability of data transfer, have to be very high since aviation safety depends from
unbreakable work of communications directly.

Besides, the system of critical application as any complex and distributed system is system with
delayed response. The sources of delays are fundamental limitations on speed of propagation of
signals through any physical media and communication and processing nodes, such as switches,
routers etc. We may consider these limitations on the stages of projecting and technical exploitation
of networks.

Another serious sources of delays, losses and forced retransmissions of data are overloads and
congestions of critical parts of network. The most efficient way of loss control is continuous
analysis and optimal control of network functioning including routing and redirection of data flows.

A number of different control mechanisms have been proposed to solve these problems.
Algorithms of traffic policing and shaping such as leaky and token buckets are ones of the methods
widely used in the network access control field and they can dynamically allocate bandwidth and
efficiently minimize packet losses. Additionally, different control strategies were proposed to
manage traffic flow into the backbone network. The results showed that the feedback control laws
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can improve network performance by improving throughput, reducing packet losses, and relaxing
congestion. On the other hand, in [1], it was observed that the system performance was highly
degraded in the presence of feedback delay (arising from communications). Due to the time delay,
what we capture in real time is the lagged or delayed traffic information. Control based on delayed
information leads to excessive degradation of network performance. Thus, in practice, its impact
cannot be ignored and must be taken into consideration and compensated for [2].

Traffic prediction methods have been widely used in network management. By use of
prediction techniques, that is, forecasting the future behavior of the traffic, one can effectively
prevent traffic jams, traffic congestion, and network crashes. Inspired by these ideas, we have
applied prediction techniques [3,4] to solve the problems encountered in [1].

For this purpose, we propose a real-time feedback control mechanism based on the predicted
state and traffic. The traffic and state information are predicted for different values of prediction
times based on their past history (the traffic history measured online). An accurate prediction for the
future traffic and state (short-term prediction) is able to provide better control compensating for
time delay. Thus the impact of time delay can be minimized and the system performance improved.

In this work an online predictor based on the principle of the least mean square error (LMSE) is
developed. It is one of the simplest methods. It was noted in [5], that LMSE can achieve better
accuracy compared to those complex long-memory predictors for online measurements. Without the
requirement of complex computation, it can be implemented at a high speed. As a result of traffic
prediction, the system performance degradation due to delay is reduced by use of proper control
actions. According to our results, it is possible to optimize the system performance and minimize
the cost function by implementing the new method.

In order to understand and solve the performance-related problems in computer communication
network, it is critical to build a dynamic model of the information flow through the system (Fig.1).
Further, the basic statistical properties of measured trace data must be known.
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Fig. 1. General model of network traffic

Traditional characterization of the Internet traffic is based on the Poisson process (which
exhibits short-range dependence), Bernoulli process, or more generally doubly stochastic Poisson
process (DSPP).

A recent study [5] shows that network traffic has self-similarity characteristics and long-range
dependence. Self-similarity means that a certain property of traffic behavior is preserved over space
and/or time scales, and long-range dependence is said to exhibit long-term correlations which decay
at rates slower than exponential ones. On the other hand, the correlation functions of traditional
traffic models decay exponentially or faster. In this paper, a general model is constructed to
simulate the incoming traffic illustrated in Fig. 1, which is similar to those in [6].
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To simulate a network, we construct a mathematical model comprised of N individual users
(traffic streams), served by N corresponding, all of which are coupled to a multiplexor connected to
an outgoing link having (bandwidth) capacity C.

Each token bucket implements its algorithm to police the arriving packet. The nonconforming
traffic streams are dropped while all the conforming traffic are multiplexed and queued up for
entering the multiplexor. As a matter of fact, not all conforming traffic from token buckets will be
accepted because of the size limitation of the multiplexor (buffer size Q) and the link capacity
(speed) of the accessing node. If the sum of these traffics exceeds the multiplexor size, some part of
the conforming traffic maybe dropped. The discarded traffic is defined as the traffic loss at the
multiplexor L(ty).

In general, the traffic loss at the token buckets during the kg, time interval is given by

L) =3 r(6) = W0)- 2.6,

i=l i=1
where W(tx) — packet size of the arriving traffic; #(#%) — conforming traffic; g(#) — non-conforming
traffic, while the multiplexor loss during the same time interval is given by

LM<rk>=ﬁ]gi(f,{)—iigi(rm[g—([qm)—c*r]vo)]

In addition to these losses, it is also important to include a penalty for the waiting time or
time spent on the queue before being served. For simplicity we assume that it is unambiguous
function of queue length.

Adding all these, we obtain the cost functional. Since the incoming source (or user demand)
is a random process, we must compute the average cost as being the expected value of the sum of
all the costs described above. This is given by

K K K
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where u is the control law which determines the state of the system and hence the individual losses
and finally the total cost. The functions a, 3, y represent the weights or relative importance given to
each of the three distinct losses.

Since the exact stochastic characterization of our traffic is not available or is unknown, the
Monte Carlo method is employed to compute the expected values of the performance measures. For
applying the Monte Carlo technique [7], we let N, denote the number of samples used and let
Q={w,j=1,2,3,....N;} denote the elementary events or sample paths with finite cardinality N;.
The objective functional (1) is then given by

J(u)

The first term of the expression gives the average weighted loss at the multiplexor, the second
gives that for token buckets, and the last one is the penalty assigned to the average waiting time in
the multiplexor.

To illustrate the dependence of estimation error on the observation window size Wy and the
prediction time T4, we use the statistical modeling technique to compute the expected value of the
(estimation) error given by where w; denotes the j-th sample path and N, denotes the number of
sample paths used. The inverse of the signal-to-noise ratio (Esngr) is used as another measure to
evaluate the quality of prediction results:
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As model of a self-similar stream the stream of requests was used, generated after the method
of FSNDP — fractal-shot-noise-driven Poisson process. For the decision of task of prognosis of the
state of network it is suggested to apply the standard method of estimation of parameters after the
criterion of minimum of least mean-square error (LMSE). However much this method gives
optimum results only for stationary (even in wide sense) processes on the interval of supervision. At
the same time the splashes of intensity of a self-similar traffic are violation of stationary. From
other side, it is possible to expect that the evaluation of parameters of a self-similar traffic as
process with statistical descriptions, which fall slowly, will be more effective, than processes
without aftereffect. It is therefore necessary to analyze efficiency of the LMSE methods for the
models of traffic with properties of self-similarity. In essence, such method of approximation is
some modification of the known method Zade and Ragazzini. The results of calculations of errors
of prognosis by the LMSE method are shown on the fig. 2.
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Fig. 2. The dependence of the least mean-square error from the interval of averaging
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Conclusion. It is possible to compensate the impact of communication delay causing
performance degradation using the method of prediction of traffic variations and expected network
overload. The method of LMSE presented in this paper improves the overall system performance
and prevents network losses. The numerical simulation results presented have shown the
effectiveness of the proposed predictive feedback control law. It was found that processes with
larger Hurst parameter have better prediction performance. This result is expectable in
considering long-range dependence of self-similar traffic characteristics. The results of this work
also lead to a better understanding of the impact of Hurst parameters on network performance.
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In summary, this work provides a useful tool for design and optimization of future networks
using predictive feedback control law thereby avoiding transfer instability.
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AmupxanoB J. /l., acniupant (HayuonanvHulli asuayuonHwvlil yHusepcumem,)

O EHUBAHMUME IMPOU3BOAUTEJBHOCTU CIIEUAJIN3UPOBAHHBIX
BECITPOBOJIHBIX CETEM ITPU ITPOU3BOJIbHBIX CTATUCTHKAX
JJIMHbI TAKETOB JAHHBIX

AmipxanoB E. JI. OuinioBaHHsI NPOAYKTHBHOCTI creniaji3oBaHuUX 0e3IPOTOBHX Mepe:Xk NPH JOBIILHHUX
CTATHCTHKAX /IOB:KHHH NMaKeTiB JaHuX. Po3risHyTa 3a7a4a OLIHKH MPOJYKTHBHOCTI CIIEliali30BaHUX 0e3/IpOTOBHX
MEpEexX, B SIKMX YUCIIO JIIOUYUX CTAaHIII 3MIHIOETHCS 110 BUNAJIKOBOMY 3aKOHY 1 HE MOXKE 3 JOCTaTHBHOIO JOCTOBIPHICTIO
KOHTpOJIIOBATUCS B TIpOIeci nepeaadi naHuX. st OTpUMaHHS acCHMIITOTHYHUX XapaKTePUCTHK TPUBAIOCTI Hepenadi
3aIpOIIOHOBAHO BUKOPUCTOBYBATH 1H(OpPMAIIHHO-EHTPOIIHHI MipH MOJENBHHX pPO3MOAUIIB. Po3ristHyTOo BIUTHB
KJIFOUOBHUX 1 TOJATKOBHUX MapaMeTpiB epeKTHBHOCTI B JaHUX YMOBax (hYHKIIIOHYBaHHSI MepeXi 1 aHi OLIHKH B3a€EMHOT
KOpEJISALii KITF0UYOBUX MapaMeTpiB e(heKTHBHOCTI.

Kniouosi cnosa: BE3JIPOTOBA MEPEJXXA, CAMOITO/IIBHUIA TPA®IK, IHOOPMAIIMHO-EHTPOITIMHA
MIPA, AMOEPEHUIAJIBHA EHTPOIIIA, TIAPAMETPU EOEKTUBHOCTI

AmvupxanoB J. /. OueHuBaHue NPOU3BOAUTEIbHOCTH CHENUAIU3NPOBAHHBIX 0eCNPOBOAHBIX ceTeil mpu
NMPOU3BOJIbHBIX CTATHCTUKAX /UIMHbI TNAKEeTOB JaHHBIX PaccMoTpeHa 3amaya OIEHKH MPOU3BOJUTEIHLHOCTH
CICIMATM3UPOBAHHBIX OCCIPOBOMHBIX CETEH, B KOTOPBIX YHCIIO JCHCTBYIONIMX CTAHIMH M3MEHACTCS IO CIyJaiHOMY
3aKOHY M HE MOXET C JOCTaTOYHOW JOCTOBEPHOCTHIO KOHTPOJIMPOBATHCA B Mpoliecce Mepenauu MaHHbIX. Jlis
MOJYYCHUST ACUMIITOTHUECKUX XaPAaKTEPUCTHK JUTUTEILHOCTH MEpeayuu MPeUI0KEHO HCIIONb30BaTh HH(POPMAIIMOHHO-
SHTPOMUIHBIE MEPHI MOJENBHBIX pacnpeaeneHuil. PaccMOTpeHo BIMSHUE KITIOYEBBIX U JOMOJHUTEIBHBIX MapaMeTPOB
3¢ (GEKTUBHOCTH B PAacCMAaTPUBACMBIX YCIOBUAX (PYHKIMOHUPOBAHHS CETH W JAaHBI OLEHKH B3aMMHOW KOPPENAIUU
KIIIOYEBBIX MapaMeTpoB 3((HEKTHBHOCTH.

Knwuesvie cnosa: BECIIPOBOJ/IHAS CETb, CAMOHOJIOBHBIﬁ TPAOUK, HNHDPOPMAIIMOHHO-
SHTPOIIMINHA SI MEPA, JANDDPEPEHIIAJIBHA S SHTPOIINS, ITIAPAMETPBI DOPEKTUBHOCTU

Amirkhanov E.D. Estimation of productivity of the specialized wireless networks at the arbitrary statistics
of length of data packets. The problem of estimation of productivity of the specialized wireless networks is
considered, in which the number of the operating stations changes on a casual law and cannot with sufficient
authenticity be controlled in the process of data communication. For the receipt of asymptotic descriptions of duration
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