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Hunimsa curyaiys B po3BUTKY 30epiraHss, OOMiHY Ta 0OpoOKH iH(pOpMallii, 110 XapaKTepU3YEThCS
IHT€HCUBHHMM BIPOBA’KEHHAM TEXHOJIOT1i, PO3TOBCIOJKEHHAM JIOKAJIbHUX, KOPHOPATUBHUX Ta IJ100aIbHUX
MepexX y BCiX cepax >KUTTS KB UTi30BaHOT IEP)KaBH, CTBOPIOE HOB1 MOMUTMBOCTI Ta SIKICTh 1HPOPMAIIHHOTO
ooMiHy. Omurcana curyalis akTyanidye nuraHHsd, moo0 iHdopmalis Oyna 3axuiieHor Ta Oe3NeuHO
omHOYAacHO. Y 3B’SI3Ky 3 WM, MpoOsieMu mpodeciiHOl MiIrOTOBKM BHCOKOKBamiikoBaHMX (axiBIiB i3
KibepOesneKkn Ta 3aXuCTy iHpopMalii, 1[0 Hapa3i He € CTAaHIAPTHU30BAHOIO, MOTPEOYIOTH HEBITKIIAIHOTO
BUPIILIEC HHSL.

Y crarTi 3aiiicHeHO cnpoOy OKpecluTH Te3aypyc Taiy3i mpodeciiiHOi MiATOTOBKH MaiOyTHIX
(axiBIiB 13 KiDe30e3neKu Ta 3aXUCTy iHpopMallii. AKIIEHTOBAHO yBary Ha repeBarax oOpaHHs Te3aypycHOro
MITXOMY JOCITIKSHHS OKpecieHoi npobieMu. JleTepMiHOBAaHO OCHOBHI MOHATTS JIOCHIKYBAHOT raiy3i Ta
BCTAHOBIICHO 3B’ SI3KM MDK KaTeropisiMu «iH(popMaliiiHa 6e3nekay, «kidepoesneka» Ta «3axucT iHpopmarii.
JIOTUIHO  pO3TJISIAa€Thesl  TPIOPUTCTHICTH  3aBJaHHA CTBOPEHHS Ta BIOCKOHAJICHHA HAIIOHAJIBHOT
iHpopManiiHO-KOMYHIKaliiiHOT 1HppacTpykTypu YKpaiHu, fKe NOKIAJaTUMEThCs came Ha (axiBLiB
JIOCITKYBaHOT CrieliaibHOCT., TakuM dYWHOM, Te3aypyc TOpsJ i3 OHOTONIEI0 € CY4acHOK (OpPMOIO
NPE/ICTABJCHH 3HaHb, MPUIATHOIO JJIsI IX aBTOMATH30BaHOI OOpPOOKH, IO KOpEIoe 3 HAOyITsIM Ta
VIPaBJIiHHAM 3HaHb Y Mpolieci npodeciitHol miaroroBku QaxiBIliB i3 KibepOe3neKu Ta 3aXUcTy iHpopMallii.

Kniouoei cnoea: inpopmariiina Oesmneka, kibepbOesmneka, 3axuct iHdopmalii, KideprmpocTip,
3aXMIIEHICTh, Oe3neKa, Te3aypyCHIH minxin, iHpopManiiHo-KOMyHIKaIliifHa iH(ppacTpyKTypa.

Cauyk IO.E. "TlpodeccronambHasi TMOATOTOBKA CIEIHATUCTOB MO KUOEPOE30MacHOCTH W 3aluTe
nHpopMaIMu: Te3aypyc 1 OHTONOTHs" .

HelHennsas curyaiyst B pa3BUTHM XpaHeHMWsI, oOMeHa U 00paboTku MHOpMAaIMK XapaKTepusyeTcs
MHTCHCUBHBIM BHEJPEHHEM TEXHOJIOT M, pacCIpOCTPaHEHHEM JIOKAJIbHBIX, KOPHOPATUBHBIX U TII00ATBHBIX
cereil BO Bcex cdepax >KM3HM LIMBMIIM30BAHHOTO TOCYAAapCTBa, CO37AeT HOBBIC BO3MOKHOCTH M KaUECTBO
uHpopMammoHHOro oomeHa. O003HaYeHas] CUTYyaIWsl aKTyaJm3HpyeT BOMpOC, YTOOBI MH(OpMarms Oblia
3ammiieHa W 0e30rmacHa OJHOBPEMEHHO. B CBsizW ¢ 3TuM, mpoGieMbl MpodecCHOHAIBLHON TMONTOTOBKH
BBICOKOKBAJT(pUIIMP OBAHHBIX CTIEC MAJTUCTOB 10 KUOEPOE30MaCHOCTH 1 3aIUThl HH(OPMAIIH, KOTOpasl MoKa
He SIBJIAETCS CTaHIAPTU3UPOBAHHON, TPEOYIOT 0€30TIaraTesIbHOro peIieHus.

B craree mpeanpumATa MONBITKA OYEPTHTH Te3aypyc 00JACTH TNpodeccHOHAIbHOM MOATOTOBKU
OyIynmx CIelHaluCTOB MO KHOe30e30MacHOCTH | 3ammre MH(pOpMaluyi. AKUSHTHPOBAHO BHHUMAHHE HA
NpeUMyIIeCTBAX M30paHMsI  TE3aypyCHOro TIOAXOAA  HWCCIENOBAaHWI  OO0O3HAUEHHON  MPOOIIEMBI.
JleTepMUHUPOBaHO OCHOBHBIC TIOHATHS M3y4aeMOH OOJIACTH M YCTAHOBJICHBI CBSI3U MEXKIY KaTETOPHIMHU
«uHpOpMaINMOHHas 0Ee30MacCHOCThY, «KHOepOe30macHoOCTh» M «3amura wuHbopMmarmm». KacareabHo
paccMarpuBaeTcsi NPHOPUTETHOCTh  3aJadyd  CO3JAHWS W YCOBEPIICHCTBOBAHWS  HAIIMOHAJb HOM
MHPOPMAIMOHHO-KOMMYHUKAIIMOHHOH HMHPPacTPyKTypbl YKpauHbl, KOTOpas BO3JIOKEHA HMEHHO Ha
CTICTIMAJTUCTOB HCCIIEyeMON CIieIHAIbHOCTH. TakuMm 00pa3oM, Te3aypyc PSJIOM C OHOTONHWEH SIBISIETCS
coBpeMeHHO# (opMoii TpencTaBieHUS 3HAHWI, NMPUTOAHOW IS WX aBTOMATHM3HPOBAHHOW 00pabOTKH,
KOppeIupyeT C TPHOOPETeHHEM M yTpaBJICHWEM 3HAHUI B Tpolecce Npo(eCcCHOHATbHOM TMONTOTOBKH
CTICIIUAJIUCTOB 10 KHOEPOE30MACHOCTH 1 3aIUTHl HHPOPMAIH.

Knroueevle cnosa: vadopManvmoHHas Oe€30MacHOCTh, KHMOEPOE30MacHOCTh, 3aluTa WH(OpMAIWH,
KHOEpHPOCTPAaHCTBO,  3alMIIEHHOCTh, O€30IaCHOCTb, TE3aypyCHbI  HOAXOA, HMHPOPMALMOHHO-

KOMM YHHKa lIMOHHAsl HHPPaCTPYKTypa.
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Yu. Sachuk "Professional Training on Cybersecurity and Information Protection: Thesaurus and
Ontology”

The current situation of the development of storage, exchange and processing of information is
characterized by intensive technology implementation, the dissemination of local, corporate and global
networks in all spheres of life of a civilized state. It creates new opportunities and quality of information
exchange. In this context we have the question how to ensure the safety and protection of information at the
same time. So, the problems of professional training of highly qualified specialists in cybersecurity and
information security are of paramount importance.

The article aims to outline the scientific ontology and thesaurus areas of cybersecurity and information
security as a basis for professional development of specialists in the chosen specialty. We used the thesaurus
approach to study the terminology of the cybersecurity industry. The article outlines the advantages of the
thesaurus approach, defines the notion of “information security”, “cybersecurity", “information protection™
and establishes links between them. Thesaurus and ontology are a modern form of the presentation of
know ledge that is suitable for its automated processing, and correlates with the acquisition and management
of knowledge in the process of professional training of cybersecurity and information security specialists.
The thesaurus of the field of professional training in cyber security and information security is rather broad,
debatable and requires further research and unambiguous identification. The exhaustively formulated and
deterministic terminology will be the first step that will help the specialists of the specialty under study to
fulfill their main professional task — providing cybersecurity of information and communication
infrastructure.

Keywords: information security, cybersecurity, information protection, cyberspace, security,
protection, thesaurus approach, information and communication infrastructure.

ITocranoBka npodJie Mu. Po3Burok — OypxnuBHH  pO3BHTOK  aIapaTHO-
iHpopmaiitHoi Ta KOMYHIKa [IIHOT NpOrpaMHUX 3acO0iB Ta TEXHOJOTIH, IO He
1HppacTPyKTypH, JUHAM Y9 HICTh HOBITHIX BIMOBINAIOTh CYyYaCHUM BHMOTaM O€3MeK;

TEXHOJIOT'1i € XapaKTEepHOI0 PUCOI0 ChOTOICHHS.
Henapma Ham uyac Ha3BaHUM «iH(OpMaIiHHOIO
epoo», amxke cdepa iHpopmarii  crama
HEBII’EMHOI0 CKJIaJIOBOIO €KOHOMIKM KpaiHu Ta
aKTUBHO BIUIMBa€ HAa CTaH  MOJNITHYHOI,
€KOHOM i9HO1, O00OpOHHOI Ta IHUX TpaHeit
Oesnexn Y kpainu.

CydacHa cuTryalls B PO3BUTKY 30epiraHH,
oOMiHYy Ta  00poOkm  indopmamii, 1m0
XapaKTepPU3YeEThCS IHTEHCUBHUM BIIPOBAXKESHHSIM
TEXHOJIOT1,  PO3TIOBCIOMKCHHAM  JIOKAJIbHHX,
KOPTIOPATUBHUX Ta TJI00ATBHUX MEPEeX Yy BCIX
ctepax KATTS IHMBITBOBAHOI JAepKaBH, CTBOPIOE
HOB1 MOXJIMBOCTI Ta SKICTh 1HGOPMAIIITHOT O
00MiHy. Y JaHOMY KOHTEKCT1 TMOCTa€ MHUTaHHS,
o0 iHdopMmarist Oyna 3axwuie HOK Ta 0e3MeTHO0
oxHouacHo. HeoOXimHiCTh BUpIlle HHS IIHOTO
MUTaHHS AKTYyaTBYEThCS TAKIMU (DaKTOpaMu:

—  eKCHOHCHIAUIbHUH PICT  KUIBKOCTI
MepCOHAJIb HUX KOMIT I0TEPIB, JIENTOMIB Ta HIINX
aBOMAaTM30BaHMX  MNPUCTPOIB  mjisi  OOMiHY
iHpopmaltiero;

—  CTpiMKe PO3ILHpPE HHS KoJia
KOPHCTYBAYiB, O 0€3MocepeIHhO MAIOTh TOCTYI
no 1muppoBUX  Mepex Ta  iH(opMmamiitHIx
pecypcis;

— rpaHmio3He  30UmbImICHHI 00’ €MIB
iHpopmarii, 1o HAKOTMIY€EThCs, 30epiraeTecs Ta
00pobIsIETHCS 3 JIOTIOM OT'OFO 3aco0iB
aBTOMAaTH3AallI;

—  HEBIINOBIOHICTL MDK HAJIIBUIKUM
pO3BUTKOM  3aco0iB  00poOkM  iH(opMmalii,
BITUM3HAHOT Teopii iHdopMmarmiitHoi Oe3mexu Ta
PO3pPOOKO0 MDKHAPOIHAX CTAHIAPTIB 1 MPAaBOBHUX
HOpM, 10 3a0es3nedyarb HEOOXITHUN pIBECHDB
3axucTy H}popMari;

— iHbpopmaliiiHa BiifHa, 3yMOBICHA
MOJIITUYHOIO CUTYALIIEI0 B KpaiHi;

— Kibep3J10urHY, MO iHOAI HAOYBAIOTh
JIep’KaBHO BayKJIMBOT'O 3HAYEHHS;

— CTAaHOBJNICHHA KiOepromimii Y kpainn.

VY 3B’3Ky 3 1M, mpoOieMu mpodeciitHol
MIITOTOBKA BUCOKOKBaMi(hiKOBAHUX (PaxiBINB i3
KibepOe3mneKH Ta 3aXUcTy iHpopMallii, mo Hapasi
He € CTaHIapPTHU30BAHOIO, HaOyBaIOTh
MPiOPUTETHOTO 3HAY CHHSI.

MeTo10 cTaTTi € OKpPEeCIUTH HAYKOBHIA
Te3aypyc Ta OHTOJOTiI0 cepu KidbepOesnekn Ta
3axucTy iHpopMmarii sk 6azy ams mpodeciiHoro
CTaHOBJICHHS (PaxiBIIiB 3 0OpaHOT CrIeiaib HOCTI.

AHaJi3 OCTAHHIX  JOCJiIACHb i
nyorKanmii. BincyrhicTio YITKO1
JIETePMIHOBAHOCT1 MOHATH TaTy3i KibepOe3neKku Ta
3axucTy  iHpopMamii  mepedManach  HHM3Ka
BITYMBHSIHUX Ta 3apyODKHUX HAYKOBIIB. 30KpeMa,
H. dy6oB 3poOuB crnpoOy BIOpPSAKYBAaHHS
KibepOe3nekoBoi ~ TepMiHONOrii Ta oMLY
MiAXOM B, MO ICHYIOTh y Wi cdepi B MpaKTHIlL
BITYMBHAHUX 1 3axXiIHMX JOCHIKEeHb [4].
[Mpobnemy Bm3HaueHHS W  OOTPYHTOBAHOCTI
TIOHATIHHO-KaTeTOPIHHOro amapary mpogeciiHoi
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MIUTBHOCTI 13 3a0e3reueHHs  KiOepHETHIHOT
Oe3nekn B KOHTEKCTi pedopMyBaHHS BHIIOT
ocBith Ykpainu posrimsiayro C. B. MenbHuEKOM
[7], Hderam3oBaHO  Ta CHCTEMAaTH30BaHO
TIYMaueHHs TIOHATh «iHpopMaliiiHa Oe3nekay Ta
«KibepHeTHIHA Oesmekay. JocmimkeHHsIM
KibepIipocTopy K Tpiaau iH(popMmartii,
iHppacTpyKTypu Ta  JABUIBHOCTI  JIFOIAHMHU
s3aivMamnchk C. B.PubOka, €. B. Kimpumpkuii Ta
0. M. [Ticnerin [8]. Hocmimxenns
TEPMIHOYTBOPEHHsI KiOepOe3eKoBoi MOJITHKHA B
TEeKCTaX HOPMATHBHO-TIPABOBUX AaKTiB YKpaiHu
spiticHoeThes I B. Hiopmima [3].

Buxaan ocnoBHoro marepiany. [lomsaTTs
Oe3neku Ta 3aXUCTy B Cy4acHOMY  CBITI
BilIrpalOTh OJIHY 3 HAWBAXIMBINIMX poOled y
OyAb-SIKUX KHUTTEBHX Ipoliecax: OIONOrivHUX,

MOJIITUIHIX, €KOHOM [YHUX, coliajb HUX,
TEeXHUHUX, TEPUTOpialbHUX Ta iH. BuHukKae
HEOOXITHICTh PO3ILINPE HASL HOMEHKJIATYpH

OCBITHIX CIIeIliaib HOCTEH 1mo70 KibepOe3neku Ta
3axucTy  iHdopmamii, iX  cTaHZapTH3aLli.
[Tpodeciiina minroToBka MoBHHHA 3I1HCHIOBATUCH
KOMITIEKCHO B 3axOIeHHAM  TpoOsieM
iHpopmaniiiHoi  Oe3meku B TyMaHITapHIiH,
NPUPOIHNIO-MaTEMaTUYHIA Ta TEXHM Hill cepax.
Tomy BapTo He nuie KOpeKTHO AediHiliroBaTH
JIOCTKyBaHi MOHATTS Ta MOXiNHI Bil HUX, a U
MPAaBUWIBHO 3aCTOCOBYBATH iX.

TezaypycHUH MiAXix OMHUCY MOCTIKyBaHOT
raiysi nepenbayae HakonudeHns. B inpopmaTuii
Ta Teopii MTYYHOrO IHTENEKTY AaKIEHTYIOTh Ha
CUCTeMaTm3alli TaHuX, M0 CKJIaJaloTh TE3aypyc
Ta iXHIil opieHTaIiiHWA XapakTep. Te3aypyc — He
IPOCTO CUCTEMA MOHATH Ta 3B S3KIB MDK HUMH,
BiH BimoOpaxae rimOuHy 3HaHHA. Came Tomy
OoOMIH Te3aypycaMH MDK BHKIAaJadeM Ta
CTYJCHTOM, mporec PO3IIHUPEHHS Ta
MIEPEKOHCTPYIOBAHHSI ~ Te€3aypycy OCOOWCTICTIO
nependoayae  HABYAHHSL. Taxum YUHOM,
niepeBaraMu Te3aypycHOro MiIxoay €:

—  IUIICHICTS, HE3BaYKAIOU U Ha
(dparMeHTapHiCT, ~ HOrO  CKIIAQZIOBUX, IO
3a0e3MeuyeThest IUTICHICTI0 0COOUCTOCTI;

—  lepapXi4HICTh, CHOPUHHATTS LUTICHOT
rajgy3i uepe3 TpW3My LiHHICHOTO acCTEKTY;
BHIUICHI TPIOPUTETH CKJIAMAIOTh IHICUCTEMY —
PO Te3aypycy;

—  TBOpUe NIEPETBOPEHHS,
NEPEOCMHUCIICHH, 110 MAa€ TePMEHEBTHUHHUI
ACTeKT y XapaKTEePUCTHUKY Te3aypycy;

—  OpieHTAIliAHUNA BEKTOP TE3aypycCy;

—  HOICHICTH Te3aypycy, IO BIUIMBAE HA
MOBEIHKY Ta IHIII TPOSBM CYO €KTa; HOCHTH
corianiByrounii xapakrep [6].

Bynp-sika rady3p Teopii Ta TPaKTHUKA
(GyHIaMEHTYeThCS HA  YITKO  BU3HAYEHOMY

NOHATIHOMY amapati. @opMyBaHHsS BHYEPITHOT O
mepesqiky  TepMiHiB, 11X  BU3HAUCHHI  Ta
iHTepnpeTalii, abu 3a0e3neuyBajgoch OTHO3HAUHE
PO3yMIiHHSI KOXXHOTO 3 HHX, TPIOPUTETHE
3HAYCHHA Mae W Juia edekTuBHOT mpodeciiHoi
MIATOTOBKH (haxiBIB 13 KiIOEPOE3MEKH Ta 3aXUCTy
iHbopMarlii.

[linidmoBmin 10 mpoblieMy BHU3HAYEHHS
TepMiHOJMOT M HOT 06a3u oOpanoi Hamu cdepu,
CTHUKAEMOCH 13 CYMDKHOIO Ta BITHOCHO HIUPIIONO
KaTeropieto Mo Ha3BOW  «iHpopmalliliHa
Oe3neka». TakuM 4YHMHOM, Tiepel HAMHU TOCTA€
3aBJAHHAL BU3HAYCHHA BiI HOIIIE Hb MDK
KaTeropisiMU «iadopMmarriiina Oe3nekay,
«kibepOe3neka» Ta «3axucT HpopMaIin.

Tezaypyc ramny3i iHdopmariiinoi O6e3neku
BimoOpakae  MIMPOKWH  CTEKTP  CYTTEBHX
BJIACTHBOCTEM, 03HAK Ta BIIHOIIIEHE,
NPUTAMaHHUX JIaHOMY CIHEIU(PIMHOMY BHIY
Oe3nekn. MU TIOTO[KYEMOCh 13 JTOCITITHUKaAMH
[2], m0 BUAULAIOTH TPH TPYIHU TEPMiHIB Teopil
iHbopMaIliitHoT Oe3neKu.

1) TepmiHu, MO IETCPMIHYIOTH HAYKOBY
OCHOBY iH(opmarriitHoi 0e3neku. Jlo i€l rpymnu
HaJeXaThb TEPMIHH, IO BHUKOPHCTOBYIOTBCS Y
0ararbox Tady3sX 3HaHb Ta € OJHO3HAYHUMU,
CEMaHTUYHO VHI(pIKOBAaHUMH Ta CTWICTUYHO
HelrpansHumMu. Lle: ingopmayia, romynixayis,
KOHGhnikm, enius, 3aspo3a, Hebesnexa, Oesnexa,
cucmema.

[MowaTTs B Wil Tpym BiANOBINAOTH
BHMOIaM OIHO3HAYHOCTI Ta CTa0UILHOCTL, TOOTO
OJTHO3 HAYHO BXKMBAIOTHCS B OJIHIN rajy3i 3HaHb Ta
30epiratoTh 3MicT y Oyab-skiid iHmid. Jlwme
MIOHATTIO «iH(OpPMaIliss» MpUTaMaHHa cTie Q) iuHa
BIIACTUBICTh: Y pBBHUX cdepax BXKUTKY, Ta HABITh
B OHIA, MOXE XapaKTepu3yBaTH MPEIMET,
SIBHIIIE, TIPOTIEC Ta 1X BJIACTUBOCTI ¥ BITHOIICHHS
OHOYACHO.

2) Tepwminuy, 1o JETePMIHYIOTh
MPeMETHY OCHOBY iH(opMaIiiHoi 0e3neku. Ls
rpyna TEpMIiHIB MO3HAYa€ TMOHATTA Ta iX
CITBB THOMIC HAES 3 IHINUMHY MOHATTSIMU B paMKax
iHpopMamiiiHo1 Oe3neku SK O0coONMMBOi raimy3i
3HaHb. Jl0 HHMX HaJexkaTh: iHgopmamuka,

iHopmamuszayis,  Hpopmayiina — cucmema,
iHghopmayitini MexHON02Il, iHopmayitini
npoyect, inghopmayitinuil 00 ’cxm,

iH@opmayitinull pecypc, inghopmayitina
ingpacmpykmypa, Hghopmayitina cpepa,
iH@opMayiiHuLL nROmMeHyia.

3) Tepminy, IO AETEPMIHYIOTh XapaKTep
JIIIBHOCTI 1070 3a0e3neyeHnst iHpopMamiiHoi
Oesmekn. Ilg Tpyma oOXOIUIFOE TEPMiHH, MO
MO3HAYAIOTh  XapakTepHi a1 1iei  cdepu
NpeMETH, SIBUIIA, MPOIECH, iX BIACTHBOCTI Ta
BimHOmeHHI. [IOHATTA Tpymu  OXOILUTIOIOTH
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HMpOKe KoJio Ae(iHilid PI3HOMAHITHOTO PIBHSA:
Bl TEXHIYHOrO KaHaly BUTOKY opMarlii 10
inpopmamiiiHoro  mportubopctBa.  Jlo  HmX
Halle)KaTb:  iHQopmayiine — npomuboOpcmeo,
inpopmayiiina nepesaea, inpopmayiina besnexa,
3aeposu  mpopmayiunoi besnexu, 3a0e3nevenis
iHgopmayiiinoi besneku, cucmema 3a0e3neyents
iHgopmayitinol besnexu, iHghopmayitina
3axuwenicmp, Oeznexka  Hopmayii, 3axucm
inhopmayii, 06 exm 3axucmy ingpopmayii, Hocii

inopmayii, docmyn 00 iHghopmayii,
docmynHicmo inghopmayii, yinicnicmo
Kibep3i1ounuHicTh

ingopmayii,  xonghioenyiinicmo  iHpopmayii,
HeCaHKyIoHOBaHUtl 0ocmyn 00 Hgopmayii, eumix
iHgopmayii, xanan nepeoadi Hopmayii eniue
Ha Hopmayio, HGOpMaYiHO-NCUX0I02TUHUL
8NIUG, THPOPMAYIHO-NCUXO02THHA chepa.
Kepyrounch crammaprom  KkibepOesnexn
ISO/IEC 27032:2012, IDT [1], HaBegemo cxemy
3B’S3KIB MK iHQopMaIiiiHol0 — 0e3MeKoro,
kibepOe3nekoro Ta 3axuctoMm iHpopmaii (Puc.1).
VY Jnedxkux BWMagkax TMOHATTS iHpOpMaIiiHOT
0E3MEeKN OTOTOXKHIOIOTH 13 3aXUCTOM iH(OpMaITi.

Be3nexa poborny
KiGepnpocTopi

/ Indopmaniiina 6e3nexa \

Be3neka
Mepex

Be3nexa NpHKJIaTHAX IPOrpam
(momaTkiB)

Kibepoe3neka

besnmeka

poodoru B Mepeski

InTepner

3axucr in
Y KJII0Y0BHX cHcTeMax iHdopmaniiiHoi indpacTpyRTypH

Manii

Puc.1. Micue kibe pde3nexu Ta 3axucty ingopmauii BizHocHo iHimx cde p 6e3nexn

3a aHaJoTi€l0 3 KIACUYHUM TPaKTyBaHHIM
inpopmaniiiHoi Oe3neku, y crammapti [1] min
Kibepbesnexkorw MarTh Ha YBa3i BIACTHBICTH
3aXHIIEHOCTI aKTHBIB Bil 3arpo3
KOH(IMSHITIMHOCTI, MUTICHOCTI, JOCTYIHOCTI, aJyie
B IEBHUX a0CTPaKTHUX paMKaX — KiOeprmpocTopi.

[lowaTTs xibepnpocmopy NETEPMIHY€ETHCS
AK  KOMIUIEKCHE  BIpTyaJdbHe  CEepelOBHIIE,
copMoBaHe B pe3ynbTari JAIBHOCTI Cy0’€KTIB,
mporpaM Ta cepBiciB 'y Mepexi [HrepHer
TIOCEPETHUAIITBOM  BIITIOBITHUX MEpPEKEBUX Ta
KOMYHIKAI[IHHAX TEXHONOrii. [Hakme Kaxydw,
KibeprnpocTip — 1ie Tpiaaa 3 aKTHBIB (CTaTHIHOI Ta
IrHaMigHO1 iHpopMalli B muppoBOoMy BUIIISIAL),
iHQopMalifHO-KOMYHIKAI[ifHOT ~ CTPYKTypHU Ta

JUSLTHHOCTI i B3aeMOil KOPUCTYBadiB
kibeprpoctopy (Puc.2).
[piopureTHIM y 3a0e3nedeHH]

KibepOe3neKr BBAXKAETHCS KOOPAUHAILS B3a€M Ol
MDK OpraHBamisIMu, mo GopMYyIOTh KiOSpIpoCTip,

caMOCTiMHI  Jii SKMX He  3a0e3MeUyrTh
e(heKTHUBHMIA 3aXUCT Bill Kibep3arpos.

Tezaypyc kibepOe3neku iHTeTpoBaHUU 13
NOHATTSAMHU iHOpMaIiiHOT Oe3mexu, Oe3nexu
JI0aTKIB, MepekeBoi Oe3neku, Oe3nexn [HrepreT
Ta 0e3nekn  KPUTHYHOT iHpopmaniiHoi
inbppactpykrypu (Puc.l). besnexka dodamxis
BU3HAYAETHCSI BITHOCHO MPUKIIAIHUX MPOrpaMHUX
MPOIYKTIB, & TakoX iH(OpPMAIIiifHO- POrpaMHNX
pecypciB Ta mpoleciB, mo OepyTh y4acTb y
iXHBOMY KUTTEBOMY IWKII. besnexka mepedic
OB’ sI3aHa 13 MPOEKTYBAHHAM, YIIPOBAIXKEHHIM Ta
BUKOPHCTAHHAM MEPEX y CEepeluHi opraHizarii,
MDK OpraHBallisiIM{, MDK OpraHBalBIMH Ta
KopucTyBadaMu. besnexa 6 mepedci Inmeprnem
CTOCYETECSl  IHTEPHET-TIOCIYT Ta  BINMOBITHUX
CHUCTEM iH(pOpMaIiifHO-KOMyHIKa IIIITHAX
TEXHONOT1H Ta Mepex. besneka Kpumuunoi
iHghopmayiinoi iHpacmpykmypu XapaKTEpH3ye
3aXUIICHICTh B BIIMOBIIHHMX 3arpo3, 30Kpema
iHbopMaIliitHoT Oe3neKu.
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Puc.2. Kide p3arpo3u Ta Kkide pripoctip

Ha mepumii mormsin, abcTpakTHe MOHATTS
KiOeprnpocTopy MojgamMo Yy BHIVISII CYKYTHOCTI
IUIKOM peajibHUX Horo cknanoBux. Jlo axmuseis
KiOepIpoCTOpY HAJICKUTh Te, IIO SIBJISIE LIHHICTS,
HaTpUKiIaa, iHhopMaIlliiiHi Ta mporpaMHi peCypCH.
He3sBaxkatoum Ha «BipTyalbHICTB» KiOepOe3neky,
aKTHBH MOXYTh OyTH SIK BIpTyalbHHMH, TaK i
MarepialbHIMHY, HANpWKIaa, BipTyalbHa 0a3a
naHux i GBUIHUN nprcTpiii — USh-ineHTHdiKaTop.
AKTVBH TIOJI UITIOTH Ha JIBi TPyTIH: TIEPCOHAIB Hi Ta

NpPaBOBMX Ta HOPMATHUBHUX MEXaHBMIB, IO
3a0e3MeuyIoTh YIpaBliHHs iH(pacTpyKTyporo, ii
epexTrBHe  (YHKIIIOHyBaHHA Ta  HaJaHHA
iHbopMaLiiHUX Ta KOMYHIKAUIAHUX IOCIYT
KopucTyBayaM. [IpM3HaYeHHAM  HaLIOHAJIBHOT
1HpOopMaLifHO-KOM Yy HIKaIlIHHOT CTPYKTypH
VYkpaiiu € dopmyBaHHI €JTUHOT O
iHhopMalifHOrO  MPOCTOPY JJisl  BUPIIICHHS
npoOJieM  COLANbHOTO  3aXUCTY, MEIUIHOTO
00CJTyrOBYBaHHS, IIBUIICHHS SKOCTI OCBITH,

aKTUBH OpraHBaIlii. BinmosimHo hite} 3a0e3mneueHnsl MoTped JepKaBHOTO yTIPaBJIiHHS,
BHIIIECKA3aHOTO, TaKCOHOM ist Kibep3arpo3 MPaBOTIOPSIKY, 00OPOHHU KpaiHU Ta HAIIOHAJIBHOT
BKIIFOYA€ KIAcHU]IKAII0 32 BHIaMU Ta THIAMHU Oe3Mnexwy; 3a0e3nevueHHs cy0’€eKTiB
aKTHBIB, 30BHIITHIMH T4 BHYTPIIIHIM U O3HAKAMH, iHhopMalliHOro CYCIIJIbCTBA SAKICHUM U
UISIMY, JKEpellaMu Ta iH. iHOopMaIiHHIM 1 Ta KOMyHIKAIlIHHAM U
ITin iHhopMayitin o0 -KOMYHIKAY {TIH OO MOCITyraMuy; 3a0e3nedeHHs] iHTerpamii
ingpacmpykmyporo (dka B pamMKax JepKaBH HAITIOHAJTH HOT iH(opMaIIifHO-KOMYHIKa ITIHHOT
Ha3WBAEThCS HAIllOHAJTb HOKO), PO3YM iOTh iHppacTpykrypu 1B rnodamsHOKO [S5]. CydacHhi
CYKYITHICTh TEPUTOpIATBLHO PO3TIO U1e HUX TEeHACHIT y cepi iHpopmariiHo-
iHh OpMaITiHHIX Ta iHdopmariiHo- KOMYHIKAI[IHHUX ~ TEXHOJNOTid  3yMOBIIIOIOTH
TEJICKOMYHIKAIIHHUX MEPEekK, MEpe MOIITOBOIO OynoBy iH(hOpMaIlifHO-K OM YHIKa ITIHHOT
3B’3Ky, a TaKOX OpraHBalidiHHX CTPYKTYp, 1HppacTpyKTypH (Puc.3).
Indopmarniiino-komyHikaliiiHa
iH(pacTpyKTYpa

I I [ : N [ |

£ (0E 2 |25 B:s |5

= = = g EE g

8, 3 2 E

Puc.3. bynosa ingopmaniiino -komMyHikaniiHoi inppacrpykrypn
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BpaxoBytoun ommc  kibepOe3mexn sk

BIIACTUBOCTI, 3aYBAXKUMO, IO 3aXxucm iHgpopmayii

— KOMIUIEKC OpraHiBalidHuX, @paBOBHX Ta
TEXHMHUX  3aXOHiB o0  3amobiraHHs
kibep3arpo3 Ta YCYHEHHIO iX  HACIIIKIB.
3axumaroTs iHpopMaIlifo 3a TPhOMa HAMPSIMKAMU:
Bill. HECAHKI[IOHOBAHOTO JIOCTYITy, PO3roJioCy Ta
HECaHKI[IOHOBAaHUX BIUTHBIB.

OTxe, 3axucT iHQOpMAaLii CIPSIMOBaHHIA Ha
TIOTIe PEI>KEHHS BISIBJICHHS, JIOKAI13aIli0
Kibep3arpo3 Ta KiOEp3JIOYMHIB; JIKBigaLifo ix
HACIAKIB Ta BiTHOBJIEHHSI CaTYC-KBO.

BucnoBku. IlincyMoByro4Yn BHILlECKa3aHe,
3ayBaXXMMo, IO Te3aypyc cdepu mpodeciiHoi
MATOTOBKY (axiBIiB 1B KiOepOE3NeKH Ta 3aXHUCTyY
iHpopmaii € ZOCUTH HIUPOKKM, TUCKYCIMHIM Ta
norpedye TIOTJTB KX JTOCITIKECHb Ta
BCTAHOBIICHHS ~ OJIHO3HAYHOCTL. Y  paMKax
HamucaHHd cTarti Oyma 37ilicHeHa cmpoOa
OKPECJIMTH TOJIOBHI TIOHATTS Ta PUCH OOpaHOi
raiysi, po3’CHUTH 3B’sI3KM MDK HUMHU. Ha mamy
JIYMKy, caMe KOPEKTHO BM3HAYCHHI Te3aypyc Ta
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