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IH@OPMAHIFIHHIXUTEPOPI/I3M SIK 3ATPO3A
HAIIIOHAJIBHIN BE3IMEII YKPAIHA

B crarTi BU3HaUueHO MOHSATTS iH(MOPMAalIiiHWIT Tepopru3M i BKa3aHO Ha
1ioro xapakTepHi pUCH, JOCTIIXEHO OCHOBHI (hopMM iH(OpPMALIIITHOTO Te-
pOpHU3My, a TAKOXK BKa3aHO Ha MOTro 3arpo3y HallioHaJIbHili Oe3neli YKpaiHu.

KmouoBi ciaoBa: iHpopMalliitHuii Tepopus3M, KidbepTepopus3M, Hallio-
HaJIbHa Oe3reKa.

OnHMM i3 OCHOBHUX YMHHUKIB HEOOXiTHOCTI yIOCKOHAJIEHHSI CUCTEM HaIlliOHAJIBHOI,
perioHajbHOI Ta Mi>KHapOIHOI O€3MeKH € TosIBa KpUMiHAJIbHUX CY0’ €KTiB 3aCTOCYBaHHS
CWIM i TeHE3UC MI00ATbHUX TEPOPUCTUUHUX MEPEXK, SIKi CTAHOBJISITh 3aTPO3y CUCTEMaM
3a0e3MnevYeHHsT HalliOHAJIbHOI 0€3MeKU i BKa3yloTh HA HEOOXiMHICTh Y3TOMXXEHHS Ta KO-
OpAMHaLlil 3yCWUJIb JepKaB 1IOA0 PO3pOOKM Ta BIOPOBAIXEHHS aleKBaTHUX MEXaHi3MiB
3a0e3Me4YeHHS IJ100aabHOI CTa0IbHOCTI Ta OE3MEKM.

CpOromHi, B 3aJIC3KHOCTI BiJl MOMITUYHUX IIiJIel TEPOPHUCTiB, cHepoio TEpOPUCTUIHOL
JiSUTbHOCTI CTa€ BECh CBIiT, MEXaHI3MOM TEPOPUCTUYHUX Mili — HACUJIBCTBO BiTHOCHO
LIMUBIJIbHUX TPOMAJISIH, a HOTO TOJIOBHUM 00’€KTOM — CYCITUJIBCTBO Ta IPOMajCchKa AyM-
Ka. Y cyyacHUX yMOBaX, KOJIM apceHasl TePOPUCTIB MOMOBHIOETLCSI HOBITHIMU 3pa3Ka-
MM 30poi, CydaCHMMU 3aco0aMM Ta TEXHOJOTiSIMU OTpUMaHHS, epeaaHHs, 0OpOOKHM Ta
30epeskeHHs iHpopMallii, a iX opraHi3aliifHi CTPYKTYpH YCKIIATHIIIMCS 1 TPUAOATN MixK-
HapOJHUI XapakTep, TOCTPO BCTA€ MUTAHHS MPO BUSBJIEHHS i 3a0e3MeYeHHs HadiiHUM
3aXMCTOM MOTEHIIHHUX 00’€KTiB TEPOPUCTUUHMX 3a3ixXaHb, i IK HACTIIOK CUCTEM Ha-
LioHaJbHOI O0e3neku nepxas. dupektop LIPY, Buctynamouu Ha TeMy Ipo0ieM CBITOBUX
3arpos, 3asiBUB, 1110 TEPOPUCTUYHI yTPYNOBaHHSI BUKOPUCTOBYIOTh KOMIT IOTepHi aitiu,
€JIEKTPOHHY IIOLUTY Ta IMMGPYBaHHS ISl MiATPUMKU CBOEI MPOTUIIPABHOI MisLIBHOC-
Ti. ATpUOYTMBHOIO O3HAKOIO0 TEPOPU3MY HAa HUHIIIHBbOMY €Talli MOro po3BUTKY CTaJio
AKTMBHE BUKOPUCTAHHS iH(MOpPMalLiiHUX TEXHOJOTIH, 3MaTHUX MEPETBOPUTH 1IiIbOBY
ayIuTOpil0 Ha 00’eKT MaHimymtoBaHHs. [lepini BUIMagKyu KOMIT IOTEPHOTO TEPOPUIMY
cranucs HanpukiHii 1990-X pokiB, 110 MOB’SI3aHO SIK 3 PO3BUTKOM CBiTOBUX MEpEX,
TEJIEKOMYHIKallill, TaK i 3 IMIMPOKUM PO3IMOBCIOIKEHHSIM KOMIT IOTEPIB Yy BCiX cepax
KUTTENISILHOCTI cycninbeTBa. CydacHi iH(OpMalliliHO-KOMYHIKaTMBHI TEXHOJIOTII 3a-
0e3I1euyIoTh BiTHOCHO HEBEJMKI TEPOPUCTUYHI TPy MOTYTHBOIO Ta Ii€BOIO 30pOEI0,
CBOEPIIHUM PETPAHCAATOPOM HACUIIbCTBA. TAKMM YUMHOM, MOXHa CTBEPIKYBaTH, 110 32
Cy4aCcHUX MIXKHapOIHUX peajliii 3HaUHy 30BHIIIIHIO 3arpo3y /151 YKpaiHi CTAaHOBUTH PO3-
TTOBCIOIKEHHS iH(OpMalIifTHOTO TEPOPU3MY.

PosnounHaouu Oyap-siKi HAyKOBi MOCHIIXKEHHSI, MOTPIOHO YiTKO BU3HAUYUTHUCS 3
TepMiHosoriero. Cepell HAYKOBUX Ta MPAKTUYHUX IIPalliBHUKIB HEMA€E €IHOCTI Y TepMi-
HOJIOTIYHOMY ITO3HAY€HHi JaHOTO BUAY TEPOPUCTUUHOI AislabHOCTI. Takuil BUA Tepo-
pU3My BOHM HA3WBAalOTh ITO-pi3HOMY: “iH(popMalliitH1uil Tepopu3M”’, “KOMIT I0TepHNUI
TepopusaM”’, “KibepTepopu3M”, “TEXHOJOTIYHUN Tepopu3M”, “BipTyaJbHUN TEPOPU3M
touro. [1pu 1iboMy 3MiCT 3a3HaUYE€HUX MOHSTh BUZHAYAETHCS MO-pidHOMY. CKIIagHICTh y
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¢dopMyIIOBaHHI LIUX TTIOHATH iCHYE, OYEBUIHO, SIK Yepe3 HEMOXJIMBICTb BUMJIEHHS €01~
HOIo 00’€KTa 3JIOUMHHOIO IMOCSITaHHS, TaK i JOCTAaTHHO BEJIMKOI KiJIbKOCTI MpeaMeTiB
3JIOYMHHUX IIOCITaHb 3 MMOMISIAY IXHhOI KpUMiHAJIBHO-IIPaBOBOI OXOPOHMU.

Tak, B. O. KopmyHoB BKa3ye, 1110 iHQOpMaLiifHII TEpOPH3M — 1Ie HOBUI BHUII TEPO-
PUMCTAYHOI TiSITBHOCTI, OPiEHTOBAHWI HA BUKOPUCTAaHHS Pi3HUX (DOPM i METOIiB TUMYa-
COBOT0 a00 HE3BOPOTHOI'O BUBEAEHHS 3 JIaay iH(hopMalliiiHOI iH(pacTPyKTypH AepKaBu
a0o 11 eJIEMEHTIB, a TAKOX 3a JIOTIOMOT0I0 MTPOTUITPABHOTO BUKOPUCTAHHS iH(hopMalliii-
HOI CTPYKTYPU TSI CTBOPEHHSI YMOB, 110 TSITHYTh 32 COOOIO TSKKi HACTIAKY IJIsI Pi3HUX
CTOPIiH XKUTTEMISUIBHOCTI 0COGUCTOCTI, CYCITiILCTBA i AepkaBH [1, 6].

AHaJi3 1oyioxkeHb 3aKoHy YKpainu “IIpo 00poTe0Oy 3 TepopmM3MOM™ CBITUUTH, IO
iH(pOpMalIifHNIT TEpOPU3M € BUAOM TEXHOJIOTIYHOTO TEPOpU3MY, i IIe 3JI0OUYMHH, IO
BUMHSIIOTBCSI 3 TEPOPUMCTUYHOIO METOIO i3 3aCTOCYBaHHSIM 3ac00iB €JeKTPOMATHIiTHOI
Jlii, KOMIT FOTepHUX CUCTEM Ta KOMYHIKaLlifHUX MepeK, sIKi MPSIMO YU OMOCEPEIKOBAHO
CTBOPWJIK ab0 3arpoXyl0Th BUHUKHEHHSIM 3arpo3W HaI3BUYAWHOI CUTYyallil BHACTITOK
LIMX [Tiii Ta CTAHOBJIATH HEOE3IEeKY Al IIEPCOHAITY, HaceJIeHHsI Ta TOBKILISI, 800 CTBOPIO-
FOTh YMOBH JJIsI aBapiii i KaracTpod TeXHOTEeHHOTO XapakTepy [2].

Ha nymky BYeHUMX, HalOiMbITy HeOe3MeKy IpeACcTaBiIsie€ KioepTepopn3M, a came —
TEPOPU3M CIUIAaHOBAHUM, BUNHEHUI YU CKOOPAMHOBAHMI B KiOepIipocTopi, TOOTO B Te-
POPUCTUYHUX aKIlisIX BUKOPUCTOBYIOThCSI HOBITHI JOCSITHEHHST HAyKU 1 TEXHIKU B raiysi
HOBITHiX iH(opMatiitHux TexHooril [ 3, 13]. Kibepartaku 3naTHi 3aBaatu iHopMailiitHo-
TeJICKOMYHIKaIiiTHUM CUCTeMaM Ha OCHOBHHUX iH(pacTpyKTypax 3HauyHoi mkoau. Lle i
aTOMHI €JeKTPOCTaHIIII i CUCTeMU KepyBaHHS ITOJIbOTaMM, KOMIT IOTEPHI CUCTEMM IIpa-
BOOXOPOHHMX OPraHiB, JIKyBaJbHUX 3aKJIaiB TOIIO. TpariuHo 3akiHUMIMCs KibepaTaku
Ha cucteMmu yrpasiaiHHg nmomxboTtaMu B CIIA 11 BepecHs 2001 poky, Koju oIepaTopu
aBiapeiiciB Ta MPOTUIOBITPSIHOI OOOPOHU HE 3MOTJIM CBOEYACHO 3pearyBaTu Ta OTOJIO-
CUTH TPEBOTY.

AHaJsi3 HayKOBHUX IIpallb, CIIeLiaJbHOI JiTepaTypu Ta IOBiIOMJIEHb 3aCO0iB Maco-
BoI iH(opMallil CBiTYMTH PO TOI (PakT, III0 BUPIZHIIOTHL aOCOIOTHO HOBUI BUI, TEPO-
pusMy — BipTyanbHuii. Lle Tepopusm, mpu IKOMY Y TEPOPUCTIB € MOXKJIMBICTb JOCTYITY
o iH(popMaliiTHO-KOMIT IOTEPHUX TEXHOJIOTiH, 32 JOITOMOIOIO SIKUX BOHU CTBOPIOIOTh
BUJIUMICTh TEPOPUCTUYHOI KaMIlaHii 800 OKpPEMOro TEPOPUCTUYHOTO aKTy, SIKOrO Ha-
CIIpaBAi HEMa€, YMM MOXJIMBE IOCSITHEHHS IOTPiOHOTO TEPOPUCTaM IICUXOJIOTIYHOIO
BIUIMBY Ha IIMPOKY ayauTopito. OCOOIUBICTIO CYy4aCHOTO TEPOPU3MY € aKTUBHE BUKO-
pUCTaHHS iH(POPMAaLiITHO-TICMXOJIOTIYHOTO BIUIMBY SIK BaXKJIMBOTO €JIeMEHTa MaHIITyJIsI-
mii cBimoMicTio moaeii. He TaeMHMIIA, 11O CHOTOIHI 3aCO0M KOMYHIKAIIiif, 10 OTIEPYIOTh,
TpaHCHOPMYIOTh Ta JTO3YIOTh iH(OpPMAIIil0, CTAIOTh TOJIOBHUM iHCTPYMEHTOM BILJINBY B
Cy4aCHOMY CYCIJIbCTBI. JIj1s1 migBUIeHHST e(heKTUBHOCTI 3MiMICHEHHSI CTpaTeriii BUKO-
PUCTOBYIOThCSI HaiicydacHili iHdopMalliliHi TEXHOJIOTI1, sIKi JoMoMaraloTh NepeTBOPU-
TU MyOIiKy B 00’€KT MaHimymoBaHHs. ToMy poJjib 3aco6iB MacoBoi iHhopMallii IoJjsrae
B Jil HA KOPUCTb CYCIiJIbCTBY, a HE TEPOPUCTiB. BUCBiTIEHHS MoAiil y 3acobax MacoBOl
iH(opMallii He TOBIHHO MPAaIIOBATH JUIST JOCITHEHHS TEPOPUCTUIHNX IiIEH, a CIIpUSTH
BUXOBAaHHIO y CBIZIOMOCTI JIIOIeil HEMPUIMHSITTSI METO/IiB HACWJILCTBA M IAHTAXY, MiI-
TPUMIII Jili BIagK, a TAKOXK HAaBYAHHIO IMpUiloMaM 0COOMCTOI i KOJICKTUBHOI Oe3IeKU B
CUTYyALIisIX, TTIOB’SI3aHUX 3 TEPOPUCTUIHUMU TTOTPO3aMH.

Tak, B HayKoOBilt JiTepaTypi, ceped OCHOBHMX 30BHIIIIHiX 3arpo3, 110 MOXYTb BUCTY-
MaTH KepelaMyi BUMHEHHS TePOPUCTUIHUX aKTiB, BUIUISIOTh: IIPAarHEHHS AKX IeP-
JKaB 10 BCTAHOBJICHHSI CBOTO BOEHHO-TIOJIITUYHOTO BIUIMBY B OKPEMUX PETiOHaX CBITY;
MOXJIMBICTb TIAPUBY CTPATETiYHOI CTAOiIBLHOCTI BHACIIIOK MOPYIIEHHS PEXUMY He-
PO3IOBCIOMXKEHHS SIIepHOi 30poi, MixKHAPOIHUX JOMOBJIEHOCTEI B Tally3i OOMeXeHb i
CKOPOUYEHHS 030POEHD, SIKICHOTO Ta KiJTbKICHOTO HApOITyBaHHSI OCTaHHIX iHITUMU Aep-
>KaBaMU; 30€peXXEHHS UM CTBOPEHHS Y CYMiXKHUX 3 YKpaiHOW perioHax 3HaYHMX YIpy-
MOBaHb 30pOMHUX CUJI AepKaB (KOaJilliil AepxKaB), 110 NePEBUIYIOTh iX 00OPOHHY I10-
TpeOy; HAsIBHICTb y ACSKMX IepKaB BEJMKMX apCeHAIIIB SAEPHOI Ta iHIIMX BUIIB 30poi
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MAacOBOT0O 3HMILIEHHS; CeNapaTUCTChKi TEHACHLil y KpaliHix (¢popMax BUSBY, 1O AECTa-
0iTi3ye BHYTPIIMOJITUYHY CUTYaLlil0 B OaraToOHalliOHAJbHUX AepXKaBaX, IKOI € YKpaiHa;
30epeKeHHS 3aTPO3M MiXKHAPOIHOT'O IIAHTAXYy, B TOMY YKCJIi 3 BAKOPUCTAHHSIM SIIEPHOL
Ta iHITMX BUIIB 30p0i MACOBOTO 3HUIIIECHHS ; BAHUKHEHHS 30pOMHNX KOH(PIIKTIB y Cycim-
HiX IepxXaBax, B IKi MOXYTb BTSTHYTH YKpaiHy. AJie Ha piBHi 3 3a3HaYCHUMH BUIUISIOTH
TakoX iH(opMalliiiHy eKCITaHCilo 3 OOKY iHIIUX JepXaB i MOXJIMBICTh BUTOKY iH(OP-
Mallii, ika CTAaHOBUTb IEP>KaBHY Ta iHIIY MepeadauyBaHy 3aKOHOM TAEMHMUIIIO, a TAKOX
KOHineHLiiHO1 iH(opMallii, 1110 € BJIACHICTIO AEPKaBU.

[TpoBeneHe mociimKeHHSI OCHOBHUX KOMIIOHEHTIB 3MiCTy ITOHSATTS HAHOTO sSIBUIIA
BiZlirpa€ BaXJIMBY POJIb IS 3aTaJIbHOTO OJHAKOBOTO PO3YyMiHHS CyTi siBuIa. OmHaK Mae
MiClIIe 1IIe OTHA TIOCUTh CYTTEBA PO30iKHICTh, BOHA IOJISITAE B TOMY, STK BUBHAYMTH JaHWI
BUJI TePOPU3MY: KOMIT'IOTepHUM YU iHGOopMalliiiHuii, a, MOXe, KidbepTepopusm? ¥Y3a-
TJIbHIOIYY Pi3Hi TOYKM 30pY, MOXKHA 3pOOMTU BUCHOBOK IIPO Te, 1110 B JaHUI Yac iCHY-
IOTh IBa OCHOBHI HAIIPSIMKM HayKOBO1 AYMKU 1IOAO0 JOCTiIKyBaHOI IPOOIEMM.

OnHa yacTUHA TOC/IiTHUKIB CXMIbHA K BU3BHAYCHHIO TEPOPUCTUIHHUX IIPOSIBIB, Y SIKAX
KOMIT'1I0Tep € a00 00’€KTOM, a00 3HAPSIIASM ITOCSITaHb, SIK KiOepTepOPHU3M.

HocnigHuKu X Apyroi rpyny TepOPUCTUYHI IMTPOSBY 3 BUKOPHUCTAHHSIM HOBITHIX J10-
CSATHEHb HAyKM i TEXHIKM B rayy3i iH(hopMalliiHUX TeXHOJOTil BiTHOCITh 10 iH(hopMa-
LIIAHOTO TEPOPU3MY.

ITpn 11boMy HEOOXiTHO BpaxoBYBaTU 1€ OJHY OCOOJUBICTH — iHdOpMaliiftHO-
TeJICKOMYHIKaIIiiiHi CUCTeMU Ta MepeXi B LIMX 3JI09MHAX MOXYTh BHUCTYIIATH OIHO-
YacHO i K MpenMeT, i SK 3HapsIIsl BYNHEHHS 37109MHY. MU IIPOIIOHYEMO PO3TISAATH
“iHdopmaniitHuii TepopusM” SIK 0a30B€ MOHATTS, BUXOISIYM 3 TOTO, 0 c(hopMOBaHA
cHUCTeMa IMPaBOBIAHOCHUH B rajy3i iHhopMalliiiHOI MisUIbHOCTI i 3aXUcTy iH(opMaliiiiHO-
TEJIEKOMYHiKalliIHHUX CUCTEM Ta MEPEX, a TAKOX BPaXOBYIOUM, 110 caMe iHdopmalliitHa
Oe3reKa po3MISIIAETCS SIK €JIeMEHT a0o IiacucTeMa HalliOHAJIbHOL Oe3IeKH.

Ha nyMKy BiTYM3HSHMX HOCIiIHMKIB MpoOJieM TepopusMy, iH(pOpMaliiHUI Tepo-
PU3M TIPOSIBIIIETHCS Y ABOX (DOopMax:

1) KOMIT'10TepHi EKOHOMIUHi 3JIOUMHM 32 JOTIOMOTOIO CIICIIiaTiCTiB-XaKepiB:

— MaxiHallii Ta MaHiMyJTIOBaHHSI CUCTeMaMU OOpOOKM AaHMX (HEeCaHKI[iIOHOBaHWM
repeKas rpolieil Ta ix BAKOPUCTAHHS);

— IIMUATYHCTBO (MTPOHUKHEHHS Ha KOHMIAEHIiliHI KaHaX 3B’SI3KY IEP>KaBHUX Opra-
HiB 1151 3)106yTT;1 iH(opMaliii, LIITUTYHCTBO IS 3100YyTTS 3aKPUTHUX TEXHOJIOTIIH);

— IuBepcis (3aBIaHHS IIKOAM TEXHIYHOMY Ta TPOrpaMHOMY 3a0e3MeYeHHIO Bipyca-
MU, 1110 TIOpYIIIy€E (PYHKIIIOHYBaHHS JepKaBHUX OpTaHiB Ta iHIINX YCTaHOB);

— HE3aKOHHE KOPUCTYBaHHS KOMIT I0TEPHUMU MOCITyTaMU;

2) pO3TroJIoLIEeHHSI TAEMHUII — OTPUMAaHHSI KOMEPLiitHOI Ta KOH(iaeH1iltHO1 iH(Oop-
Mallii (HepO3pUBHO MOB’SI3aHi 3 MEPIIUM BUIOM):

— HECaHKIIIOHOBaHe 3000yBaHHs iH(opMalil I HEULIbOBOro ii BUKOPMCTAHHS
ocobaMu, SIKi He MalOTh BillIOBiZHOTO AOCTYITY;

— He3aKOHHMUI 30ip Ta ITepexoByBaHHS iH(pOpMaIIil;

— MOPYIIEHHS MPaBUJI KOPUCTYBaHHS KOHGbiAeHIIiliHOIO iH(hopMalli€lo.

IHdopmaniitHuit TepopusM, il SIKUM PO3yMi€ThCSI BUKOPUCTAHHS CydyacHUX iHDOp-
MalliiiHUX TEXHOJIOTIH i, B epiry uyepry Mepexi [HTepHeT, Koy Taka 30post 3aCTOCOBY-
€THCS 3 METOIO ITOLIKOIKEHHST BaXJIMBUX IEePKABHUX iH(GPACTPYKTYp, CTAE peaIbHOIO
3arpo3010 1J151 HallioOHAJIbHOI O€3MeKM Halllol JepXKaBu.

OnHi€0 3 OCHOBHUX 3arpo3 IJII HalliOHATBbHOI 0e3ITeKn YKpaiH € BUKOPUCTAHHS
cydyacHUMX iH(OopMaliiHMX TEXHOJIOTiM B 3JI0YMHHIN MisIIBHOCTI OpraHi30BaHUX 3J10-
YUHHUX YTPYIOBaHb 3 TEPOPUCTUYHOIO cTipssMoBaHicTio. lupekTop LIPY, Buctynawouu
Ha TeMy IIpo0JIeM CBITOBHUX 3arpo3, 3asiBUB, 110 TEPOPUCTUYHI yIpyIIOBaHHS BUKOPUC-
TOBYIOTb KOMIT'FOTEPHi (paiiyiv, eJIeKTPOHHY MOIITY Ta IM(pPYBaHHS WIS HiATPUMKU
CBOEI IIpoTUIIpaBHOI misuibHOCTi. CaMe i yrpynoBaHHS 3aCTOCOBYIOTh BUCOKi TEXHO-
JIOTii y CBOI MPOTUIIPABHIN HisUTBHOCTI B SIKOCTI: JXKepesla OTpUMaHHS iHpopMalrii,
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3aco0y 1i 30epekeHHs, 3aco0y nepenadi iHGopmallii, 3Hapsaas Ta 00’ €KTa 3 I0YUHHOTO
MOCSITAaHHS.

Ha nam mornsia, 1e moB’s3aHo 3 TAKUMU YWHHUKAMU: TIO-TepILe, TisIbHICTh CTINKMX
3JI0YMHHUX OPTaHi30BaHUX CTPYKTYP € YACTKOIO BEJIMKOMACIITAOHOTO JIETAJIBHOTO i He-
JIeTaJIbHOTO Oi3HeCy; Mo-apyre, i3 opraHi3alliii, sSiKi BAKOPHCTOBYIOTh KOMIT IOT€PHi CuC-
TE€MM, 3HAYHO IPOCTIllle i 3py4Hillle “BUTATYBaTH TPOIIIi MPU TOMOMO3i KOMIT I0TEpPHUX
TEXHOJIOTil; TIo-TpeTe, sIK BKazye bineHuyk I1. /1. [4, 127], ockinbKu cuim Oe3neKku i
MHOJIiLil BUKOPUCTOBYIOTh KOMIT IOT€pPHi TEXHOJIOTII 111 O0pOTHOM 3i 3JI0YMHHICTIO, TO,
BiAMOBiMHO, 100 MOMEPEAUTH IXHE CTEXXEHHS I po3ramaTu ILUIaHU IIPaBOOXOPOHIIiB, JTi-
JEPU 3JI0YMHHUX YTPYNOBaHb IMPOKO BUKOPUCTOBYIOTH SIK MOTYTHIO 30pOIO MPOTUIii
KOMIT IOTEPHI TEXHOJIOTII.

Ha 3amoBiieHHSI opraHi3oBaHMX 3JJOYMHHMX YIPYIOBaHb TEPOPMCTUYHOI CHPSIMO-
BaHOCTI, HEPIIKO HE 3HAIOYM TPO 1€, XaKepu PO3poOJISIIOTh i BUIITYKYIOTh Pi3Hi METO-
I HECaHKI[iIOHOBAHOTO MPOHMKHEHHS 10 KOMIT'IOTEPHMX MepeX, MOCTIHHO Tpalio-
I0Th HaJ TUM, SIK 3a JOTIOMOTOl0 KOMIT I0TepHUX MPOrpaMHUX 3ac00iB 00ilTH cucTeMu
porpaMHO-MaTeMaTUIHOro 3axmucty. ChOTOIHI OCTaHHI Y OUTBIITIOCTI BUTIAAKIB CTAIOTh
BCE JOCKOHAJIIIMMM, IIiHA Ha HUX MTOCTIMHO 3pOCTAlOTh, aji¢ Ji€ BITHWIA TPUHIINAT TEX-
HiKW: 110 3pOo0JIeHO pyKaMM OIHi€l 0coOM, 3 YacoM, OgHAaK, Oyae IOoJoJaHO iHIITUMU.
Kareropiio “xakepu” O. M. bannypka po3risiae sik J0OCUTh HeOe3MeuHy, BKa3ylouu Ha
Te, 1110 BOHU 3JIaMyIOTh MEPEXi MPOCTO 3apajau BJaCHUX OakaHb a00 3apaay 3aBOIOBAHHS
ABTOPUTETY B XaKEPCbKUX KoJiaX. AJie HepiIKo BOHU 3J1aMYIOTb CUCTEMHU i 3 MeTOolo (i-
HaHCOBOI HAaXKMBU Ta iHIIUX 37104isiHb [5]. B HaykoBili giTepaTypi icHye TouKa 30py, 110
JlaHY KaTEeropito CJlii pO3MJIsiiaTh K CKJIaloBY KiIbKOX I'PYII, Y 3B’SI3KY 3 UMM MPOIIOHY-
€ThCS TaKa Kiacudikalliss KOMIT I0TepHUX ITPaBOMOPYIITHUKIB; “amaTopu”, “3paqiHUKu”
“madiosi”, “moniTukn”, “ansrpyicTi”, “mmuryHu’”’, “mipatu”, “xymiranu”

Ha namry nymKky, oco6iuBy 3arpo3y [J1s1 HalliOHATbHOI 0e3MeKN YKpaiHU CTAaHOBJISITh
“xaKkepH-noJiTHK1”. BoHM opraHi3yloTh KOMII'IOTepHi aTaK/ Ha CAaliTH i cepBepU opra-
Hi3aliil, 1110 MaloTh BiAMiHHI BiJ HUX IOJITAUYHI UM IPOMAICHKi IepekoHaHHs. XKepTBa-
MU TTOJIITHIHMX aTaK 3[eOiTBITOro CTalOTh YPSIOBi caliT. K ITpaBMito, METOIO TTOJTITHY -
HUX XaKepPChKMX HaIaliB € pyiHyBaHHS iH(GOpMaLiiHUX CUCTEM YPSITIOBUX YCTAaHOB, a B
JIeSTKUX BUIAKax MOJiTHYHA Tporaranaa. Haitbibin po3noBCIOMKEHUM BUIOM aTaku
JIaHOTO MiABUAY HAa CUCTEMHU € 3MiHa iH(OopMaLiiHOrO HAITOBHEHHS CaiTy, iHKOIU —
0JI0KYyBaHHS poOOTU pecypcy, Ha SIKUM CHPSIMOBAHO aTaKy o 0cobarBO HEOE3MEUHUX
TSt 1chopMaLI11/IHo1 6C3HCKI/I Vkpainu KaTeFOpH/I KomIr’ I0TEPHUX npaBonopyLuHHKlB
CJia BiIHECTU Taky, SIK “Xakepu-IUMUTYHU — Lie Jiozn, SIKi OTPUMYIOTb CEKPETHY iH-
(hopmalliito IJISIXOM BTOPTHEHHS 0 YY>XKMX KOMIT'10TepiB. BoHU MpailiooTh nepeBaxKHo
Ha 3amMoBJieHHs. [Ipy momoMo3i Iboro pi3HOBUIY XaKepiB 3MilICHIOIOTHCSI OpraHi3oBaHi
PO3BiyBaJibHi aKilii B pi3HUX c(pepax eKOHOMIKH Ta 0OOPOHU.

IIpo kareropito “xakepu-madiosi” HIILIOCS BUIINE: L€ YICHW OpPraHi30BaHUX 3J10-
YUHHUX (POpMYBaHb, METOIO SIKUX € OJiep>KaHHs (piHaHCOBOi BUTOMIU, iXHS MillleHb — 11€
6aHku, piHAHCOBI If TOproBi KoMmaHii. IHozxi 10 Tocayr “mMadiosi” BIAIOTHCS TEPOPUC-
td. [IpoTumis naHiil KaTeropii 0cid 3HaYHO YCKJIATHIOETHCS 3 TPUUMHU 3AiACHEHHS Te-
popucTaMU 3ax0/IiB KOHCITipallii IIoA0 3TOYMHHOI HisSJIbHOCTI, TOJIOBHOIO METOIO SIKUX €
MPOTUTISI OTIEPATUBHUM MiAPO3/iJiaM.

[IpoTuais naHOMy BUAY 3J10YMHHOI AisSLIBHOCTI BiICTAa€ Bil MOTped MpaBOOXOPOHHOL
MpakTuku. P yxxe NpuiiHITHUX 3aKOHIB YaCTKOBO peTJIaMEeHTY€E JesIKi acleKTH 60pOTh-
Ou, ajie 1bOro SIBHO HemocTaTHbO. Bu3Haiouu 3arposy Oesrielli Ta 106podyTy Hapoy,
SIKi Hece B CO0i 3JI0YMHHICTD B iH(hopMauiiiHii chepi, [Tpesunent Ykpainu Ha Cammiri
Tucsyonitrsa y Heio-MopKy BUCTYIIUB 3 iHiLIiaTMBOIO PO pO3po0KYy MixXHapoaHOI KOH-
BEeHIii Mo 00poTHOi 3 KoMIT' IoTepHUM TepopusMoM. IIpouec nporunii iHbopMmauiiHii
arpecii B psifii KpaiH Io4aBcs i3 (hoOpMyBaHHS CIleliaJIbHUX MiAPO3AiIiB, 10 3aBAAHb SIKUX
BXOJUTb HE TiJIbKM 3aXUCT Bill XaKEPChKUX aTak, ajie i KibepHeTUYHMI HACTYIT Ha BJlac-
HUKIB Kidep30poi. Ha nymKy amepmkaHCBKOTO reHepaia Emsapna AHmepceHa, rOTOB-
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HICTb 0 OOMOBUX MIiil y KiGEpIPOCTOPi 3 TOYKKM 30pYy HaIliOHAJbHOI OE3MeKU TaK caMo
BaXJIMBa, SIK SIAEPHI paKeTU Ta KOHTPOJb HaJ KOCMOcoM [6, 8]. A SIKIIO BpaxOByBaTH,
IO 3’SIBWJIMCH TIpalli, B SIKUX JOBEIEHO, 110 iH(GOpMaLiiHII TepOPU3M € MiATPYHTSIM
IIIe TS OOHIET HOBOI (hOPMHU TEPOPU3MY — KOCMIUHOTO, IKWI TiCHO MOB’SI3aHMIT 3 HO-
BiTHIMI KOMIT IOTEPHUMHM TEXHOJIOTISIMH, TO Ipo0JieMa TpOoTH il HabyBa€ HOBUX (hOpM
Ta acrekTiB.

TakuMm ymHOM, iH(OpMalLliiHUI TepOprU3M — 16 HOBUI BUI TEPOPUCTUYHOI ITislib-
HOCTI, CIIpSIMOBaHUI Ha BUKOPUCTAHHS CYYaCHUX iH(OpMaLiiHUX TEXHOJIOTIN 3 METOIO
MOpYIIeHHST a00 3HUIIEHHS 3HAYHUX JepKaBHUX iHPpacTpyKTyp. OCOOIUBICTIO Ccydac-
HOTO TEpOpPU3MY € aKTMBHE BUKOPHCTAHHS iH(MOPMAILiAHO-IICUXOJOTiYHOTO BILIUBY
SIK BaXKJIMBOTO €JIEMEHTA MaHIMyJIsI1Iii cBimomicTio moaeii. Cepel OCHOBHUX 30BHIIIHIX
3arpo3 JiJis HallioHaJbHOI Oe3MeKu YKpaiHU Ciil BUAUIMTU iHOopMaliiiHy eKCIaHCilo
3 OOKy IHIIUX JAEepXKaB i MOXJIUBICTh BUTOKY iH(popMmallii, sika CTAHOBUTH JAEPXKaBHY Ta
iHIIy TTepeadadyyBaHy 3aKOHOM TAEMHMIIIO, a TaKOX KOHQimeHLiliHOoi iHpopMallii, 110
€ BJIACHICTIO mepxxaBu. [1poTumis maHOMy BUAY 3JIOYMHHOI OisUILHOCTI BiICTa€ Bid I1O-
Tpe® MPaBOOXOPOHHOI MPAKTUKU, a CaMe 3HAXOAUTHCS Ha CTaldii CTAaHOBJIEHHS i MOTpe-
Oye OOTpYHTOBAHOTO HAyKOBOTO 3a0e3ITeUeHHST B 0OCOOJMBOCTI Ha piBHI OpraHi3ailiifHo-
MIPaBOBOTO ACITEKTY.
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MH®OPMAIIMOHHLIN TEPPOPU3M KAK YTPO3A
HAIIMOHAJIbHON BE30IMACHOCTU YKPAUHBI

PE3IOME

MHbopMalilMoHHbBIN TeppOPU3M — HOBBIN BUJ TEPPOPUCTUYECKON es-
TEJIbHOCTH, HATIPABJICHHBIN Ha MCMOJBb30BAHWE COBPEMEHHBIX MH(MOpMa-
IIUOHHBIX TEXHOJOTUHN C LIEJIbI0 HAPYIICHUS WIM YHUYTOXEHUS BaXKHBIX
rocyiaapcTBeHHbIX UHDpacTpykTyp. MHDOpMalIMOHHBII TEPPOPH3M CIely-
€T paccMaTpuBaTh KaK OJHY U3 OCHOBHBIX YIPO3 HallMOHAJIbHOU Oe3omnac-
HocTu YkpauHbl. [TpobGiiemaTnka MpOTUBOAEHCTBUS MHGMOPMAIMOHHOMY
TEpPOPU3MY HAXOJIUTCSI Ha CTAAUM CTAaHOBJIEHUS U TpeOyeT 00OCHOBaH-
HOTO HayYyHOTro obOecrieyeHusI U OCOOEHHO Ha YPOBHE OPraHU3allMOHHO-
TMPaBOBOTO ACTIEKTA.

KimoueBbie ciioBa: MH(GOPMALIMOHHBIA TEPPOPU3M, KUOEPTEppPOPHU3M,
HallMOHaJIbHas1 6€30MacHOCTb.
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