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Br100p S-010KOB /1711 CHMMETPUYHBIX KPUOTOrpadhuIECKUX
QJITOPUTMOB Ha OCHOBE aHaJIN3a aNreOpandecKux CBOMCTB

A. B. Kazumupos, P. B. Oneitnukos
Xapvrosckuii HAYUOHALHBLIL YHUBEPCUMEM PAOUOINEKMPOHUKU, YKpauna

B crarthe paccMOTpeH MOAXOA K 3alUTe CHMMETPUYHBIX KpuUnTorpaduueckux
MPUMUTHBOB OT alreOpandeckoro KpumToaHamu3a. [IpUBEIEHO [JOKa3aTelbCTBO
MaKCHMAJbHO MOCTHKUMOWM CTEIEHH MepeorpeesieHHON CHUCTEeMbl Il S-OJI0KOB
MPOU3BOJILHOTO pa3Mmepa. llpemnoskeHbl MOKa3aTeNd BbIOOpa S-OJIOKOB € TOYKH
3peHHs 3alllUThl OT aIreOpanvecKoro KpUINTOAHAIM3a. BBHITIONHEHO CpaBHEHHE S
6mokoB coBpeMenHbIX nmppoB AES/Rijndael, Camellia, «Kanunay, «JIabupunt» B
COOTBETCTBHUH C TPEIIOKCHHBIM KPUTEPUEM.

Knioueevle cnosa: cummempuveckue Kpunmozpaguueckue aicopummsl, —areedpaudeckuil
Kpunmoanaius, cmeneHsb nepeonpebeﬂennod cucmemasl.

Y cTarTi po3rIAmaEThCA MiAXiA OO0 3aXHCTYy CHMETPUYHHX KPHITOrpadhidHUX
MPUMUTHBIB BiJ anreOpaidyHOro KpHITOaHami3y. HaBemeHmWid m0ka3 MaKCHMAalbHO
JOCSDKHOTO CTYIEHs IepPEeBH3HAYEHOI CHCTEMH Ul S-OJOKIB JOBITEHOTO PO3MIpy.
3anponoHOBaHI IOKAa3HWKKM BHOOpY S-OJIOKIB 3 TOYKM 30py 3axHCTy BiJ
anredpaiuHoro Kpunroanamizy. [IpoBeneHo MOpiBHAHHS S-ONOKIB cydacHHX HNIH(PIB
AES/Rijndael, Camellia, «Kamuna», «Jlabupuat» y  BigZHOBiZHOCTI 11O
3aIpPONOHOBAHOTO KPUTEPISL.

Kniouosi cnosa: cumempuyni Kpunmocpapiuni aneopummu, aieeOpaivHull Kpunmoauanuis,
CmMyneHb nepesusHaierol Cucmemu.

An approach to protection of symmetric cryptographic primitives from algebraic
cryptanalysis is considered in the article. A proof for the maximal obtainable power of
overdefined system for arbitrary size S-boxes is given. There are proposed parameters
for S-boxes comparison from algebraic cryptanalysis protection point of view. S-boxes
of modern ciphers AES/Rijndael, Camellia, Kalyna and Labyrinth are compared
according to proposed criterion.

Key words: symmetric cryptographic primitives, algebraic cryptanalysis, power of overdefined
system.

1. O0masi MOCTAHOBKA 32Ja4UM U €é aKTyaJIbHOCTh

CuMMeTpuyHBIE  KpUNTOrpaUyecKUe  MPUMHUTHBBI  TMOJYYWJIM  IIUPOKOES
pacmpocTpaHeHre Oyarojapsi BEICOKOH MPOU3BOAMTEIHHOCTH W HHU3KOW CIIOKHOCTH
peamuzanmu [1,2]. KpoMe obecrnieueHust KOHGUACHIIMAIBHOCTH C MOMOIIIBIO OJIOUYHBIX
Y TIOTOYHBIX INMHA(POB, CAMMETPHYHBIC MPUMHUTUBEI MCITOJIB3YIOTCS JJIsi 00CCIICUSHYSI
[EJIOCTHOCTH Ha OCHOBE KOJOB ayTeHTH(HKAIMKA COOOIICHWHA M X3II-PYHKIWH, KaK
KOMIIOHEHTBI 3JIEKTPOHHON IU(POBOM TOAMUCH IS 3alUTHl ayTEHTHYHOCTH,
reHepaluy IICEeBJOCHYYallHbIX IOCJIEJ0OBATENIbHOCTEH, B COCTaBe MPOTOKOJIOB
MOITBEP KACHHS TOATUHHOCTH [3] U T.1I.

B coorBerctBum ¢ m3BecTHhIMU mpuHIMIaMu lllenHona [4], Takue anrOpUTMBI
UCIIOJIB3YIOT ~ HEJIMHEHHBIC  Omepaluy JJig  [epeMelIMBaHUis ©  JIMHCUHBIC
npeobpazoBaHus st paccenBanus. [locienoBatenbHOe MHOTOKpAaTHOE NMPUMEHEHUE
MEpeMENINBaHMsI ¥  PAacCeMBAHMS TIO3BOJSIET JTOOWUTHCS  BBICOKOTO  YPOBHS
KpUnTorpaduIeckor CTORKOCTH.

V3516l HEMUHEHHOW 3aMEHBI ISl COBPEMEHHBIX CUMMETPHUYHBIX MPUMHUTUBOB, KaK
MPaBWIO, PEAJTM3yIOT B BUAE TaONMUI] 3aMEHBI, WM S-OOKOB. YUHTHIBAs, HTO
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OONBIIMHCTBO COBpeMEHHBIX Onounbix amroputMoB (Rijndael [5], Camellia [6],
DES[7] wm np.) nand BBeAEHUS payHIOBBIX KIOYel H  KOMOWHUPOBaHUS
MEXpPayHJIOBBIX 3HAYEHUM HCHOJB3YHOT €IWHCTBEHHYIO JIMHEMHYIO OIEPALMIO
(cmoxxeHWE MO MOZAYNIO 2), S-OJIOKM OKa3bIBAIOTCA E€AMHCTBEHHBIM JIIEMEHTOM,
OTIPENICJIAIONIMM HETMHEHHOCTh MHM(pyomero mnpeoOpa3oBaHus W YPOBEHb €ro
CTOMKOCTH K KPHUIITOAHAUTUIECKAM atakaM. HeoOxoanmoe 4nciio payHa0B OJIOYHBIX
mu(POB BBHIYUCIACTCS HAa OCHOBE OOECIEUEHHMsS CTOMKOCTH K HM3BECTHBIM BHIAM
KpUnTOrpaiuecKoro aHajw3a MpH YCIOBHU 33JaHHBIX CBOWCTB Y3JIOB HEITMHEHHOI
3aMEHBI.

MHorre MoTOYHBIE aNTOPUTMBI, KpUNTOrpaduuecKue X3m-(QyHKIUN, TeHEPaTOPhI
TMICEBAOCITYYaiHBIX MTOCIIEA0BATEIBHOCTEN MMOCTPOCHHI Ha 0a3e OJIOYHBIX MUGPOB HITH
X KOHCTPYKTHBHBIX JJIEMEHTOB. TakuM 00pa3oM, Kpunrorpaduieckas CTOMKOCTbH
OOJIBIIIMHCTBA COBPEMCHHBIX CUMMECTPUYHBLIX NPUMUTHUBOB B 3HAYNUTEJILHON CTEIEeHU
3aBHCHT OT CBOMCTB BEIOPAHHBIX S-OJIOKOB.

2. UcTOKH ucci1eJ0BaHUS ABTOPOB

[Ipo6ema mocTpoeHus Wi BbIOOpa S-0JIOKOB C 3aJaHHBIMH CBOHCTBAMH SIBIISIETCS
nmocratoyHo wu3BectHo [1,3]. OmmH W3 TEpBHIX IMOAXOIOB K BBIOOPY Y3IIOB
HEIMHEWHOW  3aMeHBl  Tpeamnojarail  OIEHKY  CIy4yallHOCTH  BBIOpaHHBIX
nepectaHoBok [8,9]. B nanbpHeiimeM KkpuTepuu BbIOOpa OBUIM pacIIMpEHbl IS
aHaJIM3a CBOWCTB, MO3BOJISIFOIINX 3AIMUTUTH UMD OT CTATUCTUYECKHX aTaK [5], B TOM
yucie oT auddepeHnmnanbHOro U JUHEeHHOro kpunrtoananusza [10,11], a Taxke ux
monupukanuid. B paborax [12,13] Obuin 00OCHOBaHBI TPEACIbHBIC TOCTUXUMBIC
TPaHUIBI BEPOSTHOCTEH TpeoOpa3oBaHMWl pa3sHOCTEH W JIMHEHHBIX amnMmpOKCHUMAaNUR
i S-0610k0B. B yacTHOCTH, 3TH pe3yabTaThl ObUIM MCIIOIB30BAHBI IPHU HOCTPOCHUH
umppoB Rijndael, Camellia, «JIabupuHT», 4TO O0OECHEUMWIO STHM aJITOPUTMaM
MaKCHUMaJbHBIH yPOBEHbB 3araca CTOMKOCTH K TPAAUIUOHHBIM CTATHCTHUECKUM BUAAM
KPHUIITOAHAIN3A.

3. HepemeHnHble npoodieMbl U e padoThl

Tem He MeHee, MO37HEE B OTKPHITOW JHUTEparype OBLT TPEACTABIEH HOBBIM
MOJXO0J, TMO3BOJISIIOIIUN MOCTPOUTH IMEPEONPENCIICHHYI0 CHUCTEMY YpPaBHEHHH Hax
KOHEYHBIM II0JIEM JJIsl OMUCAaHUsI BCero Kpunrorpaduueckoro npeodpazoBanus [14],
Ha3BaHHBIA anreOpanueckuM KpurroaHanm3oM. OKa3anoch, 4YTO NPUMEHEHHE S-
OJIOKOB € MpeeNbHO IOCTHKHMBIMH IIOKAa3aTeIsIMA CBOWCTB JAJsl 3aIUUTHl OT
CTaTUCTHYCCKUX BUJIOB KpHuIITOaHaIMn3a IIPUBOAUT K HU3KOM CTCIICHU
MEPEONPECIICHHON CHCTEMBI, ONMCHIBAIOIIEH BECh S-0JIOK. A TIOCKOJIBKY TOJBKO 3TH
3JIEMEHTHI ONPENENIAIOT HEMMHEHHOCTh MHOTUX MIHM(POB, TO Pl aJrOPUTMOB, TAKUX
kak AES/Rijndael, Camellia, «JlabupuHT», MOTYT OBITH OMHCAHBI Pa3PEIKEHHOU
MIEPEOTPEICIICHHON CUCTEMON BCEro JUIIL BTOpoil crenenu [14,15]. IlpakTudeckas
CTOMKOCTh  KpUOTOTpauyeckux  CHUCTEM,  HCHONB3YIOIIMX  3TH  MHUQPBI,
o0ecreynBaeTcst TOJIBKO JIHIIb OTCYTCTBUEM YHUBEPCAIBHBIX METOAOB, MTO3BOJISIOIINX
HaXoAUTh pCIICHUA CUCTEM HEJIMHEHHBIX ypaBHCHI/II‘/'I HaJa KOHCYHBIMU ITOJIAMU.

B cBs3u ¢ 3THM aKTyaJgbHBIM CTAHOBUTCS BONPOC IOCTPOEHHS WM OTOOpa
S-070K0B, O0ECHeuMBaONINX  3alUTYy CHUMMETPHUYHBIX  KPUOTOTpadUIecKux
NPUMHUTHBOB OT alreOpandeckux aTak.
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4. IIpyHUUI NOCTPOEHHS AJIredpanvdecKoi aTaKu

OcCHOBHOH Heeill aTaku SBISETCS MOCTPOEHHE M pElleHHe CHCTEMBbl ypaBHEHHIt
HU3KOM CTEITIEeHH, OIUCHIBAIONICH BC mmdpyroiee npeodpa3oBaHue.

Anrebpandeckas aTaka COCTOUT U3 ABYX OCHOBHBIX 3TalloB:

a) (¢GOopMHPOBaHME MAaKCHMAaJIbHOIO KOJMYECTBA YPAaBHEHHMH, ONHUCHIBAIOIINX
npeoOpazoBaHNe ¢ MUHUMAJIBHON CTETIEHBIO TEPMOB;

0) peleHue MOTyIeHHOW CUCTEMBI.

Pemenust cuctembl ypaBHEHUH MPENCTaBISIIOT cO00¥ OUTHI KITFOUYel pa3BEPHYTOTO
MacTep-Kirodya (payHIOBBIE KIIOYM) U, €CJIM BBOJWIHCH HOBBIC IIEPEMEHHEIE,
MPOMEXYTOYHBIE COCTOSIHUSI alrOPUTMA IH(PPOBAHUSL.

Kparko omumem MeToauky, KOTOpas IIO3BOJISIET INPEACTaBUTh alrOpUTM
m(pOBaHKS B BUJIE CUCTEMbI YpaBHCHUH:

a) JEKOMIIO3HIIUS aJropuT™Ma IU(PPOBAHUS Ha COCTABIISIFOIIUE OTIEPalny;

0) anrebpanveckoe OMUCaHUe KaXXI0TO U3 JIEMEHTOB;

B) CBS3bIBAHHE BXOIHBIX M BBIXOAHBIX 3HAUYEHHH Ka)KAOTO M3 DIEMEHTOB C
APYTrUMHU 3JIEMCHTAMU U onraMu KJIr04a, OTKPBITOI'O U IlII/I(prBaHHOFO TEKCTA.

[Ton >nemMeHTOM MOHUMAIOTCS JINHEWHBIE U HEJIMHEHHbIE ONepaluy, IPUMEHIeMbIe
B coBpeMeHHBIX mudpax [3,1]. Jexommoszunus mpeacTaBiseT coOoil pa3dueHue
anroputMa mudpoBaHus Ha Oojiee MeNKWE, B OOJILIIMHCTBE CIIy4acB OTICIBHBIC,
gacTu. OTAeNbHO TPYNIUPYIOTCS TUHEHHbIE U HEUHEIHbBIE ONepaluy.

[lon anrebpanyeckuM onmucaHUEM IOHUMAETCs NIPECTABICHUE PE0OPa30BaHUs B
BUAC CUCTEMBI, KOTOpPAas CBA3bIBACT BXOAHBIC W BBIXOAHBLIC 3HAUCHUA HpeO6pa30BaHI/I$1.
[Tocne mpexacraBieHus] OTAENBHBIX NPe0oOpa3oBaHUi HEOOXOAUMO 3amucaTh OOIIYIO
CHCTEMY, OIHCHIBAIOIIYI0 MOJHBI adroputM IUQPOBAHUS U €ro  CXeMy
pa3BOpaYMBaHUs KIIFOUECH.

Ha ceropssamamii 1eHp CyliecTByeT AOCTaTOYHOE OOJIBIIOE KOJIMYECTBO METOJOB
pemienus  ypaBHeHWH Haj nonem  GF(2), wHampumep, Meron —[aycca,
Konogamenesa [16], XL, T', ElimLim, F4, F5, npeoopa3oBanne B SAT [17]. Ognako
CJIOKHOCTh pPCHICHUA OTHX MCETOAOB 3aBUCUT OT Pa3pCKCHHOCTHU CHCTEMBEIL. 9T0
MO3BOJISIET CJEeNaTh BBIBOJ O TOM, YTO Pa3peKEHHOCTh YPaBHEHUH, ONMUCHIBAIOINX S-
OJIOK CHMMETPUYHOTO MNPUMHUTHBA, HANPSAMYIO BIMSET Ha CIOXKHOCTh PEILCHUS
KOHEYHOM CHCTEMBI YpaBHEHUH.

5. Onucanue MeTOAA MOCTPOEHUA CHCTEMbl YPABHEHUI
S-O10k  MokeT OBITh TIpeNCTaBIeH Kak HaOop OyneBbIX (YHKOHHA BUAA:
Yy = fh (xn,xn 1 .,xo) h=0,1,...,k. OpnmHako CyIIECTBYeT M aJbTECPHATUBHOE

OIMCaHNE — CUCTEMON ypaBHEHUH, I'Zle UCIIOIB3YIOTCSl BCE BO3MOKHBIE TIPOU3BEICHHUS
KOMOWHANM{ BXOJHBIX M BBIXOAHBIX NEpeMeHHbIX Haja moneMm GF(2). Ilpu Takom
NPEACTABICHNH MOXHO IONY4YUTh OoJjiee HHU3KYI0 CTENEHb TEpMOB, YeM MpHU
(hyHKIIMOHATPHON 3aBUCHUMOCTH BBIXOJa OT BXoma. B paGore [14] moka3aHb
MPUHLUIBI MMOCTPOCHUSI TaKOW CHUCTEMBI AJIA Cllydyas, KOrJa CTeNeHb KaXJOoro Hu3
TEpMOB HE INPEBBIIIAET BTOPYyI0. B obmiem ciydae, amst onucanust S-0J10Ka MOXKHO
UCIIOJIB30BaTh IPOU3BOJIBHYIO CTEIICHb.
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s moucka cHCTEMbl MOXKHO BOCIIOJIB30BATHCS aJrOPUTMOM, OCHOBAHHBIM Ha
IMOCTPOCHHUU MaTpHUIlbl, ormcsmaromeﬁ BCC€ BO3MOKHBIC 3HAYCHUA TCPMOB JJId BCEX
BapHaHTOB KOMOWHAIINI BXOHBIX MIEPEMEHHBIX S-0JI0Ka.

Ilyctp X — 3HaveHne, KoTopoe Mmomaércst Ha BXox S-Onoka, a Y — 3HaueHHe Ha
BbIXome S-Omoka. Torma cTpoka Matpuimbl A, HEOOXOAMMOW ISt (OPMHUPOBAHUS
CUCTEMBI ypaBHEHUH, OyJeT BKIOYATh B ce0s BCe BO3MOXHbBIE coueTaHus OUTOB X U
Y 10 MakCHMaJIbHOM CTENIEHU TEPMOB CHCTEMBI M KOHCTAaHTY 1. Tak, Iuist HaxoxAeHUS
MAaTPHIIBI, OTIUCHIBAIOMIEH S-0JIOK, C TepMaMH He BBIIIE TPETEH CTETIeHH, CTPOKa Oy IeT
COJICP)KaTh BCE BO3MOJKHBIC IPOW3BEICHUS KOMOWHAIMA BXOJHBIX W BBIXOJHBIX
NEPEMEHHBIX TPETEH CTeleHW, BTOPOH CTENEeHH, OMTHI BXOZa, BBIXOAa S-0JoKa H
KOHCTaHTy 1.

Pa3zMepHOCTh MaTpHIIBl OMMCHIBAIONICH S-0JIOK ¢ n OMTaMH Ha BXOJIE M m OUTaMU
Ha BBIXOJIC paBHA:

|A|:(2”jx(NC); (1)

d .
NCZ_ZOC;_H”, (2)
1=

rae Cg — YHCIIO0 COYETAHUN U3 g DIIEMEHTOB TIO /1;

d — MakCHMaJjbHas CTEIICHb HCKOMOM CHCTEMBI.

[Tpumenenue k 31Ol Matpuile npeodOpazoBanuss NullSpace Mo3BONSIET MOTYYUTh
HOBYIO MATPHILy — CHCTEMY YpaBHEHUIl (eciu Takasl CyIIeCTBYET), OMUCHIBAIOIIYIO S-
0OJIOK.

B pabGore [14] moka3aHO, YTO HEOOXOIMMOE KOJMYSCTBO YpaBHEHUH 7, TpHU

TIOMOIIM KOTOPBIX MOXHO OMHCaTh S-O10K 7 X m, mpu N >2" MOXHO HalTH u3

hopmyubr:
r>N.-2". 3)
Opnako ¢opmyna (3) omuceIBaeT IWIIb YacTHBIA ciydail. M3 Teopum matpui
W3BECTHO, YTO:
m = NullSpace(A)+ Rank(A), 4)
1€ 7 — KOJIMYECTBO CTOJIOOB MAaTPHUIBI A;
Rank(A4) — panr matpuusl 4.
Takum 00pa3zom, B 001IEM BUE # HAXOJUTCS TIO cleayomueit Gopmyse:
r =N, — Rank(4), 5)
Cnenctsue. s TOro, 9ToOBI HAHTH MUHUMAJIBHYIO CTETIEHb MAaTPHUIIBI (CHCTEMBI)
d,in, TIPU KOTOPOH OIUCHIBAIOTCA BCE S-OJIOKK n —> m, HEOOXOIHUMO YTOOBI
BBITIOJTHSUIOCH YCIIOBHE:
N, > Rank(A). (6)
Tak kak MakcuMaibHbIH paHr wmarpuisl A =2", 10 d,, HaXOAUTCI U3
COOTHOILICHHS:
Do i k
> C2 P b 2. (7)
i=0
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[IpuBeném mpuMep Ha OCHOBE TOACTAHOBKH «OaT B Oait». [[mst BEIOpaHHOTO
pasmepa S-0iioka n = m=38. Ecmm d,;,, = 2, T0 N, = 137, uro MeHbie yeM 256,
CIIeZIOBAaTEeNIbHO, HANAyTCS TOACTAHOBKH, KOTOPBIE HEBO3MOXKHO OYAET omucarth
CHCTeMOH ypaBHEHHWH BTOpo# creneHu. Ecmu xe B3ATHh d,; = 3, T0 N, = 697, uro
Oonpire 256 Ha 441. D10 03HA4YaeT, YTO JIFOOOH S-010K «OaMT B OalT» MOXKET OBITH
OIMCaH, 0 MeHblel Mepe, 441 ypaBHEHUSAMHU.

B Ttabmuie 1 mpencraBieHBl NpakTHYecKWe pacu€rhl ais S-010koB mm(poB
«Kammnay [18], AES/Rijndael, «JIabupuHT» M U1 ABYX CITydalfHO CT€HEPHUPOBAHHBIX
nepectaHoBoK. Bee S-0110ku npecTaBIIsioT co00i MoICTAaHOBKY 8 B 8 OUT.

Kak BugHO 13 Tabmuipl, S-6moku mmppoB AES/Rijndael u «JlabupuHT» MOXHO
MIPEJICTABUTHh CUCTEMON YPaBHEHHUI BTOPOU CTETICHH, a S-OJIOKH OCTANBHBIX MH(POB —
TOJIbKO TPETHEM.

Tabn. 1 — Konuuecmaso ypasnenuil, onucoisaoujux S-610k

d
S-610K d hNe Rank(A) r
i=0
AES/Rijndael 2 137 98 39
«Kamuay/S1 3 697 256 441
«JlabupuaT» 2 137 98 39
Crydaiinbit Nel 3 697 256 441
Cryuaiinbrit Ne2 3 697 256 441

6. Iloka3zatenu BbIOOpPa S-0JIOKOB HAa OCHOBE aHAJN3a ajredpamvecKux
CBOMCTB

Hcxons w3 yBeNmWYeHHS CIOXHOCTH BBHITIOTHEHUS alreOpamdecKoro aHalnza,
npeJIaraeTcss KPUTEPHil, KOTOPBI MO3BOIISIET MPOU3BOUTH BEIOOP ONTUMAIIBHOTO S-
O6ioka w3 Hekoroporo Habopa. [IpumeHeHue BBIOpAaHHOW IOJCTAHOBKH ITO3BOJIHUT
00ecrneYnTh MaKCUMAIIbHBI YPOBEHh CTOMKOCTH CHMMETPHYHOTO MPEeoOpa3oBaHUs K
anredpanveckoi aTake Mo CPAaBHEHHIO C OCTANBHBIMH S-0JIOKaM.

Jlydyinyro 3ammry OT aireOpauveckoro aHajgu3a oOecleYMBacT IOJCTAHOBKA,
KOTOpasi:

a) mMmeeT Ooiee BBICOKYIO CTeNeHb (dy;,) TpU OIMHCAHWU TepeorpeaeTIeHHON
CHCTEMOM;

0) sBISIETCS MEHEE pa3peXKECHHOW (KOJIMYECTBO HYJIEBBIX TEPMOB B CHCTEME
MCHBIIIE).

OTH JBa KpUTEpHs HE HCKIIOYAIOT TOJTHOCTHIO anreOpanmyecKyro aTaKy, OIHAKO
MO3BOJISIOT 3HAYUTEIBHO YCIOXKHUTD e€.

YBenuuenue mapamerpa d Ha eJUHHITY BICYET 3a COOOM U YBETTMYECHUE CHCTEMBI Ha

d o ..
C,+m» @ crenoBaTenbHO OONbIIEH IPOU3BOAUTEIBHOCTH M TpedyeMoro o6b&Ma

namsTd sl 00paboTKM cucTeMbl ypaBHeHHH. CIOXHOCTh pPEUICHUS! KOHEYHOU
CHUCTEMBI TIPSIMO 3aBHCHUT OT €€ pa3peKeHHOCTH, COOTBETCTBEHHO, CHIDKEHHUE
pa3peKEHHOCTH BEAET K 3HAUUTEIBHOMY YCIIOKHEHUIO KPUIITOAHAIN3A.
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7. CpaBHUTeJbHasi XapakKTepucTuka S-0JI0k0OB 10 ajredpanyecKum
noKa3areasm

PaccmoTpum S-6510KM pacnipocTpaHEHHBIX CUMMETPUYHBIX OJIOYHBIX alrOpPUTMOB,
B TOM YHCJIE TIPEICTABIICHHBIX Ha HAIIMOHAIFHBIA OTKPHITHIN KOHKYpC [19]:

- «Kamunay (S-0moxu S1-S8, o6o3HaueHHbIe B Tabmuie K1-K8);
- «JlabupunaT» (JI);

- Camellia (S-6;moxm S1-S4, o6o3nauennsie C1-C4);

- AES/Rijndael.

Juns kaxmoro S-610ka ObLIM TOCTPOEHBI TIEPEOTIPeIeICHHBIE CHCTEMBI ypaBHEHUI
2-it m 3-ii cremenu. Pe3ymbraThl pacdéra mokaszarenedl anreOpanvecKuX CBOMCTB
TIpUBEJICHBI B Ta0OHIIE 2.

Hns  S-6nokoB, mpumensiemMblx B mmppe «KamuHa», MUHUMaibHas CTEICHb
CHCTEMBI, KOTOpasi OMKCHIBACT IMOJCTAHOBKY, paBHA 3 (TCOPETHUECKHI MaKCHMyM).
Hns anmroputmoB «Jlabupuat», Camellia u AES/Rijndael murnManbHast crerneHb
CHUCTEMBl paBHA 2, HO TAaKXE BO3MOXXHO M IOCTPOCHUE CUCTEMbI 3-U CTEIECHHU.
CooTBeTCTBEHHO, sl S-OOKOB 3THX MH(POB B pPa3HBIX CTpOKax TaOmumbl 2
MPUBEACHBI PE3YNIBTATHI IO CUCTEMaM 2-U U 3-i CTEIEHHU.

Tab6n. 2 — Pesynomamul pacuéma noxaszameneu aieebpauieckux ceoucmas S-0j10K06

Hucno Yucio Yucno
S Bcero HeHyI. Hyneswie| Koma-Bo TepMOB TepMOB YHucno §
6110k | BEOSMOKHO TEPMOB B TG[())MI)I, CBOOO. 1t i TepMOB 3-it
TEpPMOB % YJICHOB CTEIEHU
CUCTEME CTENIEHU | CTENeHH
K1 307377 56939 | 0.815 219 3552 26537 26631
K2 307377 57066 | 0.814 214 3529 26681 26642
K3 307377 56657 | 0.816 230 3491 26284 26652
K4 307377 56978 | 0.815 230 3508 26432 26808
K5 307377 56992 | 0.815 217 3531 26402 26842
K6 307377 56996 | 0.815 227 3551 26444 26774
K7 307377 56736 | 0.815 221 3544 26438 26533
K8 307377 56868 | 0.815 225 3536 26451 26656
T 5343 1625 | 0.696 16 316 1293 -
328287 42262 | 0.871 202 3244 16363 22453
Cl 5343 1615 | 0.698 18 317 1280 -
328287 43495 | 0.868 239 3548 17152 22556
I 5343 1647 | 0.692 16 333 1298 -
328287 43837 | 0.866 242 3622 17388 22585
3 5343 1656 | 0.690 22 313 1321 -
328287 43400 | 0.868 203 3535 17023 22639
C4 5343 1676 | 0.686 15 326 1335 -
328287 44325 | 0.865 220 3684 17642 22779
AES 5343 1661 | 0.689 16 303 1342 -
328287 42219 | 0.871 194 3181 16342 22502
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Kak crnenyer u3 Tabnuisl, HAaMOOIBLINKA YPOBEHD 3AIUILEHHOCTH CUMMETPUIHOTO
Kpunrorpaduieckoro aaropurMma obecrneunsaercst S-01okamu anroputMma «Kannxay
(Mo mokazarensMu CTETeHH CHCTEMbl M HaWMCEHBIIEH YacTH HYJICBBIX TEPMOB B
cucteme). Cpemu S-OnokoB mmdpa «KanmHa» JTydmmM ¢ TOYKHA  3pEHUS
anreOpanvyeckoro Kpurtepus sBiseTcs S2 (C MHUHUMAIbHBIM OTPBIBOM OT IPYTuX
IIOJICTAHOBOK 3TOT0 AJIFOPUTMA).

8. BriBoabI IO pe3yabTaTamM

B cratee paccMOTpeH TOAXOJ, TO3BOJNSAIONHMNA  OOECIEYUTH  3aLIUTY
MEPCIEKTUBHBIX KpUNTOrpadUueCKUX CUMMETPUYHBIX NIPUMUTHBOB oT
anrebpamveckoro anamusa. l[IlpuBeneHo oOOCHOBaHWE HAMOONBIIEH MOCTHKHMOMN
CTETIEHH TiepeonpeeIEHHON CHCTEMBbI, ONKCHIBAalONIeH TabIuYHOEe MpeoOpa3oBaHue
«n 6utoB B m OutoB». B wacTtHOCTHM, [OKazaHo, YTO M Hauboiee
pacmpocTpaH€HHOTO  pa3mepa  S-ONOKOB  COBpeMEHHBIX  mHUPPoB  («8-B-8»)
MaKCUMallbHasi CTENEHb MepeonpeneiaéHHod cucteMbl paBHa 3. IlpennoxeHbl
ImoKasaTejikd, 0 KOTOPbIM BO3MOXHO CpPaBHUBATL PA3JIMYHBIC S-010KHU JJIsL BbI60pa
JYYIIEr0 ¢ TOYKM 3PEHHUsl 3alUThl KPUNTOrpaHMuecKoro mpeodpa3oBaHusl OT
anrebpandeckoit ataku. [IpoBeeHHOE CpaBHEHUE TTOKA3AJI0 TTPEUMYIIECTBA S-0JI0KOB
umdpa «Kanunay, MIPEJICTaBIEHHOTO Ha HaIlMOHATbHBII KOHKYpC
KpI/IHTOI‘pa(bI/I‘-ICCKI/IX AJITOPUTMOB, JJid 3alllUTbl OT MNCEPCICKTUBHBIX AaTaK Ha
CUMMETPUYHBIE U PBHI.
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