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MeToan4Huii MiaXiA 10 ynpaB/iiHHS pU3nKaMu 0e3neku iHpopmanii
SIK CKJIA/10BOI 3a0e3neueHHs1 iHpopManiiiHol Oe3meKkH aep:KkaBu

Pe3tome. VY crarti po3risgaeTses npobiema Oesneku iHpopMalil K CKIanoBoi iHpopMauiiHoi Oe3nexu
Jiep>kaBU. BUCBITIIIOIOThCS OCHOBHI acnekTu Oesneku iH(opmarii, CyTHICTh 1 XapaKTEpPUCTUKU PU3MKIB Oe3reKu
iHpopmamii. IIpomoHyeTECS METONWYHWH MiAXig IO CTBOPEHHS CHCTEMH YIPAaBIIHHA pHU3UKaMU Oe3MeKn
iH(popMarii, mo 6a3yeThes Ha KibepHEeTHIHIN Mozeni pyHKIIIOHYBaHHS TaKOi CHCTEMH.

KuarouoBi ciioBa: Gesmieka iHpopmartii; puznku Oe3mneku iHGopMarii; yIpaBiIiHHS pU3HKAMU.

IlocTanoBka mpodsemu. 3abe3nedeHHs Oesmeri Jep)KaBW, pEANbHO TPU3BECTH IO
HaIllOHaJbHOI Oe3leku JepikaBH TIOB’si3aHe, HaHECeHHsI 3HA4YHOI IIKOAM B pi3HHX cdepax
nopsii 3 I1HIIUM, 3 BHKOPHCTAaHHAM 3HAYHOTO KUTTENIsUIbHOCTI. Tomy mpobnema Oesrneku
iHpopMalLlifHOTO  pecypcy, IO CHpPUYHHSE inpopmanii (BI) gk cknagoBoi 3a0e3nedeHHS
MiABUIIEHY TMOTpedy iHdopMaIiitHoi Oe3nexu iHdopMariiiHoi Oe3neku B 3araibHiil cuctemi ii
nepxkasu. [lpm wpomy min inghopmayitinoro 3a0e3redyeHHs MocTae BKpal akTyaiabHOM0. llpm
besnexow  Oepoicagu  CHiI  PO3YMITH  CTaH BOMY IiJ| Oe3nexoi iHgopmayii PO3yMIEThCS
3aXWIICHOCTI JKUTTEBO BAXKIMBHUX I1HTEPECIB CTaH 3axWIeHocTi iHpopmarii (iHpopMariitHrx
JMIOWHM, CYCIIIJIBCTBA 1 JEPXKaBH, NPH SKOMY pecypciB) B iHpopMariitHiii cuctemi, KouH
3aro0ira€Tbcsi HAHECEHHS IIKOJIU 4Yepe3 IEeBHY CTOCOBHO HeEI (HMX) YHEMOXJIMBIIOEThCS abo
CYKYITHICTh ~HETaTUBHUX 4YWHHMKIB [l1], a 3MEHIITYEThCS 3JIaTHICTh CKOEHHS
3abe3neyenns inpopmayiinoi be3nexu depaicasu HECaHKI[IOHOBaHUX Aiii [2].

— IIe LiJIeCpsAMOBaHA Ta y3TOPKEHA JisIbHICTh OfaHuM 31 CTPUMYIOUMX YHWHHUKIB Y
OpraHiB  JICpXKaBHOTO  YIPABIIHHS,  IHIIUX IPOIIECi BJIOCKOHAJICHHS CUCTEM YIpPaBIIHHS Ha
BHU3HAYEHUX Cy0’€eKTiB iH(opmariiHol OCHOBI 1H(OPMAIIHHO-TEXHOJIOTIYHUX PIllIEHb €
ISUTPHOCTI TIOAO PO3pOOJIEHHS Ta peaizarii HasBHICTh CYITyTHiX 3arpo3 bl Ta BiamoBigHmX
KOMITJIEKCY 3aXOMiB ([Iiiff) 3 METOH CTBOpPEHHS pusukiB BI, mo morpebye ix imenTudikarii,
YMOB OTpUMaHHS 1 3aXHCTy B iH(pOpMamiiHHOMY OIIHIOBaHHsS Ta HeWTpawizaiii abo 3MeHIIEeHHS
MPOCTOpl HEOOXimHMX iH(OpMAIIHHUX pecypciB JI0 IPUHHATHOTO PiBHS.

Ui peaiizamii iHpopMamiiHOrO 3a0e3meyeHHs Anamiz  myOaikamiii  mokazye, 110
NPOIIECiB YIPAaBIiHHS BIIMOBITHO 10 (YHKIH i OUTBIIICTh JIOCTITHUKIB PO3YMIIOTh PH3UK SIK
3aBJaHb, BH3HAYCHHUX 3aKOHOAABCTBOM [2]. KUIBKiICHY Mipy Oe3neku abo mikamy, 3a
3abe3neyeHHs iHGopManiiHOl Oe3reKku JaepKaBu JIOTIOMOT'OI0  SIKOI MOJKHa KIUIBKICHO BHUMIPSTH
Mae OyTH CHOpSMOBAaHO Ha CKJIAAOBI, SIKi 30UTKH, TOB’S3aHi 3 peali3allielo 3arpos, sKi
BU3HAYAIOTh ii  piBeHb —  PO3BUTOK MalOTh PI3HOMAaHITHI JKepesia MOXOPKEHHS. 3a
iHpopMaLiifHOT iHPPACTPYKTYpH, OTPUMAHHS Ta JOMIOMOT'OI0 TaKOi LIKaJM MOKHa TOPiBHIOBATH
BUKOPHUCTaHHS iHpOpMaIiTHIX pecypcis, BCl BHAM 3arpo3 (pW3WKIB) MK co000 i
Oesneky iHdopmanii (iHpopmamiitHuX pecypcis). BIJIIOBITHO BHM3HA4YaTH piBEHb OE3MEKH — Mipy

VY cydacHuX ymoBax 10 iHdopmarii, sika 3axumieHocti [3-9]. 3aramom ke, Wi pusuxom
MUPKYIIOE B 1HQOpMAIiifHOMY MPOCTOPI MiXK PO3YMIIOTh IPOTHO30BaHY BEIMYHHY 30MTKY, IO
o0’ektramMu  Ta  cy0’ekTamMH  YIpaBIiHHS, MO)K€ BUHUKATH BHACIIZAOK yXBaJCHHS PIllIEHb B
BUCYBAIOTbCSI OCOOJIMBI BHUMOTH CTOCOBHO il yMOBaxX HEBU3HAYCHOCTI Ta peajizamii 3arpo3u
OCHOBHHX BJIACTHBOCTEH: JIOCTOBIPHOCTI, [10]. YmpaBniHHS pHU3HKaMU PO3TILIIAETHCS SIK
JIOCTYITHOCTI, IIOBHOTH (mocratHOCTI), pallioOHaJIbHUIM  3axXif] 3MCHINCHHS BEIMYUHH
LTICHOCTI, KOH(PIACHIIHHOCTI, TOPYIIEHHS SIKUX TaKoro 30HUTKY.

MOXE CTaHOBUTH 3arpody iHpopMauiiHii
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Hwuni Metomosorist yOpaBIIiHHSI PHU3HKOM
IPYHTYETBCS Ha BHUOOpPI MaTeMaTHYHOI MOJEII
OIIHIOBAHHS PU3MKY, IO 3aJCKUTh BiJ| KOXKHOI
KOHKPETHOI 3arpo3u. SIk HacliJoK, iICHye 3HaYHa
KIJBKICTh K CaMHUX MOJEJEeH, Tak 1 IJXO/IB

IIOJI0 MOJETIOBAaHHS  OLIHIOBAHHS  PH3HKY.
Hapasi, JUTSE dhopmanizamii PU3UKY
BUKOPHCTOBYIOTHCS aTNTHBHO-

MYJIBTHIUTIKATHBHI MOJIETI, SKi OB’ SA3yIOTh MiX
c00010 WMOBIpHICT, BUHUKHEHHS IMOJIN (3arpo3)
1 BIANOBIHUX M HeOaKaHUX HACHTIJKIB, ITPO IO
ineTbes, 30kpema, y podortax [10, 11]. 3a3naueni
MOJENi € CKJIaAHi, TPOMI3JKi, TOTpeOYIOTH
BIJMOBIAHOI MiATOTOBKH TEpCOHANy, HE3PYUHI
JUIL  ONEpaTHBHOTO  KOpUCTyBaHHA.  Yepes
HasBHICTH 0aratbox HETIPOTHO30BaHUX,
BUIAIKOBHX, Cy0’ €KTHBHUX 00CTaBUH
BiJIOYBalOTHCA 3HAYHI BIIXMJICHHSA BIJI
OYiKYBaHOTO Pe3yJbTaTy.

3apyOiKHI  JOCHIAHUKY,  aHATI3YIOYH
cydacHi 3arpo3u Bl, BU3HauWwIM Taki NpPUYUHU
rmobanpHUX pu3ukiB bBl: HeraTwBHI HacHigkw
TEXHIYHOTO MPOTPecy; MiIBUILICHHS BPa3IUBOCTI 3
BUKOPHUCTAaHHA iH(GOPMAIiHOI 1HPPACTPYKTypH
Ta Mepex; Kibepataku abo 3TOBMUCHE MPOTPaMHE
3a0e3MeUeHHs; MacoBi BUMAJKK IIAaXpancTBa 3
BUKOPHUCTAHHAM Jie3iH(popMalii, KpaaiKKu JaHHX
tomo [11]. Tlpu muwomy min 3aeposzoro bl
po3yMmiroTh Hamipw, nii (0e3misuTbHICTH) abo
SBUILA T4 YNHHUKH, MPOSB SKUX MOXE HAHECTH
Koy HasiBHIM  iHpopmanii  (iHdopmariiitHum
pecypcam).

[IpobnemaTika BHHUKHEHHS 3arpo3 Ta
PU3MKIB y PI3HHX ramy3sx, 30kpema y cdepi
iHdopMariiiHoi Oe3rekn, po3poOIsIeTheT 1y
MpAaIsx BITYHM3HAHUX JIOCIII JHUKIB
inpopmaniiiHoi Oesmeku  (A. b. KaunHcbkoro,
B. I1. 'opOyunina, I'. I1. Cutauka, O. M. 3aropku,
I1. M. Cuinapenka, A.l. Cemenuenka Ta iH.), y
SKHX HaroJIOIIYETbCs Ha HEOOXiTHOCTI H
aKTyaJIbHOCTI CHUCTEMHOTO MiX0Ay [0 3aXUCTY
iH(popMartii, 3HIDKEHHS PU3HUKIB TUTS
3a0e3meueHHs 00TpYHTOBaHOCTI Ta
MOCTIIOBHOCTI ~ 3aXOJiB, 3allJIaHOBAHUX IS
nporo,  3a0e3medyeHHs  iX ~ MaKCHMaJbHO
edextuBHOI peanizarii. BomHodac, Ha chOroHI
BYCHUMH IlIé HE po3poliieHO YHI(pIKOBaHOTO
MiaXomy A0 ynpasiiHHS pusukamu bl, 3okpema y

BOEHHIM cdepi. Tomy momyk HaiOimbLI
palioHaJbHUX PIMIEHb MPOJIOBKYETHCH.
Mertoro CTaTTI € (hopmyBaHHS

METOAWYHOTO MiAXOAY 0 YIPABIiHHS PU3UKAMH
Bl B indopmaniiHuX cucremax sSK HEBiJ €eMHOT
CKJIaI0BO1 nporecy 3a0e3neueHHs
iH(bOopMaIiitHOT 6€3MeKH JIepKaBH.

Buxknag ocHoBHOro Mmarepiaay. VY
Cy4yacHMX yMOBaxXx NpPaKkTUYHO BCi  Tramysi
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KUTTEMSUTBHOCTI ACPKABU MOXKYTh 3HAXOIUTHCS
mix 3arpo3oro bl (mpukiiamamMu € HEOTHOPA30Bi
iHpopmalLiiiHi aTaky Ha iH(oOpMaIiiiHi cHCTEMH
JepKaBHUX Ta MPUBATHUX YCTaHOB YKpaiHu), IO
OesrocepenHbO BIDIMBae Ha piBeHb bl Ta
CIIPUYHHSE BiMTOBITHUAN PH3HK.

MoskHa CTBEpIKYBaTH, 10 i pusuxom bl
CIIii ~ yBWKaTH  MNPOTHO30BaHy  BEIHUYHUHY
iHpopMamifHOrO 30WMTKY, IO MOXXE BHUHHKATH
BHacHmiok  peamzamii  3arpo3 bl i3-3a
HECAaHKI[IOHOBaHUX  [Hill  (mocTymy,  3MiHH,
BIJTYYCHHS, 3HUIIEHHS). YpaxyBaHHS pm3HKiB bl
(iHaKmIe Ka)Ky4u, YIpaBIiHHS TaKUMU PU3UKAMH)
3a0e3MeUnTh MOKPAIEHHs MPOLEAYPH MiATPUMKH
MpoIriecy TPHAHSATTS  YIPABIIHCBKUX — PIIIEHb,
JacTb 3MOTY TIJBWIIMTH SIKICTh  peamizarii
MPaKTUYHUX 3aXOIiB.

Y poboti [9] cTBepmKyeThCs, WO OYyIb-
skuid  pm3uK bl Moxxe OyTH CchpUYMHEHHHA
CYKYIHICTIO  TaKMX HETaTHBHUX  (AaKTOPIB:
HasBHICTIO Ta XapakTepoM Jpkepena 3arpo3u bl,
HEBU3HAYEHICTIO HACTAaHHI HeOe3MeYHoi IOoaili,
HEBH3HAYCHICTIO MEXaHi3MY BILIHBY, MOKJIUBICTIO
Ta piBHEM 3alOMiSHHSA MIKOAU. YCIO CYKYITHICTb
pusukiB bl MokHA YMOBHO TMOIITMTH HA TIICTaBi
XapaKTEPUCTHUK 1X EBHUX YNHHUKIB.

UMHHHKaMH, 3 SIKUMH OB’ SI3YETHCS PU3UK
Bl, € pi3Hi BIJIMBM HAa OCHOBHI XapakTEPHUCTUKU
indopmartii [12] — e 10CTOBIPHICTH, TOCTATHICTH

(moBHOTA),  LUIICHICTH,  KOH(IICHIIHICTD,
JIOCTYITHICTb.

Llocmosipuicmo — e BJIACTUBICTH
indopMmarmii  BimoOpakaTh peanmbHi 00 €KTH

(nporiecu, sBHUINA) 3 HEOOXIJHOI TOYHICTIO B
MeXaXx IEeBHOTO PiBHSA WMOBIPHOCTI BUMAJIKY, IO
BiJI0OpaKa€eThCs. Pmzux MOPYIIIEHHS
JOCTOBIPHOCTI iHQOpMAIi XapakTepu3yeTbes il
MOKJINBOCTSIMU BIAIIOBIIATH ICTHHHHAM
(0€3MOMHIIIKOBUM) JTAHUM.

Iocmamuicms (nosHoma) — MiHIMAJIbHHUIA,
ayle JIOCTATHIM ISl MPUHHSTTS PIlICHHS CKJIAJ
iH(opMaritHOro MpoAyKTy. PH3WK TOpyIeHHS
JIOCTATHOCTI iH(OpMaIlii OB’ I3aHMUH 3 KiJbKICTIO
inopMarii, TOCTaTHLOI JJIT PO3YMIHHS Ta
MPUHHATTA 0OIPyHTOBaHOTO pileHHs
KOPHCTYBa4eM (CIOXKHBAYEM).

Hocmynnicms — 11 MOXJIMBICTH JIOCTYITY
cy0’exta 10 iH(OpMAIIT 3a 3aMTOM y Oyab-IKUi
yac (MOXJIMBICTb BHMKOpPHCTaHHS iH(opmMaii,
KOJIU B [IbOMY € HEOOXIHICTh). PH3HK OpymeHHs
JMOCTYITHOCTI  iH(oOpMaIi 3aleXuTh SK  Bij
HeclpaBHOCTI ~ oOnagHaHHs 1 300iB Yy
MIPOTPaMHOMY 3a0€3MeUYeHHI, TaK i BiJ YCHIITHO
peai3oBaHMX MEPEXEBUX aTak Ha iHPOpMaIiiHy
cucteMy 330BHI. Lleli THIT pU3UKY 3alIE)KUTh Bij
HaidHOCTI arnapaTHUX i MIpOrpaMHUX
KOMITOHEHTIB iH(GOPMAIIHHOI CHUCTEMH Ta BiJ
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piBHS KOMIIETCHINI TIEpCOHATY, KEpyruoro ix
poboToro.

Llinicuicms — 1e BIAcTUBICTH iH(pOpMALi
30epirath 1 TOYHICTH 1 TOBHOTY B YyMOBax
KOPUCTYBaHHA. PH3WK TOpYIIEHHA IUTICHOCTI
iHpopMamii XapaKTepHU3yeThCS MOKIMBOCTSIMHU
BiqMOBM  oOmagHaHHS  abo0  IPOrpaMHOro
3a0€3MeUCHHS, HEIOCKOHAICTIO aJITOPUTMIB 1
CTylIeHeM  HaJifHOCTI  3aco0iB  AOCTyIy
KOpHCTYBadiB 110 iHpopManiiiHoi cucTeMu.

Kougioenyitinicmoe  —  piBGHb  3aXUCTY
tH(popMarii Bi HECAaHKIIIOHOBAHOTO AOCTYIy. Pr3nk
TIOPYIICHHS KOH(INCHITIHHOCTI 3aJICKUTh BiJl PIBHS
ANTOPUTMIB aBTeHTU]IKAI] KOPHUCTYBA4iB,
IMOBIPHOCTI HEJJOKyMEHTOBAaHVIX CHTYaIlid Tif] 4ac
poboTH 3 TH(pOPMAITIHHOIO CHCTEMOIO,
HEZIOCKOHAJIOCTI oprasizaniiHoi CTPYKTYpH,
HEJIOTPUMAHHSI KEPIBHUX TOKYMEHTIB OO 3aXUCTY
tH]popMartii i IFoICEKOTO (hakTopy.

xepenamu BIUIMBY Ha XapaKTEPHCTHKU
iHpopMalii € cepeOBHUILE BUHUKHEHHSI PH3HKIB
bI ta cran indopmamniiiaux cucrem [12].

3a cepedoguiyem GuHUKHEHHS TaKi pU3UKU
JIATHCS HA 30BHIIIHI Ta BHYTPIIIHI.

Ho 3o0suiwmnix pusuxie Bl BigHOCATHCS
PU3HKH, K1 00yMOBIIeHi1 MTOJTI THYHOIO
00CTaHOBKOIO HABKOJIO KpaiHW, BiJHOCHHAMH
MIX JepKaBaMH, €KOHOMIUHOK CHTYaIli€l0 Ha
PHHKY, COLIQTbHUM CTaHOM TPOMAJIsH TOLIO.
PiBeHb TakuX PU3UKIB BU3HAYAETHCS JCKIIbKOMA
CKJIaJJOBUMHU, SIKi BIUIMBAIOTh Ha HOTO 3arajibHy
BEJINYMHY.

Ho enympiwmnix pusuxie Bl BimHOCATHCS
PU3MKH, SIKI 3aiexarh Bl Oe3rnocepeHbol
TUSTBHOCTIL CTPYKTYPHOTO M pO3 LTy
(opranizanii) 1 #ioro mepconamy. Cepex HuX
BU3HAYALHUMU € OpeaHi3ayiliHi pusuxu — 1€

PYBHUKY, TIOB’S3aHI 3 MISUTGHICTIO TIEPCOHATY, IO
eKCILTyaTye 1 00CayroBye iH(OpMAIiiiHi CHCTEMH,
npoOieMamMd CHUCTEMH BHYTDIIIHBOTO KOHTPOJIIO,
HEYiTKO BHU3HAUYEHUMH IpaBUJIaMH PoOiT, — TOOTO
PYBWKH, TIOB’S3aHI 3 BHYTPILIHBOIO OPTraHi3aIli€ro
POOOTH CTPYKTYPHOT'O HiAPO3ALTYy (OpraHisartii).

3a cmanom ingpopmayivinux cucmem (g
SIKAUM CI pO3YMITH piBE€Hb Ji€3AATHOCTI
CKITaOBUX 1H(OpPMAIitHUX cUCTeM) pu3nuku bl
MTOJIVISIOTHCS Ha arapartHi Ta MporpaMHi.

Anapamui  puzuxu BUHHKAIOTH Yy pasi
BUXOMy 3 Jlagy oOmagHaHHS iH(GOpMAaIiiHOI
cucTeMH (MepCOHAILHIX KOMIT IOTEPIB, CEPBEPIB,
BHUMIPIOBaJIbHUX 3ac00iB (CEHCOPIB), MEPEKEBHX
KOMYTaTopiB, MapuIpyTH3aTOpiB  TOMIO) Ta
3aJexarth BiJl COCO0iB 11 eKCIuTyaTaitii.

IHpoepamui  pusuxu Oe3mocepeTHbO
MOB’si3aHI 3  TOPYIIEHHAMH B POOOTI
MporpaMHOTO  3a0e3ledyeHHs  (omeparifHuX
cucteMm)  iHGOpMAIIfHOI ~ CHUCTeMH,  JiSIMH
HIKIUTMBOTO ~ MpOrpaMHOro  3abe3ledeHHs, a
TaKOX BIIMBOM MEPEXKEBHX aTak.

VYci BUAM PUBHKIB, SIK MPAaBUIO, MOXKYTh
Oyt 00’€KTOM YIpaBiHHA, Haikpame —
aJanTUBHOTO ympaBmiHHA. OTXe, WAEThCS TPO
IeBHY KiOEpHETHYHY CHCTEMYy YIPaBIiHHS
pusukamu bI, ska NOBMHHA MaTH y CBOEMY
CKJaJi OpraH YNpaBJiHHS, BUKOHABYMH OpraH,
opran  MoHiTopuHry  (pmc. 1).  OO6’ekToM
yOpaBliHHS Yy Takiii cuCTeMi sKpa3 € piBeHb
pusuky Bl. BignoBiHO 10 OCHOBHHUX TMOJIOXKEHb

Pimenns momno

Opran ynpasiiHHS pU3HKaMHU
BI B indopmaniitHii cucreMi

Orminka craHy Ta
Pe3yJIbTaTUBHOCTI
BILUIMBY Ha PiBEHb

PHU3UKY

OpraH MOHITOPHUHTY
pusuxy bl

yIpaBIIiHHS (BIUIUBY)

Indopmarnis

Puc. 1. KidepHeruuna moaenb pyHKuioHyBaHHS iHopMauiiiHol cucTteMu
ynpasJinus pusukamu BI

KiGepuetnuna wmopenb (QYHKLUIOHYBaHHS
CUCTEMH yIpaBiHHS pu3nkamu bl 6a3yerbes Ha
peamizaiii TOCTIIOBHOCTI YacTKOBUX (YHKITiH
3arajibHOro Mpolecy ynpasmiHHS pusukamu bl
VYapaensatu pusukoMm bl, BimnosimHO 10 Teopil
ynpasiinas [13-15], o3Hadvae:

MOHITOPUTH (BUSIBIIATH,
JDKepelia pU3HKY);

OLIIHIOBATH
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teopii ynpaBmiHHa [13,14] came Takuid
METOJIMYHUN TMiAXiJ JJae 3MOTY HaWOiIbII
Pe3yAbTaTUBHO (amanTuBHO) YIPABIATH
pusukamu Bl sk ckmamoBoi  3a0e3nedeHHS
iH(opMariiiHoi Oe3nexu.
BukonaBuuii opran
iH(pOpMaIiifHOT CHCTEMHU
Bruus
OO0’€eKT ynpaBiiHHs
(piBens pusuky bI)
MPOBOAWTH  aHANI3 Ta  OIIHIOBAaHHSI
PH3HKIB;
MIPOTHO3YBaTH ClieHapii PO3BUTKY
HeOE3MEYHUX MO/,

npuiAMaTu  pillieHHS
aHali3y pHU3HKiB;

yIPOBAKYBATH
3amo0iraHHs, JIOKami3alii,

3a pe3yjibTaTaMu

3axX0aH
HelTpanizanii

010
abo
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3MEHIIICHHS PIBHA PH3HKIB J0 TPHUITYCTHMOL
BEJIMYVHU;

YCYBaTH HACIIKU HEOS3MEUHUX TTO/TIMH.

Bapiaat crpykTypHOi CcXemu peaizamii
TaKoOTro KiOEpHETHYHOTO TPOILECY, OB’ A3aHOTO 3
yOpaBiiHHSIM pu3ukamu bl, ckimamaerscs 3 4-x
eramiB (puc. 2).

ITocinoBHICT peami3artii MIPOIIECY
ynpaBiiHHS pr3ukamu bl, BinmoBigHO A0 cxemwu
Ha pUC. 2, € TAKOIO:

1 eman npouecy ynpasiinas pusukamu bl
€ HaWOIIBII CKIAJHAM YTBOPEHHSM JIOTI9HOT

MTOCJIIJOBHOCTI OKPEMHX YaCTKOBHMX (DYHKIIIH,
KOJIU OpeaH YynpaeuinHs Ha TiJCTaBl BHABICHHS,

MIPOBEICHOTO aHaizy Ta OIIIHFOBaHHS
MPOTHO30BAaHOI ~ BEIMYMHM  iH(GOpPMALIHOTO
30MTKy, SKHH MOXX€ BHHHUKATH BHACHIIOK

peamizarii 3arpo3 bl, poOWTh BHCHOBOK IIIOIO
HEOOXIHOCTI MpOTHAil, BUOMpae MeTOAW Ta
3aX0mM BIUIMBY Ha pusnk bl (migrorosky
MIPOTIO3UIIiil) Ta yXBaJIO€ PilIeHHS (3aTBEPIKYE
BHCHOBOK) IIOJI0 HEOOXiMHOCTI  oOpraHizarii
npoTufii. PO3kpreMo CyTHICTH €eMEHTIB IIbOTO
eramy.

BusiBjieHHs1 pU3UK OPT'AH
1 eran prsuRy YIIPABJIHHS
Ananiz ma PU3UKOM
OYIHIOBAHHS B
pusuKy HABJICHHS PU3HKY
Bu6ip meroaiB BIIMBY
Ha pU3MK (MiAr0TOBKA
TPONO3UILiif)
BusiB/IeHHA pU3HKY
2 etan - BUKOHABYMIA
Ilpomuoia pusuxy BruiuB Ha piBeHb pH3HKY OPIr'AH
(Hetimpanizayis puzuxy)
Ipuitaarrsa 3HMKEHHA BuxJiiroueHns
3 eran OPTAH
Konmponw pesynvmamis Kounrpoan pesyabraris MOHITOPUHTY
Heumpanizayii pusuxy
4 eTan ~ - OPTAH
Piwenns npo pesynomamu HpuiinsTrst PIICHHS YIIPABJIIHHA
6NIUBY HA PIBEHb PUSUKY HA mojabui aii PU3UKOM

Puc. 2. CTpykTypHa cxema npouecy ynpaJjinus pusukamu BI (BapianT)

Busenenusa  oOowcepen  zacpoz bl ma
mooicnueux puszukie bI. Tlim yac BUSBIECHHS Ta
inentudikarii mkepen 3arpo3u bl (xTo uyu 110 €
MPUYUHOI0), 00’€KTa BIUIMBY (Ha SIKHM MOXe
nisity 3arpo3a bl) Ta mepBUHHOTO aHaIi3y pU3HKY
Bl HeoOXiHO OIIHUTH MOKJIMBICTH peaizaril
TaKoi 3arpo3u. J1o TOro * CiIij ypaxoByBaTH:

4acTOTy NosiBH 3arpo3u bl (sk wacto BoHa
MOXX€ BHHHUKATH 3TiTHO 31 CTaTUCTUYHHMH,
JOCITIIHUMH Ta IHITUMH JaHUMH, SIKIIO TaKi €);

MOTHBAII}0, MOXIIMBOCTI Ta iH(popMaLiliHi
pecypcH, HeoOXiTHI MOTEHUIHHOMY MOPYLIHUKY
Ta SIKi, MOYKJIMBO, € B HOTO PO3IOPSHKECHHI;

CTYIIHb MPHUBAOJIMBOCTI Ta BPA3JIMBOCTI
iH(popMaLiHHIX AKTHBIB 3 HOTJISIAY
MOTEHI[IHHOTO  TOPYIIHMKa  Ta  JpKepena
HaBMMCHOI 3arposu bl;
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HeriepeOOpHI  sBUIma  (CTUXiiHE  JHXO,
eMiJIeMist), 0 MOXKYTh BIUTUBATH HA CTaH i SKIiCTh
iH(pOpMaLlifHUX pecypciB.

I3 3aBepIIeHHSIM IHOTO MPOIIECY CKIIAIAETHCS
peectp xepen 3arpo3 bl sikuit BUKOpUCTOBY€EThCS B
CHCTEMI YNpaBIiHHSI PH3UKOM JUIS BH3HAYCHHS
3aXO/iB TONAJBINOI MPOTH[IIi, Ta OIIHIOETHCS
MOXJIMBICTh X peaizamii. Takox BpaxoBYeTbCs
Hepesiik MOXJIMBUX —BHYTPIIHIX — Bpas3iMBOCTEH
(1010  BUTOKY, PO3TOJIOIICHHS, CIIOTBOPEHHS a00
BTpaTH iH(popMmarii), 30kpema:

He3aXHUIIeH! MiAKII0YeHHs iHpopMaiiHol
CHUCTEMH JI0 Mepexi IHTepHeT, IoKaJbHUX
Mepex;

HEJI0CTaTHBO KBaJIi(hiKOBaHMH MEPCOHAT;
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HEJI0OCKOHAJIa oprasizartis JIOCTYITY
(HAE)KHOTO KOHTPOJIO JOCTYITY) KOPHUCTYBadiB
Jto 00yaiHaHHs Ta iH(QOopMaIiiHOTO pecypcy;

BIICYTHICTb ~ pE3€PBHMX  KOMH  JaHMX
(irhopmartii) gu IpOrpaMHOTO 3a0€3ITCICHHST;

BUXiJ 3 Jlagy eneMeHTIB iH(opmariiHol
CHCTEMH TOLIO.

Ouinrosannsa  pusukie Bl  3MIHCHIOETBCA
OpPraHOM yINPaBNiHHS PHU3UKOM JUII  BUOOPY
00TPYHTOBaHUX METOIiB HeWTpaizarii
BIMOBIMHMX 3arpo3 (HEraTMBHOTO BIUIMBY) Ta
3a0e3neueHHs bl B iHTepecax (DyHKITIOHYBaHHSI
MEBHOI CHUCTEMH YINpaBliHHS. Bu3HaueHHS piBHS

(3HavyeHHs) OI[IHKM Ma€  BUKOHYBaTHCS 3
ypaxyBaHHSIM  JIOCBily — IEpCOHANY,  BUMOT
HOPMAaTHBHO-TIDABOBUX  JIOKYMEHTIB, icTopii

nonepenHix Bumajkie mopymeHHs bl gocBimy
IHIIMX CTPYKTYPHHUX MiAPO3IUTIB (OpraHizaliiii)
tomio. OIiHIOBaHHS TPOBOJUTHCS TSI BCIX BHJIIB
pusukiB bl Ta gOKyMeHTYeThCS y BHTTISIAI TaOMHILIL

0N KOJMCHOI  4acmKo8oi
iHghopmayii.

3a MEeTOA OIHIOBAHHS PU3HUKY, BIANOBIIHO
no Jlepxkcranmapry [16], nmominmeHO BUOpaTH
mMampuyro Hacriokie 'y 3B’A3Ky 3 11 mepeBaramu
(HOpiBHSHO MPOCTa B 3aCTOCYBAaHHI Ta Ja€ 3MOTY
MBUIKO PAaH)XYBaTH PU3HMKH 32 PI3HUMH DPIBHIMH

xapakmepucmuxku

BaumBoCTi). Jlms moOymoBm camoi  mMarpwii
HeoOXimHO  c(hopMyBaTH  KIJbKICHI  HIKaIH
pamKyBaHHs. 3a  aHamoriero 3 [17-20],

MIPOIIOHYIOTHCS IIKAKM SIKOCTi JJIsS OIIIHIOBaHHS
PpiBHS MOXKITHBOCTI BUHUKHEHH: 3arpo3 Bl (Tabm. 1)
Ta PIBHIB iX BIUIMBY 3a YMOBHU peaji3alii Ha oKpeMmi
BIIACTHBOCTI (XapaKTepUCTHKH) iHpopMarii
(Tabn. 2—6). Take OLIHIOBaHHSA pIBHIB 3a 5-TH
0anbHOI  INKAJIOK  MONEPeAHbO  BU3HAUAKOThH
eKCIIepTH, 3BaKalo4M Ha iHQopMaIio npo (hakTop
3arpo3y, NPUYMHM, MEXAHI3MH Ta 3aXOJH II0M0
3ano0iraHHs (3HWXKEHHs) pu3uKy Bl

Tabmuus 1
Ilkaja paHKyBaHHS OLIHKM MOKJIMBOCTI BUHUKHEHHs 3arpo3 bl
PiBeHb (paHr) MoKIMBOCTi BAHMKHEHHSI 3nicr
3arpos bl
1 Jyxe HU3bKa (BKpail Majo MOJKIIMBA)
2 Husbka (Mano MoXIIiBa, He JacTimre 1 pasy Ha MicsIb)
3 Cepenus (MoxJmBa, 10 1 pa3y Ha TH)KIEHb)
4 Bucoka (octaTHp0 MOXIHBA, 10 1 pa3y Ha 100y)
5 Hanzpuyaiino BUcOKa (y’xe MOXKIHBA, Oinbine 1 pa3y Ha 100Y)

Ta0murs 2

IIIkana paH:KyBaHHs HaCJiIKIB peanizanii 3arpo3 BI (BIUIMBY) Ha 1OCTOBIpHicTh iH(opManii

PiBensb (paHr) BILIMBY

3MicT HacaiAKIB BILIMBY

1 (MiHiMaabHUH)

PiBeHs mocToBipHOCTI iH(pOpManii BUCOKHIA, 33I0BOJIBHSIE MPOIIEC YIPABIiHHS

2 (He3HAYHUIA)

PiBenp nocroBipHOCTI iH(MOpMalii 10CTaTHIM, ajJe MOXKe MaTH HECYTTEBHI HETaTHBHUH BILIMB Ha
pe3yabTaT Npolecy yIpaBIliHHSI

3 (cepenniii)

PiBenp nmoctoBipHOCTI iH(pOpManii cepeaHii, 1m0 MoOXke MaTH NOMITHHH HEraTUBHUII BIUIMB Ha
pe3yNbTaT IpoLecy YIpaBIiHHI

4 (3HAYHMIT)

PiBeHr mocroBipHOCTI iH(OpMamii HU3BKHHA, IO MOXE MaTH 3HAYHMH HETAaTUBHHUI BIUIMB Ha
pe3yJbTaT MpoLecy YIPaBIIiHHSI

PiBeHp poctoBipHOCTI iH(oOpMarii ayKe HH3BKWHA, L0 MPU3BOJAWTH A0 3YNUHKU IPOLECY

5 (MakcuMabLHUI)

yIpaBIiHHS

IIxasa panyBaHHs HACIiIKIB peasizauii 3arpo3 bl (BnuiuBy) Ha noBHOTY iHgopmauii

TaOymrs 3

PiBennb (panr) BiiiMBy

3MicT HacJaiAKIB BILIMBY

1 (miHiMaIbHMIA)

PiBenp nmoBHOTH iH(opMaIllii BUCOKHMIA, 32/I0BOJIBHSIE IIPOLEC YIIPABIiHHS

2 (He3HAYHUIA)

PiBenp moBHOTH iH(MOpMAlii TOCTAaTHIN, aje HE3HAYHOIO MiPOI0 MOXKE HETaTUBHO BIUIMBAaTH Ha
pe3yJIbTaT Npolecy yIpaBIiHHS

3 (cepenniii)

PiBenr moBHOTH iH(OpMamii cepenHii, IO MEBHOI MIpOI0 MOKE HETaTHBHO BIUIMBATH Ha
pe3yJIbTaT HPOLIECy YIPABIiHHI

4 (3HAYHMIA)

PiBenr moBHOTH iH(OpMAIl HU3BKUHA, MO0 3HAYHOIO MIpOI0 MOXE HETaTHBHO BIUIMBAaTH Ha
PE3yJIbTAT NPOLIECy YIPABIiHHS

5 (MakcHUMAaJbLHU)

PiBeHb NOBHOTH iH(OpMALT y’Ke HU3BKHH, 1110 HE 3a/I0BOJIbHSIE BUKOHAHHIO [IPOLIECY YIPaBIiHHSA
Ta MPU3BOJNTH A0 HOTO 3yMUHKH

xana pa

N

Tabmmis
HKYBAHHSI HACTIKIB peasizanii 3arpo3 bl (BiumMBy) Ha nimicHicTs ingopmanii

PiBenb (paHr) BILINBY

3mMicT HaciKIB BILIMBY

1 (miniMabHMIA)

PiBeHb winicHoCTi iH(opMallii BUCOKHIA, 32/I0BOJIBHSIE IPOLEC YIIPABITiHHS

2 (He3HAYHUIA)

PiBeHb 1imicHOCTI iH(OpMaii T0CTaTHIN, aje HE3HAYHOK MipO0 MOYKE HETaTHBHO BIUIMBATH Ha
Pe3yIbTaT MPOLeCy YIPaBIiHHS

3 (cepenniii)

PiBenr mimicHOCTI iH(MOpMamii cepenHiid, M0 MEBHOI MiIpOI0 MOKE HETaTHBHO BIUIMBATH Ha

pe3yJIbTaT mpoLecy yIpaBIiHHSI
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4 (3HAYHUI)

PiBenp wnimicHocti iHpopMamil HU3bKHUIA, IO 3HAYHOIO MIpPOI0 MOXKE HEraTHBHO BIUIMBATH Ha
PE3YIIBTAT HPOLECY YIPABIIHHS

5 (MakcMMaNbHUI)

PiBenp wnimicHocti iH(opMaiil AyxKe HHU3BKHHA, 110 HE 3aJOBOJIbHSIE BHKOHAHHIO IIPOLECY
YIPaBITiHHS Ta IPU3BOJUTSH JI0 HOT0 3yIHHKH

IIkayia paH:KyBaHHS HACJIIKIB peanizanii 3arpo3 BI (BninBy) Ha koHdineHniiiHicT iH(opManii

Ta0Omurst 5

PiBenn (panr)
BILIUBY

3MicT HacaiAKIB BILIMBY

1 (miniManbHWMIH)

PiBenp koHOineHIIHHOCTI iHpOpMAIl BUCOKMIA, HE TPU3BOJIHUTE O PO3KPUTTS 3MICTYy JOKYMEHTIB 3
00MEKeHHUM JOCTYIIOM Ta HETaTHBHUX HACIIJIKIB IPOILIECY YIPABIiHHS

2 (He3HAYHUI)

PiBenb koHpixeHIIHHOCTI iHbOPMALIii TOCTaTHIH, aje MOXe MPU3BECTH J0 YaCTKOBOTO PO3KPHUTTS 3MICTY
JIOKYMEHTIB 3 0OMEXEHHM JIOCTYIIOM Ta HE3HAYHOT'O MOPYIICHHS NPOLIECY YIPaBIiHHS

3 (cepenniii)

PiBens koHOIineHnitHOCTI iH(MOpMAaLi cepenHii, o MOXe IPHU3BECTH IO ONOCEPEAKOBAHOTO PO3KPHTTS
3MICTY JOKYMEHTIB 3 0OMEKEHHM JOCTYIIOM Ta IIOMITHOT'O TIOPYIIEHHS POIECY YIPaBIiHHS

4 (3HAYHUI)

PiBenp koHGineHIAHOCTI iHpOPMAIT] HU3BKHM, IO MOXKE MPH3BECTH JO 3HAYHOTO PO3KPHTTS 3MICTY
JIOKYMEHTIB 3 00MEKEHHM JIOCTYIIOM Ta MOPYIICHHS NPOLIECY YIPABIiHH B LJIOMY

5 (MakcMMaNbHUI)

PiBenp koHigeHmidHOCTI iHbOpMamii Iy)kKe HU3BKHH, [0 HPU3BOAUTH [0 PO3KPHUTTS 3MIiCTY
JIOKYMEHTIB 3 0OMEXEHHM JTOCTYIIOM 3arajioM Ta 3pHBY IPOIeCy YIPaBIiHHA

I kana

Tabms 6
AH/KYBAHHS HACTIIKIB peasizanii 3arpo3 Bl (BIUIMBY) Ha AOCTYNHICTH iHpopmanii

PiBens (panr)
BILIUBY

3MicT HacaiAKiB BILIMBY

1 (MiniMaIbHMIA)

PiBenp foctynHOCTI iH(opMallii BHCOKHIL, 3210BOJIBHSIE IPOIIEC YIIPABIIHHS

2 (He3HAYHUI)

PiBens moctymHocTi iH(poOpMamii gocTaTHIN, ane HE3HAYHOI MIpOI0 MOKE HETaTHBHO BIUIMBATH Ha
pe3yNbTaT NpoLecy YIPaBIiHHS

3 (cepenniii)

PiBenr moctymHOCTI iH(OpManii cepenHiii, 0 MOXXe MOMITHO HETaTHBHO BIUIMBATH HA PE3YJIbTAT
MPOIIECY YIPaBIiHHS

4 (3HAYHUIA)

PiBenp noctymHocTi iH(opManii HH3BKHH, II0 3HAYHOIO MIpOI0 MOJXKE HETaTWBHO BIUIMBAaTH Ha
pe3yabTaT npolecy yIpaBJliHHI

5 (MakcuMaJIbHUMN)

PiBens moctynHoCTI iHpOpMaii gyke HU3bKHM, 110 HE 3a0BOJIbHSIE BUKOHAHHIO MIPOIIECY yIPABIiHHSA

Ta MPHU3BOIMTH 10 HOTO 3YIHHKU

OtprmaHi

JaHI ~ OILIHIOBAHHS  SIKICHUX BIACTHBOCTI iH(opMariii B qiana3osi Bix 1 g0 25,

3Ha4YeHb PiBHIB MOJIMBOCTEH BHHHKHEHHS 3arpo3
bl ta ix BIMBY Ha OKpeMi BIACTUBOCTI iH(poOpMaIIii
(mkamm pamxyBaHHS, 1uB. Tabm. 1-6) € ocHOBOIO

TOOTO BiJi HAWMEHIIOrO PIBHA PHU3MUKY [0
HaiBumoro. Yepe3 KiNbKICHI 3HAYEHHS] MaTpHIll
BHHUKA€ MOJIJIHBICTh SIKICHOTO OIlIHIOBaHHS

Jutst ()OpMYBaHHS MATpPUIIl HACTIIKIB (OLiHFOBAHHS piBHa pusuky bBI, 30kpemMa Ha  OCHOBI
piBHiB pm3uKiB Bl) 3a K0HOIO 3 11 BIaCTUBOCTEH. 3aCTOCYBaHHS y3arajdbHeHoi (yHKIHii OakaHOCTI
Ha ocuoBi [16], kopHCTYyIOUHMCh HaBEIECHOIO 5- Xappiarrona [21,22]. Ilkama  6axaHOCTi
PaHTOBOIO IIKAJIOH, (POPMYIOTh YUCIOBY MATPHIIIO XappiHITOHA € YHIBEpPCAJbHOK BepOabHO-
OIL[IHIOBAaHHS  PHU3UKY  IIUIIXOM  MHOMKEHHS YHCIIOBOIO LIKAJIOI0 (Tabn. 7), sKa
YHCJIOBUX 3HAUCHb BIANOBIIHUX PSIAKIB 1 3aCTOCOBYETHCSI MEPEBAXKHO Yy BHIIAAKaX, KOJIU
CTOBMIIB (paHTiB), MO Ja€ YMOBHE YHCIIOBE OIIIHKHU HOCSTh Cy0’ EKTUBHUI XapaKTep.
3HAYeHHS piBHA pusnky bl g koxHOI
Tabsmaa 7
Bep6ajibHO-yKc/I0Ba mIKaIa XappiHITOHA
Onuc rpaaaniii iMmoBipHocTi YucsoBe 3HaYeHHS iiMOBIpHOCTI

1. Jlyxe Hu3bKa 0-0,19

2. Husbka 0,20-0,36

3. Cepenns 0,37 -0,63

4, Bucoxka 0,64 - 0,80

5. Jyxe BUCOKa 0,80-1,0

Kopucryrounces mkanoro Xappiurrona (Tabm. 7), BU3HaUaOThCS 5 skichux pisnie pusuxy bl 3a

TaKOI0 YUCIIOBOIO mikasoro (Tabu. 8):
“myxe HU3bKMiA~ piBeHb — 1 — 4
“HU3BKUI” PiBEHB -5-9
“cepenHiil” piBeHb
“BUCOKUI” piBEHb
“KPUTHYHUI" piBEHb

-20
-25

(20/25
(25/25

52

(1/25 = 0,04; 4/25 = 0,16);
(5/25 = 0,2; 9/25 = 0,36);
~10-16 (10/25 = 0,4; 16/25 = 0,64);
= 0,80);

=1).
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Tabnura 8

MaTpuus sikicHOro ouniHioBaHHs piBHiB pu3ukiB BI

Jyxe Bucokuii (5) ; oy -
YK Husoxuil Cepeonii Cepeowni
E - Bucoxuit 4 [yorce 8 12 16
2 L: 4) HU3bKULL Husvruil Cepeoniil Cepeonii
=0
; 2 Cepenniit 3 Iyoce 6 9 12 15
g E ?3) HU3bKULL Husvruil Husvruil Cepeoniil Cepeowni
E = Husbkuit 2 Iyarce 4 Ilyorce 6 8 10
g qE ) HUZLKULL HUZLKULL Hu3zvxuti Hu3sbkuii Cepeoniu
-
&
é i Hyxe 1 Jlyorce 2 Jlyarce 3 Hyorce 4 Jlyorce 5
2 § Hwuspkwuiit (1) HUZLKULL HU3bKUL HUZLKULL HUZLKULL Hu3zvxui
A MiHimansHuMi Heznaunnit Cepenniit 3HayHUI MaxcuMaTbHIi
) 0] ®3) (4) (%)
PiBeHb (paHr) BIUTMBY Ha XapaKTePUCTHKH (BIACTHBOCTI) iH(popmaril

TakuM 4YHHOM, Ii€I0 MaTpUIEIO (IUB.
Tabn. 8) dopmyeTbest Habip 3HaueHb AKICHUX
OYiHok piens puszuxy bI, crpaBemauBUil s
3aCTOCYBaHHS 1O OyIp-AKOi 3 XapaKTEPHCTHK
(BmactuBocTel) iHdopmarii, i BoHA Jae 3MOTY
OMEpaTUBHO 3 BIJHOCHOK SIKICTIO OI[IHIOBATH

“BaromicTe”  pU3UKIB  CTOCOBHO  KOXHOI
BIacTHBOCTI  iHMopMamii st  TPUAHATTS
BiJIMIOBITHOTO PIIIICHHSI.

Cnin 3ayBa)KHTH, 110 HasBHICTH

HETNPUITYyCTUMOTO piBHA pru3uKy bl (Hampuxmanm,
“BUCOKMI” 4YM “KpUTHYHHIA’), TNpPUHAWMHI 3a
OJIHIEI0 BIACTHMBICTIO iH(OpMarii, moTpedye
BiJIOBIIHOTO pearyBaHHs. TomMy mnst pimeHHS
IIO0 pearyBaHHA JOCTaTHbO OOMEKHMTHUCS
pPO3paxyHKOM  MaTpHIli  CTOCOBHO  KOXHOT
BJIACTHUBOCTI  iHpopmamii okpemo 1  He
YCKJIQAHIOBATH  IPOLEC  OLIHIOBAaHHA  J0
iHTerpanbHOro (32  yciMa  BIACTUBOCTSIMH
CYKYIIHO).

PesynpraTom omiHroBaHHsS pusukiB bl €
PEECTP TAKUX PHU3HUKIB I KOXKHOTO MOXKIIMBOTO
BUIMAJIKy TOPYIIEHHS JOCTOBIPHOCTi, ITOBHOTH,
LIJTICHOCTI, KOH(iICHIIITHOCTI, JOCTYITHOCTI
iHpopMarii B mirodiil cucrtemi ynpasminas. Llei
pPEECTp BHUKOPUCTOBYETHCS SIK TIJCTaBa  JyIst
(dopMyBaHHS BHCHOBKIB Y IIpoleci BHOOpY
KOMIUIEKCY 3axoniB 3a0esreueHHs bl mim dyac
BUKOHAHHS €TalliB peaiizallii Iporecy yIpaBiIiHHS,
TIOB’SI32HOT0 3 TIPOTHIIEI0 pu3nKam bl

Bubip memoodis (3axo0is) enauey Ha pusux
bl opran ynpaBniHHS 3O1MCHIOE BiANIOBIAHO 1O
BUCHOBKY 1IOJO piBHS pmsuky bl s
3a0e3redeH sl CTIHKOro (YHKIIIOHYBaHHS YycCi€el
iHhopMamiiHOI CHUCTEeMHM Ta TIJABHUIICHHS il
HaIMHOCTI.
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S0 Ha mifcTaBi aHANI3Y Ta OIIHFOBAHHS
pusuky bl mpuitHATO pinieHHs PO HEOOXiTHICTH
3HW)KEHHSI HOTO PiBHSA, TO TOTYIOTHCS MPOTO3MIIT
PO BXKUTTS KOMIUIEKCY 3aXOJiB JUIS JTOBEICHHS
PIBHS TaKOTO PU3WKY 10 HEOOXiTHOTO 3HAYCHHS
(“HM3BKOr0” Ha MPAKTHIL). 3a3Ha4YCHI MPOTIO3HUIIIi
PO3POOISIOTEC  (PaxiBISMH EKCIIEPTHOI TPYIH.
Po3pobienHHs 11bOoro KOMIUIEKCY 3aX0iB MOTpedye
BUBUCHHSI MOJIJIMBOCTI 3HIDKCHHS PIiBHSI PH3UKY
BI 3a yMOBU MPUAHATTA BCIX TOCTYIHUX METO/IB.
o Toro X BIUIMB Ha 3MEHIUEHHS pu3HuKy bl

3MIACHIOETBCS  4Yepe3 pi3HI  cdepu: disudHe
HaBKOJIMIITHE ~ CEepeJIOBUINE; amapaTtHi  3aco0u
(nporpamue 3a0e3TeyueHHs); €JIEMEHTH
iHpopManiiHOI iHppaCTPYKTypH (3acobm
3a0e3leueH sl KOMYHIKalii);  00CIyroByrouuii

niepcoHa (aMiHiCTpaLIilo).

Jns BU3HAUeHHS 3aXOJIiB BIUIMBY Ha DPiBeHb
pu3uky Bl HeoOXimHO pO3MISHYTH BPa3IUBOCTI
CHCTEMH (inpopmariitHux aKTHBIB), 10
NOTPeOYIOTh 3aXHUCTY, Ta BHIM 3arpo3, sIKi MOXYTb
peanizyBaThCs 32 HASBHOCTI IIMX BpPa3MBOCTEH, a
TaKOX EKOHOMIYHY CKJIaJoBy (BapTiCTh, BUTPATH
MarepiabHUX PEecypciB Ta iH.) TOTO UM IHIIIOTO
3aXO0.y.

Jo HanpsiMiB 3HIKEHHS piBHs pu3ukiB bl
HaJIe)KaTh!

YHUKHEHHS PU3HKY;

3HWKEHHS PiBHS 3arpo3;

3HWKEHHS CTYTCHS Bpa3JIMBOCTI
iHpopmauiiHoi  cucremu  (iHpopmMaLiitHHX
pecypcis);

3HWKEHHS MOYJIMBOTO BIUTHBY
HeniepeOOpHUX — mojAid  (CTUXIHHOTO — JMXa,
3yXBaJoi arpecii Tomo).

3axomu 3a HanpsAMaMH MOXYTb  OyTH

OpraHi3aliiiHi Ta TeXHIYHi.
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Opeanizayitni  3axo0u  TiependavdaroTh
HasIBHICTb KOHTPOJIbOBaHUX METOIB
pPO3pO0JIEHHsI Ta BIPOBAKCHHS MPUKIATHUX
porpam, mpoueayp oOpoOJICHHS 1HIIUICHTIB ITiJ
yac TOpYIIeHHA B iH(oOpMamidHIA cucTeMi,
KOHTPOJIO 3a pOOOTOI0 MepcoHaly, HOro
HaBYaHHSI, IHCTPYKIII IIOJI0 3aXUCTY Bifl PU3HKIB
BI, Ge3neuni crmocoOu BeleHHs TOKyMEHTAITi1.

Texniuni 3axo0u iependavIaroTh BCeOITHMI
3aXHCT EJIEMEHTIB iH(QOPMAaLiiHOI CHUCTEMU:
amapaTHUX 3aco0iB, MPOrpaMHOTo 3a0e3nedeHHs
Ta 3aco0iB 3a0e3MedeHHs] CHCTEMH 3B SI3KY
(xomyHikarii).

Yxeanenns _piwienns 1mMOJ0 HEOOXiTHOCTI
oprasizarmii MmpoTUAil MO KOXXHOMY pu3nKy bl
MPUIMAETHCSI OPTAaHOM YIPABIiHHS 3a OiHApHUM
MPUHIAIIOM:

a) OIliHeHHH PHU3UK Hecymmesuil
(3HaYeHHsA 1HOEKCY pU3HWKY T[OTparuisie B
Jiama3oH piBHA TNPUHHATHUX PH3HKIB), HUAM
MOJKHA 3HEXTYBATH 1 HE CIIi/I pO3POOIISTH 3aX0/iB
IIIOJTO MOT'0 3HIKEHHS;

0) oriHeHUH pH3HK cymmesuil
(HerpuHHATHUH) 1 HEOOXiAHO BH3HAYUTH Ta
3MIHCHATH 3aX0Od ISl HOro 3HIKEHHS 1
MOIAJTBIIIOTO KOHTPOJIO HOTO PiBHS.

2 eman nporecy yTIpaBIiHHS
3OIHCHIOETBCS ~ BUKOHABUUM _ OpeaHOM — Ta
CIPSIMOBaHUI Ha peali3allifo 3aXOMdiB MPOTHIIT
pusuky bl (eéniue na pisenv pusuxy bI), cyTHICTh
AKHX TIONISITa€ y HeWrpamizamii (3MeHIIeHi)
OIlIHEHOTO  piBHA  pm3mKy bl  mmsxom
3aCTOCYBaHHS TONEPEIHbO BH3HaueHoro (Ha 1-
My €Talli) KOMIUIEKCY 3aXO0JIiB.

OCHOBHUMH HaIpsIMaMy BIUIMBY Ha PiBEHb
pusuky bl e:

NPUAHSTTS OLIHEHOTO PH3UKY (IMirOTOBKA
(iHaHCOBHX, MaTepiajbHUX Ta IHIIUX PECypciB
Ha BUIMAJIOK TOSBA HEOE3IMEUHNX CUTYAIli);

3HW)KEHHSI OI[IHEHOTO PU3HKY (TIPOBEACHHS
3aXOMiB  MIOAO  3amoOiraHHs  HeOe3neuyHuM
CHUTYAI[isIM, pO3POOJIEHHS CUCTEM TX JIOKai3allii);

BUKITFOUCHHS OLIIHEHOTO PH3UKY
(BuKOpHUCTaHHST OB OE3MEYHUX TEXHOJIOTIH,
YIOCKOHAJICHHS 3aXUCHHX IPOrpaM, TyOIIOBaHHS
(pesepByBaHHsI)  €NEMEHTIB  iH(opMaIliitHOl
CHCTEMH 1 T. 1H.).

3 eman npoliecy ynpaBmiHHS (KOHMPOJb
pesynbmamie  neumpanizayii  pusuxy  bBI)
BUKOHYETBCS  OP2AHOM — MOHIMOpUHZY,  SIKUH
MOCTITHO KOHTPOJIIOE PE3YNIbTATUBHICTD BILUIUBY
Ha piBeHb pu3uKky bl. CyTHicTh BUKOHaHHS 3-TO
eTamy TIoJIAra€ B OLIHIOBaHHI PE3yJIbTaTiB
3MeHlIeHHs (HeWTpamizamii) pusuky Bl Ta
Ha/laHHI 00’eKTUBHOI iHQOpMAaIii npo med cran
OpraHy yIpasJiHHS PU3UKOM.
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4 eman — opean ynpaeninus Ha TiACTaBi
JIAaHUX, OTPUMAaHHUX BiJ OpraHy MOHITOPHUHTY
IOJI0 PE3y/IbTAaTiB 3MCHIICHHS (HEWTpasizartii)
piBHa pusuky bl, mnpuiimae piwenna npo
pe3yibmamu 6nauey Ha piseHv puzuxy bl Ta
pOOHTH BHCHOBOK 010 HEOOXITHOCTI
MOJANIBIINX YIPaBIiHCHKHUX TiH.

TakuMm dYWHOM, 3ampOIOHOBaHa 4-eTamHa
cXeMa JIO3BOJISIE peajli3yBaTH aJalTUBHY CHCTEMY
yhpaBiiHHSA pusukamu Bl Ha oOCHOBI sKicHOT

omiHkd pusukiB Bl 3 Meroro  BUOOpY
OOTPYHTOBAaHUX MUISAXIB MPOTHIIT FOMY PH3HUKY Y
MeBHIN iHpOpMaIiHHIH cHcTeMi, YUM
3a0€3MEeUyeThCS  TOCIIIOBHICTh CHUCTEeMHHUX
3ax0IiB Horo HeHTpami3arii.

BucHoBknu

1. ecTabini3ytodi 30BHIMIHI Ta BHYTPILIHI
YUHHUKUA MOXYTh BUKIMKAaTH pu3ukd bl B
iHbOpMaiHHIHT cucremi (irdopmartiitanx
pecypcax) IO OCHOBHHX  XapaKTEPUCTHUKaX
iHpopMarii (ZOCTOBIpHICTh, MOBHOTA, HLTICHICTS,
KOH(}1ICHIIIIHICTB, JOCTYTTHICTB ), TOMY
VIPaBIiHHA TAaKUMH PU3MKAMH €  BaXKIHUBOIO
CKJIaJI0BOIO 3a0e3redueHHs iHpopMalliiiHoi Oe3neku
JEpKaBH.

2. 3anponoHOBaHUN METONMYHHAN MiIXi],
SIKUH 0a3yeThcsl HA KiOEPHETMYHOMY MPHHIUITI
YOpPaBIiHHA, Ja€ 3MOTY CTBOPHTH CHUCTEMY
aJanTHBHOTO YNpaBIiHHA pu3ukamu bl sk
BaXKJTUBUH €JIEMCHT 3a0e3neueHHs
iHdopmaiitHoi Oesnexu MeBHOT
iHpopMmariitHoi cuctemu. BoHa moBwHHa MatH
y CBOEMY CKJaAl OpraH  yHOpaBIliHHA,
BUKOHAaBUYMH OpraH, opraH MOHITOPUHTY Ta
00’exT ympaBniHHsI — piBeHb pu3uky bl. Taka
cucteMa 0a3yeThcs Ha anropuTMmi GOpMyBaHHS
HaOOpy B3HaueHb (MaTpulli) SKICHUX pIiBHIB
pu3uky bl (3a OCHOBHUMH XapaKTepUCTHKaAMHU
iHpopMmarii) 3 MeTOor BHOOpPY OOTPYHTOBAHHX
pilieHb NPOTHIl TAKUM PU3HKAM.

3. Peasnizariiss 3amporoHOBaHOIO MPOLECY
ynpaBiniHHS ~—~ pusukamMu bl 3a0e3meunTh
MOKpAIIEHHs] MIATPUMKH TNPUHHATTSA pilIeHb
11010 HelTpanizanii (3MeHIIeHi) pU3UKY B OYyIb-
SIKUX 1H(pOpMaNiHHUX cHCTEMaX, IO JACTh 3MOTY
MiABUILUTH PiBeHb 3a0e3MnedeHHs iHpopMaLiiHol
Oe3IIeKn IepyKaBy 3arajioM.

4. TTomansi JOCIIIDKEHHS cimg
30CepeUTH Ha BU3HAUEHHI HEPENiKy Ta CYyTHOCTI
KOMIUIEKCY 3aXOJiB IIOA0 pealizailii MpoTHII
pusukam Bl 3a KiOepHETHYHMM NPUHIUTIOM
yIpaBIiHHSL.
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Crarra Hapiinwa 10 pepakiiiHoi koserii 05.07.2022

The methodical approach to information security risk management
as a component the state information security ensuring

Annotation

Ensuring the state national security is connected, among other things, with the use of a significant
information resource, which entails an increased need for information security of the state. In modern conditions,
special requirements are imposed on the information circulating in the information space between the objects and
subjects of management regarding its basic properties: reliability, accessibility, completeness (sufficiency), integrity,
confidentiality, the violation of which may pose a threat to the information security of the state, and actually lead to
significant damage in various spheres of life. Therefore, the problem of information security (IS) as a component of
information security in the overall system of its provision is extremely relevant.

The purpose of the article is to form a methodological approach to managing IS risks in information
systems as an integral part of the process of ensuring the information security of the state.

The proposed methodological approach, based on the cybernetic principle of management, allows
creating a system of adaptive IS risk management as an important element of ensuring the information security
of a particular information system. It should include a governing body, an executive body, a monitoring body
and a management object — the level of IS risk. Such a system is based on an algorithm for forming a set of
values (matrix) of qualitative levels of IS risk (according to the main characteristics of information) in order to
select reasonable solutions to counteract such risks.

The implementation of the proposed IS risk management process will provide better decision-making support
for neutralizing (reducing) risks in any information systems, which will increase the level of information security of
the state as a whole.

Further research is planned to focus on determining the list and essence of a set of measures to implement
counteraction to IS risks based on the cybernetic management principle.

Keywords: information security; information security risks; management of risks.
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