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Abstract: The information security is playing an incre-
asingly important role nowadays. Therefore, virus can be
transmitted through the information in encrypted form.
This is also applied to embedded systems. In this regard,
the article is assigned to the topic of cryptocurrency pro-
tection in embedded systems. The article is focused on the
algorithm of symmetric block transformation “Kalyna”.

The algorithm has been developed in cooperation with
the State Special Communications Service and leading
Ukrainian scientists. The experience and results of interna-
tional and open national competition of cryptographic
algorithms have been taken into account. The algorithm is
intended for gradual replacement of the interstate standard
DSTU GOST 28147: 2009.

Its differences from other data encryption standards
used, both in Ukraine and in the world, have been ana-
lyzed. The stability of the “Kalyna” algorithm has been also
analyzed using a high-bit key (512 bits) and its speed has
been compared with other cryptographic protection
algorithms.

Index Terms: block cipher; cryptographic information
protection; data encryption standard; symmetric block
transformation algorithm.

INTRODUCTION

One of the most important activities in the field of
data confidentiality was and remains the data protection
by cryptographic methods. Development of crypto-
graphic information protection systems, organization and
adjustment of production of domestic protected means
and technologies of information processing have become
priority areas of activity in the field of information
security as a component of national security of our state.
Such systems are used in Ukraine, in particular, in the
banking sector, public administration, at facilities that
are of strategic importance for the economy and security
of the state, and so on.

The information security is playing an increasingly
important role nowadays. Therefore, virus can be
transmitted through the information in encrypted form.
This is also applied to embedded systems. In this regard,
the article is assigned to the topic of cryptocurrency
protection in embedded systems. The article is focused on
the algorithm of symmetric block transformation “Kalyna”.

The algorithm of symmetric block transformation
“Kalyna” is considered in the article. The stability of this
cipher, with a block size of 512 bits, is analyzed, and

the performance is compared with existing encryption
algorithms, such as: AES, GOST 28147-89, “BelT”,
“Kuznyechik”, and the impact of processor and operating
system performance on algorithm performance.

ANALYSIS OF RECENT RESEARCH
AND PUBLICATIONS

Today, an encryption of symmetric block algo-
rithms (BSC — block symmetric cipher) is the main
cryptographic means of ensuring confidentiality in infor-
mation processing in modern information and telecom-
munications systems as part of protocols such as TLS [1]
or Noise [2], and in the application or system software.

Block ciphers are one of the most common
cryptographic primitives. They provide privacy and are
also used as design elements to build hash functions,
message authentication codes, and more. The importance
of BSC is further emphasized by the holding of many
international cryptographic competitions, which focused
on the development of a block cipher, or its mode-
rnization.

At the time of adoption of the standard DSTU
7624: 2014 [3] in Ukraine the following cryptographic
algorithms were used: DSTU GOST 28147: 2009 [4] —
cryptosystem developed in 1989, which Ukraine inherited
from the Soviet Union, in 2009 it was certified as state
standard of Ukraine; AES [5] is an algorithm used in
general purpose for operating systems and it is included
there as a means of encrypting information on disk; RC4
[6] is used to implement SSL/TLS security of web
connections [7]; Triple DES [8], which uses [9] the
National Bank of Ukraine and for IPsec network traffic
protection [10].

The block cipher defined in DSTU GOST 28147:
2009 [4] still provides practical resistance to attacks,
but for this algorithm there are effective methods of
cryptanalysis [11], the complexity of which is much less
than the complexity of the attack by searching all keys,
so this standard is derived from actions [12].

Replacing DSTU GOST 28147: 2009 [4] with the
international standard AES [5] was not a solution to this
problem for Ukraine, as world leaders in the IT industry
are gradually abandoning this algorithm.

Thus, in Ukraine there was a significant problem
of developing and implementing new modern encryption
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standards that would allow the creation of effective
means of cryptographic data protection.

Taking into account the positive world experience
of cryptographic competitions CRYPTREC [13], NESSIE
[14], AES [15] and SHA3 [16], the State Service for
Special Communications and Data Protection of Ukraine
successfully held a national open competition of symmetric
block cryptographic algorithms in 2007— 2010 [17], which
defeated the algorithm “Kalyna” [18], Kharkiv developers
of the Institute of Information Technology [19], on the
basis of which the national standard of Ukraine was
developed [20]. As it has been described above, the
new algorithm should provide greater cryptographic
transformation speed compared to the AES algorithm
[5], as well as have a higher level of stability against
AES [5]. In the development it was decided to use an
approach involving known and well-researched designs,
for the safe use of the algorithm in the context of
significant progress in data processing.

The basic parameters of the cipher were chosen
based on the analysis of the capabilities of modern
search attacks, as well as conflict rules [21], in addition,
the developers of cryptographic information security
systems were provided with the ability to choose
parameters.

The standard symmetric encryption standard
DSTU 7624: 2014 [3] defines ten different operating
modes that are widely used in accordance with the
international standard ISO/IEC 10116: 2006 [22]. This is
aimed at ensuring the widespread use of DSTU 7624:
2014 [3], including the data protection transmitted on
computer networks, encryption of hard drives and
removable media, electronic documents and key data.

Modes of operation of the cryptographic algorithm
defined in the standard DSTU 7624: 2014 [3], their
designation, which provides the appropriate mode, are
given in Table 1.

The effectiveness of the implementation of
systems, tools and protocols for cryptographic data
protection in information and telecommunications
systems for various purposes can be ensured by the
presence of such a number of modes of operation of the
algorithm.

The new national encryption standard [3] is
flexible and supports the following combinations of
block size and key length (Table 2).

The designation of the algorithm operation mode
looks like this: “Kalyna-1/k-mode designation-mode
parameters” (some modes do not have parameters),
where 1 is the size of the base transformation block, k is
the key length.

For example, Kalyna-256/512-CCM-32,128 means
the use of an algorithm with a block size of 256 bits, key
length — of 512 bits, use in the mode of simulation and
tampering, the length of the confidential and public part
of the message is always less than 232 bytes, the length
of imitation is 128 bit.

The number of iterations of the cryptographic
algorithm was chosen so as to provide a sufficient

margin of resistance to different types of cryptanalysis
and is given in Table 3.

Table 1
Operating modes
No. Mode name Marking
1 Simple Feplacement (basic ECB
conversion)
2 Encryption CTR
3 Epcryptlon feedback with CFB
ciphertext
4 Production of imitation CMAC
5 Coupling of cipher blocks CBC
6 Epcryptlon feedback with OFB
cipherprogram
7| acceterated production of GCM,
aecerclaredp GMAC
1mitation
] Product_lon of imitation and CCM
encryption
9 Indexed replacement XTS
10 Data protection Kw
Table 2
The size of the “Kalyna” block
and corresponding possible key length
Block size Key length
128 128, 256
256 256,512
512 512
Table 3

Number of the “Kalyna” algorithm
encryption iterations [3]

Key length Number of rounds
128 10
256 14
512 18

The implementation of the algorithm under optimal
conditions involves the use of tables of preliminary
calculations that implement both nonlinear and linear
transformations (S-block [23] and multiplication by the
MDV matrix [24]). Upgrades made in the “Kalyna” cipher
allowed leaving only one set of tables, in contrast to the
AES cipher [5], which requires two sets.
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During the development of the national standard
DSTU 7624: 2014 [3] the assessment of the stability of
cryptographic transformation against different types of
cryptanalytic attacks was performed [25]. The complexity
of the most effective cryptanalytic attacks with a reduced
number of cycles (weakened algorithm) and the required
number of cycles to ensure stability is given in Table 4 for a
cipher with a large block size of 512 bits.

Table 4
The results of the analysis of the stability of the
cipher “Kalyna” with a block size of 512 bits [23]

Indicators of attacks
The
Methods of smallest ) Corpp-
cryptanalysis | number | Maximum | lexity | Byte
of cycles number of | eq. op. me-
cycles enc- mory
rypted
Differential 9 8 240
Linear 9 7 24704
Integral 7 6 2137 264+
Unrealizable 60 66
differential 6 > 2 2
Boomerang 7 6 2340

After evaluating the stability, we obtained [25] the
result that the cryptographic transformation is stable at 9
cycles for a 512-bit block.

In the article [25] the testing of cryptographic
transformation speed was aimed at modeling the features
of cryptographic protection tools that require high
transformation speed such as IP traffic protection and
others.

To eliminate the impact of the disk subsystem, all
data was stored in random access memory (RAM). To
prevent the use of data that is only in the processor’s cache,
it was decided to allocate a block of 1 GB, which is
certainly many times larger than the available cache of any
modern processor, which will lead to the need to make
appeals to the main RAM. To reduce the impact of CPU
context switching, this block of memory has been re-
encrypted several times.

Measurement of speed through encryption of the
same amount of plaintext (simple replacement mode, ECB)
was performed for all combinations of block size and key
length of the cipher “Kalyna”, AES-128, AES-256, GOST
28147-89 [4], “BelT” (national standard of Belarus) [26]
and the code “Kuznyechik” (national standard of
Russia) [27] under the same conditions.

The test was performed on a computer running
a 64-bit Linux operating system (Ubuntu 12.04) with
an Intel Core 15-4670@3.40GHz processor. The results

of testing the performance of the software implementation
are given in Table 5.

Table 5
Speed of block cipher software implementation [25]

Intel Core i5-4670@3.40 GHz
No.
Block cipher Speed, Mb/s
1 | Kalyna-128/128 2611.77
2 | Kalyna-128/256 1779.52
3 | Kalyna-256/256 2017.97
4 | Kalyna-256/512 1560.89
5 | Kalyna-512/512 1386.46
6 | AES-128 2525.89
7 | AES-256 1993.53
8 | GOST 28147-89 639.18
9 (ng%4.lOl.3l-201] 1055.92
10 | Kuznyechik [31] 1081.08

As a result of testing on a 64-bit platform, “Kalyna”
is a competitive cipher and shows the following
performance results:

o for 128-bit key length, “Kalyna” performance
is 3 % higher than AES;

o for the 256-bit key length, “Kalyna”
performance is 10 % slower than AES (for a 128-bit block)
and 1 % faster (for a 256-bit block);

o “Kalyna” speed at the corresponding key
length is higher than GOST 28147-89 2.9 times (for
128-bit block) and 3.2 times (for 256-bit block), and
about 2 times higher than the new standards encryption of
Belarus and Russia.

for the 512-bit key length, the “Kalyna” speed is
1386.46 Mbit/s.

It should be noted that the large key length is a
feature of the algorithm and, as it can be seen from the test,
it is inferior in speed to ciphers with smaller keys, but
provides a high margin of resistance to cryptanalytic attacks
(Table 4).

The speed of the “Kalyna” cipher is presented in
crypto libraries [28] and [29].

In the cross-platform library of cryptographic
primitives [28] the performance indicators are presented in
Table 6. Measurements were performed for a computer
with an Intel Core 17-6700HQ 2.6 GHz processor and with
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16 GB of RAM in Windows 10 by encrypting a 16 KB unit
during 1 million iterations. The documentation of the crypto
library [28] shows the results of speed measurement, which
are presented in Table 6 for 64-bit architecture. This cross-
platform C ++ library is focused on achieving maximum
performance. Performance was measured by encrypting a
130 KB file 1 million times in SHS mode (cipher block
coupling mode) on a Xeon E5-1650 v3 processor clocked at
3.50 GHz.

Table 6
Speed implementations
of the ""Kalyna''-128/128 cipher
Library [30]
Library [29]
VC++ 2015 gee 5.2 clang 3.7
MB/s | Cpb | MB/s | Cpb | MB/s | Cpb | MB/s | Cpb
128221202 | 179 |19.5| 236 | 148 | 206 | 16.9

In [29] there are the following results of measuring
the speed of the cipher “Kalyna” using the following
compilers: VC ++ 2015 (Microsoft Visual Studio
2015); gee 7.3.0 (GCC); clang 3.7 (LLVM Compiler
Infrastructure).

Since the results [28], [29] were presented in MB/s,
in order to ease the comparison, they are also listed in cpb
(number of cycles per encryption of one byte).

In [30] the implementation of the cipher “Kalyna”
using SIMD instructions SSE-128, AVX-256, AVX-512 is
presented. Performance analysis was performed for the Intel
Xeon Skylake-SP 2.0 GHz processor, the code is written in
C++, the compilers are used from Microsoft Visual Studio
2019 (MSVC) and gcc 7.3.0 (GCC). To reduce the
impact of CPU context switching, multiple encryption
(100 million iterations) was performed. Cache-
resistant implementations with step-by-step execution of
cipher operations were evaluated (Table 7, Table 8,
Table 9).

Table 7
Step-by-step implementations
of the “Kalyna” cipher (SSE-128) [30]
SSE-128
Number of
blocks GCC, cpb MSVC, cpb

ENC DEC ENC DEC
1 84.25 107.13 48.75 57.75
2 50.31 77.88 31.75 44 .44
4 37.94 61.47 24.00 35.88
8 — — — —
16 - - - -

Table 8
Step-by-step implementations
of the “Kalyna” cipher (AVX-256) [30]
AVX-256
Number
of blocks GCC, cpb MSVC, cpb
ENC DEC ENC DEC
1 38.13 45.38 35.50 43.88
2 34.75 42.69 24.13 30.94
4 21.59 29.34 15.09 22.50
8 16.42 2591 10.63 17.19
16 - - - -
Table 9
Step-by-step implementations
of the “Kalyna” cipher (AVX-512) [30]
AVX-512
Number
of blocks GCC, cpb MSVC, cpb

ENC DEC ENC DEC
1 52.38 74.00 57.25 78.63
2 28.31 43.38 30.00 47.50
4 18.13 24.69 19.72 25.13
8 11.08 16.64 11.73 18.25
16 8.32 15.14 8.78 15.55

From the presented results it follows that the use of
AVX-256 technology for the implementation of the code
“Kalyna” is justified provided that it is necessary to
guarantee resistance to cache attacks. This is especially true
for most processors that do not support AVX-512, especially
since the transition to AVX-512 in this case does not give a
significant increase in performance. SSE-128 technology is
significantly inferior to the AVX-256 / AVX-512.

The article [31] describes the features of
microcontrollers for the implementation of the cipher
“Kalyna”, develops the structure of the algorithm on the
target platform and approaches to testing the algorithm. On
the STM32GO071RBT microcontroller, the speed of the
algorithm was analyzed, with the size of the executable file
16000 bytes, and the following results were obtained:

e “Kalyna” encryption speed (128, 128) —
3225 bytes/s;
e “Kalyna” decryption speed (128, 128) —

3030 bytes/s;
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e “Kalyna” encryption speed (128, 128) —
2693 bytes/s;
e “Kalyna” encryption speed (128, 128) —

2547 bytes/s.

THE PURPOSE OF THE ARTICLE

The aim of the article is to analyze the national
standard “Kalyna” and compare it with international
encryption algorithms, taking into account the length of the
key, and features of the algorithm on different platforms
and operating systems.

FORMULATION OF THE PROBLEM

The symmetric block transformation algorithm
“Kalyna” is considered in the work. This algorithm was put
into operation in 2014, but there is still insufficient
information about its properties and the results of
comparison with other algorithms in all modes of its
operation. This creates difficulties in choosing the algorithm
to use. Therefore, this paper analyzes its differences from
other data encryption standards used both in Ukraine and in
the world. The stability of the “Kalyna” algorithm was
analyzed using a high-bit key (512 bits) and its speed was
compared with other cryptographic protection algorithms.
The influence of CPU and operating system performance
on “Kalyna” algorithm performance is also analyzed.

RELEVANCE OF RESEARCH

The role of information technology and the use of
computer technology is of importance today. Due to the
global spread of computer networks, the issue of reliable
information exchange has become relevant, as it must retain
all its properties during the process of exchange,
processing and storage. That is why one of the most
important issues is the data protection in information
and communication systems. Users of global and local

S$TM32G071RBTE
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networks need simple and powerful information security
tools that can maintain their confidentiality, integrity and
accessibility. Cryptographic protection fully meets these
requirements. Modern encryption standards have been
developed taking into account the specific features of the
environment in which they are used. This raises the
urgent question of analyzing modern algorithms with
large keys, which are the most resistant to cryptanalysis,
or those that have the highest performance and provide a
high degree of security of information systems.

Today there is a need to provide real-time
encryption of information. Therefore, to solve this problem,
there is a need to develop encryption algorithms that would
provide speed to implement it, as well as have a margin of
resistance to attacks higher than a direct search of key
options.

Mass introduction of electronic document
management is accompanied by an increase in the use
of cryptographic transformations to protect content. This
encourages the creation and use of encryption algorithms
that are easy to operate and with combinations of block
and key sizes ranging from 128 bits to 512 bits.

FEATURES OF USING LARGE KEYS IN THE
ALGORITHM “KALYNA”

The platform (Fig. 1) based on a 32-bit ARM
MCU core-STM32G071RBT, a PC running a 64-bit Linux
operating system (Ubuntu 20.04) with an Interl Core i7-
1185G7@3.00GHz processor and a PC running a 64-bit
operating system were used for testing Windows 10 with
Intel Core I5 6300HQ@2.3GHz processor.

As it can be seen from the diagram below, the
system provides communication with a personal com-
puter by converting USB signals into UART
telegrams. The firmware will be downloaded from
KEIL uVisionIDE using the official ST-Link V2
debugger from STMicroelectronics.

: Lincpponpouecop |

i CPU ;

Byzon o '

1| cxupanma * RST

E SWDIO MK

| PA13/SWJ —

\ : ' Bignarog#ysay KEIL

, SWCLK ; Al y »COM

| - i | ST-Linkv2 comert v icion vs
| UART2_TX :

| PA2/UART2 » A o] | Terminav
| " UART<>USB | ! o

{| Byson | VDD I .ol e (" ™ o g == v1.8b

|| #menexns vss : =52 '

Fig. 1. Functional scheme of microcontroller cell
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The procedure was performed for the “Kalyna”
algorithm in different block/key configurations with an
implemented MDS profile that uses a pre-computed table
for multiplication and nonlinear substitution. This version
focuses on maximum performance due to a significant
increase in code size. The essence of this technique is to
combine the operations of SubBytes, ShiftRows and
MixColumns into one using pre-calculated tables.

The performance results are presented in megabits
per second (Mb/s), see (Table 10)..

Table 10
Comparison of the speed of software
implementation of the block cipher “Kalyna”

Speed, Mb/s

. Intel Core Inteilfore Intel Core | ARM
Modifi- | i5.4670@ L185G7@ |15-6300HQ@| MCU
cation | 3 40 GHz 3 GHz 23GHz |STM32

(Ubuntu (Ubuntu (Windows | G071

1204) 251 “500 4) 10) RBT

(128, 128)| 2611.77 2987.4 1898.0 443
(128,256)| 1779.52 | 2097.43 137529 | 32.28
(256,256)| 2017.97 | 2588.13 1546.48 | 35.11

(256,512)| 1560.89 1922.83 1220.11 28.7

(512,512)| 1386.46 1787.14 1065.81 24.9

When comparing the performance of “Kalyna”
algorithm (128,128) was the fastest, which is obvious
because it involves the use of a block and a key of the
smallest value. And “Kalyna” (512, 512) is the slowest
due to the large amount of data for processing, but provides
the highest data protection (Table 4).

The comparison of processor performance is given
in Table 11..

If you compare the data obtained after the tests and
the data provided in the article of the developers [25], you
can see a slight difference in measurements (Table 10). The
main reason for the difference in results was the difference
in processor performance, which is given in Table 11. The
operating system has little effect on the test results of the
software implementation of the block cipher “Kalyna”, and
therefore it can be ignored.

Testing can be considered correct, as the ratio of the
speed of encryption algorithms is preserved.

As it can be seen from Table 10, MCU has the worst
performance, but, in contrast to this shortcoming, there are
advantages that will help find a place in embedded systems
due to the rapid growth of this area, namely:

e Size: 25x45 mm.

e Power consumption: ~ 290 mW (at 50 °C).

e Operating temperature range: from —40 to
+85 °C.

Due to the described features, microcontrollers are

becoming more popular and can compete with traditional
software and hardware implementation methods.

Table 11
Processor Performance Testing
(Benchmark) [32]
Intel Core | Intel Core | Intel Core
Test i5-6300HQ | i5-4670 | i7-1185G7

2.3 GHz | 3.40 GHz 3 GHz
Integer Math,
MOps/Sec 12.49 16.58 37.329
Floating Point Math,
MOps/Sec 10.605 12.359 21.709
Find Prime
Numbers, Million 24 32 50
Primes/Sec
Random String
Sorting, Thousand 8 11 14
Strings/Sec
Data Encryption,
Mb/s 1.300 1.278 6.109
Data Compression,
Mb/s 62.0 76.6 107.8
Physics,
Frames/Sec 383 413 838
Extended Instructions,
Matrices/Sec 5.526M 6.365M 7.907M
Single Thread,
MOps/Sec 1.791 2.137 2.923
Average CPU Mark 4678 5403 10920

CONCLUSION

The performance of the “Kalyna” block cipher is
practically independent of the PC operating system. For a
large key, 512-bit long, the average speed of “Kalyna”
(including the processors involved) is about 1400 Mb/s.

The use of a specialized microcontroller as a cipher
processor allows you to free the CPU from the tasks of
cryptographic data protection. When using a microcontroller
as a cipher processor, the performance of cryptographic data
protection tools substantially lower when switching from
PC in about 50 times. However, the advantage of the
microcontroller is:

e Size: 25x45 mm.

e Power consumption: ~ 290 mW (at 50 °C).

e Operating temperature range: from —40 to
+85 °C.

Microcontroller test results of the speed of software
implementation of the block cipher “Kalyna”:

e “Kalyna” encryption speed (128, 128) is
44.3 Mb/s.

e “Kalyna” encryption speed (128, 256) is
32.28 Mb/s.

e “Kalyna” encryption speed (256, 256) is
35.11 Mb/s.

e “Kalyna” encryption speed (256, 512) is
28.7 Mb/s.

e “Kalyna” encryption speed (512, 512) is
24.9 Mb/s.
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To increase productivity, it is worth considering the

option of implementing a cryptoprocessor on FPGA.
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