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Oanubix 00 UHYUOeHMAX, COASAHHBIX C HApYUieHUueM DesonacHocmu pecypcob ungopmayuonnslx cucmem. Ha npeo-
npuamusx He Bceeda Haraxen npoyecc coopa maxux oannwix. CyugecmByem neodbxodumocms 6 unmeepupobanvlx
cpedcmbax, komopbvle nosboauau Ovi 6 abmomamusupobannom pexcume ocyujecmbaams oyeHubanie puckod u peatu-
308viBamp oyenky kak 6 uemxo OemepMUHUPOBAHHON, MAaK U Heuemkoll, caabogpopmarusobannoii cpede. B cbasu ¢
IMUM, HA OCHOBAHUU MOOeAU CUHIME3A CUCTeM OueHUBAHUSL PucKof 0e30nacHoCu pecypcoB UHGpOpMAYUOHHBLX
cucmem, uxmepupoBanHoeo Memooa, a makie memodod uHkpemenmupobanus u OexpeMenmupobanus nopsaoxa
AuHBUCTIUYECKOU NepeMeHHOl DblA0 NpedokeHo CIpYKMYpPHOe peuieHue unmeepupobantol adanmubroi cucnie-
Mol anaausa u oyenubanus puckob. Ha eeo ocrobe paspabomansl aseopumm u npoepammtoe cpedcmbo, konopoe, 8
omauvue om usbecmuulx, ucnosvsyem 6 xauecmbe BX00HbIX OAHHbIX PASAUUHBIE MHOXKECTBA 0YeHOUHbIX napamem-
pob, umo obecneuubaem Gvicoxyto eubkocms u yoobembo ucnoavzobanus kax 6 demepmunupobantot, max u 6 He-
uemkoil, cAaboghopMasu306anHoli cpede.

KaroueBvie caoBa: puck, oyenubanue puckob, cucmema oyeHubanua puckob, xapaxmepucmuxy pucka, besonac-

HOCHTb pecypcof UHGOPMAYUOHHDIX CUCITIEM.

Beryn

MexmyHaponsemt crangapt SO 27001:2013 [1]
perylaMeHTHpYyeT IOPSIOK CO3IaHMS CHUCTEM MeHeJX-
MeHTa MHpopManyoHHo besonacHocTH (VIB). B ocHOBY
TaKMX CHCTeM ITOJIOKeHa IIpoLiellypa yIpasJieHWUs pyc-
kamm VB, KoTopas BKIIodaeT B ce0sl pOIiecckl MX aHa-
Jm3a 1 olleHMBaHVA. Ha ceromHsmHmit geHp cyIecTBy-
€T MHOJXXeCTBO CpeJICTB olleHnBaHMs prckos (OP), koro-
pBle TIperfCcTaB/IeHBl METONMYECKVM, MPOTPaMMHBIM W
npyruMm obecriedeHueM [2]. B mx OcHOBY, Kak IIpaBwWIIO,
3aJI0)KeHO VICTIONTb30BaHMe CTaTVMCTMYECKMX JaHHBIX [2]
o0 MHIVIeHTaX, cBsi3aHHBIX ¢ HapylueHreMm Vb pecyp-
cop mHMopmanmonHeix cucreM (PVIC). Ha mpenmmpu-
SATUSX He BCeTfa HajlakeH IIporiecc cbopa TaKmx JaH-
HBIX.

B cBs3m ¢ 3TMM, cyImecTByeT HeoOXOAVMOCTH B
VIHTEIPVIPOBaHHBIX CPeICTBaxX, KOTOPbIe IO3BOJIVIIN OBl
B aBTOMaTW3MPOBaHHOM peXnMe ocylecTsysiTh OP Kak
B UETKO JIETepMMHVPOBAHHOV, TaK VI HEYETKOVI, cimabo-
cpopMam/BOBaHHoﬂ cpere. B sTom cBs3M 11€71p10 JaHHO
paboTHI sBIISIETCS CO3MaHMe COOTBETCTBYIOIIEV WHTeT-
puposanHo cuctemsl OP 1B PUC.

Ha Gase momenm cuHTe3a cucteM OP GesoracHo-
cem PUMIC  [3], koTopas oOcCHOBaHa Ha JIOTMKO-
JIMHIBUCTVYECKOM IIOJIXOJIe, IIPEIUIOKEHHBIX MeTOomax
[4-6] m OucTabwIBPHOV MHTErPUPOBAHHOV KOPTEXHON
Mope xapakTtepucTuk pricka (BVIM) [7], paspabOorana
VHTerpupoBaHHasg aganTtusHasg cucrtema OP Vb PUC
(MACOP). Taxkast cucreMa IIO3BOJIUT OCYITIECTBIISITH
OLIeHMBaHMe PV Pa3INYHBIX VCXOMHBIX BeJIMYMHAX,
YYUTBIBAIOIIVIX BO3MOXHOCTM SKCIIepTa YeTKO JeTep-
MIUHWPOBATh OIleHVBaeMble ITapaMeTpBl M ero HeyBe-
PEHHOCTD B CBOMIX CYKIEHMVSIX, a TaKKe MMIIOPTUPOBATh
¢ Opyrux 6a3 m TpaHchOPMUPOBATh STaJIOHHBIE JIVH-
reucTrdeckue repeMernsle (JIIT) Ges yuactms skcrep-
TOB COOTBETCTBYIOIIIEVT IIPEAMETHOVI OOJIACTIA

CrpykrypHas cxema VIACOP comepxwur (puc. 1)
IIofICUCTeMBI POPMUPOBaHMS BXOIHBIX JaHHBIX (ITDBLI)
u ux obpaborkm (ITO/I), a Taxxke Momynm dopMmUpoBa-
HUS CTPYKTypupoBaHHOro napamerpa (MPCII) u rexe-
pauyn ordeta (MI'O). Crcrema OmHOBpEMEHHO OIlepU-
PYyeT 9eTKMMU ¥ HEUeTKMMM ITapaMeTpaM ¢ BO3MOXKHO-
CTbIO BapbupoBaHus nopspkoM JIII, a mM3meHeHme Ko-
JI9IecTBa TePM-MHOXKECTB HEUeTKMX BXOIHBIX HaHHBIX
ITO3BOJISIET OCYIIIECTBIISITH aneKBaTHoje OP.
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Puc. 1. Crpykrypnas cxema MIACOP

OnmieM coctaB M (PYHKIVMOHAJIbHOE HasHade-
Hue Kaxgon ns nopacucreM. IToctpoenmne TIMB]I ocye-
CTBJISIETCS COTIIACHO Pa3pabOTaHHOV MOJIENV (CM. STarlbl
2-5 B [3]). INoxcmcTema CITy>XKUT [I7Isi TIOATOTOBKY BXOTI-
HBIX TAaHHBIX (OCHOBAHHBIX Ha CYXXIEHWSX SKCTIIepTOB) B
I1OM, n cocrouT 13 6a3 marusix (bI) PUC (BOP), yrpos
(BAY) m pesynpraToB omeHmBaHMA puckos (BJO), a
Taxke MOMY/IS VHWMIMaIM3ALMUV 0a30BbIX XapaKTepu-
crmk (MUBX) n Mopmymnst popMUpoBaHMS KITFOUEBBIX
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mauHabIx (M®K]). CormacHo [2] BP comepXuT cooTseT-
CTBYIOIIME  CHVICKM  pPecypcoB M3  MHOXeCTBa

IRe{IR}(h=1r) (rme h - ykasarestb (HOMep) TeKyIIero

unentudmrkaropa PUIC, a r - xomgecrso PVIC), BAY
BKJTIOYAeT CIVCKM YTPO3 M HapyIIeHuT 0a30BBIX XapaK-
Tepuctuk VIB, ompemerieHHbIe COOTBETCTBEHHO MHOXe-

creamu Ae{A}(a=1n) (tme a - yxasatenn (HOMep)
TeKyIero MaeHTudMKaTopa yrpossl [6], a 1 - Komde-



© Kazmirchuk S., Gololobov A., Movchan M., Rybalka L. Integrated adaptive system of security risk assessment for information systems resources
// Ukrainian Scientific Journal of Information Security, 2016, vol. 22, issue 3, p. 310-315.

ctBo yrpos) u E e{E,}(e=17) (rme e - ykasarens (Ho-
Mep) TeKyIIero maeHTdUKaTopa HapyIeHns 6a3oBbIX
xapakTrepuctuk VbB), a O comepXwUT CIIMCKM OIEHOK
pUCKa,  OIpeHeleHHBIX MHOXeCcTBoM AR e{AR}

(p=1c) (tme p - ykasaTenp (HOMep) TEKYIIero WieH-
TudMKaTOpa OIeHKM PCKa, a ¢ — mX KommdgecTtso). ITo-
CleiHAs TTpeHa3HaueHa [IJIsi XpaHeHUs B OTIeIbHBIX
Tab/mIlax pesysIbTaToB, IOJIyYeHHBIX OT IIPeIbIIYIIX
OP, KoTOpBIE MCHOIB3YIOTCS IIPY OUepeHOM OLieHMBa-
HVW ¥ MOTYT, HaIlpuMep, VIMeTb OPVEeHTUPOBOUHYIO
CTPYKTYpY, IIpeficTapieHHyIo Ha puc. 2. [Tpu dpopmupo-
BaHum BJIP, HanpuMep, MOXHO MMITOPTUPOBaTh HEOD-
XOIIVIMBbIe JaHHBIE BOCITONTE30BaBIIVICh KJIacCudVKaIen
pecypco B CRAMM st mpodpvrss Commercial, a mpu
dopmmposarum BAY - xiaccudukanmen ns [2]. Mo-
myime MUBX npennasaaden mis seioopa ns bAP n BY,
COOTBETCTBEHHO XapaKTepHble I 00beKTa OIleHK! IR,
A, E.. Mopyiie MOKII ¢popMupyeTcsi COrIacHO 3TalloB
2 m 6 mopenu [3] v mpenHa3HAYEH IS [TOJTyYE€HNS MHO-
xectBa napamerpoB OP B Bume Takmx JIIT xax «CTE-
INEHb PMCKA» (DR) n «yPOBEHb OLIEHOYHOI'O
KOMITIOHEHTA EPp» (Kg;), KOTOpBIe OIpPEReIISIoTCs

cooTBeTCTBeHHO KopTexxamu <DR, T Xon <Kg,

DR’

/XE

X > [2], THe OasoBble TepM-MHOXeCTBa MOTYT

~ Kep

m
3a7aBaThCd  M-TepMaMu IDR=U'_[DRI_ u

m
T.~UT,
ER i ERj

]
N

(j=1m,i=1g).Ha ocHose sToro MOJIyJIsl IIOCPEeICTBOM
CUHTETWYEeCKOTO KOpTeXa <AES, CA D E,F, L, P,V>

[7] ocymecTBisieTcss BBIOOP HEOOXOMVMMBIX OITEHOUHBIX
KOMIIOHEHT. B pesysipTare 1mpeoGpa3oBaHmMil Ha BBIXOLI
IOB/ mocrymaror {EP}, a Tarke JIN DR n K

Name Type Length  Decimals

] -+ n
resource wvarchar 200
threat wvarchar 200
probability int 5

decimal 4

4
5

Allow Null

frequency
loss decimal

]
]

]

[m]

]

]

danger int ]

Mo MM e o oo

dr decimal 4 [v]

Puc. 2. ITpumep Tabmmrsr B BO

Hanee B IIO[ dopMmupyroTcss gaHHbBIe IS IO-
crtenytoriert orleHKu crerieHn pucka (CP). Ona comep-

XKIT: MOJLYJIb OLIEHKM 3HAUEHWVI OIEHOYHBIX KOMIIOHEHT
(MOK), xoTopsIiT 0bpasyeTcs coryacHO 3Taros 8 u 9
Mozerm [3] u vcnonb3yeTcst Iyist ompernesteHnst (IIocper-

CTBOM CYXIEHWVI 3KCIIEPTOB) TEKyLIMX 3HaueHuit ep/

(re. {ep™} = {epy, epl, epl, epl, epl},

Ac{A},a=15) u ypoBHs 3HA4YMMOCTU OLEHOYHBIX

e

KoMmroHeHT LS;, i:l,_g ; MOIynb (POPMMPOBaHMS 3Ta-
JIOHHBIX 3Ha4eHUV M mx Busyanmsaimm (MD3B), xoro-
PPl IIpelHasHaueH IS IIOCTPOeHVs (PYHKUWUI IpU-
HamtexHoctu (PIT) stamorHBIX HeueTKmx umcern (HY)
Ha OCHOBaHWM WCIIOJIb3yeMOro 3KCIepTaMy MOopsaKa
JIIT (cormacHo aTama 6 momenw [3]); Momyns Kaccudu-
Karyu Tekymyx 3sHadeHurt (MKT3), B kotopoMm dopmm-
pytotes sermruvebr 4A (] =1,m,i=1g); MOyJIb OTIeH-

xu 3HaueHnst CP (MCP), B KOTOpoM HemoCpeIcTBeHHO
peammsyercss OP. B M®DB Ha ocHOBaHMM MeTOHda, WC-
IIOJIB3YIOLIETO  CYXKHEeHMs SKCIIEPTOB  OIIpeleIsIoTCs
stastoHHble HY mis JIIT DR u KEH OTHOCUTEJILHO WMH-

TepBaJIOB 3HAUEHWV, 3aBUCSIINX OT 4MCJIa WUCIOJIb3ye-
MBIX TepMOB. Harrprivep, eciiv KOJIM4eCcTBO MHTEPBAJIOB
m, To a1 DR mx uuciio 6ymer G=2m-1 ¢ obumM BumomM
[bu,‘ b21[, [b21,‘ b12[, [blz; bzz[, cees [me-l; blm[, [b1m,' me] (
j=1Lm)u ®IT g(dr), a msa K, - [b1z; bal, [bas; braf, [b12;

b22[/ cees [me-l; blm[/ [blm; bZWI] (J :m) n OIT ﬂl‘(ksx‘ ) B

pesymbrare pabotsl Monyist dopmupyrorcs JIIT DR u
K, - 3mech (cornacHo stama 7 mofenu [3]) peanmsyiorcs

METOIbl MHKPEMEHTUPOBAHMUS U [IeKpPeMeHTMPOBAHISI
JIII, T.e. TOCPeICTBOM COOTBETCTBYIOIIVMX (PyHKIINIL,
obpasytorcss skBuBasieHTHble JI[1, oTIMuarommecs OT
VICXOIHBIX IIOPSIIKOM U COHEpPXXVMMBIM TEPMOB, HO CO-
XpaHSIOIIe CBOM HadvaJIbHBIe CBOVICTBA, OTpayKaroIlye
VICXOZHBIE CYXIEHMS 3KCIIepTOB. [laHHBIE METOMBI pa-
0oTaroT ¢ pazMIHBIMK TIIaMU pactpenerteHys HY o
ocu dr [4,5]. Bece mcxonHble, mpeoOpa3oBaHHbBIE WIN
VIMIIOPTMPOBaHHbIe ¢ Apyrux B/l 3TajioHbsl MOryT BuU-
3yaN3MpPOBaThCAL.

Monyie MKT3 (dopMupyemslii corjlacHO 3Tara
10 momerm [3]) mpemHasHa4YeH LI TeHEPUPOBAHWS

sHavenmit A (corsacko (8) B [6]) mocpercTsom mory-

uenHbIx B MOK Berrana ep)™ .

Mporpamma Cnpasounnkn Momowys
Bbl pabotaere Han npoekTom: Second_zero
oGz pecypoyiposy PacaTaTB pHOK
Ne yp o " Yrpoabi P F L D DR
» 1 HeceTessie CepBepel 0DLero HasHaqeHns DUSHIECKIIN HECAHKLY ¥t AOCTYN B T OpraHnzaL 0 0 0 0 10
2 HeceTesuie cepsepel oblero HasHayeHna Kpaxa uim NOBPeXaeHHe KOMNHIOTEPHOr0 060pYA0S3HUA 1 HOCUTENES 18 0 0 0 15
3 meceTessie cepseps! obuero HasHaueHns Kpaxa im NoBpexaeHie KOMNbIoTEPHOro 050pyA0BAHUA 1 HOCUTENe: 18 0,23 0 0 20
4 HeceTessie cepsepol oblwero HasHayeHna MOCTOPOHHEE MALI0 MOXET NONYWHTD DUBMHECKINN JOCTYN K KOMNEKCY 18 0,23 0,13 0 23
S HeceTessie cepsepel oBWero HasMaNeHnA Kpaxa ByManHsix QOKYMEHTOB imcaiaepamt 18 0,23 0,13 4 33
< » ] - 19}

Puc. 3. ITpumep unTepderica MCP
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B MCP (cm. puc. 3) mrs KaXIon MaeHTUOUIIIpo-
BaHHOV A, (a=1n) ocymectsisercst onerka CP dr®)
o popmyste (9) B [6] u ero cpemrero 3HaueHMs dr(®) mo
kaxgomy PUC (em. (11) B [6]) ¢ ydeToM pe3yrbTaToB
KTaccmUKanym TeKyImel BbUIeYeHBI OIeHOYHBIX KOM-

rorenT /%) ¥ COOTBETCTBYIOMIEro X yPOBHST 3HAUNMO-
ctu LS;. Jannete 13 MCP nocrynator B MOCII, roe Ha
OCHOBaHMM BbIUMCIEHHBIX 3Hauenvit dr’™, dr@ wu
ITOCTPOEHHBIX 3TaJIOHOB C TIOMOIIBI0 BeipakeHms (10) B
[6] ompenmensieTca CTPYKTYpMPOBaHHBIM ITapaMeTp
Spt)

;
cioble 3HadeHyss CP, HO M JIMHIBUCTUYECKYIO VHTep-
IIpeTaliio YPOBHSL YBepeHHOCTV 3KcIlepTa (y4WThIBae-
Myl MeTooM (OPMUPOBAHMS TEKYIVX 3HAYEHW
OILIEHOYHBIX KOMITOHEHT C JIaJIbHeVIIIeN MX Kilaccudu-

KOTOPLIVI IIO3BOJISIET ITOJIYYMTH HE TOJIBKO YN-

Kallyevt II0OCPeICTBOM ITapaMeTpa ,15/\3) ).

C nomorrpro MI'O ¢ ygeToMm pe3ysTbTaToB pabOTHI
IIOBA n ITOM, renepupyetcst oTdeTsl 110 olleHKaMm CP,
KOTOpble colepkaT Bce mueHTUdUmposaHHsle IRy, A,

r) | dr v vx TUHTBUCTU-

u E, pesymeTats! oneHkn d

YecKyie SKBUBaJIEHTHL
Pa3zpaborannas cucrema (cM. puc. 1) B COOTBETCT-

BMe C aJITOPUTMOM (CM. puc. 4) PyHKIIMOHUpPYeT Cile-

myromyM obpasom. ComracHo ycrosusi (BepmmHa 1)

( Hauano ) l

While
(true)

ﬂa‘ New 6
essment?
IR AE
Her

oIpefiesIsieTcsl PeXXMM OlleHMBaHMs, T.e. OCYIIeCTBIIgeTCs
VHULMIVM3AIMI co3gaHus HoBoro Ipoiiecca OP (Bep-
IIVHBI 2-3) WJIU OTKPBITHE CYIIIECTBYIOIIETO C MMEIOIIIV-
mucst B BO mamaemMu (Beprmaet 4-5). damee 8 MUBX
w3 BAP n BY mocrynaror Bxomuerte manasle (B) IR,
A, 1 E,, KOTOpBIe 3apaHee OIpeesIIIOTCs JIMIIOM, OTBe-
HamyM 3a peammsamyio Iporecca OP (BepmmiHa 6).
3pecy mcnonbsyercst Tpu b/l mon ynpasiiennem CYBI
MySQL, miepBas 13 KoToprIxX (resources) comepxut PUIC,
BTOpasi (threat) - mepedens yrpos u TpeTps (assessment)
- OP. Haitee 8 M®K]] (Bepmmna 7) dopMUpYIOTCs
xiroueBble 3HaueHms JIIT DR, KEF’, C COOTBETCTBYIOIIV-

vy tepmamu T (j=1m), T

(i :1,79) 7 OLIeHOY-
~ Keg

HBIMM VIHTepBaJlaMi. 37ech Takke Ha OCHOBe CUHTeTH-
YyecKoro koprexa B [7] dpopmmpyeTcsi IOIMHOXECTBO

{EP;}. IlonyueHHbIE IDRi , IKEH n {EP;} w3z M®K]] t0-

crynaoT Ha MO2B 1 MOK. B M®3B (BeprnHa 8) co-
IJIaCHO TOTPeOHOCTV JINIIA, OTBEYAIOIIEro 3a IIPOIIece
OP, MoryT TpaHCOPMMPOBATECS STAJIOHBL 371eCh Takke
IIpeIyCMOTpeHa BM3yalIM3alMsl IIOJIyUYeHHBIX U IIPeod-
Ppa3oBaHHBIe 3TaJIOHOB.

| Beoa aaHHbix:

I IR - pecypc
— - A-yrmpo3a 1

le— HapylweHwe

| xapaxrepuctuk UB

L _: Mpoueaypa pacyerta
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Puc. 4. Basosbiiz anropurm pabotsr MACOP 6esonacaocty PVIC

Hasee ToONydYeHHBlEe [JaHHBIE IIepefaloTCs B
MKT3 (Beprmmaer 9-10), TAe mpomsBoguTcs KiIaccudm-

Kalusl 3HAa4eHuV ep™ ¢ IIOMOIIBIO MCXOHAIIMX W3

MO®KI 1 MO®DB snauenuit. Taxxe B MKT3 ocyiects-
JIIeTCsl CpaBHeHVe HeJeTKVX 3TajlOHOB C TeKYIIMMU

sHaveHwsiMM U dopmupyiotes A% . [lanee moryuen-
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Hble pe3ysbTaThl 3aHOcATC B B/1O. Vs MKT3 cdopmu-
posanmbie ™) moctymator 8 MCP (sepumma 11), tie

I KaXkgoro A, ornpepnersieTcst dr™) u dre@) I yKa-
3agHOro Habopa IRy, A, 11 E.. Haree B/l mepenatorcs Ha
M®CII, rae onpenersieTcs SP) B MT'O (BeprmiHa 12)
dopMmpyeTcss pe3yIbTUPYIONUY OTIeT TI0 TaHHBIM W3
MCP, M®CIT nu MUBX c ykaszanuem Bcex IR;, A, n E,,
nonyuernbix dr'™ v dr(@) B umcIoBOV M TMHTBUCTIYe-
cKomt (popMe, IIOCIIe Yero BCe IAaHHBIE 3alVICHIBAIOTCS B
BOO. ITpumep cpopmmposarroro ordera MI'O MTACOP
ImpencTaBieH Ha puc. 5. Bce HeoOxomyuMmble maHHEBIE
(BK/IFOUAsl pe3yJIbTaThI) 3aHOCSTCS B COOTBETCTBYIOIIYIO
B[ n ma obecrieueHms: OosiblleVt HafeXHOCTU pe3ep-

BUpYIOTC. YKasaHHas B[l 103BoJIsSeT omepaTMBHO W3-
MeHATHh Bl 6e3 MopmdmKammy IporpaMMHOIO Kopa U
CTPYKTYPBI CHICTEMBI.

Ha ocrose pa3spaboTaHHOV CTPYKTYPHOV CXeMEI
MACOP coszpaHo IporpaMMHOe CpefICTBO, [1J11 KOTOPOTro
(B OTIIMYMe OT M3BECTHBIX [2]) VMCIIONIB3YIOT B KadecTBe
BXOOHBIX JaHHBIX pa3jIMYHbIe Ha6op1>1 OLIEHOYHBIX IIa-
PpaMeTpoOB ¢ BO3MOXXHOCTb TPAaHCPOPMIUPOBAHIS IIOPSIII-
ka JIIT. DTo obecrieunBaeT BBICOKYIO I'MOKOCTb WM VHTe-
rpanyio (PyHKIIMOHAIBHBIX BO3MOXKHOCTEW ITPOEKTV-
pyemeix cpencts OP, dyHKIMOHMpPYOMMX KaK B fe-
TePMVWHVPOBAHHOV, TaK ¥ B He9eTKOW, crtlabodpopmarnm-
30BaHHOVI Cpefie.
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Kasmipuyx C.B., I'01010608 A.JO., MoBuan M.C., Pubaaxa JLIL. IumeepoBana adanmubua cucmema oyinoBanus pusu-
K16 be3nexu pecypcib ingopmayininux cucmem

Anomayia. B ocnoBy cucmem menedxmenmy ingpopmayititoi besnexu noxaadena npoyedypa ynpabAinna pusuxamu, axa Gxatouae 8
cebe npoyecu ix anasizy ma oyinoBanna. Ha cvoeo0nimmin dens icnye Huska 3acobib oyintoBanns pusuxib. B ix ocnoBy, ax npabu.io,
3aKAA0eH0 BUKOPUCTAHHA CINAMUCIUYHUX 0AHUX Npo iHyudeHmu, Axi no6’asani 3 nopyuieHHsAM besnexu pecypcif ingpopmayiinux
cucmem. Ha nionpuemcmbax e 3a6x0u Haiaeo0xeHutl npoyec 300py makux oanux. Icnye neobxionicme 6 inmeepobanux 3acobax,
axi 0036oausu 6 8 aBmomamusobaromy pexcumi 30iticHoBamu oyinoBanna pusukib i peasizo8ybamu oyinky ax 8 uimko demepmino-
Banomy, max i Heuimkomy, caabogpopmanrizobaromy cepedoBuni. ¥ 36'asky 3 yum, Ha nidcmabi modeai cunmesy cuctem oyinoban-
HA pusuxib desneku pecypcib iHopMayiiHux cucmem, iHmeepobanoeo memoody, a maxox memooif inkpemeHmybanns i dekpemen-
mybBanna nopaoky AineGicmuunol 3MiHHOT Y40 3anpPONOHOBAHO cMpYyKmMYpHe piuieHHA iHmeepobanol adanmobanol cucmemuy aHaAizy
ma oyintoBanna pusuxif. Ha 1i0eo ocHoBi pospobaeni asreopumm i npoepamuuil 3acio, axuil, Ha Giominy 6i0 Bidomux, 3acmocoBye Ax
Bxi0Hi 0ani pi3Hi MHOKUHU OYIHOUHUX napaMempib, wjo 3abe3neuye Bcoky eHyukicms i 3pyuHicms BuKopucmants ax 6 demepMino-
Banomy, maxk i 8 Heuimxomy, caadbogpopmanizoBaromy cepedoBuuyi.

Karouo8i caoBa: pusux, oyintoBanna pusuxib, cucmema oyinobanns pusuxib, xapaxmepucmuku pusuxy, besnexa pecypcib irgpop-
MAYIAHUX CUCHIEM.

Kazmirchuk S., Gololobov A., Movchan M., Rybalka L. Integrated adaptive system of security risk assessment for in-
formation systems resources

Abstract. The basis of the information security management systems is the procedure of risk management, which includes the pro-
cesses of analysis and assessment. Nowadays, there is a number of different techniques of risk assessment. They are usually based on
the use of statistical data on incidents, related to security violation of information systems resources. The process of collecting such
data is not always organized at the enterprises. There is a need for integrated tools that would enable to carry out risk assessment in
automatic mode and implement an assessment both in determined and in fuzzy, weakly formalized environment. In this regard,
based on the model of the synthesis of the security risk assessment systems of information systems resources, integrated method, as
well as the increment and decrement methods of linguistic variable it was proposed the structural solution of integrated adap tive
system of analysis and risk assessment. On its basis the algorithm and software that, unlike known, uses as input the various sets of
estimated parameters as entrance data that provides high flexibility and convenience of use both in determined, and in fuzzy, weakly
formalized environment are developed.

Key words: risk, risk assessment, risk assessment system, the characteristics of risk, the security of information systems resources.
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