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ПРО РИЗИКИ НОВОГО ТЕХНОЛОГІЧНОГО УКЛАДУ 
 «ІНДУСТРІЯ 4.0» 

Doubt is unpleasant, but the state  
of confidence is absurd. 

Voltaire 
The modern complexities look as intimidating as the  

opportunities that are opening up appear to be exciting. 
K. Schwab 

 
Introduction. Transformational processes that occur in the modern world are accompanied by the 

complication of cause-effect and functional links between the elements of the socio-economic mechanisms 
of society‘s life. They are formed under the influence of powerful socio-economic, political, technical-
technological and other factors. At the present stage, the development and introduction of the latest 
technologies is the determining factor of the society‘s development, which becomes the dominant trend. The 
scale and speed of their development and the fundamental changes in the life of society influenced by them 
allow scientists to talk about the onset of a new phase (era) of social development, and describe the 
changes themselves as the onset of a new technological revolution. 

The ongoing transformational processes require the world community to understand the reasons for 
their occurrence and possible consequences, to make informed decisions on the development and 
implementation of strategies and plans for using the emerging new opportunities, responding to possible 
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challenges and problems. For this understanding, it is necessary to understand, explain and determine the 
changes taking place in the global processes of civilization development, and the possible directions of the 
development of these processes in the future. 

Analysis of publications on the problem. The World Economic Forum in Davos (WEF) is the site 
where the problem of the impact of new technologies on the world economy has been actively discussed in 
recent years. A consequence of the urgency of the problem is also the appearance in recent years of a 
significant number of publications in which attempts are being made to provide answers to emerging 
questions. The most detailed of these is the book by WEF President Klaus Schwab [1]. In it, the author 
states that the ongoing transformations are the fourth industrial revolution. He expresses his opinion on its 
possible consequences, and offers some practical ideas and solutions to help navigate the changes that are 
taking place to derive maximum benefit from the transformations. 

At the same time, the analysis of publications on the problem shows that at present there is no unity of 
opinion on most of the issues under consideration, different, often conflicting views on the problem are 
presented. At this point, in our opinion, it is appropriate to cite, for example, the statements of some authors 
about the connection of the technological changes that are taking place with the processes of globalization. 

Thus, in [2] it is noted that: "The new industrial era goes hand in hand with globalization, affecting all 
sectors in all countries." In [3], on the contrary, based on the materials of the Davos-2017 forum, the 
conclusion was made that the era of globalization was over. As the author notes, "No long or short list of 
issues to be discussed at the forum does not include one issue, in relation to which all the others are 
secondary. It‘s about ways of reforming capitalism." According to the author, this reform is extremely 
necessary, as the development of events in the world shows that "economic and financial globalization is 
nearing completion." At the same time, the author refers to the actions of Donald Trump, who, in his opinion, 
are an attempt at "stopping globalization or even turning it back." One can cite an opinion expressed in [4] on 
the given characteristics of a new stage in the development of society: "The way the next technological era 
looks from Davos requires a close and critical view: we are either warned about the dangers of the social 
challenges it generates, or programs humanity to a fatal deepening of a social inequality". 

Similar and other opinions about current and future changes in the life of society caused by the 
development and introduction of new technologies could be developed. The main idea of these opinions, 
with which we fully agree, is that the ongoing processes require further understanding and justification 
without which it is impossible to develop a sound strategy for responding to the changes that are taking 
place. 

This determines the relevance and urgency of this article, the purpose of which is to attempt to present 
a point of view on some emerging problems in the development of society at the present stage, as well as 
possible directions and ways to solve them. 

Results of the research. To understand the ongoing processes, it is necessary to define a term 
characterizing the changes occurring under the influence of the technological development. This will allow us 
to formulate the name and, if possible, give a description of the form of the social life that is born under the 
influence of technological changes. 

It is appropriate to recall the polemics in the twentieth-century scientific literature regarding the name 
of those changes that occurred under the influence of scientific and technological progress. The terms 
‗industrial’, or ‗the third industrial revolution’ [5], ‗technological’, ‘information revolution’ [6], ‗information-
communication revolution’ [7], etc. were offered. The term ‗information revolution‘ was most often used, 
which was due to the appearance of new information technologies on the basis of the introduction of 
computer technologies and telecommunication systems. 

At the same time, for the society that was born under the influence of these changes, different names 
were also used: ‗postindustrial society‘ [8], ‗post capitalist society’ [9; 10], ‗information society’ [10; 11], ‗third 
wave technology society’ [12], etc.  As in the case of the term ‗information revolution’, ‗information society’ 
was most often used, since, as noted in [13], it reflected a radical change in the development of civilization - 
the transformation of information and knowledge into the main production resource. Different names have 
also been used for the corresponding economic relations, - ‗new, information’, ‘intellectual information’, 
‘global, digital economy’, etc. To the above said, we should add that today the information society is a reality 
recognized by the world community. 

In describing the current processes, the authors also use different names: ‗the fourth industrial 
revolution’, ‗the technological revolution’ [1], ‗Industry 4.0 [14]‘, ‗the industrial revolution 4.0’ [15],‘ the digital 
revolution’ [15], etc. To characterize the results of these revolutionary transformational changes, the terms 
‗new industrial era’ [2], ‗technological era’ [4], etc. are used. 

Most of these names are based on the concept ‗Industry 4.0’, formulated by German industrialists and 
economists and voiced at the Hannover Industrial Fair (2011). Thus, the PWC report for 2016 notes: "In this 
report, the term ‗Industry 4.0’ means the fourth industrial revolution" [14]. 

It should be noted that scientific publications doubt that the current and expected changes are a 
revolution. As K. Schwab himself notes: "I am perfectly aware that some representatives of the scientific 
community and professional communities believe the processes of changes considered here to be only part 
of the third industrial revolution" [1, p. 9]. The author supports the use of the term ‗fourth industrial revolution’ 
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by three factors - speed, scale, and systemic nature of the changes that are taking place. At the same time, 
these factors are not generally accepted criteria for the formation and explanation of the established 
classification of previous revolutions. 

It is also true that revolutionary changes in engineering and technology lead, as a rule, to changes in 
the forms of social and economic life. The existing civilizational approach presupposes the allocation of three 
stages in the worldwide civilizational process - preindustrial, industrial and postindustrial (information 
society). Here a natural question arises, about the type of society and its nature, which is born under the 
influence of the fourth industrial revolution. The answers to these questions should be sought, taking into 
consideration both the social and technical sides of the changes, which provide a formal approach. From this 
perspective, the modern scientific and technological revolution should be studied together with the new 
social forms that now emerge and function on the basis of new ICTs. 

Therefore, these issues require further study, comprehension, and justification with the involvement of 
a wide range of specialists - philosophers, economists, psychologists, and representatives of engineering 
sciences. 

Here we allow ourselves to express some considerations about the nature of the type of society that 
arises in the course of the changes that are taking place. 

Analysis of the literature shows that in a short period of emergence of the problem under 
consideration, two stages have been identified. At the first stage, the emphasis, as a rule, enthusiasm was 
aimed at describing the fantastic opportunities that the latest technologies provide society, compiling lists 
that classify various technologies, the characteristics of these technologies, the forecasts of their further 
development, and the timing of their implementation. Today, the emphasis shifts to analyzing the potential 
consequences, usually negative, caused by the development of these technologies on the world economy, 
politics, as well as society and people. 

This can be judged by the theme, moods and forecasts of the WEF, where the problems of the future 
economy and society are actively discussed. The general tone of the discussion on the problem allows us to 
claim that the existence of global risks puts the issue of the mankind survival on the agenda under the 
complicated natural and socio-political conditions. 

Here are some of the articles about Davos-2017: "The economy of fear: why fear became the main 
theme of Davos-2017" [16], "Davos threatens" [17], "Davos-2017: search for a response to global threats" 
[18]. This was largely facilitated by the Global Risks Report of 2017 (hereinafter the Report), prepared for the 
Davos Forum [19]. According to the authors of the study, humanity faces global risks, with which it is not yet 
able to cope. 

The significant risks noted in the report, the source of which are the spontaneity of natural processes 
and phenomena and climate change, are only indirectly related to the industrial revolution. Such risks as 
technological, economic and social, to a large extent, are a consequence of technological changes taking 
place. Uncertainty and the risks it generates, caused by the influence of the industrial revolution, are on 
almost every page of K. Schwab‘s book. "The development and implementation of new technologies are 
associated with uncertainty and mean that we do not yet have an idea of how the transformations resulting 
from this industrial revolution will develop in the future" [1, p. 8]. "At the moment, the consequences of the 
fourth industrial revolution remain unclear" [1, p.40]. "We only imagine to a limited extent what the limits of 
the possibilities of new technologies are, and what awaits us ahead in this area. This also applies to the 
sphere of international and internal security "[1, p.70]. His statement, made in the epigraph of this article, 
also supports this. 

The changes that have taken place only increased the perception of the risk becoming one of the 
forming factors of the modern and, especially, future society. Here it is worth recalling the appearance at the 
end of the 20th century of the works of Ulrich Beck (Beck U.) and Robert Schwebler (Schwebler R.) [20; 21], 
in which the authors suggest the beginning of the process of forming the newest phase of development of 
society - the "risk society". Under the society of risk, a post-industrial formation is understood. This differs 
from the industrial by a number of radical features. The main one is that if the distribution of goods is 
characteristic for an industrial society, then for the risk society it is the distribution of threats and the resulting 
risk. The main problem of the future will be the need to reserve funds for the implementation of counter-
measures and mitigate the negative consequences of the onset of risk events [22]. 

Such statements have real grounds. The allocation by the US Congress in 2008 of a huge amount of 
funds to support the endangered American banks and companies is an example. The European Financial 
Stability Fund, created for such situations, which has hundreds of billions of euros, is also supportive. In 
addition, there was the creation of the corresponding Stabilization Fund in the Russian Federation. 

Obviously, the main problem is the prevention of possible risks or the greatest possible reduction in 
the negative consequences of their occurrence. 

It is alarming that today there is no "consistent, positive and united concept at the global level that 
could determine the opportunities and challenges of the fourth industrial revolution" [1, p.12]. 

Under existing conditions, the development and implementation of traditional, widely-used practices 
and effective counter-measures - insurance, diversification, limitation, etc. [22], are insufficient. It is 
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necessary to create a regulatory and legal concept that allows the formation of Norms and Rules, providing 
the necessary legal, regulatory and ethical constraints. The rules of interaction, the code of conduct, the 
principles of international interaction and the order of the international community‘s response to 
manifestations of various kinds of risks should be reviewed. It is necessary to form international stabilization 
funds, rapid response units for natural and climatic, technical and technological risks, and many others. 
These and other issues should be put into practice. Specific measures and measures to ensure mitigation of 
the negative consequences of the onset of risk events should be developed. It is time for the world 
community to move on to developing a real strategy for collective answers to global threats and challenges. 

The development of a consistent concept that mitigates the negative consequences of global risks 
must be based on a comprehensive and unified scientific understanding of their nature, as well as the 
composition and nature of manifestation. Despite the significant number of works on the problems of risk, the 
existing methods of analysis and quantification of risk cannot always be an effective tool for analyzing and 
countering the manifestation of global risks. They do not take into account the catastrophic consequences 
caused, for example, by unexpected changes in a state‘s economic policy, crises, natural disasters, and so 
on. The economic upheavals and crises that have occurred in recent years in different countries and regions 
of the world have led many scientists and specialists dealing with the problems of risk to revise the views 
and approaches to this problem to some extent. At the same time, the issues of scientific justification of 
methods for the analysis and assessment of global risks are not sufficiently studied. This, first of all, 
concerns the composition of global risks, their verbal definition and characteristics, as well as the 
construction of a system for classifying these risks. Consider this statement on the example of the Report 
mentioned, which summarizes scientific developments in the field of global risks [19]. 

One of the most important tasks of risk analysis is the finding and identification of all possible risks that 
may arise. To do this, it is necessary to have data on a large number of risks that form the concept of 
"volume" of the risks of the studied process or phenomenon. The role of the instrument that allows to solve 
this problem is to classify risks. In addition to identifying and justifying the composition of risks, it allows the 
placement of each of them in the common system, creates opportunities for application, corresponding to 
each risk of specific methods and methods of risk management [22]. At present, there is no classification of 
global risks, which slows down the practice in this area. One of the reasons for this situation is the discussion 
presented in the Report, the composition of global risks, their characteristics, as well as the places in the 
presented group. 

The report presents five groups of risks: economic, environmental, geopolitical, social, and 
technological, combining a certain number of types of global risks. As the analysis shows, as part of global 
risks, instead of risks, sources of risks, risk factors, consequences of occurrence of risk events, etc. are 
listed. Discussion is also about risks within a group. The attribution of certain risks to a particular group is 
also to be discussed. 

Consider, for example, the list of global risks that are part of the environmental risk group. Here such 
risks are highlighted: extreme weather events; non-compliance with measures to mitigate and adapt to 
climate change (failure of climate-change mitigation and adaptation); major biodiversity loss and economic 
collapse. The first two risks are the source of the risk, and the third - the consequence of the onset of a risky 
event. As we pointed out in [22], in order to exclude the appearance of risks that are inherently not such, the 
risks must answer the question, which ones they are. This condition is met by the names of the four risk 
groups presented in the report. It is advisable, for uniformity, to call this group ‗environmental risks’. Sources 
of risks and consequences of the onset of risk events were also used in the formation of global risks, 
combined into groups of economic and social risks. 

The implementation of the cause-and-effect approach in describing and grouping global risks 
presupposes the practicality of identifying also such risks as natural-climatic and criminal-legal risks. 

So, the global risk "Massive incident of data fraud/theft" is included in the technological risks. The 
following description of this risk is given: "The misuse of private and official data, which occurs on an 
unprecedented scale." Since such use may be the result of abuse by technical and other personnel who 
have access to these data, as well as various criminals, they should be attributed to a group of criminal and 
legal risks. This group can also include such global risk as large-scale cyber-attacks. 

Such an analysis of the underlying assumptions and proposals regarding the list of risks, 
characteristics and risk grouping could be continued. The results of the analysis testify both to the complexity 
of the problem and to the insufficient scientific elaboration of a number of fundamental sections of the theory 
of risk. Solving the problem will create opportunities for an informed choice of methods and techniques for 
managing global risks, improve the effectiveness of decisions taken to prevent or reduce the adverse 
consequences of their occurrence. 

Conclusions. The ongoing rapid development and introduction of the newest technologies has an 
extremely controversial impact on the entire course of modern world economic development. It raises a 
number of painful problems and puts the world community in front of serious challenges. In a concentrated 
form, these problems and challenges are formulated in the Report. It identifies key global risks for the 
international community. The list of the most dangerous of them was headed by unfavorable weather 
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conditions and natural disasters, an unstable geopolitical situation, the possibility of abuse of new 
technologies, as well as a number of economic and social risks. 

Most of these risks the society faced in previous years. At the same time, experts note, the world 
community for the first time in its history faces such a complex of powerful, interrelated global long-term 
problems. Today we should already move from finding and discussing existing problems to real measures to 
address them. 

To solve the problems that have arisen, it is necessary to create a normative and legal concept for the 
international community‘s response to emerging challenges, allowing the formation of Norms and Rules that 
provide legal, regulatory and ethical provisions. Where appropriate and possible, interstate economic, 
organizational structures and institutions should be established to ensure effective response to emerging 
threats. The first step here should be the creation of an appropriate Roadmap, based on the probability and 
severity of the consequences of the onset of specific global risks. It is necessary to outline and prioritize 
consistent and successive steps to solve existing problems. 

As the analysis shows, the insufficient scientific research in addressing the issues of a number of key 
provisions of the theory of global risk restrains the practice in this direction. Therefore, the increasing role 
and importance of global risks in the life of society require a thorough and comprehensive study of them. It is 
about the composition of global risks, their verbal definition and characteristics, as well as the construction of 
a system for their classification. This will allow developing effective methods, measures and measures for 
risk management, create conditions for mitigating the consequences of the onset of global risks on the 
economic, social, cultural and humanitarian environment of mankind. 
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