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STATISTICAL INDICATORS OF CYBERSECURITY
DEVELOPMENT IN THE CONTEXT OF DIGITAL
TRANSFORMATION OF ECONOMY AND SOCIETY

Introduction. The scale and destructive consequences of the unlawful impact on cyberspace is a key problem of
modern geopolitics, and cyber reliability is recognized as one of the most important security priorities by the sub-
Jjects of international relations.

Problem Statement. Monitoring of cyber incidents and anomalies in information and communication systems
and prompt response to risks determined by cyber threats require the development of a system of indicators and
criteria for cybersecurity assessment.

Purpose. Summarize the international experience of assessing the cybersecurity, to position countries by their
level of development in the global space, to identify strengths and weaknesses in cybersecurity management, and
to ensure effective protection of cyberspace at the national level.

Materials and Methods. Used the component indices of the international rankings characterizing the poten-
tial of the digital economy (ICT IDI, NRI, EGDI) and the participation of countries in the field of cybersecurity
(GCI and NCSI).

Results. It has been argued that cybersecurity ratings play the role of a kind of identifier of the relative ad-
vantages and vulnerabilities of the national cyber strategies, and indicate the need for their review in order to
strengthen protection against cyber-attacks and improve the cyber risk management system.

In countries with a high level of economic development, which is largely based on the contribution of IT tech-
nologies to the national production, the cybersecurity potential is significantly higher, regardless of geolocation.
The discovered correlation between GCI, information society development indices (IDI, NRI, EGDI) and GDP
per capita confirms that the digital transformation of the economy and society acts as a key driver of economic
development if the information- and cyber-security are assured only. The best practices are highlighted, and
critically weak segments of the national cybersecurity are identified.

Conclusions. Using the NCSI indicators, the preparedness of Georgia and Ukraine to prevent the implementa-
tion of fundamental cyber threats and to manage cyber incidents and large-scale cyber crises is assessed.
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Information and communication technologies
(ICT), having become an integral component of
the modern world, contribute to the emergence
and intensive dissemination of fundamentally new
models of communication, social integration, life-
style, education, etc. However, the technological
advances in informatization of society have crea-
ted not only progressive opportunities, but also
new challenges and threats in the field of cyber se-
curity: (i) unauthorized access to information and
telecommunication systems and networks; (ii)
targeted cyber-attacks on infrastructure facilities
that ensure the life of society; (iii) breach of con-
fidentiality of information stored, transmitted
and processed in the information and telecommu-
nication systems (state, commercial, banking sec-
rets, personal data, intellectual property objects).
The illegal actions of subjects of informational le-
gal relations that create a danger to the vital in-
terests of a person, society and the state as a who-
le, are defined by the term “cyber threats” [1, 2].
The sources or initiators of cyber threats can be
international criminal groups of hackers, certain
specialized groups trained in the field of infor-
mation technology that operate in the interests
of foreign states, terrorist and extremist groups,
transnational corporations and financial and in-
dustrial groups.

The current global landscape of cyber threats
is rather complicated, as evidenced by Cisco and
Cybersecurity Ventures’ researches [3]. Cyberth-
reats have various forms, scales and are constant-
ly evolving. From the point of view of legal regula-
tion of the problems of protecting the cyberspace,
the whole range of illegal cybernetic influences
can conditionally be combined into the following
blocks: “classic” crimes; crimes specific to geopo-
litical struggle and cyber-attacks as components
of military operations [4].

“Classic” cybercrimes are types of fraudulent ac-
tivities aimed at unlawful access to confidential
user information and automated databases: fis-
hing, carding, hacking, malware and piracy. The
object of cybercrime is personal data, bank ac-
counts, logins and passwords, other personal in-
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formation of both individuals and business and
the public sector. A type of cybercrime is content
cyberthreats (child pornography, Internet violen-
ce, drug trafficking, the dissemination of infor-
mation of extremist content, etc.).

Cyber espionage. This is a criminal activity
aimed at unauthorized access to information con-
taining the state secrets in the field of defense,
science and technology, economics, finance, fo-
reign relations. Cyber espionage is most often an
element of special information operations of spe-
cial services of foreign states and an instrument
of influence on the geopolitical environment.

Cyber diversions and cyber terrorism are po-
litically motivated hacker attacks on critical infra-
structure or any technological processes through
a computer network, in particular, the Internet.
Cyber diversions are mainly aimed at the destruc-
tion of industrial equipment, automated control
systems, and military infrastructure facilities.

During unlawful interference in the work of in-
formation and telecommunication systems and
networks, several interrelated threats can be reali-
zed at the same time, and radically different sub-
jects of information legal relations, say, hacker
groups and private I'T companies controlled by
special services, can be involved in their imple-
mentation. This indicates a rather complex nature
of modern cyber incidents. In the political confron-
tation of countries, in order to achieve certain
military and political goals, cyberspace is used as an
arena of military operations — cyber warfare [5].

The steady increase in the number and power
of cyber-attacks, motivated by the interests of
individual states, groups and individuals, is one
of the modern global trends [3; 6]. From year to
year, cybercrimes are becoming more organized,
technically advanced and psychologically elegant,
and the consequences of using cyberspace for
illegal purposes are becoming ever more wide-
spread and destructive. According to the Allianz
Risk Barometer yearbook, global losses from cy-
bercrimes reach USD 600 billion per year, which
is almost three times the average annual loss from
natural disasters [7].
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Large-scale targeted cyber-attacks and the as-
sociated risks to the national security have be-
come a key problem of modern geopolitics, and
the protection of the cyber environment is in-
creasingly seen by the subjects of international
relations as one of the most important security
priorities. Under these circumstances, the deve-
lopment of effective nationwide cybersecurity sys-
tems that can timely identify real and potential
threats, adequately respond to them and elimina-
te the consequences with minimal losses is of ut-
most importance.

Nowadays, almost all the leading countries ex-
perience cyber-attacks and form and constantly
modernize the national cyber security systems to
protect the national cyberspace. However, given
the high technical capabilities of cybercriminals,
the latent and transnational nature of cyber-at-
tacks, no country is able to fight them on its own.
Expert claims are true that cybersecurity should
therefore become a collective responsibility [8].
It is possible to prevent and counteract all sorts
of crimes with the use of information and com-
munication technologies, subject to coordinated
international cooperation in the field of cyberse-
curity. At the same time, it is important to com-
bine the efforts and experience of various count-
ries in the fight against cybercrime both at the
state level and at the level of the commercial,
public and private sectors. The creation of such a
holistic international system of cooperation al-
lows for the rapid exchange of the necessary in-
formation and to consolidate the efforts of count-
ries to prevent the latest cyber threats.

1. INTERNATIONAL CYBERSECURITY
RESEARCH EXPERIENCE

The Global Cybersecurity Agenda (GCA ITU)
has become the basis for international coopera-
tion and coordination of countries’ confidence-
building and security activities in the informa-
tion society. According to GCA requirements, eve-
ry ITU partner country must have a Computer
Emergency Response Team (CERT), which is re-
sponsible for protecting state information resour-
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ces and information and telecommunication sys-
tems from unauthorized access and misuse, as
well as breaches of their privacy, integrity and ac-
cessibility.

At the global level, cybersecurity is the subject
of consideration by the UN General Assembly,
as well as a number of international organiza-
tions: G7 Group, Council of Europe, the Euro-
pean Union (EU), North Atlantic Treaty Organi-
zation (NATO), Organizations for Economic Coo-
peration and Development (OECD), Asia-Pacific
Economic Cooperation (APEC), World Economic
Forum (WEF), etc. They work in the following
areas: creating a single database on cyberthreats
and a system for the constant exchange of infor-
mation, improvement of technical standards and
rules, attention is paid to security issues on the
Internet.

A single cybersecurity certification for IT pro-
ducts, services and processes is being introduced
in the EU, which will undoubtedly enhance the
security of online services and consumer devices
and will facilitate the smooth functioning of the
Digital Single Market. A key role in cybersecuri-
ty certification rests with the European Network
and Information Security Agency (ENISA) [9].

NATO plays an important role in developing a
unified approach to cybersecurity as a component
of the national security. Within the organization,
there are several specialized units that focus on the
development of strategies and mechanisms for cy-
ber-threat detection and counteraction to cyber-
attacks, as well as offering a wide range of educa-
tional, training and training opportunities. The EU-
NATO interaction is the cornerstone of Euro-At-
lantic cybersecurity in the military field, and cyber
defense is one of NATO’s priorities [10; 11]. The
role of NATO in providing cybersecurity not only
to Allies but also to Partner countries is increasing.

Cybersecurity is not just a set of strategies and
principles for protecting cyberspace from threats.
It is an ongoing process, the active component of
which is monitoring incidents and anomalies in
network systems and responding promptly to the
risks caused by cyber threats. The balanced use of
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forces and means of ensuring cybersecurity requi-
res appropriate methodological tools, first of all,
the formation of a system of indicators and crite-
ria for assessing the development of cybersecuri-
ty at the global and local levels.

At present, the main developers of theoretical
and methodological foundations and applied as-
pects of statistical assessment of cybersecurity are
mainly information and analytical teams of ex-
perts in international organizations specializing
in information- and cyber-security: International
Telecommunication Union (ITU), Centre for Euro-
pean Policy Studies (CEPS), e-Governance Aca-
demy (eGA) of Estonia, Potomac Institute for
Policy Studies, EY Global Information Security
Survey (GISS), world leaders in the field of net-
work technologies and the cybersecurity indust-
ry Cisco Security and Cybersecurity Ventures, etc.
Analytical reviews and reports from these organi-
zations have been published by, among others, Ker-
ry Nelson, Lorenzo Pupillo, Raul Rikk, Melissa
Hathaway, Paul van Kessel, Andra Zaharia, Steve
Morgan, Martin Lee and others. Among domestic
scientists, V. Buryachok, A. Voytsikhovkyy, I. Vo-
ronenko, Yu. Danyk, I. Diorditsa, D. Dubov, V. Lip-
kan, R. Lukianchuk, G. Piskorska, V. Petrov and
others devoted their scientific works to the issue
of cybersecurity.

2. METHODOLOGY FOR ASSESSING
THE CYBERSECURITY AS A COMPLEX
MULTIDIMENSIONAL PHENOMENON

The purpose of this research is to summarize the
international experience of assessing the cyberse-
curity, to position countries by their level of deve-
lopment in the global space, to identify strengths
and weaknesses in cybersecurity management, and
to ensure effective protection of cyberspace at the
national level.

The subject of research is the current state of
the global cybersecurity and specifics of cyberse-
curity in the NATO Member States and Aspirant
countries Ukraine and Georgia.

In accordance with the ISO/IEC 27032 — SIS
international standard, cybersecurity integrates
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network security, security of critical information
infrastructure and Internet security [12]. Like any
complex phenomenon, cybersecurity cannot be di-
rectly measured as it turns out to be a certain set
of various signs and symptoms. Therefore, it is pos-
sible to measure/evaluate such phenomena only
indirectly by aggregating the sets of these signs
into one integral assessment. It is the integrated
estimates (composite indices), formed on the ba-
sis of a unique data set, that are the basis for posi-
tioning countries in the world coordinate system.
The study uses international rating systems
that characterize the level of the digital economy
development and the country’s involvement in
cybersecurity: ICT Development index (IDT), Net-
worked Readiness Index (NRI) [13][, the UN Glo-
bal E-Government Development Index (EGDI),
Global Cybersecurity Index (GCI), National Cy-
ber Security Index (NCSI). Each rating, in addi-
tion to the function of a comparative analysis of
the potential of individual countries in the field
of digital transformations or cybersecurity, ser-
ves as a kind of identifier of the relative advan-
tages and vulnerabilities of national cyber strate-
gies, indicates the need for their review in order
to strengthen protection against cyber-attacks
and improve the cyber crisis management system.

3. INDICATORS OF DIGITAL
ECONOMY DEVELOPMENT

The ICT Development Index is used to measure
the level of development and to monitor changes
in information and communication technologies.
Its calculation is based on 11 indicators, which
are combined into three sub-indices: access to ICT,
ICT usage intensity and ICT level of practical
skills [14].

The Network Readiness Index NRI measures
the propensity of countries to leverage ICT capa-
bilities. The index aggregates 53 indicators com-
bined into four basic sub-indices. Three of them
characterize the role of government, business and
society in shaping the prerequisites for the deve-
lopment of ICT, and the fourth one describes the
socio-economic effects of using the ICT: availabi-
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lity of conditions for the development of ICT (re-
gulatory, business and innovation environment);
readiness of citizens, business and government to
use ICT (infrastructure and digital content, ac-
cessibility of ICTs, population skills); the level of
use of ICT at public, business and private levels;
the impact of ICT on the economy and society [ 15].
The NRI is considered to be the most comprehen-
sive source for assessing the quality of the inter-
nal environment of ICT development and the abi-
lity of society and its institutions to make effec-
tive use of existing and new knowledge. The index
identifies drivers and barriers to network readi-
ness and widespread adoption of ICT in the count-
ry. This assumes the equal role and responsibility
of all the “players” of the society: government, bu-
siness, and citizens.

The rapid spread of the Internet and the global
network has become the basis for the transforma-
tion of public administration in the direction of
its adaptation to the requirements of the informa-
tion society. The level of willingness and ability of
the national government agencies to provide on-
line government services using the ICT is indica-
ted by the rating of countries based on the Elect-
ronic Government Development Index (EGDI).
The index aggregates 13 indicators, which, from
the point of view of international experts, embody
the country’s ability to participate in the informa-
tion society [16]. These indicators are combined
into three sub-indices: the Online Service Index
(OSI), the Telecommunication Infrastructure In-
dex (TII), and the Human Capital Index (HCI).

4. CYBERSECURITY INDICATORS
4.1. Global Cybersecurity Index (GCI)

The monitoring of the status of the global net-
work space of the UN member countries is car-
ried out by ITU. To assess the countries’ involve-
ment in cybersecurity, ITU experts annually de-
termine the Global Cybersecurity Index (GCI),
which relies on the country’s legal, technical, ma-
nagerial institutions, their educational and re-
search capabilities, the availability of coopera-
tion mechanisms and information exchange sys-
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tems in networks. Accordingly, the level of deve-
lopment of cybersecurity at the national level is
analyzed by five pillars: legislative framework,
technical implementation, organizational measu-
res, capacity building, national and international
cooperation. Each pillar is represented by a cer-
tain number of indicators based on binary answer
options that confirm the presence or absence of
certain, predefined solutions for cybersecurity
(24 indicators in total). The structure of the GCI
by pillars is illustrated in Fig. 1, the number of
indicators is indicated in parentheses.

According to GCI data, in 2018, 9 out of 10
countries had cybersecurity legislation: the vast
majority of countries had a national cybersecuri-
ty strategy (58%) and an active national CERT
(56%) that helped detect attacks on government
computer systems and databases, as well as criti-
cal infrastructure facilities [17].

The purpose of the GCI is to enable the UN
member states to identify potential ways to
strengthen the protection of the global network
space against cyber threats. The results of the
2018 global cybersecurity survey at a planetary
level indicate a significant digital divide between
countries in the context of awareness of cyber
threats and their ability to prevent them. Based
on the GCI, countries are divided into three clas-
ses by their level of commitment: the high class
has the highest level of global cybersecurity com-
mitments (GCI > 0.670); the medium one has de-
veloped complex commitments and is involved in
cybersecurity programs and initiatives (0.340 <
< GCI£0.669); and the low one has initiated a cy-
bersecurity commitment (GCI < 0.339). 53 count-
ries are assigned to the high class, 54 ones to the
medium class, and 87 ones to the low class. The
shares of these classes by the world regions are
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Fig. 2. Regional groupings of countries of the world by GCI in 2018, place
Source: created by the authors on the basis of [17].

shown in Fig. 2. The largest number of countries
with a high cybersecurity development is con-
centrated in Europe (30): 20 countries are NATO
members; their GCI ranges from 0.931 (the Unit-
ed Kingdom) to 0.527 (Greece). Georgia takes
the 18 place (GCI = 0.857, high class), and Uk-
raine is ranked 54" (GCI = 0.661, medium class).
Most often, cyberattacks are experienced by
countries with high levels of economic develop-
ment, which are largely based on the contribution
of IT technologies to national production (main-
ly OECD member countries, which account for
more than two-thirds of global GDP). In terms of
the volume and scale of IT technology, the level
of cybersecurity in all highly developed countries,
regardless of geolocation, is much higher. Table 1
shows the ratings for all five pillars of cybersecu-
rity among the leading countries of the world’s
regions: the United Kingdom, in Europe; the USA,
in the American continent; Singapore, in the Asia-

Pacific region; Saudi Arabia, in the Middle East;
Mauritius, in Africa; and Russia, in the Central
Eurasia.

Almost all of the leading countries have reached
peak values (0.200) in the Legal, Technical and Or-
ganization areas. Much lower values in the Co-
operation area (interagency and international
cooperation, public-private partnership). In Rus-
sia, the GCI values are the lowest in all cyberse-
curity areas compared to other regional leaders.

The sample of NATO member countries in terms
of cybersecurity development should be recog-
nized as statistically homogeneous, which with pro-
bability of 0.95 confirms the Grubbs’ test (G =
=2.26 <G1—-0.05=2.73). In this sample, one can
also trace the relationship between the Global
Cybersecurity Index (GCI), the information so-
ciety development indexes (IDI, NRI, EGDI) and
the indicator of economic development of count-
ries (GDP per capita). All coefficients of the cor-

Table 1. Global Cybersecurity Index (GCI) of the Regional Leaders in Terms of the GCI Pillars in 2018

Index pillars United Kingdom USA Singapore Saudi Arabia Mauritius Russia
Legal 0.200 0.200 0.200 0.187 0.182 0.197
Technical 0.191 0.184 0.186 0.179 0.168 0.162
Organizational 0.200 0.200 0.192 0.158 0.200 0.177
Capacity building 0.189 0.191 0.195 0.198 0.186 0.166
Cooperation 0.151 0.151 0.125 0.160 0.144 0.135
Global Index 0.931 0.926 0.898 0.881 0.880 0.836

Source: created by the authors on the basis of [17].
8
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relation matrix (Table 2) are significant with a
probability of 0.95: that is, the digital transfor-
mation of the economy and society depends on
the economic development of the country and, in
turn, plays the role of a key driver of economic
development only if information- and cyber se-
curity are ensured.

Thus, GCI is a unique and easy-to-use tool for
assessing the countries’ preparedness for a parti-
cular type of cyber threats, forcing them to iden-
tify areas where cybersecurity can be streng-
thened and protect the economic interests of the
country: by improving legislation, standards, mar-
ket leverage or other initiatives.

4.2. National Cyber Security Index (NCSI)

The preparedness of countries to prevent the re-
alization of fundamental cyber threats, manage
cyber incidents and large-scale cyber crises is
measured by the National Cyber Security Index
(NCSI). Considering the principles of cybersecu-
rity developed by the European Union, this index
includes the most important aspects of network
and information security, electronic identifica-
tion, trust services, protection of personal data
and many other aspects [18]. By statistical na-
ture, the NCSI is a relative value that, as a per-
centage, indicates the degree to which a country
meets cybersecurity criteria.

Table 2. Relationship of the Global Cybersecurity

Index (GCI) with the Information Society Development

Indices (IDI, NRI, EGDI) and the Level of Economic
Development (GDP per capita) of NATO Members

Correlation matrix
Number of observations N = 28
Variable (Casewise deletion of missing data)
GCI IDI NRI | EGDI | ODPper

capita
GCI 1.000 0.583 0.691 0.598 0.564
IDI 0.583 1.000 0.878 | 0.814 0.847
NRI 0.691 0.878 1.000 | 0.815 0.877
EGDI 0.598 0.814 0.815 1.000 0.787
GDP per
capita 0.564 0.847 0.877 | 0.787 1.000

Source: created by the authors on the basis of [17].
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In recent years, Estonia has become one of the
world centers in the field of protecting the na-
tional information cyberspace and preparedness
to confront online threats (the NATO Cyber De-
fense Center operates in the capital of Estonia).
In 2019, Estonia met 91% of the cybersecurity
criteria and was in the TOP-3 of the NCSI ra-
ting [18]. Fig. 3 shows the positions of Estonia,
Georgia, and Ukraine in the NCSI’s international
digital development and national cybersecurity
rankings. In Georgia, the share of fulfilled criteria
is 65%, in Ukraine, it accounts for 64%. At the
same time, in each of these countries, the develop-
ment of the national cybersecurity and informa-
tion and communication technologies is approxi-
mately at the same level, that is, the development
of cybersecurity to a certain extent corresponds
to the digital development of society.

The NCSI structure includes 3 components, 12
segments and 46 indicators. When drawing up
the scale, the NCSI project analysts considered
the existence of a national strategy in the field of
ensuring measures to protect systems, networks
and applications from digital attacks, their prac-
tical implementation, as well as legal responsibi-
lity. The value of each indicator depends on its
weight in the structure of the index: for the pre-
sence of a legal act that regulates a particular area,
experts score one point; 2—3 points for speciali-
zed unit; 2 points for official format of coopera-
tion; 1—3 points for result/product. The total
number of points for a certain segment ranges
from 5 to 9 points, the maximum possible score
(points) for all segments is 77. The NCSI index is
determined by comparing the amount of points
scored by the j-th country with the maximum pos-
sible score (points):

Country Points x 100

NCSI = Maximum Points

(1)

In Estonia in 2019, the total number of points
scored was 70, hence NCSI =70:77 = 0.9091.

Similarly, the level of fulfillment of cybersecu-
rity criteria for any NCSI segment is evaluated
by comparing the score provided by experts with

9
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Source: created by the authors on the basis of [18].

the maximum possible one. The shares of the cri-
teria met by the national cybersecurity segments
of Ukraine, Georgia, and Estonia are presented
in Table 3. Their values give grounds to identify
the strengths and weaknesses of national cyber-
strategies, in particular, regarding the country’s
ability to manage cyber incidents and large-scale
cyber crisis.

When analyzing the development of national
cybersecurity, NCSI values are also compared with
the Digital Development Level indicator (DDL).
The latter is calculated as the arithmetic average
percentage the country received from the maxi-
mum value of the ICT Development Index (IDT)
and the Networked Readiness Index (NRI):

IDI% + NRI%
A )

The difference (NCSI — DDL) indicates the
coherence (inconsistency) of the development of
the national cybersecurity and digital technology.
A positive result shows that the development of
cybersecurity in the country is in line with digital
development or is ahead of it; a negative one gives
grounds to conclude that the digital society in
the country is more developed than the scope of
national cybersecurity.

In Ukraine, IDI =56%, NRI = 60%, hence DDL =
=0.5 (56 + 60) = 58%, so NCSI > DDL. In Esto-
nia and Georgia, the development of national cy-
bersecurity is also in line with the digital develop-
ment of the information society.

10

DDL =

The analysis of compliance with the criteria of
individual segments of the national cybersecurity
of Ukraine and Georgia gives grounds to draw
the following conclusions.

Ukraine. In Ukraine, the positive segments of
the cybersecurity sphere include: development of
a cybersecurity concept; education and profes-
sional development in the field of cybersecurity;
protection of personal data and the fight against
cybercrime. In these segments, Ukraine received
80—100% of the maximum level. Less developed
segments of cybersecurity are: protection of basic
e-services; electronic identification and trust ser-
vices; reaction to computer incidents. The most
problematic cybersecurity segments in Ukraine
should be recognized as an analysis of cyber threats,
international cooperation in the field of cyberse-
curity; protection of digital services; ability to
manage large-scale cyber crisis and military cy-
ber operations.

Georgia. In Georgia, the level of cybersecurity is
slightly higher. Georgia received maximum NCSI
ratings (100%) in five segments of cybersecurity:
developing a cybersecurity policy and analysis of
cyber threats; protection of basic e-services; pro-
tection of personal data and the fight against cy-
bercrime. The following cybersecurity segments
require attention: the ability to manage cyber in-
cidents and large-scale cyber crisis, especially edu-
cation and professional development in the field
of cybersecurity; protection of digital services and
military cyber operations.
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Thus, the cyberspace of both NATO aspirant
countries remains a weak component of the na-
tional security and retains a high degree of vul-
nerability to cyber threats. Cyber security issues
common to Ukraine and Georgia are the low le-
vel of development of the segment of the national
defense operations (military cyber operations).
Another equally important issue is the protec-
tion of digital services and the unpreparedness
to respond to cyber incidents. The mechanism of
public-private partnership in the field of cyber-
security with the owners and operators of priva-
te critical infrastructure facilities also requires
adjustment.

International cooperation significantly enhan-
ces the ability of these countries to counteract
all kinds of cyber influences. For example, the
CERT-UA team works with other CERT teams
in the Member States, as well as with the Cisco

Talos Intelligence Team, to address the impact of
cyberattacks on critical information infrastruc-
ture and identify the causes and circumstances
of cyber incidents. Within the framework of Uk-
raine-NATO cooperation, the Cybersecurity Trust
Fund has been set up to strengthen cyber poten-
tial, assist Ukraine in developing the defense ca-
pabilities for responding to cybersecurity inci-
dents and eliminating their consequences [19].
Such cooperation will help to ensure that count-
ries are prepared to prevent the realization of fun-
damental cyber threats and manage cyber inci-
dents and large-scale cyber crises.

A necessary condition for the successful digi-
tal transformation of the economy and society is
counteracting cyber threats and the fight against
cybercrime. Among the main obstacles to the pro-
motion of the basic principles of cyber defense,

information security experts point out: lack of

Table 3. Indicators of Cybersecurity Development in Some Countries as of 2019

S ¢ Ukraine, Georgia, Estonia,
egr;en NCSI components & segments Max score version as of version as of version as of
Jul 14,2018 Nov 21, 2017 Feb 18,2019
GENERAL CYBER SECURITY INDICATORS
1 Cyber security policy development 7 100 100 57
2 | Cyber threat analysis and information 5 20 100 80
3 Education and professional development 9 89 22 67
4 Contribution to global cyber security 6 33 50 50
BASELINE CYBER SECURITY INDICATORS
5 | Protection of digital services 5 20 0 20
6 | Protection of essential services 6 83 100 17
7 E-identification and trust services 9 78 78 67
8 Protection of personal data 4 100 100 100
INCIDENT AND CRISIS MANAGEMENT INDICATORS
9 Cyber incidents response 6 67 50 67
10 Cyber crisis management 5 0 60 60
1 Fight against cybercrime 9 100 100 100
12 Military cyber operations 6 17 17 83
Score (points) obtained 77 49 50 70
NCSI, % X 63.6 64.9 90.9
DDL 58.1 59.6 79.3
Difference 5.5 5.3 11.6
Source: created by the authors on the basis of [18].
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resources, incompatibility of information securi-
ty systems, and a shortage of qualified cybersecu-
rity specialists. Nowadays, the staffing challenge
for the cybersecurity industry has become global
and is showing a tendency to deepen.

International cybersecurity ratings (GCI and
NCSI) are useful to make sound decisions about
addressing and preventing potential cybersecu-
rity challenges and choose the path to a more se-
cure and sustainable economy in an unstable, cy-
bernetic, and conflict-prone world.

The highest levels of digital transformation
and cybersecurity are observed in NATO mem-
ber countries. Ensuring cybersecurity in the con-
text of global threats, along with the joint efforts

of the international community, dictates the im-
portance of monitoring at the national level. Uk-
raine and Georgia, like all countries in the world,
are constantly threatened by cyber-attacks and
occasionally face cybersecurity challenges. The
main threats to the national cybersecurity of the-
se countries should be considered in the context
of Russian information and cyber aggression, in
particular, cyber-attacks on vital infrastructure.
Therefore, the issue of improving the cyberspa-
ce military security systems, which would meet
EU and NATO membership criteria and guaran-
tee reliable protection of the states from cyber-
crime, remains urgent for both NATO aspirant
countries.
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CTATUCTUYHI IHANMKATOPU PO3BUTKY KIBEPBE3IIEKI
B KOHTEKCTI IU®POBOI TPAHCO®OPMAIIIT EKOHOMIKU 11 CYCTIIJIBCTBA

Beryn. Maciurabu i pyiHiBHI Hac/iAKK IPOTUIIPABHOTO BILIMBY Ha KiGEPIIPOCTIpP € KI0U0BOIO POOJIEMOIO CyYacHOoi reo-
MOJITHKY, a KibepHaAiiHICTh BUSHAETHCS Cy0’€KTaMK MIKHAPOJHUX BIIHOCUH SIK OJMH 3 HalBaKIUBIIINX GE311EKOBUX
TIPIOPUTETIB.

IIpoGiemaruka. MOHITOPUHT KiGepiHIUIEHTIB Ta aHOMAIi1 B iH(OPMAIIHHO-KOMYHIKAIIIHHUX CUCTEMAX, OllePaTUBHE Pea-
ryBaHHs Ha JeTepMiHOBaHi Kibep3arposamMu pUsuKu OTpeOyioTh (hOPMYBaHHS CUCTEMU IHAMKATOPIB i KpUTEPIiB OLliHIOBaH-
Hs kibepOesneku.

Mera. Y3araabHeHHs MisKHAPOIHOTO TOCBiY OIMIHIOBAHHS CTaHy KibepOesneKn, Mo3uIlioHyBaHHsI KpaiH 3a piBHEM ii po3-
BUTKY Y TI06QIBHOMY TIPOCTOPI, BUSHAYEHHSI CUJILHUX 1 CIAOKUX JIAHOK B yIIPaBJIiHHI KiGepOe3nekoio Ta 3abe3nedeH st ie-
BOI'0 3aXKCTY KiGepIIPOCTOPY HA HAI[IOHAJILHOMY PiBHI.

Marepiamm i MeToau. BUKOPHCTAHO KOMITIOHEHTHI 1H/IEKCH MIKHAPOIHUX PEHTUHTIB, SKi XapaKTepPU3yIOTh MOTEHITial
udposoi exonomiku (ICT IDI, NRI, EGDI) Ta yuacts kpain y cdepi kibepbesnexku (GCI i NCST).

PesyasraT. ApryMeHTOBaHO, IO PEHTHHTH Kibepbesnekn BUKOHYIOTh POJIb CBOEPIAIHOTO ifeHTH(dIKaTOpa BiIHOCHUX
nepesar i BpasJMBKX MO3UIIIN HalioHAIbHUX KiGepceTpaTeriii, BKa3yoTh Ha HEOOXIJHICTD iX MEPEerisLy 3 METOK MOCHIEHHS
3aXHUCTY Bijl KibepaTak i BIOCKOHAJIEHHSI CUCTEMU YIIPABJIHHS KiOeppU3UKaMu,

B kpainax 3 BHCOKMM PiBHEM €KOHOMIYHOTO PO3BUTKY, SIKMiT 3HAYHOIO Mipoto 6asyeThbest Ha BHecKy 1 T-TexmoJoriii y Ha-
IioHa/IbHe BUPOOHUIITBO, OTEHINAX KiGepOe3eKkn 3HaYHO BUIMIA, He3aJMesKHO Bijl reosokallii. Bussiena kopessiis Mix
GClI, ingexcamu po3sutky indopmariiinoro cycmisbersa (IDI, NRI, EGDI) ta BBII na nymry nacenxenus miaTBepIKye, 1o
nudposa TpanchopMarisi EKOHOMIKY Ta CYCIIJIBCTBA Bilirpa€e poJib KJIOYOBOTO JpaliBepa €KOHOMIYHOTO PO3BUTKY JIHIIIE 32
yMmoBH 3a6esiiederns iHdopmaliiiHoi Ta kibepOesnieku. BucsitiieHo Halikpalili IIPakTHKY Ta 3a3HAY€HO KPUTHYHO c1abi cer-
MEHTH HaIliOHAJIbHOI KibepOesnexn.

BucunoBku. 3a ingukaropamu NCSI oniteno rorosaicts Ipysii ta Ykpainu 3anobiratu ciieHapisiM peasisariii GpyHiameH-
TaJIbHUX KiGep3arpos, KepyBaTu KibepiHIUjAeHTaM Ta MacIITaGHIUMU KiGepKpU3aMu.

Kuwouosi crosa: xibepbesneka, kibepsarposa, KiGepsJounHHICTh, T100aIbHIH iHAEKC KiGepOeseku, HallioHaIbHWIT iHAEKC
KibepOesieku, yipasiHHs Ge3IeKO0.
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