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XapbkocKkuti HaYUOHALHBIU YHUBEpCUmMEM PAOUOINEKMPOHUKY, XapbKO8

MEXAHU3Mbl OBECINEYEHUA BE3ONACHOCTU CTEKA NPOTOKOJIOB IPV6

B cmamve nposodumcs ananuz mexanuzmog obecneuenusi be3onacnocmu cemeticmea npomokonos IPv6, maxux
kax: SEND, IPv6 Firewall, IPv6 IPSec, SAVI, IPv6 Routing Advertisement Guard, IPv6 Source/Prefix Guard, IPv6
Destination Guard, IPv6 Snooping, DHCPv6 Guard. B cmambe npoanamu3uposanst mexyujee COCmostHue U Hepeuiet-
Hble gonpocel uccaedyemoti ooaacmu. Coenan akyeHm Ha mo, 4mo OaHHble MeXaHu3Mbl 6e30naAcHOCmU, 8 HEKOMOPbIX
CYUAsX, co30arom HO8ble NOMEHYUATbHbIE 6eKMOPbL amak. Pezynbmamul cmamvu mMo2ym ucnoiw308amucs 0isl pas-
PabomKu HOBbIX MEXAHUIMOG ODecneueHUs: UHPOPMAYUOHHOU 6e30naACHOCU MENeKOMMYHUKAYUOHHBIX CEeMElL.

Knroueswvie cnosa: IPv6, mexanusmor 6ezonacnocmu IPv6, SEND, CGA, HBA, SAVI, IPv6 IPSec, IPv6

Firewall, IPv6 First Hop Security.

BBepeHue

OnHoMt W3 3a7ad TNPOEKTUPOBAHUSI MEKCETEBOTO
nporokoia IPv6 Obuio moBbilieHHe TpeOoBaHWIT 0Oe30-
MACHOCTH IO CPAaBHEHHIO CO CBOUM IPEALIECTBEHHUKOM,
npotokoinoM IPv4. Tak B ocHoBe npoTtokona IPv6 aexur
yTBepxkaeHue, urto [PSec nomkeH wucnonb3oBaThCs B
JTAHHOM TMIPOTOKOJNE 1Mo ymondaHuto. OnHako, B 0OJb-
IIMHCTBE TPAKTUUECKUX CIIy4aeB, MPH HCIIONB30BAaHUU
IPv6, nmporokon IPSec He ucnons3yercs BooodIe. K Tomy
K€ B HOBBIX MIPOTOKOJIaX, KOTOPBIE JISKAT B OCHOBE CTEKa
npotokonoB IPv6, HalineHo MHOXeCTBO ys3BUMocTei. C
LENbI0 YCTPAaHEHHsI TaKUX YSI3BHMOCTeH ObuTH pa3pabo-
TaHbI CIIEIHANIbHbIE MEXaHU3MbI O€30IMaCHOCTH:

e mporokon CGA (amrn.  “Cryptographic
generated address™) [1], KOTOpBIi MTO3BOJIAET TEHEPUPO-
BaTh IPV6 anpec Ha OCHOBE KPHUITOTPa(PUUSCKUX ajro-
PUTMOB M MO3BOJSIET NPEAOTBPaTHTh HoaMeHy IPv6
aJZIpecoB B CETH;

e mporokon SEND (amrn. “Secure Neighbor
Discovery protocol”) [2], KoTopblii TO3BOJIsIET 00€301a-
cuth cranfapTHeii NDP nporokon myrem npuMeHEHHS
KpurTorpaduu.

Crnenyer OTMETHTh, YTO TIEpBOHAYAIBHBIE BEPCUH
BBIIICTIPUBEICHHBIX MEXaHU3MOB Oe3omacHocT B IPv6
cern Obuth paszpaboranel B 2005 roxy. B mocnexnue
TOZIBI B CBSI3U C PACTYIMM CIIPOCOM Ha HOBYIO BEPCHIO
IP mporokona mpeasararoTcsi YCOBEpPUICHCTBOBAHUS U
JIOpabOTKH AaHHBIX MeXaHU3MOB. OCHOBHBIE TIPUHITHIIBI
padotsl mpotokona SEND, a takke CGA u ux nopa-
00Tk OoJIee AETaIbHO PACCMATPUBAIOTCS TaJIee.

IMomumo CGA u SEND pa3paboTaHbl U Ipyrue
MeXaHHU3MBbI o0ecriedeHus 0e30MacHOCTH, B YaCTHOCTH:

e mporokon SAVI (anrm. “Source Address
Validation Improvement”), KOTOpBIli TIO3BOJISIET TapaH-
TUPOBATh BaJUAHOCTH [P ajpecoB B mpenenax JOKajb-
HOM ceTH;

e rpymma MexaHu3MoB oOecreuenus First-Hop
6esonmacuoctu: IPv6 RA Guard, IPv6 Snooping,

DHCPv6 Guard, IPv6 Source Guard u Prefix Guard,
IPv6 Destination Guard.

Lenblo cTaThbl SABJISICTCS aHAIM3 CYIISCTBYIOIINX
MEXaHHU3MOB OOecrieueHHs: 0€30MacHOCTH CTeKa MPOTO-
kosioB IPv6, a Takke mpoOiieM B JTaHHOH 00JIacTH, He-
PEIICHHBIX B HACTOSAIICE BPEMSL.

B naHHO# cTaThe HE PacCMaTPUBAIOTCS MEXaHHU3-
MbI Oe3omacHocTd it Mobile IPv6, TyHHenmupoBaHUS
[Pv6-1Pv4 Tpaduka, MHOXECTBEHHOH aspecanyy (aHrd.
“Multihoming”) IPv6, nubo aApyrux (QpyHKIMOHAIBHBIX
Bo3MoxkHOcTel IPv6, obecneueHue 0€30IaCHOCTH KO-
TOPBIX BBIXOIUT 3a PAMKH JIOKAJILHOMN CETH.

MexaHU3Mbl
obecneyeHus 6e3onacHoOCcTH

Kaxapiii u3 MexaHM3MOB 0O€30MacHOCTH TpeOyeT
Oonee NETaJbHOIO aHaU3a, KOTOPBIA ITO3BOJHT BHI-
SIBUTh OCTaBIIMECS yA3BHUMBIE MECTa B CeMEMHCTBe Ipo-
TokosioB IPv6 u HallTu BO3MOXHBIE BEKTOPHI aTak B
CaMOM aJITOPUTME 3aIUTHI.

Mpotokon CGA

JlaHHBIN MeXaHM3M IO3BOJSET CO3/1aTh YHUKAJb-
Helld IPv6 agpec, KOTOpbIM cuMTaeTcd HEBO3MOXKHBIM
MIOJJMEHUTH 3a Pa3yMHOE BpeMs, HE 3Has BceX MapaMer-
poB, Ha ocHOBaHMM KOTOpbhIX reHepupyerca CGA.
I'maBuas unest mporokona CGA COCTOMT B TOM, YTOOBI
co3nath uaeHtudukarop narepdeiica (nmpaseie 64 Oura)
IPv6 anpeca mpu oMoy BBIYMCICHUS Kpunrorpadu-
YEeCKOro XdIla MyOJIMYHOro KII0Ya YCTPOMCTBA. 3areM
TIPUBATHBIA KIIIOY MOXKET OBITh UCIIOJIB30BaH LIS MOJ-
ITUCH UCXOIIAIIMX OT YCTPONCTBA COOOIICHHH.

Jy1s TOro 4TOOBI MPOBEPUTH MOATUCH TTOTYYATEIIO
HEOOXOAMMO 3HATh: WCXOAHBIH ajxpec, ITyOJMYHbIH
KJIIOY U 3HA4YeHUs JOMOJIHUTEIbHBIX mapaMeTpos. JlaH-
HBIA Tporiecc He cBs3aH ¢ PKI uHdpacTpykrypoi, HE
TpeOyeT HUKAKUX JIOTOJHUTENbHBIX [EHTPOB cepTH( -
KallK ¥ JOBEPUTEIBHBIX CTOPOH.

Ha puc. 1 orMedeHbl HECKOJIBKO MapaMeTpoB, KO-
TOpBIE UCTIONB3YIOTCS TpHu co3nannu CGA:

154

© A.B. Crerypos, B.X. Yakpsu



Ingpoxomynikauiiini cucmemu

sec u, g
WaeHTudmraro
MNpedmrc nogeeru (64 bura) nﬂmﬂ:dpeﬁta (64 S:Ta]
\ J
Y Y

Cratnueckuil npekdmrc nogacetn Kpunrorpaduueckn renepupyeman

JacTb agpeca

Puc. 1. ®opmat IPv6 agpeca ¢ yuerom napaMmeTpos,
HeoOxoaumbIx 1uis rereparmu CGA

e [Japamerp sec 3aHMMaeT nepBbie TP Hanbosee
3HAYUMBIX OWTa HIeHTU(UKATOpa UHTepdeiica (aHTI.

o “Interface Identifier”) m Bamser Ha Oe3omac-
HOCTh TIEPBOT0 BRIYHUCIsAEMOro Xamn-oopasa Hashl. Tlpu
sec =0 HekoTopsle miaru anropurMma resepauun CGA
MOT'YT OBITH IPONYIIEHBI, YTO YCKOPSIET MPOIECC CO3-
JIaHUsT KpUIITOrpaduieckoro aapeca, OAHAKO yMEHBIIIA-
€T ero CTOMKOCTh (Tadi. 1).

e Jlapamerpsl u=g=1 3aHUMalOT MecTo 7 U 8
HauOosiee 3HAYUMBIX OWTOB WAEHTU(HKATOpPA HHTEP-
¢eiica U UCMONB3YIOTCS UIS O0O3HAYEHHUS TOTO, YTO
nanubiii IPv6 aapec coznan Ha ocHoBe CGA.

Tabnuna 1
3aBucumocts ctoiikoctd CGA oT mapamerpa sec . 3aUMCTBOBAaHO U3 CTaThu [3]
3Ha4yeHue Sec 1 2 3 4 5 6
Bpems kommpomeTanuu 0,2c. 3,24 24r. 1,6-10° nter 10" et 6,8-10" yer

VYcaoBusL TECTHpOBaHMS: Ul TeCTa B KadyecTBE XJII reHeparopa BeiOpaHa oTkpbitas OpenSSL Gubmuoreka u mporeccop
AMD64. CxopocTs reHepanuu 2'85 Xomeit / cex. Ha OXHOM sJIpe IpoLeccopa.

B kauectBe (pyHKIMH XSIIMPOBaHHS B HCXOTHOM
crarmapre [1] ucnonesyercs SHA-1, omgHako, npuderas
Kk Oonee neranbHOMY aHanuzy CGA, HEKOTOpbIE aBTOPHI
Npe/IaraloT OTOMTH OT 00O3HA4YEHHWsT KOHKPETHOM
¢ynximn xsmmposanus [3]. Takxke mns reHepanuu
CGA Heo0X0AnuMBI CIeIYIOIINE apaMeTphl:

e Momuduxarop [M] (aura. “Modifier”) — ciy-
yaifHoe 128 OGuToBOE MoJie. YBEIUYUBAET IPUBATHOCTD,
BHOCSI CITy4aifHOCTB B IIPOIIECC TeHepalyH ajpeca.

e Ilpepuxc moxmceru [IIII] (ammr. “Subnet
Prefix”) - 64 GuroBoe moine, o0O3HAYAIOIIEE CTaTHYeE-
CKUi IpeHKC TO/ICETH.

e Unenrudpuxarop wunrepdeiica [MU] (anrm.
“Interface Identifier”) - IPv6 uacth ampeca, koTopas
UIeHTU(HUIUPYET KOHKPETHBIA HHTepQeric.

e Cuerunk kommsuii [CK] (anrm. “Collision
Count”) — 8 6uTOBOE MOJIE, KOTOPOE MOXKET NPUHUMATh
3HaueHus 0, 1, win 2. YBenuuuBaeTcsi B MPOLECCe CO3-
JIaHUs aJipeca Ul BOCCTAHOBIICHUS TIOCIE KOJUTU3UH B
cirydae 0OHapyKeHHs 1yOIUpPYIOLIUXCS aIpeCcOB.

e [lyommunbrit kiarou [[1y0.xn.] (anrm. “Public
Key”) — none nepeMeHHOW JUTMHBI, HO He MeHee 384
OUTOB, CONEPKUT MYOJIUYHBIA KIIIOU Bajienblia aapeca
(ormpaBuTens).

e Pacmmpennsie mnoms  [[IpuB.xi.]  (aHro.
“Extension Fields”) — mons mepeMeHHOW MAJIMHBI, He
UCIIONIB3YIOTCS Ha JIAHHBIK MOMEHT M MOTYT OBITH HC-
MOJNB30BaHbl B OyAyHIMX MOAM(UKAIMAK aJTrOpHTMA.
dopmar nosneii onucan B ooHorienHoM RFC 4581 [0].

IIpouenypa renepanuu CGA COCTOUT U3 CIIEAYIO-
IIMX [IarOB:

1) T'enepupoBath ciydaitHoe 128 OurToBOe 3Haue-
Hue M. Beibpats napamerp sec u ycraHoBuTh CK B HOJIB.

2) KoukarenupoBatb M, 64+8 HyJEBBIX OWUTOB,
n Ily6.xn. XommpoBaTh TONydeHHOe 3Ha4yeHuwe, 112
OuTOB cieBa sBiIAIOTCS 3HaUeHneM Hash2.

3) CpaBuuth n JeBbiIx OuroB Hash2, rae
n e€[0;16-sec], Ha paBeHCTBO Homo. Eciu oHu Bce

paBHO Homio (1160 ecnu sec =0 ), IPOAOIKAEM alro-
PUTM U BBINONHAEM mmar 4. B npoTuBHOM ciydae, yBe-
TMYrBaeM M u Bo3Bpalaemcs K mary 2.

4) Konxkarenuposats M, II1, CK u Ily6.xn. Xo-
LIMPOBATh NONy4YeHHOe 3HaueHue. JleBbie 64 O6uta xama
SIBIISIFOTCS 3HaYeHueM Hashl.

5) Cosznats koppekTHbIii U, BeIcTaBUB OUTHI U, g
B €IMHUIYy ¥ YCTAaHOBHB IIEpBbIC TPH OWUTA TaKHMU IKe,
KaK BBIOpAHHBIH MapaMeTp sec.

6) Oovemunuts I u UN s ¢dopmupoBanus
nonHoro [Pv6 CGA anpeca.

7) B cmydae ecnu oOHapyxeH Takoi e IPv6 an-
pec, To yBenuuuts CK Ha 1, u BepHyTCs K 4 mary airo-
putMma. B ciydae ecim npownzonuio Oonee 3 KOIIH3HH -
OITOBECTHUTH 00 OIIMOKE U TPUOCTAHOBUTH aJITOPUTM.

IIpouenypa npoBepkun CGA COCTOUT U3 CIIEAYIO-
IIMX [IArOB:

1) Ilposeputs, urodsl CK pasusiics 0, 1 wim 2, u
yto peanbHbli [1I1 coorBercTBYeT npucnanHomy 111 ot
y3na. IIpoBepka CGA sBnseTcss HEKOPPEKTHOM, B CIIy-
Yae, €CJIM XOTsI ObI O/IHO YCIIOBHE HE COOJTIOAAETCS.

2) Konxkarenuposats M, II1, CK u Ily6.xn. Xo-
LIMPOBATh MONydYeHHOE 3HaueHue. JIeBbie 64 O6uta xamia
SIBIISIFOTCS 3HaYeHneM Hashl.

3) Cpasuuts Hashl ¢ U anpeca. Pa3uuna B 6u-
Tax U, g ¥ TPeX KpaWHHX JIEBBIX OMTOB MapaMerpa Sec
urHopupytotcsi. Ecnu 64-OutoBble 3HaueHUS OTJIMYA-
10TCs (KpOME KaK B IMO3HIUSIX UTHOPUPYEMBIX 5 OUTOB),
TO IIPOBEPKA CUUTAETCSI HEKOPPEKTHOM.

4) OObenuuuTh M, 64+8 HyNeBbIX OUTOB U
[1y6.x1. XsmupoBath MoJdy4eHHOE 3Ha4yeHue, 112 Ou-
TOB ClIeBa SBJSIOTCS 3HaueHreM Hash?2.

5) Cuaurath mapamerp sec M3 TpeX KpaWHHUX Jie-
BeIx OutoB MU ampeca. CpaBuuth 16-sec Haubonee
neBbIx OutoB 3HaueHusi Hash2 ¢ Hymnem. Ecimu xotst Ob
OIIMH M3 STHX OUTOB HE paBeH Hyio, npoepka CGA
CcUMTaeTCs HEKOPPEeKTHOW. B mpoTuBHOM ciydae mpo-
BEpKa CUMTACTCS MPOMIECHHOHN (eciu mapamerp sec pa-

155



Cucmemu 0opooku ingpopmauii, 2015, eunyck 1 (126)

ISSN 1681-7710

BEH HYJIIO, TO IIPOBEPKA BCET/Ia CUUTAETCA KOPPEKTHOM
Ha 3TOM IIare).

B nepBoHavyanbHOM aJIropuTMe CyIIECTBOBAJIO He-
CKOJIKO TIPOOJIEM W OrPaHUYEHHH, K IPUMEPY, JKECTKOE
ucrionp3oBanue nuimb SHA-1 B kauectBe (QyHKIMU X3-
IIMpOBaHUs. Takke 3JI0YMBIIUIEHHUK MOXET I'e€Hepu-
poBate TouHO Takoi xe I CGA agpeca, kak U Ha-
CTOSIILIETO Y3J1a, OHAKO C APYTMM MPEPHUKCOM MOJCETH.
Taxxe ¢ yBenMYEeHHEM MOIIHOCTH KOMIIBIOTEPOB YBeE-
JIMYMBAETCA IIAHC HaXOXKAEHUS KOJIU3UM IpU BBIYKC-
JIEHUU X3IIeH, YTO NPUBOJUT K BO3MOXKHOMY IOSIBIIE-
Huto onnHakoBbIX CGA B paMKax OJHOMU TOJICETH.

B crarbe [3] mpeanaraercs ycOBEpIIEHCTBOBATH
anroputM CGA u Ha3Bath ero kak CGA++. B ymyu-
LIEHHOM aJrOpUTME MpeAjaraercst co3faTh IOJIIHChH
IapaMeTpoB, Ha OCHOBAaHMM KOTOPBIX TEHEPUPYETCs
CGA, a 3areM y4ecTb 3Ty MNOAIKCH MpU (HOPMUPOBAHUU
X3IIa JUId TPOBEPKU IIEJTOCTHOCTH CaMOM TIOAIKCH.
[Ipennaraercs OCyLIECTBISTE 3TO CIEAYIOIMMHY IIaraMu:

e Tloanucats ximtoyoM IIpuB.KJI. pe3yasbTaT KOH-
kareHaimu M, CK wu III1. Pe3ynbraTom siBisiercst nud-
posas nmoamucsk (I1I1) mapamerpor CGA.

o KonkarenupoBats [1y6.xi. u LI1. TIpoussectu
X3IIMPOBAHUE HAJ pe3ylIbTaToM KOHKaTeHauuu. Hau-
Oonee 3HaunMble 64 Outa sBIsrOTCS 3HaYeHreM Hashl.

Beilie npuBeneHbl TONBKO ITYHKTHI, KOTOPHIE OT-
auanbel B CGA++ mo cpaBHeHuto ¢ CGA anropurmMom.
JIy1s mpocMOoTpa TMOJTHOTO aNrOpUTMa MOXKHO O0OpaTUTh-
cs K opuruHaibHoil cratee [3]. Takke B JaHHOU cTaThe
MPOBEAICH aHalnu3 OE30ITacHOCTH M CTOWKOCTH 000uX
anroputMoB. Ha nanneiii MomeHT CGA aKTHBHO IpuMe-

Hsercs B nmpotokoiie SEND [5], koTopblit obecrieunBaet
6e3omacHocts NDP nporokona. CGA B JaHHOM IpoTO-
KOJIE CIIY)KHT THOJATBEP)KAAIONMM (PaKTOPOM TOMY, YTO
ornpasuteib NDP cooOlienns: 1eHCTBUTENBHO SIBISETCS
ero BiajenbleM. Takxe B [6] aBTOpBI IpemIaraioT Hc-
nonbs3oBaTh CGA B mportokone IKE2, uro, mo ux mHe-
HUIO, YIIPOILIAET CXEMY B3aMMOACHCTBHS MEXIY Y3IaMH.

Opnako CGA He ynuBepcaneH. K nmpumepy, mns
MOBBILIEHUs 0€30ITaCHOCTH MPOTOKOJIa MHOXKECTBEHHOM
anpecammu  (aHri.  “multihoming™) mpemioxeHo wuc-
TMOJIB30BaTh X3UI-TeHepUpOBaHHKIN ajapec (anri. “Hash
Based Address”, HBA). HBA 3HauuTeNbHO CHIDKACT
noTpedJIeHue pecypcoB, Tak Kak renepupyer IPv6 an-
pec UMb ¢ IpUMEHEHHWeM (YHKIHMH XJIIUPOBAHHS, B
orianune oT CGA, KOTOphIf OCHOBaH Ha acCUMMETPHY-
HOU kpunrorpaduu [2].

HBA moxer paboTath aBTOHOMHO, JTUOO B PEXHU-
Me coBMectuMocTH ¢ CGA. VX anroputMmsl reHepaiuu
azpeca kpaiiHe nmoxoxxu. OCHOBHOE pa3JInuue COCTOUT B
TOoM, yTO B uictoM HBA He renepupyercs napa OTKpbI-
TOTr'0 ¥ IPUBATHOT'O KItoueil. bornee moapodHO 0 JaHHOM
aJITOpUTME MOXKHO IIPOYECTh B OUIMATIBHOM CTaHIap-
Te, ocBsmenHom HBA [7].

Mpotokon SEND

Iporokon SEND onpezensier MexaHu3Mbl o0Oectie-
yenust 6ezonacHoctd NDP mporokona. B ormiume or 3a-
IIMTHBIX MEXaHM3MOB, IpeIaraeMblX B OPHTMHAIBHOM
NDP mnporokone, mexanmsmbel SEND He mnpuoOeraror x
ucnonb3oBaHuio [Psec. Omnucanue MaHHBIX 3alUTHBIX
mexann3zmoB SEND st obecrieuenust 6e3omacHoctt NDP
MPOTOKOJIa TIPE/ICTABIICHO B Ta0I. 2.

Tabnuua 2

Mexanusmsl 3auutel SEND npotus atak Ha NDP

Tun atakn

3allll/lTl-ll)Ie MEXaHHU3MbI

TTomnenka NS/NA coobiuenuii

SEND tpebyer RSA noamucs u ucnionesoBanne CGA (xmouentast omst CGA) B NS coobenmsix

Artaka Ha rporecc
IIPOBEPKU HEJIOCTYITHOCTH
COCEJTHETO y371a

SEND tpeOyer oT y31a, KOTOpbIii oTBeuaeT Ha NS cooOleHne BKIFOYUTh Mexann3M RSA nox-
IIMCH M JJOKa3aTeIbCTBO aBTOPU30BAHHOIO MCIIONIB30BaHMs HieHTH(HUKaTopa uHTepdeiica B
aJipece, C KOTOPBIM IIPOU3BOAUTCS KOMMYHUKALHS

IDoS-ataxa Ha IIpoLecce NpOBEpPKU
InyOMpyromerocs aapeca

SEND Tpebyer BkimrounTh MexaHum3M RSA mommucu m jokaszaTenberBo aBTopu3anui B NA
coo0IeHNs, KOTOpbIe OTHpaBisioTcs B oTBeT Ha DAD 3ampoc

ITomnenka RA/RS coolreHuii

SEND Ttpe0yer BrrouuTs MexaHu3M RSA nonmvicy u lokazaTenberBo apropusaiu RA coobienus

Ataka INOBTOPHOI0
BOCIIPOU3BECHUS (AHTIL
“Replay Attacks”)

SEND Bxitouaer Mexanm3M Nonce B NS/RS coobmenust u Tpedyet, urodsl B NA/RA coobe-
HUSIX OH Takke ObLI akTBeH. J[jist 3ammTel oT HexenatenbHbIX NA/RA n Redirect coobmienuit
UCHOJIb3YeTCsl MEXaHU3M BpeMeHHOM MeTkH (aHri. “Timestamp”).

B nporoxone SEND onmcaHnsl ciexyromue mexa-
HU3MBI 0€30MaCHOCTH:

o CGA

MexaHu3M paccCMOTpEH paHee B JaHHOM CTatbe.
[To3Bonster reHepupoBaTh yHUKanbHBIA IPv6 anpec,
KOTOpBIII HEBO3MOXKHO MOJJIENaTh B paMKax OJHOTO
npeduKca MOJACETH.

e Mexanumsm RSA mnommucu  (aHri.
Signatures™)

[udpoBas moAMUCH OTKPBHITOTO KIIIOYA MTO3BOJISET
00€ecreuuTh [EeOCTHOCTh COOOIIEHUSI M ayTeHTU(HIIU-
poBaTh ornpasurens. [lomoOHas MOANKUCH JOMKHA MPH-
KperusiThes K kKaxaomy NDP cooOrienuto.

“RSA

e MexaHU3M BPEMEHHOW METKU

BpeMeHHast MeTKa TO3BOJISET 3aIIUTHUTHCA OT ara-
KH TIOBTOPHOT'O BOCIIPOM3BEICHUS.

ATaka MOXET OBITh BOCIpPOH3BEACHA B IICPHOJI,
IOKa METKa SIBIIACTCS aKTUBHOW (MCTEKAaeT depes ompe-
neneHHoe Bpemsi). Takke aTaka Ha MPOTOKOJ CHHXPO-
HU3aUuK BpeMeHu, k npumepy, NTP (anrm. “Network
Time Protocol”), MoXkeT U3MEHHUTH TTApaMETPhI BPEMEHU
Ha YCTPOMCTBE M OTKPBITH OKHO IJIS aTaKd ITOBTOPHOTO
BOCIIPOU3BEICHUS.

e Mexanuszm Nonce

Nonce — 3T0 TIceBAOCTyYaliHOE YNCII0, TeHEpUpYe-
MOE XOCTOM, KOTOpO€ MCIOJIB3YETCs JINIIb OJIMH pa3. B
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nporokosie SEND mapamerp Nonce ucnonb3yercs s
MPOBEPKH TOTO, YTO OIMPEIENICHHBIA OTKIUK eHCTBHU-
TEJILHO CBS3aH C 3alPOCOM, KOTOPBIH €ro MOPOIMIL.

e 3ampoc nytu ceprudukanun (anri. “Certifica-
tion Path Solicitation, CPS”)

XocT JI0/KeH 3HATh KAK MUHUMYM OJIMH Mapuipy-
THU3ATOp, C KOTOPBIM Y HEro YCTaHOBJIEH JOBEPHUTEINb-
HBIH sikopb (aHrin. “Trust Anchor”). JlanHblid Mapuipy-
TU3ATOp SBIISETCS JIOBEPUTEIBHOM CTOPOHOM, KOTOpas
ceprudUIMpyeT Apyrue MapupyTuzaTopsl B cet. Cep-
TU(HUKAT yKa3bIBaeT, KaKue MPe(UKCHI MOACETH UMEET
MpaBo pa3faBaTh KOHKPETHBIN Mapuipyruzatop. Ilocie
BBIOOpPa XOCTOM OINpPENEeICHHOT0 MapUIpyTH3aTopa B
KadecTBe IUII03a W monydeHus ot Hero IPv6 anpeca,
XOCT COBEpINACT MPOBEPKY MyTH CEPTUPHUKAIMU (AHTJI.
“Certification Path”) maHHOrO MapmpyrusaTopa myTeMm
OTIPaBKU  3ampoca IMyTH CepTUQHKAIMU  (AHIJI.
“Certification Path Solicitation, CPS”) u mnonyueHus
orBera mytu ceprudukanyu (anrn. “Certification Path
Advertisement, CPA”). IlpoBepka ocymiecTBiIsIeTCS
TaKUM K€ CTaHIAPTHBIM ITyTeM, KaKk U B UH(PPACTPYK-
Type C OTKpHITBIM KitouoM (aHri. “Public Key
Infrastructure, PKI”). OnHako B JaHHOM cCiy4ae poJib
uentpa ceprudukamuu (anrn. “Certificate Authority,
CA”) urpaer MapuipyTu3aTop, KOTOPBIH SIBISETCS HO-
BEPHUTEIBHBIM SKOPEM TS XOCTa.

[Iporoxon SEND Taxxke moaBep»eH atakaM, B yacT-
HOCTH, B CaMOM CTaHJapTe OIWCaHbl aTakk Tuma DoS,
KOTOpBIE MOT'YT OBITh PEATM30BAHBI PA3ITHYHBIMH [TYTAMH:

® OTIPaBUTh HA YCTPOWCTBO KEPTBBI OOJbBIIOE
KOJIMYECTBO MAKETOB, KOTOPHIC 3aCTaBAT XOCT BBIMOJ-
HUTh MHOXECTBO OINEpaIiii aCHMMETPUYHOH KPHITO-
rpaduu, KOTopbIe SIBISIFOTCS KpaifHe TPYIOSMKHMH ISt
COBPEMEHHBIX IIPOLIECCOPOB;

e yctpouth CGA araxy;

® TaKXKe 3JOYMBIIUICHHHK MOXET, HCIONb3YsI
Authorization Delegation Discovery mpoiiecc, 3acra-
BUTH MapUIPYTU3aTOpP 3alpPOCUTH OOJIBIIOE KOTHMYECTBO
nyteil cepTUdUKANNKM K Pa3IUYHBIM YCTPOHCTBaM, KO-
TOpBIE WIPAIOT POJIb SKOpeH JoBepusi. MeronoM GOpb-
Obl C MAHHOHW aTakoOW MOXET CTaTh KENIMPOBAaHHE pe-
3yJbTATOB MPOILIBIX 3aMPOCOB (B TOM YHCIIC HETaTHB-
HBIX), TEM CaMbIM, CHIKasl MOTPEOHOCTh B TEHEpAIUH
HOBBIX 3aIIPOCOB;

®  ATaKyION[Mi MOXET OTIPABHTh HA XOCT MHO-
JKECTBO TyTeH cepTuduKaium, 00padoTKa KOTOPHIX
noTpedyer 00JbIIOe KOIIMYECTBO CUCTEMHBIX PECYPCOB.

Ha fmaHHBI MOMEHT TIaBHBIM METOJOM OOpBOBI C
JIAHHBIMH aTaKaMH SIBIAETCS YIET, KOHTPOJIb U OrpaHuye-
HHE DPECypCOB, KOTOpbIE MOTPEOIISIOTCS IMOTSHIUAIBLHO
HeOe3onacHpIMU  TiporieccamMu. OJIHaKO OYEBHIHO, YTO
MOMO0HBIH TTOAXO SIBIIsIETCS He uaeanbHbM. K mprmepy,
OrpaHH4eHHe MOTPEOIIeHUsI PECYPCOB JUTsI OIPEIETIEHHOTO
Tporiecca MOXKET TIPUBECTH K TOMY, YTO OOJBbIIOE KOJNYe-
CTBO 0E€30MacHBIX 3alpocoB OYIyT OTOpoIIeHBL Taroke
TMO/IO0HBI METO/ OCTABIISIET BO3MOKHOCTD 3JI0YMBIIILICH-
HHUKY COBepHIUTh Do0S-aTaky Ha cam CepBHC, OTIPaBUB
OONBIIOE KOJMMYECTBO 3alpOCOB, TEM CaMbIM, CO3[aBast
TPETIATCTBHE TSl IPOXOXKICHHSI IESTUTHMHOTO TpaguKa.

IPv6 Firewall

Bpanamaysp siBisieTcsl TiepeioBBIM CPEICTBOM 3a-
IIUTHI JIIOOOH COBpEeMEHHOW ceTH. J[aHHOEe YCTpOWCTBO
TO3BOJISIET OTPAJIUTh Ballly CETh OT MHOXKECTBA BHEII-
HUX yrpo3 M co3[aTh 0a30BBIH ypoBeHb 3amuThl. C
npuxogoM IPv6 mporokona MOSBUIMCE HOBBIE YIpO3bI,
K KOTOPBIM JIOJDKHBI ~aJallTUPOBAaTh COBPEMEHHBIE
OpaHIMayd3pEhIL.

K mpumepy, [IPv6 MoxxeT ucnonbp3oBaTe B OZHOM
MaKeTe MHOJKECTBO Pa3IMYHBIX PACIIUPEHHBIX 3ar0JI0B-
koB. J[ns Toro 4roObl OpaHAMay?p MOJTYYMI JOCTYH K
nH(popMannK BBIIIENSKANMX YPOBHEW, eMy HE0OX0Iu-
MO 00paboTaTh Bech 3arojioBoK 3 ypoBHs. B cimywae
€CJIM 3JI0YMBINIICHHHUK CIIENUAIEHO OTIPABIISET TAKEThI
¢ OOJBUIMM KOJMYECTBOM BIIOXKEHHBIX PACIIMPEHHBIX
3aroJIOBKOB, 3TO MOXKET MPUBECTH K YPE3MEPHOMY I10-
TpeOJIeHUIO pecypcoB OpaHaMayspa U, BCIEACTBHE ITO-
IO, K OTKa3y B OOCITY)KUBaHUH.

B RFC 4942 [8] paccmaTpuBaloTcsi YsI3BUMOCTH,
CBSI3aHHBIC, B TOM YHCIIE, C PACIIMPEHHBIMH 3ar0JIOBKa-
MU U (QUIbTpalMeld MaKeTOB, a TAKKe NpeNIararoTcs
pemienus Ui ux npegoTpaienus. OIHAKO HEKOTOpbIe
YSA3BUMOCTH C PaCIIMPEHHBIMH 3arojOBKaMH BCE JKe
OCTAJTUCh.

K npumepy, B pacmmpenHom 3aronoBke Hop-by-
Hop MoxHO co3aaTh HEOrpaHHYEHHOE KOJIMYECTBO OI-
LM, TEM CaMbIM, CO3/1aBasi OONBIINE MAKEThI, CIIOXKHbIE
it 00pabotku [9]. Takke B OpUTHHAIBHOM CTaHIApPTE
HeT orpaHnueHnii Ha ucnonp3oBanue Padl..PadN 3amnon-
HUTEJICH JUIA paclIMpeHHbIX 3aronoBkoB Hop-by-Hop u
Destination option. Bpannmaysp MoxeT OOpOThCS € IT0-
JIOOHBIMH CHUTYalIMsIMH, ITPOBEPSS TOJIBKO YacTh PACILIH-
PEHHBIX 3ar0JI0BKOB JIO OMPEAEIIECHHOTO YPOBHSI BJIO)KEH-
HOCTH, OJHAaKO B MPOTHBHOM CIIy4ae, B MOCIIEIYIOIIIX
3aroJIOBKax 3JO0YMBIIUICHHUK MOXET IepeJaBaTh HYX-
HBIE €My AaHHbIe (IPUMeEp, CKPBIThIE TYHHENHN, OpraHH-
30BaHHBIE C TIOMOLIBIO PACHINPEHHBIX 3aT0JIOBKOB).

Taxke OpaHaMay’p HOIKEH KOHTPOJIUPOBATH
¢parmentupoBannbie [Pv6 makeTsl, Tak Kak B HEKOTO-
PBIX citydasx (hparMeHTaIys HaKeTOB MOXET UCIIOJIb30-
BaThCA IS 00X0ma OpaHaAMayspa U COBEPIICHUSA aTaKH
Ha ceTb. [Ipumep Taxoit araku omucad B [10]. Ona oc-
HOBaHa Ha TOM, YTO B ITAKET 3aIlMCBIBAETCS] pPaCUIMPEH-
HBIN 3arooBok Destination option, KOTOpHIi Hepe3anu-
chIBaeT MH(pOpMAIMU TS BBIIIENEKANET0 MMPOTOKOIA
TCP. Bpangmaysp AOMKEH KOPPEKTHO (UIBTPOBATH
MIOTOK COOOLIEHUI M OTOpachiBaTh T€, KOTOpHIE IbITa-
I0TCS  Iepe3anucath WH(QOpMAIMIO  BBIIIENEKAIINX
YpOBHEH.

Taroke OpanaMaysp JOIKEH KOPPEKTHO (PUIIBTpO-
Bath Tiny-Fragment — 510 Takue IPv6 makersl, B KOTO-
PBIX 3aroJIOBOK BBIIIENEKAIIETO YPOBHS PaCHOIOKEH
BO BTOpPOM (pparMeHTe makera. 3M0yMBIIIIICHHHK MOXET
WCIIONIb30BaTh MOAOOHBIE 3ampochkl AJIsl OOpalieHus K
ropraM, KOTOpbI€ JIOJDKHBI OBITh  3a0JIOKMPOBAHEI
OpaHIMay poM.

B RFC 2460 [11] yxa3aHo, 4To eciu Bce pparmeH-
ThI IAKETa He ObLIM MONY4YeHbI B TeueHnd 60 CeKyHI, TO
MakeT JOJDKeH ObITh oTOpomeH. COOTBETCTBEHHO U
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OpaHaMay>p J0JDKEH KOHTPOJIMPOBATh MOTOK TaKMM 00-
pa3oM, 4ToOBI (PHUILTPOBATH M HE MPOITYCKaTh (parMeH-
THI AKETa, KOTOPBIE MepenatoTcs mocie 60 CeKyH b

BakHble u3MeHeHHs1 B (QUIBTPALUH KOCHYIIUCH H
ICMP mnpotokona. CymiecTByer psii COOOIIeHHUH, KOTO-
pble HEBO3MOXHO OJIOKMPOBATh B BHAY OCOOEHHOCTEH
pabotel mportokona [Pv6. Hanpumep, cooOiieHus, Ko-
Topble OTHOCATCS K mporokony NDP, 6e3 koroporo
y3el He cMOXKeT nonyuuTh [Pv6 agpec, mpoBeputh ero
Ha YHUKQJIBHOCTh M OOHApYXKHTh cocereid. Tak Kak
ICMP mipoToKoi SIBISETCS OJHON W3 HanOOJee BasKHBIX
coctaBHBIX yacrtei [Pv6, To B 2007 rony ObLI BBITYIIEH
RFC 4890 [12], B xoTOpOM oOmuCaHbl PEKOMEHJAIUU
otHocHutenbHO GunbTpanuu ICMPV6 tpaduka.

Cremyer OTMETHTb, YTO MOSIBIIEHUE HOBBIX IOJICH B
3arosoBke nakera IPv6 mo3BosnsoT HOBBIE MpaBuIIa JAWHA-
MHUYECKOro KOHTpoJis moTtoka. Hampumep, B [9] paccmar-
puBaeTcs BapuaHT ucronb3oBanust noist Flow Label.

Hecmotps Ha To, uTo npotokon IPv6 yxe cymect-
BYET MHOTI'O JIET, a TOCJeIHHE TOAbl B €r0 BHEIPEHUH
y)K€ HUKTO HE COMHEBAETCS, 3HAYMTENbHAsl 4acTh CO-
BpPEMEHHBIX OpaHIMay poB elle He AOCTUTIH HeoOXo-
IUMoro ypoBHs OesonacHoctd. OTHOM U3 NMPUYUH SIB-
JISIETCSL OTCYTCTBHE CTAaHIAPTH3UPOBAHHBIX MEXaHU3MOB
3aIUTHI, KOTOpPBIE JOJDKHBI TPUCYTCTBOBATH B OpaH.-
Mayspe 1o yMOn4aHuio. FIMeHHO 3Ty mpobiieMy mbita-
eTCsl peluTh Tpynna npodeccCHOHANOB, KOTOpas BbI-
ITyCTHJIa YePHOBOH BapuUaHT CTaHIapTa C TPEOOBaAHUSIMHU
k IPv6 Opanmmayspam [13]. CocrostHueM Ha utonb 2014
ro/ia BBIYIIEHa BTOPAasi PEBU3UsI YEPHOBHKA, B KOTOPOM
OITMCAHO, KaKHe MMEHHO KOMIIOHEHTHI OpaHaMaysp J0J-
JKEH TOAJEPKMBATh [0 YMOJYaHHIO U Kakhe M3 HHUX
JIUIIb CJIEAyeT BHEAPHUTh. ABTOPHI CUUTAIOT, YTO 3TO TI0-
MOXET TapaHTHPOBATh, YTO B OpaHAMAay pe MPUCYTCTBY-
€T MUHUMAJIbHBIN HA0Op HEOOX0AMMOro (PyHKIIMOHAIA.

IPv6 IPSec

B RFC 2460 [11] yka3aHo, uyTo 6e30macHocTh IPv6
paccmarpuBaercsi B CTaHAapTe, KOTOPBIA MOCBSILIEH
IPsec. B Tekymiem cranmapTe, MOCBSIICHHOM TpeOOBa-
HUSIM, KOTOpbIE€ TPENBSBISIOTCS K KOHEYHBIM Yy3JIaM
[14], ykazaHo, uto IPsec sBisieTcs NUIIb peKOMEH[a-
TENBHBIM CPEACTBOM 0€30MacHOCTH, B OTJIMYHE OT CTa-
poii Bepcum 3Toro xe cranmapta [15], roe IPsec Obut
o0s13aTeNneH ISl KCIIONb30BaHUSI.

I'maBHOUM TpymHocThIO peanusaru [Psec B IPv6
M0 YMOJTYaHHIO SIBJISIETCS CO3/IaHHUE CTaHAapPTU3UPOBaH-
HOH TJI00abHOW MH(PACTPYKTYPHI OTKPHITHIX KIIOUEH
(amrn. “Public Key Infrastructure, PKI”), xoropas
cMorJa Obl 00CITy)KHBaTh BCe ycTpoiicTBa B VIHTEpHeT.

Tarxoke CyIIecTBYIOT TPYJHOCTH CTaHIAPTH3ALUH U
JIpYrux oOJlacTel, TakMX Kak, HalpuMep, CO3JaHue
eIMMHON 0a30BOi KOH(UTYpalMy HA KOHEYHBIX YCTPOMi-
CTBax W YCTPaHEHHE TEPMHUHOJIOTMYECKOH ITyTaHHIIbI
IIPU CO3J]aHUH TMOJ00HOH KOH(pUrypanmu (Ha IaHHBIHA
MOMEHT, MHOTHE ITPOM3BOANTEIHN CETEBOI'0 000pyI0Ba-
HUS 00NajaroT cBoel crenuduuyeckoldl TepMHUHOIOTH-
e#l). Mmu npobiiema cTaHAapTU3alUuU TEXHUYECKUX MO-
MEHTOB, HallpuMep, KaKold MEXaHU3M YIpPaBJICHHS KIIIO-

yaMH Kucnonb3oBaTh no ymonyanuto IKEv] unu IKEv2.

Ha naHHBIN MOMEHT y)Xe CO3/1aHO MHOXKECTBO Ha-
paboTOK B IaHHOH cdepe, K MPUMeEpPY, CYIIIECTBYET PST
RFC ny6nukamuii, Takux kak: onmcanue IPsec PKI
npoduieit IKEv], IKEv2 u PKIX [16]; ncions3oBanue
IPsec mnst 3amutel TyHHened IPv6--IPv4 [17]; mo-
ounbuble [Pv6 u IKEV2 [18]. [TogoOHBIX cTaHmapros,
KOTOpble OTHOCATCS K IPsec-v3, MOXHO NepeduciiuTh
LIEJIYI0 Maccy, IMEHHO oaToMy B 2011 rony mosBuiach
MyOUKanusl ¢ JOPOXKHOH KapTOH, KOTOpask COAEPIKUT
KpaTKkue BBDKMMKU W TIOSICHEHHS MHOXKECTBA Pa3liny-
HBIX cTaHaapToB, oTHocsmuxcs k [Psec u IKE [19].

Crnenyer oTMETUTh, UTO B ctaHgaptHoM RFC, mo-
cBsameHHoM [Pvo6 [14], ccbuika B pasferne o 6e30macHo-
CTH YyKa3bIBAa€T Ha YCTapEeBIIYI0O BEPCUIO IPOTOKOJNA
[Psec (RFC 2401). B 2005 romy B cBer Bbimen RFC
4301 [19], B xotopom ommcan I[Psec-v3. KiroueBbiM
W3MEHEHHEM SIBJISIETCS TO, YTO B HOBOM CTaH/AApTe MOs-
BWIOCh Takoe IoHATHe Kak PAD (anrm. “Peer
Authentication Database”). JlanHas 6a3a comepXUT WH-
(dbopmaruio, HEOOXOUMYIO VISl ayTeHTHU()HKAINU y37Ia,
9TOOBI 00ECTICUHTh CBSI3b MEXAY HMPOTOKoIoM IPsec u
MIPOTOKOJIOM YyIIpaBjeHus KirouamH (k mpumepy, IKE).

Tarke HE0OXOIUMO OTMETUTb, YTO BeAyTcsi pabo-
1ol U B obnactu IKE mporokona. Tak, Ha jnaHHBIA MoO-
MEHT, BBINYIIEH 4epHoBOi BapuanT RFC myGmukanum,
B koropom omucan IKEv3. JlanHas myOnukamus ObLia
MOTHBHPOBAaHa TEM, YTO, HECMOTpSl Ha BCE MOIBITKH
YIIPOILEHNUS], CHIKEHHUS JIOTHYECKUX KOJUTM3UH M HECO-
rnacoBanHoctel, IKEV2 cranaapt, mo MHEHHIO aBTOpa,
TaK ¥ OCTAJICS MyTaHHBIM U CJIOKHBIM.

MpoTokon SAVI

SAVI — TexHonorus, KoTopasi NO3BOJISIET rapaHTH-
poBaTh BajduaHOCTh [P ampecoB B mpeaenax ojHOM J0-
KalbHOU cetn. lHpIMU croBamu, SAVI co3faroT Takyro
nH}pacTpyKTypy, KOTOpas MO3BOJISIET MPEAOTBPATUTH
kpaxy I[P azmpeca CTOpOHHMM YCTPOICTBOM C LENbIO
BBITIOJTHEHHS KaKUX-THOO0 ACHCTBHIA OT MMEHH 3Toro IP
anpeca.

SAVI pabGotaeT Ha OCHOBE MPOCTOrO NPUHIIMIIA!
Ha YCTpOMCTBe, KoTopoe momnepxuBaet SAVI (wame
BCEr0 KOMMYTATOp), CO3/1aeTcsi TabJHla COCTOSHHUM, B
KOTOPYIO 3alUCBIBAIOTCS] COOTBETCTBUS, Kakoi IP axpec
K Kakomy nopty npussizaH. Hanpumep, B FCFS (anr.
“First-Come, First-Served”) SAVI Takast cBs3b co3aer-
csl, KOrJ]a YCTPOIMCTBO BIIEPBbIE MEpeAaeT HHPOPMAIHIO
B CeTh uepe3 mpoBepsromuii nmopt (anri. “Validating
Port”). JlaHHas nporieaypa OCYIIECTBISICTCS B HECKOJIb-
KO IIIaroB:

1) YcTpoicTBO HayMHAET MepenaBaTh JAHHBIC B
ceTb yepe3 mpoBepsonuil SAVI nmopt xommyraTopa
(Ha puc. 2 yka3aH Kak Ha ycrpoiictBe SAVI 1, Bemymimii
K y3ay [P 1).

2) SAVI npoTokon MHHIUUPYET MPOBEPKY: €CIH
nanHbli [P angpec panee He ObLT IPUBSI3aH HU K OJHOMY
MPOBEPSAIONIEMY MOPTY, TO KOMMYyTarop (Ha puc. 2
kommytatop SAVI 1) cpasy xe cozmaer B SAVI Tabnu-
1€ 3aMnUCh COOTBETCTBUS “TIopT-1P”.
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Puc. 2. ITpunimn padotsr SAVI

3) Ecmm xe atot IP azmpec yxe npuBsizaH K Kako-
My-JTH0O TPOBEPSIOIIEMY TIOPTY B paMKax JaHHOU JIO-
KaJbHOM ceTu (Ha puc. 2 TpaHULIAMU TIPOBEPKH SIBIISET-
cs 3amumeHHsii SAVI mepumerp), To KOMMyTaTop
WHHIMHUPYET TPOBEPKY MPHCYTCTBUs AaHHOro IP anpe-
ca Ha TOM TPOBEPSIONIEM IOPTY, HA KOTOPOM OH OBLI
Ha3Ha4yeH paHee. JTa MpoLeAypa OCYLIECTBISAETCSA My-
TEM OTIIPaBKH B CETh 3alpoca Ha MPOBEPKY NyOIHPYIO-
merocst aapeca (anri. “Duplicate Address Detection
Network Solicitation, DAD NS”). Ecnu nanusii IP
azpec Oosiee He OTBEYAeT Ha 3alpochl C TOrO IPOBeE-
PSIIOIIEro IOopTa, K KOTOPOMY OH OBUI TPHUBSI3aH paHee,
10 B SAVI tabnuue coznaercs cesizka “nopt-1P”.

Takum 00pazoM, TO YCTPOHCTBO, KOTOPOE TEPBHIM
3asBMIIO, YTO OHO OOnajaer ompexaeieHHbIM [P ampe-
COM, U OYJIET SIBIISATHCS €T0 BIAICTBLEM.

Taxwue ke MEXaHU3MbI ObUTH TPUIYMaHbl U uist [P
aZlpecoB, KOTOPbIE YCTPOMCTBA MOAYYaloT THHAMUYECKH
mo DHCP nporokony [20]. He cMotps Ha Gornee yeM 5
JIETHUH TPYA W MHOXECTBO 1OpabOTOK, aHHBIA CTaH-
JIapT BCe ellle HaXOMUTCS Ha CTaIMKi YepPHOBHKA.

C SAVI cBs3aHO MHOXECTBO YSI3BUMOCTEH, K IpH-
Mepy, €CIT YCTPOHCTBO MOKHHYJIO CETh, TO 3JI0YMBIIIICH-
HHMK MOXKeT 3a0path ajpec TaHHoro ycrpoiictsa cede. Ko-
HEYHO, JIAaHHBI BapUaHT HE O4YeHb MHTEPECEH, TaK Kak, B
TaKoOM CITy4ae, 3JI0YMBIIUICHHHK HE MOKET OPraHH30BaTh
aTaKky dYeNoBeK-mo-cepenuHe (aunt “Man-in-the-Middle,
MITM”). OnHako aTaKyroIMi MOKET MPOCTYIIaTh Tpa-
(UK C LIeNbI0 TANTbHEHIIIEro MepexBaTa CeCCHU YCTPOKCT-
Ba, 3aTe€M MPOM3BECTH OJHY W3 MHOTOYHCIEHHBIX DoS-
aTaK Ha YCTPOMCTBO KEPTBbI U, KOT'/la KEePTBa IepecTaHeT
OTBEYaTh Ha 3aIpOChl, IEPEXBATHTH CEAHC CBSI3M BMECTE C
nerutuMHbIM [P-afpecom. DTa 1 MHOXKECTBO IPYTHX aTakK,
cBs3aHHbIX ¢ SA VI, ormcansl B [21].

s mpenoTBpallieHus MHOXKECTBA aTak, CBS3aH-
HBIX C IepexBaToM M moaMmeHoil [P-aapecoB, a Taxke
peanuzanueir MITM, B mae 2014 BrimymieH B cBeT RFC
7219, KOTOPBIA OIMHUCHIBAET BO3MOXKHOCTH peau3alluu
SAVI ¢ ucnons3oanuem SEND nporokona [22].

IPv6 Routing Advertisement Guard

Eme onun mexanusm Oezomnacuocty [IPv6 HasbiBa-
ercsa RA Guard [23]. On npu3BaH NpeI0TBPaTHTh aTaKH
moaMeHbsl  coobmerniit NDP mpotokona mpu oOMeHe
COOOIEHUSMH MEXIY Y3JIOM U MapIIpyTH3aTOpOM ce-
ta. RA Guard sBisiercs Goiee IPOCTBHIM U JIETKUM Me-
XaHU3MOM 3alUThI, 0 cpaBHeHHIO ¢ SEND mporoko-
JIOM, OJTHAKO HE SIBIISIETCSl €0 3aMEHUTENEM, TaK Kak B
HEM OTCYTCTBYIOT MHOTHE MEXaHU3Mbl O€30MacHOCTH
npucyue SEND nportokony.

RA Guard umeer aBa pexxuma pabOTHI: ¢ KOHTPO-
JIEM COCTOSIHUSL M 0e3 KOHTpOJISi COCTOSIHUSL. B pexume
0e3 KOHTPOJISI COCTOSHUS aJAMUHHUCTPATOP JOJDKEH CTa-
TUYECKU yKa3aTk, K KakoMmy nopty L2 ycTpoiicTBa mon-
KJIFOUEH JISTUTUMHBIN MapmpyTtuzatop (Ha puc. 3 mopt
L2 ycrpoiicTa, Beayumii K MapimpyTH3aTopy).
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Puc. 3. IIpunmmn padorst RA Guard

Taxoke aIMHHHCTPATOp YKa3bIBaeT, HA OCHOBAHUH
KaKUX KPUTEPHEB CIIEAYET ONpeelsiTh BATUIHOCTh RA
COOOIIEHHsT OT MapUIPyTU3aTOpa:

e paspemeHHbli/3anpenienHbit MAC aapec;

® pa3pelleHHbII/3anpeneHHbIH ¢buznyecknit
TIOpPT, HA KOTOpBIN moctynuiio RA coobiienue;

e paspelllcHHBIN/3anpenieHns [P anpec ucrou-
Huka RA cooOmienus;

e pa3pelleHHbBII/3anpenieHHbIH peduKce moice-
TH MO0 TpyIIa NpedhUKCOoB;

e mpuoputer Mapuipyruzaropa (anri. “Router
Priority”) B cooTBeTcTBYyIOIIEM TT0JIe RA coobuieHust.

[opTel, Ha KOTOPBIX HE yKa3aHO, YTO K HUM HOJ-
KJIIOUEH JIETUTUMHBIN MapUIpyTH3aTop, JOJDKHBI Oo-
KupoBath Bxoasmme RA cooOmeHus (Ha puc. 3 MopTel
Ha L2 ycTpoiicTBe, BeAylue K XocTam).

B pexume ¢ KOHTpoJIeM MMOTOKAa KOMMYTAaTop aHa-
JIM3UPYET COOOIIEHUs], KOTOPbIE POXO/AT Yepe3 Hero B
TEUeHHe 3aJ[aHHOTO0 MHTEpBajia BPEMEHH, JIMOO JPYyroro
TpurrepHoro ¢axropa (mpumep, xonuuectBo RA coo00-
mieHui). 3aTeM KOMMYTaTOp MO3BOJISET nepenaBaTb RA
COOOIIEHNS JIMIIb Ha TeX MOpTax, Ha KOTOPHIX IepeiaBa-
JIUCh HMCKIIOYHUTENBHO JIETUTUMHBIE RA cooOmieHnst B
TeueHre MHTEepBalla CTaIuK aHanusza. Bee npyrue nopTel
MepeXO/IAT B PEXXUM ONIOKMpoBaHMS BXomsimmx RA co-
o6menuit. CTOMT OTMETHTb, YTO M MPH paboTe B TAaHHOM
pEeXUMe aIMHUHUCTPATOP JODKEH CTATHYECKH yKa3aTh, K
kakoMy mopty L2 ycTpoiicTBa MOAKIIOUEH JETUTUMHBIN
MapIIpyTH3aToOp, TaK KaK JPYroro MexaHH3Ma OIpene-
JIEHUSI JIESTMTUMHOCTH MapIIPyTH3aTOpa HE CYIECTBYET.
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Crannaprabiid anroputM RA Guard MoxxHO 000ii-
TH JABYMS ITYTSMU:

1) nmoGaBneHWe pacIIMPEHHOrO 3aroioBka B RA
cOO0IIeHHEe - TaK KaK MHOTHE peai3alydd KOHTPOJIS
RA coo0mienuit mpoBepstOT JIMIIL 3ar0J0BOK, KOTOPBIH
cienyer 3a (UKCHPOBAHHBIM 3arojioBkoM IPv6, BMecTo
TOr0, YTOOBI IPOBEPUTH BCIO IIEMOYKY 3aI0JIOBKOB;

2) WCHOJb30BaHUE (pparMeHTaluy MaKkeToB B Code-
TaHHMM C paclIMpeHHBIM 3aronoBkoM Destination option.

Jlns mpenoTBpalieHusl TaHHBIX BEKTOPOB aTak M
ynyanienust RA Guard mexaHu3ma mpejyioxeHa mocie-
JIOBATEeNIbHOCTD JIOTIOJIHUTENBHBIX MPOBEPOK [24], KOTO-
pble KOMMYTATOp JOJKEH BBITTOJIHUTH!

e IIpoBepHUTh, uTO [P aapec cooluieHus He sBIIS-
€TCsl aJJPECOM JIOKAJILHOTO COSIMHEHUS;

e IIpOBEpUTbH, uT0ObI Nosie Hop Limit B 3aromnos-
ke IPv6 He ObLIO paBHO 255;

® IIPOBEPUTH BCIO IICTIOYKY 3aroJIOBKOB MAKeTa U
OIIPEeJIeIINTh, HE SIBJIIETCS JIM TakeT RA coolmienneM;

® IIPOBEPUTH, HE SBJISAECTCS JIM TIONYYCHHBIH IaKeT
TIEPBBIM (PParMEeHTOM, €CJIH JIa, TO BCE JIU 3ar0JIOBKHU (B TOM
YHCIIe pacIIpeHHbIe) MOyUYeHBI B IIEPBOM (pparMeHTe;

e IIpU NPOBEPKE 3arojOBKOB IPOBEPUTH COAEP-
JKHT ITaKeT HeM3BecTHOe 3HaueHue B rose Next Header.

B ciydae, ecim xots Obl O[lHa MPOBEpKa HE MPOW-
JIeHa, KOMMYTaTop JIOJDKEH OTOPOCUTH MAaKeT, 3alncaTh
coObITHe B JOr-Qaiin U KiIaccupUIMPOBATH €ro Kak
omuOka 6e3omacHoCTH (aHMI. “security fault™).

IPv6 Snooping

JlauHbIit MexaHusMm Oe3omacHocTH [25] cTpouT
TaOJMIly JOBEPUTENFHBIX CBSI3€H HA OCHOBAHUHM OTBE-
toB DHCPV6 cepBepa u ND coobmienuii. B 3aBucumo-
CTH OT NPOrPaMMHOIO M allapaTHOro oOecredeHHs
Ka)x1asi JIOBEpUTENbHAs 3allUCh B TaOJIUIIE MOXET CO-
xpanaTh: IPv6 anpec, MAC anpec, VLAN u nopt kom-
MyTaropa, Ha KOTOPBIi NOCTYIHIO COOOIIEHHE.

OcHoOBBIBasiCh Ha TaOJIMIE TOBEPUTENBHBIX 3aIicel
(anri. “trusted binding table”), yctpoiicTBo MokeT GUIBT-
pOBaTh COOOIICHUS, OTOPAChIBas T€, KOTOPHIC HE MMEIOT
KoppekTHoro conoctaBienuss [Pv6-MAC. Takum obGpa-
30M, JOCTHIaercsi orpaHudeHne Ha KomudectBo [Pvo an-
PECOB, KOTOpbIE MOXKET OOBSBUTH KaKIIbIi y3€i U ITOMOra-
€T IpeloTBpaIiaTh MHOKeCTBO aTtak Ha NDP mpoTokon.

JIyist TIOBBIILIEHHsT YPOBHSI 0€30MAaCHOCTH MOXKHO 3a-
CTaBUTh AITOPUTM MPOBEPsTH vk IPv6 anpeca, koTopsie
copmupoBanbl CGA TPOTOKOIOM, OrpaHHYHMTh MAaKCH-
MaJIbHOE KOJTMYECTBO 3arvicedl B Tabnmie u np. Tawke, B
cimydae cOosi WM Tiepe3arpy3kd YCTPOMCTBA aJITOPUTM
obnmamaer GyHKIMEH CaMOBOCCTAHOBJICHHS TaONHUIBI JI0-
BEpHUTENBHBIX 3anuceil. [Ipu BocCTaHOBIEHUH YCTPOHCTBO
o0paraeTcst K COCeTHUM y3JIaM C IPOCck00H MPejoCTaBUTh
cBou IPv6 ampeca, a Taxxe k DHCPv6 cepBepy ¢ npock-
0ol TpemocTaBieHMs] BCeX BbIIAHHBIX [Pv6 ampecoB c
cootBeTcTBYroIMMU M MAC aipecamu.

Crnenyronuii  MexaHusM — Oe3omacHoctd  IPv6
Source/Prefix Guard [25] Hepa3zpsBHO cBsi3zaH ¢ [Pvo
Snooping, Tak Kak UCIOIB3YET TAOIHILy JOBEPUTEIbHBIX

cBsizelt i ¢punsTpanuu tpaduka. B ciydae, ecnu IPvo
ajZipec He HaXOJUTCS B TAaOJHIE — YCTPOHCTBO 3a0JIOKH-
pyeT mepeaavy AaHHBIX OT 3TOTO XOCTa. TakKe UMeeT
BO3MOXXHOCTh (priibTpanuu Tpaduka Ha OCHOBE paspe-
LIEHHBIX NPEQHKCOB CeTeil, KOTOPBIE MOTYT OBITH TOJY-
4yeHsl B RA cooluieHnn ot MapuipyrusaTopa, B coodie-
HUM Jeneranuu npedukca (aHmn “prefix delegation™) ot
DHCP, nu6o 3amanbl cratuuecku. CrienyeT OTMETHTS,
YTO JAHHBIN aJTOPUTM HE 3aroiHSET TaOJIHIy JOBEpHU-
TENBHBIX CBSI3€H U MOXKET paboTaTh JIMIIb KaK JOMOIHH-
tenbHas GyHKIus B csizke ¢ [Pv6 Snooping.

IPv6 Destination Guard

Jannbiit anroput™ [25] paboraer B cBszke ¢ NDP
MIPOTOKOJIOM, YTOOBI YOEOHUTBCS, YTO IPOLECC PacCIo-
3HaHuA ajpecoB (aHri. “address resolution”) mpowusBo-
JTATCSI TOJIBKO /1715l pabOTAOLIUX XOCTOB.

[pexne, ueM QuibTpOBaTh TPadUK, ANTOPUTM 3a-
MUCHIBAET B TaOJMIly ajpeca aKTUBHBIX XOCTOB B JIO-
KanbHO# cetu, nmpociymmBas NDP 1 DHCP coobmienwust.
Korma maker nocrturaer (HIBTPYIOIIETO YCTPOKCTBA,
ITOPUTM TPOBEpsieT, ecTh Ju B Tabmuue [Pv6 ampec
nony4atenss, MAC aapec KOTOpOro Xo4eT y3HaTh OTIpa-
BuTenb. Eciu B Tabnuile COOTBETCTBYIONIAs 3aMHCh €CTh
— makeT npomyckaercss 1 NDP mporokon mpopmomkaer
npouecc pacrozHanust MAC azpeca ynalneHHOIO XOCTa,
B IIPOTHBHOM CITydae — MaKeT OTOpachIBaeTCsL.

[TpuBeneHHBIH MEXaHU3M 3aIUThl MOXKET ITOMOYb
B BBISIBJICHUH y3JIOB, KOTOPHIE aKTUBHO CKaHUPYIOT CETh
Ha HaIW4ue paboTaroImuXx ycTpoicTB. Kaxkmpli pas,
KOTJa XOCT OyneT oOpamaThes K HECYIIECCTBYIOIIEMY B
nokanbHOM cetu IPv6 anpecy, cuerynk cpaOaThIBaHUMiA
Oyner Bo3pacraTh, YTO MO3BOJIHT BBISIBUTH HAPYLIHUTEIS.

DHCPv6 Guard

JlauHbIi MexaHu3M 0e30macHOCTH [25] mo3BoseT
onokupoBath reply m advertisement cooOUIeHUsI OT
nonnenbHeix DHCPv6 cepBepoB u DHCP arentos-
perpaHcnsaTopoB. OUIBTpALUs MPOUCXOAUT B 3aBUCH-
MOCTH OT TOTrO, Kakas poJib Ha3Haue€Ha Ha COOTBETCT-
BYIOLIIEM MOPTY KOMMYTaTopa, Tpanka (anri. “Trunk™)
nmn VLAN. Taxke MOXHO HAacCTPOUTh aJTOPUTM Ha
Ooliee METANBHYIO COPTUPOBKY, K IPUMEpY: Ha OCHOBE
OTJIIETIBHBIX aJpecoB U nuamna3zoHa IPv6 ampecoB paspe-
menHbix DHCPv6 cepsepoB u DHCP perpancnaropos,
a TaK)Ke Ha OCHOBE MPEPHUKCOB CETH.

JlaHHBIN MTOAXOJ TO3BOJISIET MPEJOTBPATUTh ATaKU
HalpaBJICHHBIE Ha MepeHanpaBieHne Tpaduka, U aTaku
THUIIa OTKa3 B 00CITy)KHBaHHH.

BbiBOoAbI

[Iporokon IPv6 OTKpBUT MyTh 11 HOBBIX BEKTOPOB
aTak B CHIY CBOEH apXWUTEKTYphl. DTO CTajJO0 HMPUIMHON
TIOSIBJIEHUSI HOBBIX aTak, MeTo/ibl OOphObI ¢ KOTOPHIMU HE
CyIIECTBOBAIM B MPONUION Bepcuu mpoTokona IP. Jlms
OOpBOBI C SIBHBIMH Yrpo3aMH pa3pabOTaHbl MEXaHWU3MBI
0€30MaCHOCTH, 3HAYNTEITbHAS YaCTh U3 KOTOPHIX OCHOBAHO
Ha NpUMeHeHun Kpunrorpadun. BBeneHne HEKOTOPHIX U3
NPEIIOKEHHBIX MEXaHU3MOB O0ecreueHus] Oe30MacHOCTH
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MO3BOJIUT JOCTUYb JIMIIb YaCTUYHOW 3alluThL TONBKO
HCTIONIb30BaHHE KOMIUIEKCHBIX METO/IOB 3aIIUThI TI03BOJISIT
CO3/1aTh IEPUMETP HAUISKAIIErO YPOBHS 3aIlUIIEHHOCTH.
OpnHako He CTOWUT 3a0BIBaTh, YTO CAMH MEXaHM3MBI Oe30-
MACHOCTU TAK)XK€ OTKPBUIM HOBBIE MOTEHIMAIBHBIE BEKTO-
pBI aTak, B OCHOBHOM I10 cpejicTBaM peanu3aimu DoS atak
Ha CJIOXKHBIE TSl BEIYMCIICHUSI OTIePaIlvH.

Crnenyer OTMETHTh, YTO, HECMOTpsl Ha TO, YTO
IPsec eme He MoxeT ObITh BHeApeH B IPv6 mporokosn
Kak CTaHaapT obecredeHus 0e30MacHOCTH “U3 KOpoo-
KH”, BCE K€ ero MOXKHO 3aJIelCTBOBATh BpyuHyto. JaH-
HBI TIPOTOKOJ IO3BOJISET OOECHEUYHUTH JIBE Ba)KHbBIE
COCTaBJISIIONME OE30IMaCHOCTH JaHHBIX: KOH(HIEHIIU-
aJBHOCTH U 1esocTHOCTh. OnHako IPsec He rapanTupy-
€T JOCTYITHOCTh UH(OpMAaIIUH.

Y4uThIBast TO, YTO OOJBIIMHCTBO 3aIIUTHBIX MeXa-
HHU3MOB ToOABEpKeHbl DoS arakam pasHoro pona, HeoO-
xomuMma pa3paboTka HOBBIX 3((EKTHBHBIX METOJIOB
3aIUTHI OT JaHHBIX YIPO3.
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MEXAHI3MU 3ABE3MNEYEHHA BE3MNMEKU CTEKA NMPOTOKOIJIB IPV6
A.B. CHirypos, B.X. Hakpsin

B cmammi nasedeno ananiz mexamizmie 3abesneuenns Oesnexu cimeticmea npomokonie IPv6, maxux ax: SEND, IPv6
Firewall, IPv6 IPSec, SAVI, IPv6 Routing Advertisement Guard, IPv6 Source/Prefix Guard, IPv6 Destination Guard, IPv6
Snooping, DHCPv6 Guard. B cmammi npoananizosano nomounuii cman ma Hesupiuieni numamnHs 0ocriodicysanoi oonacmi.
3pobreno axyenm na me, wo Oawi mexauizmu 6e3nexu, 8 0essKUX 8UNAOKAX, CIMEOPIOIOMb HOBI nomenyilini éexkmopu amax. Pe-
3YALMamu Cmammi MoACymv 6ymu UKOPUCMAHI O pO3pOOKU HOBUX MeXaHi3Mig 3abe3neyenns iHgpopmayiinoi 6esneku meie-
KOMYHIKAYITIHUX Mepedic.

Knrouogi cnosa: IPv6, mexanizmu 6esnexu IPv6, SEND, CGA, HBA, SAVI, IPv6 IPSec, IPv6 Firewall, IPv6 First Hop Security.

SECURITY MECHANISMS OF IPV6 PROTOCOL FAMILY
A.V. Snigurov, V.K. Chakrian

In this paper the security mechanisms of IPv6 protocol family are analyzed, among them: SEND, IPv6 Firewall, IPv6 IP-
Sec, SAVI, IPv6 Routing Advertisement Guard, IPv6 Source/Prefix Guard, IPv6 Destination Guard, IPv6 Snooping, DHCPv6
Guard. In the paper it’s analyzed the current state and unresolved questions of research field. The paper is focused on the fact,
that in some circumstances, these security mechanisms can create new potential vectors of attack. The results of the paper can
used to create the new information security mechanisms in telecommunication systems.

Keywords: IPv6, security mechanisms of IPv6, SEND, CGA, HBA, SAVI, IPv6 IPSec, IPv6 Firewall, IPv6 First Hop Security.
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