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OPTAHI3ANIA PO3POBKU BE3IIEYHUX .NET
IMMPURJAAHUX ITPOI'PAM ¥V 3ARJIAJAX BUIIIOI OCBITU

IIpoananizosano cman po3pobieHns npozpamnozo 3abesneuenns 6 Ykpaini ma y
ceimi 3azanom. Posensinymo ocnosni memoou ma 3acobu cmeopenis 6e3neunozo Kooy na
8Cix cMadisix uuKIy po3pooKu 6e3neunozo npozpamnozo 3abesneuenis, a maKoic npouec
cmeopenns besneunux dodamxie niamepopmu NET 3 euxopucmannam mexnonozii cma-
MUUHOZ0 1l OUHAMIUHOZ0 AHATISY KOOY Ol NOWYKY MA YCYHEHHS BPASIUBOCMel KOOy HA
cmadii peanisauii I13. Axuenmosano yeazy na 6UCOKIl 6apmocmi GUNPABLIEHHS
NPOZPAMHUX NOMULOK. 3aNPONOHOBAHO 3ACMOCYBAHHS O€3NeUH020 UUKLY CMBOPEHHS.
npoepammuux npooyxmis Security Development Lifecycle (SDL) ma nosux mexnonozii
NOWYKY YHIBEPCALHUX O3HAK ZPYN 8PA3IUBOCMEL 3 MEMOIO0 iX eqheKmueHozo 8UsI8IeHHS
Ha 6CIX CMAJISX HCUMMEBOZO UUKILY NPOZPAMHO20 3a0e3neuetisi. 3anponoHosano wWasxu
n00AILULOZ0 PO3BUMKY CUCMEMH020 NI0X00Y 00 HABUAHHS CYUACHUX (Paxisuis, 30ammux
8IICE Ha emani HanUCanHs NPoZPam GUSABIIMU 1 YCY8amu 3HAOeH 8 HUX 8PA3IUBOCTII.
3anpononosano npaxmuune 3acmocy8ans POLLSHYMUX Memooie ma KOMNJIEKCY iHem-
PYMeHmanvHux 3acobie pospobaenns 6esneurnozo kody, maxux sx IDE MS Visual Studio
ma IBM Security AppScan sacob6ie y nasuaivhomy npoyeci nidzomoexu cneyiaiicmie 3
ingopmayiinoi ma xibepnemuunoi 6esnexu. 3anponoHOBano BUKOPUCANHS KOMNIEKCY
CYUACHUX THCMPYMEHMATLHUX 3aC0018 PO3POOKU Oesneunozo K00y 8 pamkax GUGHEHHS.
OUCUUNTIHU 3 OCHOB NPOZPAMYBAHHSI.

Kmouoei croea: ingopmauiiina 6esnexa, besneune npozpamme sabesneuenist, 6pas-
JUGICb NPOZPAMHOZ0 KOOY, CIAMUYHULL AHALI3 KOOY, OUHAMIMHUTL AHATI3 KOOY, JHCUM-
mesutl uuxa po3pooxu besneunozo I13.

IIpoananusuposano cocmosinie paspadomxu npozpammiozo obecneuenus 6 Yxpaume
u 6 mupe 8 ueaom. Paccmompenwvi ocrosnvie memoowvt u cpedcmsa cosoanus 6e30nacrHozo
K0Oa Ha 6Cex CMAaousix yUKIa paspadomxi 6e30nachozo npozpammnozo obecneuenus, a
maxaice npouecc cosdanus 6esonacnvix npuaoxceruti niamgopmot NET ¢ ucnonvsosanuem
MEXHON0ZUL CIAMUYECKO20 U OUHAMUUECKO20 AHAIU3A KOO OJisk NOUCKA U YCMPAHEHUS
yassumocmeil kooa na cmaouu peamdavuu I10. Axyenmuposano enumanie na 6vlcoKoi
CTNOUMOCTIU UCNPABTEHUS NPOZPAMMHBIX 0wUO0K. [Ipednoiceno npumenenue 6e30nactozo
UUKIA co30anust npozpammublx npooyxmoe Security Development Lifecycle (SDL) u
HOBLIX MEXHOIOZUL NOUCKA YHUBEPCATLHBIX NPUSHAKOE ZPYNN YA3GUMOCMEIL C UEIbIO UX
aexmuenozo oOHaApyICeHUS HA 6CX CMAOUAX HCUSHEHHOZ0 UUKILA NPOZPAMMHOZO
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obecneuenus. Ilpednoxcenvt nymu oaivheliuezo Pa3umus CUCMeMHOZ0 no0xooa Kk 00y-
UCHUIO CNEYUATIUCNOB, CNOCOOHBIX Yice HA IMane HANUCAHUS NPOZPAMM BbIAGISAMb U
yempansmo naiidennvle 6 Hux ysseumocmu. Ilpednoiceno npaxmuueckoe npumenene
PACCMOMPEHHBIX MEMOO08 U KOMNIEKCA UHCMPYMEHMALLHBIX CPeOCms paspabomru
besonacnozo xoda, maxux xax IDE MS Visual Studio u IBM Security AppScan cpedcme
8 YuebHoOM npovecce NOOZOMOBKU CREUUATUCNOB 1O UHMOPMAUUOHHOT U KUOCPHEMUUECKOLL
besonacrnocmu. IIpeonoxceno Ucnoib308anue KOMNIEKCA COBPEMEHHBIX UHCTPYMEHMANb-
HLLX cpedcms paspadomii 6e30nacH0z0 Kooa 8 Pamkax UsyueHus: OUCUUNIUHBL 1O OCHOBAM
nPOZPAMMUPOBAHUL.

Kmouesvte caosa: ungopmavuonnas besonacrnocmn, 6e30nacroe npozpammmoe
obecneuenue, Ya36UMOCIb NPOZPAMMHOZO KOO, CIAMUUECKULL AHAIUS KOOd, OUHAMU-
UECKULL AHAU3 KOOa, HCU3HeHHvLl UuKl paspabomku 6esonactozo T10.

The state of software development in Ukraine and in the whole world is analyzed.
The main methods and means of creating secure code at all stages of the safe software
development cycle are discussed, as well as the process of creating .NET secure applications
using static and dynamic code analysis techniques for searching and eliminating code
vulnerabilities at the software implementation stage. Attention is focused on the high cost
of correcting program errors. The application of the secure development cycle of the
Security Development Lifecycle (SDL) software and new technologies for searching for
universal attributes of vulnerability groups with the purpose of their effective detection at
all stages of the software life cycle is proposed. The ways of the further development of
the system approach to the training of specialists able at the stage of writing programs to
identify and eliminate vulnerabilities found in them are suggested. The practical application
of the methods and a set of tools for developing secure code such as IDE MS Visual
Studio and IBM Security AppScan in the training process of training specialists in
information and cyber security is offered. The use of a complex of modern tools for the
development of secure code within the framework of studying the discipline on the basics
of programming is proposed.

Keywords: information security, safe software, software code vulnerability, static
code analysis, code analysis, life cycle development of secure software.

CyuacHuil CBIT HEMOKJIUBO ysBUTH 0e3 mporpamuoro 3abesmeuents (I13).
Pospobka 13 meperBopuiiacst Ha OKpeMy Taysb, 10 MOCia€ BaroMe Miclie y CBiTOBii
eKoHOMilli, y Tomy uucai B Ykpaini. ¥ 2016 pori csitoBi Butpatu Ha [T-mocayru
ckaanu 1229 muipa non. CHIA, i s ramysb 3pocTa€e MOPOKY, Y TOMY YHCJi cHocTe-
piraerbest 3pocrannsg Ha 3,2 % y 2017 poui [1]. 3a ocransi micTh pokiB o6csArr pos-
pobku 113 B Ykpaiui Bupocan maiizke Brpuui [1]. YKpaina HUHI — TPOBIIHUI TIEHTP
i3 po3poOKu Tporpamuoro 3abesnedenns y Cxinniit Ta [lenrpanphiit €Bpori it mocizae
yeTBepTe Micile 3a ekcrioptoM [T-mrpoaykTiB i mocayr y cBiti. [Ipu 1ibomy i3 po3BUTKOM
TEXHOJIOTiH, 3 HOBOIO TEXHOJIOTIYHOIO PeBOJIOI€0, 1TU(pPOBi3alli€0 CBITY 3HAYEHHS
PO3POOKHU ITPOTPAMHOTO TPOAYKTY JIMIIE 3pocTaTuMe. Y 3B'SI3KYy i3 3a3HaUCHUM IIep-
IIOYEPrOBUM 3aBIaHHAM iHxycTpii pospobku I13 crae Gesmexa.

Bucoka ck/agHicTh Cy4acHOTO IIPOrpaMHOro 3abesledyeHHs, sKa 3yMOBJIEHA
BEJIUKUM OOCITOM BUXiJIHOTO KOJly, IHTEerpyBaHHAM METO/IB 06(1)yc1<aui'1', HasIBHICTIO
nedekTiB (BpasaMBOCTE i HEKPUTHYHUX TIOMIJIOK ), € (DYHIAMEHTATHLHOIO TIPOOJIEMOIO
CYy4YaCHOTO eTaly Po3BUTKY iH(MOpMaIiifHUX TeXHOJIOTiil. AHaJi3 3aXUIIEHOCTI Pi3HUX
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rpyn 113, sgkuii TPOBOAMTHCS €KCHEepTaMy JAOCIIIHUIIBKUX JTabopaTtopiil y BChOMY
CBiTi, MOpoKy 3HaxoanTh B [I3 Mimbitonu BpaziamBocTell. Benmka iX yacTuHa BUSIB-
JIIETHCST PO3POOHUKAMM IIIe Ha PaHHIX cTajisx po3poOku I13 3a m0moMororo aHamisy
apxitektypu I13, cratmuHoro anamisy BUXiZIHUX TEKCTiB, TeCTYBaHHSI 3 TOYKHU 30Dy
peamisariii 3arpos Oesmemni [2]. BrnpoBamkeHHs MOAIOHUX MPOIEAYP B IPAKTUKY
BITUMBHSIHUX PO3POOHMKIB IIPOrPaMHOTO 3a0e31eUeHHST i ABUIIUTD PiBEHb 3aXUIIEHOCTI
ctBopioBaHoro I3 i, ak HacJIiI0K, 3HAYHO 3MEHIINUTD KiJIbKiCTh iHITUAEHTIB iHdopMa-
iltHOT Oe3meKu.

[Tomyk i ycyHennst nedekriB y 13 BuMarae sHauHUX BUTPAT, MPH IIbOMY Oarato
3 HUX MOXKYTb 3aJMIIATACS HEBUSBJIECHUMU. 3a JaHUMU JOCJi/KEHHS, IIPOBEJIEHOr0
Ha 3amoBieHHs1 HarionambHoro inctutyty crangaprtiB i Texnosioriii CIIIA, moxxkHa
KOHCTATyBaTH, 1110 30MTKH, SIKi BUHUKAIOTh Yepe3 HeJJOCTAaTHHO PO3BUHEHY iH(pacTpyK-
TYpy IpOllecy YCYHEHHs BpasMBOCTEH i HEKPUTMYHUX NOMWJIOK B [13, ckiamaioTsh
HuHi Bix 22 1o 60 minbsapaiB monapiB Ha pik [3]. Bapricts ycynenus gedekty, mpo-
IyIIEHOr0 Ha eTamax po3poOKM i TecTyBaHHsSI, MOJKE 3POCTH Ha eTali eKCILIyaTarlil
nporpamu Bin 2 no 100 pasiB [4]. 3a orinkoro nochainuukiB [apBapacbkoro yHisep-
CUTETY, BUIIPABJICHHA IIOMUJIKY, BUABJICHOI Ha eTall TeCTyBaHH:A, B CEPEIHbOMY KOIITYE
960 $, a momuaKK, BUSBJIEHOI Ha eTarmi ekciuryaTtarii, 7600 $.

OxHuM 3 BapiaHTiB BUpIilIEHHS 3a3HadeHMX TpobaeM Oesnexu I13 Moske cratu
3aCTOCYBaHHsT OE3MEYHOTO IUKJIY CTBOPEHHSI MporpamMHux HpoayKtiB (Security De-
velopment Lifecycle — SDL), sikuii po3moYrMHATHMETHCS TIIe 10 MTOYATKY iX PO3POOKL.
Y pamkax SDL neoOXxigHO TIaHyBaTH, MPOEKTYBATH, PeATi30BYBATH, TECTYBATU
migcrcTeMu Ge3neKy Ha KOKHOMY €Talli JKUTTEBOTO IUKJIY Mporpam, TOOTO 3aiiMaTHCsI
GEe3MeKOI0 TPUKJIAIHOI TporpamMy MmocTiitHo. Takuil MmiaXij T03BOJUTH OTPUMATH Ha
BUXOJIi TIPOTPAMHUIT TIPOAYKT 3 MPOLYMAHOI CUCTEMOI0 Oe3leKu, sIKuil He ToTpedy-
BaTUMe B MepCreKTHBi GaraTopa3oBoi mepepoOKu depe3 icHyiodi BpasimuBocTi. [liist
MPaKTUYHOI peasizallii Takoro MpUHIMITY BeJauki (Gipmu 3 po3pobku I13 pamsats y
KOKHOMY ITPOTPAMHOMY TIPOEKTI MaTh Xo4a O OZHOTOo creriaiicta 3 6esneku [3].

Yce Bukmanene Buiie (hakTUYHO Ja€ MOXKIUBICTb CTBEP/KYBATH, 1110 B KOHTEKCTi
HOBUX 3arpo3 Ta TEHJEHI PO3BUTKY iH(OpMAIliiiHOi Oe3leKn Ta y 3B’S3Ky 3i 3po-
craHHsM 00cary po3pobosanoi 113 mpobsemy CTBOpeHHs Ge3IeYHOro KOLY CTaloTh
0cOOJIMBO akTyanbHUMU. Yac, SIKuii 3a3BUYaii MUHAE Mik MOMEHTOM BUSIBJIEHHST Bpa3-
JIMBOCTI IIPOTPAMHOTO KOJY I MOMEHTOM II YCYHEHH:d, MOKe CTAaHOBUTU [0 IIiBPOKY,
TOMY 3aBIaHHSI HAIMCaHHsS KOy, MO30aBJIECHOTO TEBHUX BPa3JNBOCTEH 3aBISKH X
BUABJICHHIO Ha II0YaTKOBUX CTa/iAX IPOEKTYBAHHA Ta peasisallii, [yxKe aKTyasbHe.

Besneka momarka mMae 3akJjazaTUcd Ha eTalli HAlMCAHHS BUXiJHOIO KOMY.
g 1poro HeoOXigHA ITiATOTOBKA CyyacHUMX creliajictiB y ramysi indbopmailiiinoi
Gesnekn Ta iH(MOPMAIINHUX TEXHOJOTIH, sKi MalTh HE TUIBKA HABUYKUA IIPO-
rpaMyBaHHs, a U J00pe O3HalOMJIeHi 3 NUTaHHIMU PO3POOKHM  3aXHIEHOTO
nporpamuoro 3abesmederns. CbOTOIHI cTa€ KOHYE HEOOXiAHUM TIIBUIIEHHS SKOCTI
HiTOTOBKU cCIleliaJicTiB 3 Ki6€p6€3HeKI/I, OIHMM 13 HLJISIXiB SKOIO € BBeJleHHS B
6a30Bi HOpPMATHMBHI KypcH JIHIHKM iHCTpyMEHTaJbHUX 3aco0iB  Oesleku, sKi
IIPOIIOHYIOTHCS TIPOBiHUMU (PipMaMu.

BpaxoBytoun 1€, METOIO CTATTi € MOIIYK Ta OOIPYHTYBAHHS MUISXIB TTiIBUIICHHS
3aXUIIEHOCTI IIPOrpaMHUX JO/aTKiB, OCHOBHUMU Cepejl AKUX, K Ha Halll PO3CY/, €:
3aCTOCYBAHHS HOBUX TEXHOJIOTIH BUABJICHHS YHIBEpCAJbHUX O3HAK I'PYIl BPA3JIMBOCTEN
Ha BCiX CTafisxX KUTTEBOTO MUKIY [I3 Ta momambminii pO3BUTOK CUCTEMHOTO TIiIXOLY
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710 HaBYaHHS cyyacHUX (axiBIliB, 3/[aTHUX BKe Ha eTalli HallMCaHHs IIPOrpaM BUSBJIATH
11 ycyBaTu 3HalijieHi B HUX Bpa3anBocTi. CaMe MOeTHAHHIO IUX HATIPSIMKIB TTPUCBSYEHA
CTaTTS.

Cporo/iHi BUKOPUCTAHHS aHai3aToOpiB Komy /i ineHTUdikallii BpasanBocTeil
cra€ 00'€KTUBHOIO MOTPeOOTo /IJIsT 3a0e3MeueHHsT 3aXUINEHOCTI CyJacHUX MTPOTPAMHIX
CHCTEM 3 BUCOKUM PiBHEM JIOBipU. Y Be/IeHHsI HOBUX CTaHIAPTiB PO3POOKH OE3MeUHOr0
[13 miaTBeprKye HeoOXimHICTh e(DeKTUBHUX iHCTPYMEHTIB, IO MiATPUMYIOTH SIKICTH
IPOrPaMHOTO KOAy [4]. AKTyasbHa 3araabHONPUiHATA Kiaacudikaiiis nedekTis (Bpas-
JIMBOCTEN i TIOMUJIOK) 3a TUIam#u TipesictasieHa B 6azsi Common Weakness Enumeration
[5], cimcok 3apeectpoBanux BpasiauBocteit — y 6asi Common Vulnerabilities and
Exposures opranizaiiii MITRE [6]. Anazis mporpaMHOro Koy Ha HasiBHICTb ypasJin-
BOCTEH 3a3HAYEHUX Y IUX JOKYMEHTaX Ha PaHHIX CTafistX PO3pOOJIEHHS MOKE 3HAUHO
MBUIUTY 3axuiieHicTb goxatkiB. Ha erari mpoekTyBaHHs Ta po3poOJEHHST MOKHA
eeKTUBHO BUSBJIATH Ta YCYBaTH TaKi BPa3JNBOCTI, SIK MOPYIIEHHS OE3MEKU TOCTYITY
110 mam’sati (epenoBHeHHs Oydepa, BUCSYl BKa3iBHUKH ), IIOMUJIKY TIEPEBIPKU BBEIEHUX
naHux (momuJsiku opMmatyBaHHs psijika, iH'ekiiss kony, SQL in’ekiiig, mixkcalToBuit
CKPUTITUHT y BeO-0/[aTKax ), TIOMUJIKN B TUIyTAaHWHI Ta MEPEBUIIEHHS TIPUBIJIEIB, MO-
MUJIKM CHHXPOHi3allii (B3aeMHe OJIOKYBaHHS), BUTOKM TaM'siTi Ta iHIINX PeCypciB
CHCTEMM, HEKOPEeKTHa poboTa 3 TUMYacoBUMM (dailiaMmu i iHmmMu iHTepdeiicamu
OC, ypasnuBocrti Oesnexkn (ciaabke mmmdpyBaHHs, 30epiraHHs MApoJist B SIBHOMY BHU-
TS,

Memoou ananizy xoody. TexHosorii MONUIYKYy BpasJnUBOCTEN i 3aXUCTy Bifi HUX
PO3POOJISIOTBCS 32 TPhOMA OCHOBHUMK HarpsiMamu [4].

[To-miepiiie, BUKOPUCTOBYIOTHCS CUCTEMHU aBTOMATUYHOTO TOIIYKY BPa3JMBOCTEN
(anr. Static Application Security Testing — SAST) 3a 101oMororo cTaTHYHOTO aHAI3Y
BUXITHOTO KOy ITPOTPaM, sSIKi MOKHA 3aCTOCOBYBATH HA CAMUX PAaHHIX eTarax po3poOKM
13, mo pobuTh BUIpaBIeHHS Ae(hEKTIB MAKCUMAIBHO JEMEBUM. MEeTOI CTaTHYHOTO
aHaJIi3y € BUSBJEHHS Ta YCYHEHHS MOTEHIIIHO yPas3MBUX KOHCTPYKILi Y BUXiTHOMY
KOJIi TIporpamu, a Takok (hOpMyBaHHS BUXiJHUX /IAHUX /IJIsT BUKOHAHHS 3aB/laHb J[MHA-
MIiYHOTO aHaJi3y ¥ TeCTyBaHHS Ha TPOHUKHEHHS B paMKax Ipoiiecy KBamriikaiiitHoro
TeCTYBaHHS.

CucTeMu CTaTUCTHYHOTO aHaIi3y 00POOJISIFOTH MPUKJIAIHI TPOTPAMU B MiTbHOHM
PSIZIKIB KOy, ZI03BOJISIIOTH BUIIJTUTH MOKJIMBI yPasanBoCTi B “cratnuHoMy” (HEBUKOHY-
BaHOMY) BUXiZHOMY Koji. BoHM MaioTh TpUiHATHUN piBeHb XxubHUX peakiiii (false
positive), 3a sikoro 30—70 % 3HalijileHUX TOMUJIOK BUSIBJISIIOTHCSI iCTUHHUMU, a TAaKOXK
aHaJI3yIOTh yCI MOJKJIMBI BapiaHTU BUKOHAHHSA IIPOrpaMu OJHOYACHO.

BaskmMBOIO CKJIaZoOBOIO GE3IMEKN KOAY € 3aCTOCYBaHHS IepPeBipeHUX CTOPOHHIX
KOMIIOHEHTIB — 6i06s1ioTeK ab0 rOTOBHMX MPOTPaM 3 BiIKPUTHM BUXIJIHUM KOIOM, TOMY
CTaTUYHUN aHaJi3 BUXIJIHOIO KOJY IIPOTpaMu HeoOXi/THO IIPOBOJIUTU TAKOXK JJI icC-
HYIOUMX KOMITOHEHTIB Ta 6ibrioTeurnx (GyHKINA. 3Bakaioun Ha Take HaiOiIbIIe Mom-
peHHA Ha6yJII/I HUHI caMe MeTO/Ii CTaTUYHOr0 aHasi3dy BuxigHoro koay 13, saki nepesoa-
YaIOTh JIOCTYII He TUIBKH JI0 3aBAaHTaKyBATbHUX i 00'€EKTHUX MOJIYJIIB, ajie i /10 BUXiHUX
TEKCTiB TIPOTPaMHOI CUCTEMH, a TakoK M0 iHdopmariii, mos’sa3aHoi i3 cepenoBuiiieM
KOMITIJIALT Ta BUKOHAHHAM ITPOrPaMHUX KOMIIOHEHTiB. [Ipu 1iboMy cTaTuuHuii aHasi3
KOJIy BUKOHYETBCS 3a3BUYAll SIK 4acTWHA eTtary iHcnekii koxy (code review), To6To
JOCJIKEHHsT TIporpamMu MeTogoM “Oistoro siuka” (white box) i Bukonyerbest Ha
erami peasizamii Security Development Lifecycle. 3amexHo Bisx BHKOpHCTaHOTO
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iHCTpyMeHTY, rInOMHA aHAJTi3y MOJKe 3MIHIOBATHCS Bijl BUSHAUEHHSI TOBEIIHKN OKPEMUX
OmepaTopiB 0 TI0OANBHINIOr0 aHami3y, 10 BKJIOYAE BECh HASBHUN BUXIIHUN KOI.

Cratuunuii ananiz BuxigHux TekctiB 113 TicHO TOB’d3aHuMii i3 NMPUHITUIIAMU
poboTtu KoMmIIiIsATOpiB. Barato miaxoiB Takoro aHasidy 6a3yeThCs Ha JIESIKAX eJIeMEHTaxX
KOMITJIAL], IPOMIKHE IIPEACTABJICHHA BUXIJHUX TEKCTIB y CTaTUYHUX aHali3aTopax
€BOJIIOIIOHYE Pa3oM 3 PO3BUTKOM Teopii komminsgaTopiB. CydyacHi MeTomam aHamisy 3
MeTo10 yHidikallii aqropuTMiB BUKOPUCTOBYIOTh Pi3Hi MOjesi Tpe/fcTaBlIeHHsT KOy,
HANPUKJIaJ, JEeKCUUHWT po30ip, CMHTaKCcUYHe JepeBo, aepeBo KantopoBuua, rpadu
MOTOKY JMaHUX i yIPaBJiHHS TOIO. MOKIMBE TaKOK 3aCTOCOBYBAHHS OiJIBIT TOUHIX
MeTO/IiB aHaJi3y, MeTo/iB Bepudikallii mporpaM sl HaBaKJIUBIMIUX IiJSTHOK
IIPOTPaMU JIJIs 3MEHIIEHHST 00CATY aHaTi30BaHOTO KOZLY.

I[To-zpyre, 3aCTOCOBYIOThCS CUCTEMU JAMHAMIYHOTO aHaIi3y OiHAPHOIO KOLY IIPO-
rpaM, IO J03BOJISIOTH 0araropasoBO 3allyCKaTH 3aJaHy IIPOrpaMy Ha aBTOMATHYHO
reHepoBaHOMY HabOPi BXiTHUX JAHKX i BiICTEKYBaTH CUTYaIlii BUHUKHEHHS [e(eKTiB.
CucreMu AMHAMIYHOTO aHAJI3y TEPerysaoTh JIUIIE YaCTUHY MOKJIUBUX HaOOPiB
BXI/IHUX JaHUX, aJle IIPY 3HAXO/KEHHI IIOMUJIKU BiJIpa3y J03BOJIAIOTH OTPUMATH JIaHi,
Ha SIKUX I TOMUJIKA TIPOSIBIISIEThCS (TOOTO He MAfOTh TOMHUJIKOBHUX CIIPAI[bOBYBAaHb ).
3acTocyBaHHsI ITUX CUCTEM OOMEKEHE BUCOKUMI BUMOTAMH JI0 PECYPCIB i 0OMEKEHHSIMI
Ha MaKCUMaJbHUI po3Mip aHasizoBaHOi mporpamu (3a3BUyail JeCATKU TUCSY PAJIKIB
KOJY).

JlmHaMiuHMI aHaJIi3 SBJIsI€ COO0I0 CYKYIHICTh BCIX METO/IB aHAJIi3y TPOrPaMHOrO
3a0e31eueHHs, 1[0 PeayisyloThCs 3a JOIMOMOTOI0 MPOTpaM Ha peajbHOMY abo Bip-
TyaJibHOMY Iipolniecopi. Taki criocobu niefalti yacriiie BUKOPHUCTOBYIOTHCA IIPU JOCJII/I-
’KeHHi mporpaM MetogoMm “goproro smuka” (black box), komm € moctym smmie 1o
30BHIINIHIX iHTepdeiiciB mporpaMHoro 3abesredeHHst 6e3 ypaxyBaHHsSI iX CTPYKTYPH,
BHYTpIlTHIX iHTepdeliciB i cTany. /[0 OCHOBHUX 3aB/iaHb, sIKi BUPINTYIOTbCS TPU JIMHA-
MIYHOMY aHaJi3i, HAJIEKUTh 3a/a4a reHepartii Ha6opiB BXI/HUX JMaHUX [UIA [IOKPUTTH
BU3HAUEHUX IIAXiB BUKOHAHHS TIporpamu-“dassinr” (fuzzing), samyck i TpaHC/sIis
Iporpamu, BificTeskeHHs 3HaliieHuX BpazauBocTeit. Cirifl 3ayBaskUTH, 1110 3aCTOCYBaHHS
Tpaauiiiinol mMetomuku fuzz-tecTyBaHHS € MasoeEKTHBHUM IPH BUSBJICHHI
BPA3JIMBOCTEN, MTOB’SI3aHUX 3 PIAKICHUMY TOEAHAHHSMM BXiTHUX TaHUX, HAIIPUKJIAT,
nporpaMuux 3aksanok. Crpoba sreHepyBaTH BCi MOMKJIUBI MOEAHAHHS BXIIHUX JaHMUX
IPU3BOINTD 10 €KCIIOHEHIIIAThHOTO 3POCTAHHS X 0OCATY i € IPaKTUYHO HEMOKIMBOIO
JUIA BEJIUKUX IIPOEKTIB.

TakuM YMHOM, HUHI PO3POOHMKAMHU TIPOIIOHYETHCS 10 BUOOPY BeJNKa KiJIbKiCTh
IHCTpYMEHTAJTbHUX 3ac00iB CTaTUYHOIO Ta JUHAMiYHOTO aHaJi3y g Pi3HUX CUCTEM
mporpamyBanns [7]. TouHe cymkeHHS TPO apXiTEeKTypy Ta aJrOPUTMU aHAJi3y, T0-
KJIa/leHi B OCHOBY IIUX CUCTEM, YCKJIQJIHIOETbCS Yepe3 X 3aKpUTiCTh, ajie MOsKHA 3HAUTH
GaraTo MaTepiasy 3 MOPIBHSAHHIM Pe3yJbTaTiB ix podoTu. [lesiki iHCTpyMeHTH aHati3y
KOy TTOYNHAIOTD TIEPEXOIUTH JI0 IHTErPOBAHIMX cepesoBuIl po3pobku mporpam (Integra-
ted Development Environment — IDE) [8]. Takosxk po3po0jieHO BeJUKY KiJbKiCTh
rOTOBUX IHCTPYMEHTAIbHHUX 3aC00iB, Y SIKUX 3aCTOCOBYETHCS SIK CTATUYHMIT aHAJIi3,
TaK i IMHAMiIYHUI aHaJi3, 1110 J03BOJISIE BUKOHYBATU HAJIArO/IKEHHS TTPOTrpaMu B TIPO-
TiJIbKM KOMILJIEKCHE 1X 3aCTOCYBaHHSI MaTHUMe MaKCUMaJbHUI e(eKT.

Haperirri, mo-Tpere, po3pob.IsioThCs TEXHOJIOTT 3aXUCTy MPOrpaMu i i OTOYEHHST
Bijl eKcIuTyarariii HasiBHUX B Hill Bpa3inBoCTed 11 9ac poboTu nporpamu. [leit Harpsim

CHICTEMM TA METOJV OBPOBKIM IH®OPMAIIII
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€ aKTyaJIbHUM uepe3 Te, 10 TaKWi TiJXil [103BOJISE iCTOTHO YCKJIAIHUTH 3JI0BMUC-
HUKOBi MOKJIMBICTD €KCILTyaTarlii Bpa3JinBoOCTi Ta (hOPMyBaHHS YHiBEPCATBHOTO METOY
371aMy KOHKPETHOI ITPOrpamu.

TakyM YMHOM, MOXKHA 3POOWTH BUCHOBOK, 1[0 Ha eTali po3poOKU Oe3IeyHux
NIPUKJIQJHUX TIPOTrpaM CJIiJl 3aCTOCYBAaTU TaKi METONIN:

1) cratuyHOrO aHAMi3y TPOrPAMHOTO KOAY 3 METOI0 BUHSATKY ITPOCTUX BPa3JIMBO-
CTel, TMMOB’sI3aHNX 3 TTIOMUJIKAMU M HeoJIiKaM# B KOJIi TTporpaMu. Takuii aHasiz MOKHA
saiiicaioBaTi 3acobamu IDE. /It oTpuMaHHS KpaluX pe3yJ/IbTaTiB H0JaTKOBO MOMKHA
3aCTOCYBATU CIIeliali30Badi IporpaMHi KOMIUJIEKCU CTAaTUCTUYHOIO aHAII3y KO.LY,

2) nuHaMivyHUM aHaJli3 BUXiJHOTO KOy NPU BUKOHAHHI mporpamu. [Ipu mpomy
MO’KHAa BHKOPHCTOBYBATH 3aCOOM IHTETPOBAHOIO CEPELOBUINA PO3POOKHM Ta CIeliai-
30BaHi iHCTpyMeHTaJIbHI 3ac00w;

3) TectyBaHHs ((DYHKIIOHAJIbHE, HABaHTAKyBaJIbHE, HA TIPOHUKHEHHS ) TIPOTPaM-
HOTO KOy 3aco0aMu cepefoBHia po3poOku mporpam [13].

ITi meTomu MaiOTh GYyTH OMAHOBAHI CTYAEHTAMU CIEI[aTbHOCTI KibepOesneka B
nporieci HaBYaHHS Ta CTBOPEHHSI BJIACHUX IMPUKJIAIHUX MPOrpaM. 3aJUINIAEThCS TH-
tanus mig6opy IDE Tta iHcTpyMeHTaIbHUX 3ac00iB aHAI3y KOy, SIKi MOKYTh BHKO-
PHCTOBYBATHCS B TIPoIeci PO3POOKU TPUKJIAIHUX IIPOrPaM, a TaKOXK JJIST ayJIHuTy TIo-
TOBMX IIPOrpaM 3a BUMOraMu iHdOpMaiiiiHoi Oe3neKu.

[HCTpyMeHTaIbHI 3ac00M aHali3y KOy, PO3TJISAAINCS 32 TAKUMHU BUMOTAMU:

HasBHiCTB 1porpamu crisnpaiti 3 3BO Ykpainu 3 HajaHHs GE3KOIMITOBHOIO J10-
CTYyIy JIO IIPOJYKTIB;

SIKICHI TEXHOJIOTii Ta aJTOPUTMU JIJIsT TJIMOOKOTO aHasi3y KOAY Ta BUSIBJEHHS
BCiX BpPasJIMBOCTEl;

peryJisipHO OOHOBJIIOBaHA 6a3a MPAaBUJI 3 MOMKJIMBOCTSIMEU THYYKOTO HAJIAIITOBY-
BaHHS I PO3IIUPEHHS;

HaJ[aHHSI BUYEPITHUX OOIPYHTYBaHb HAsIBHOCTI ypasJMBOCTI i MOKJIQIHUX PEKO-
MeH/allii i3 i ycyHeHHs;

3icTaByIeHHA Pe3yJIbTaTiB aHAI3y IIPU IOBTOPHOMY CKaHYBaHHI Bi/[pe/laroBaHOro
KO/LY;

[MITPUMKA BEJIMKOI KIJIbKOCTI MOB IPOTrpaMyBaHHS,

iHTerpaIlis i3 cepemoBUIIAMU PO3POOKM, CHCTEMAMU KOHTPOJIO BepCiil i cucre-
MaMU CTeKeHHS 3a JlepeKTaMu;

MiHiMaJIbHa KiJIBKICTh IMOMWJIKOBUX CIIPallbOBYBaHb;

NpE/ICTABJIEHHS Pe3yJbTaTiB aHaJi3y B 3PYYHOMY IS CHPUAHATTS BUIJISAI.
HagBricTh 3ac00iB aBTOMAaTUYHOIO CKJIJaHHs 3BIiTiB.

Jliniiika pirrens Big kommnanii IBM Application Security Solutions, mpusnaueHunx
JULA [epeBipKU J0/aTKIB Ha 3aXUIIEHICTh Ta JUIA YIIPABJIHHA IIPOLECOM BUABJICHHA
BPAa3JIMBOCTEN MPOTSATOM BCHOTO KUTTEBOTO IUKJY, BiJINIOBi/Ia€ BUKJIAJEHUM BUMOTaM
i Mmoxxe BuKopucroByBatucss pazom 3 IDE MS Visual Studio.

Incmpymenmanvui 3acobu ananisy xody.

Sk cepemoBuie po3poOKU B JOCiKEHHI 00paHo ciMeiicTBO iHCTpyMeHTiB Mic-
rosoft Visual Studio, sike micTuTh iHTErpoBaHe cepepoBHUIEe PO3POOKH, CEPBIC I
oprasizarii criJbHOT POOOTH, KOMILIEKCHE PIillleHHs st peaisarii MOBHOI[IHHOTO
UKy po3pobku MobinmbHuX moxatkis — Visual Studio Mobile Center, 6araTorat-
dopmoswuit pegaktop koay Visual Studio Code, 1mo pobuth itoro ogauMm i3 Jigepis
PO3POOKHU pisHOMaHITHOrO HporpamMHoro sabesmedennss. Visual Studio 2017 moxHa
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BUKOPHUCTOBYBATH JIJIsi po3po0sieHHsT mpukaagaux mporpam aias Android, i0S, Win-
dows, Linux, BeO-101aTKiB, MOOIJTbHUX Ta XMapHUX J0/IATKiB, CUCTEM 0a3 JIaHuX. [Ipu
oMy IDE mictuth Habip MOMATKOBUX iHCTPYMEHTIB, sIKi JO3BOJISITH PO3POOHUKAM
I13 crBOproBath HafiitHWil Ta 3axuiieHnid Koi. Jlist mpobieM 6Ge3rnexu, siKi MOXKYTh
GyTH BUSIBJIEH] 1t yac (a3 po3poOKU IPOrpaMHOro 3abe3eyeH s, 1€ ysKe BaKINBO,
OCKiJIbKM 3a0€311e4y€EThCsT HeralfHIii 3BOPOTHIN 3B’130K i3 po3pobHuKoMm. Ileil HeraiiHwit
3BOPOTHMIT 3B’130K JIysKe€ KOPUCHUM, 0OCOOJUBO SIKIIO TOPiBHIOBATH 3 BPa3/IMBOCTSIMHU,
3HAlJICHUMU 3HAYHO Mi3Hillle Ha CTaJ[igdX TeCTyBaHHS Ta eKCILIyaTallii.

Y nporteci 3actocyBantsi IDE MS Visual Studio st peasizanii ogHOTHITHUX
NPUKJIQIHAX TIPOrpaM 3 BUKOPHCTaHHSAM 0a3 JaHWX cepell CTYAEHTIB 2 Kypcy cIie-
miaabHOCTI KibepOeseka MPOBOAMINCS TOCIUKEHHsT 3 MOPIBHSIHHS Ta aHAJI3y
HAIKCAHOTO Pi3HUMU CTyAEHTaMHU IMporpamMHoro kopy. IIpu 1pomy TijibkKM yacTuHa
CTY/IEHTiB BUKOPHUCTOBYBaJa 3aCO0M CTaTUYHOTO aHasi3y Koay. OTpuMaHi pesyibTaTi
[OKa3a/ld, 10 y MPOeKTaX i3 3aCTOCOBYBaHHAM BOYHIOBaHMX 3ac00iB aHATi3y KOIY
JIM3aliH CUCTEMU SIKICTb KOJY B I[IJIOMY € 3HAUHO Kpall[iM.

3acobu cTaTUYHOTO aHaJi3y KOAy MOBHicTIO iHnTerpoBaHi B iHtepdeiic IDE Visual
Studio [8]. ITix yac moOymoBY BCi HMOMEPEIKEHHS, 1[0 BUPOOISIOTHCS /IS BUXiTHOTO
KOJIY, BiI0OPaKatoThCst y CIUCKY MOMUJIOK. IIpy 1IbOMY MOJKHA TIEPENTH /10 BUXiZIHOTO
KOJly, SIKMII CTBOPUB IOIEPEe/KEeHHS, i MeperyissHyTU J0JJaTKOBi BiJloMOCTel TIPO MpuU-
YMHK 1 MOKJIMBI CIOCOOM YyCyHEHHsS mpobjemu. AHaI3 KOy IIpalioe B J0AaTKax
NET Framework i momatkax 6a3 manux. Taki MOXKJIMBOCTI, SIK HaBiraiist 1o KOZLY,
pedaxropuHr, real-time GyHKIIiN MOZYIBHOTO TECTYBAaHHS Ta MEPEBIPKH 3aI€KHOCTEN,
BUIIPABJICHHSI 1 HAJAroJKEHHS ISl BCiX MiATPUMYBAaHUX MOB CEPElOBMINA TAKOXK
3HAYHO TOKPAIYIOTh SIKiCTh, OE3MEeYHICTh KOAY Ta MPOAYKTHBHICTH PO3POOKH.
BukopucroByoun MoKIUBOCTI MeHI0 Analize MoskHa BUKOHYBaTH MPOdiTrOBaHHS
[pOrpaMiu, CTATUIHUN aHaJIi3 KOy pireHHst abo 06paHOTO TPOEKTY, 3MIHIOBAaTH yCTa-
HOBKM aHaJIi3y KOy JUUISi BChOTO pillieHHs1 abo MPOeKTy, POOMTH PO3PaxyHOK Habopy
MeTpUK (IIMKJIOMaTUYHNI HOMeP rpada yIpaBiHHS TporpaMamMu, KiJibKiCTh OTiepaTopiB
Ta OMMWCIB y MPOrpaMi, CTYIHb 3JUTTS KJIAciB Ta METOIB KJjacy s pimenss) [9].
AnaJi3 3a3HaYeHUX apaMeTPiB € BAXKJIMBUM JIJIsI OIIHKU SKOCTi KOy i Horo HaliliHOCTi

(puc. 1).

Analyze = Window  Help

@ Performance Profiler... Alt+F2
Run Code Analysis L4
Run Code Analysis and Suppress Active [ssues k
Configure Code Analysis k
Calculate Code Metrics 4
Windows k

Puc. 1. Menio Analyze IDE MS Visual Studio

CHICTEMM TA METOJV OBPOBKIM IH®OPMAIIII

V BikHi pe3ysbTaTiB aHaJi3y BUBOAUTHCS CIUCOK MOMEPE/KEeHb, 0OPaBIIN SKi MOKHA
3HAITH Miclle PO3TallyBaHHs 11i/103pisioro Koxy y ¢aiiyiax MpoeKTy Ta yCyHYTH BilIIOBiHUI

nedekt (puc. 2).
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[TopiBusiHHs crerianizoBannx ta BOyaoBaHoro B IDE Visual Studio crarmummx
aHai3aToOpiB KOLY CBIAUYMTH IPO ImepeBary creliaaizoBanux 3acobiB [10]. Pisauns B
KiJIBKOCTi 3HAMICHNX IIOMIJIOK CIIEIiaTi30BaHIMM 3aCO00M Ta CTATHYHUM aHAJIi3aTOPOM
koxy BOymoBanuMm B IDE moske mocsiratu takux mudp: 72 % ta 12 % [8]

Error List - Current Project (WinFormsDataGridDB_Stud)

Current Project = || €} 0Errors . 4Warnings | [ 0 Messages Build + IntelliSense - Search Error List P~
Code | Description Project = File Line SuppressionSt.. Y
1 CA2240 Add an implementation of GetObjectData to type  Wir™ 2 gt e Active
‘DataSet1.Student]DataTable', Show Columns ’
1 CA2240 Add an implementation of GetObjectData to type Wir Show Error Help 5 Active
'DataSet1'.
! Copy Ctrl+C

1, CA2240 Add an implementation of GetObjectData to type  Wir taSet.De2d  Active

‘StudentDataSet'. Paste Special
1 CA2240 Add an implementation of GetObjectData to type Wir Mext Error Ctrl+Shift+F12 taSet.De280  Active

‘StudentDataSet.Student1DataTable'.
Previous Error

Suppress 4 In Suppression File

Code Metrics Results | Error List | Qutput
Puc. 2. Pe3ynabTaTl cTaTUYHOTO aHATi3y KOMY TPOEKTY

Jlinitika pimens Big kommnanii IBM ams ananizy [13 Ha BianosigHicTh BUMoOram
iH(opMalliitHoi 6e3IeKn CKIAIacThCs 3 TAKUX IPOAYKTiB: Security AppScan Standard,
Security AppScan Source, Security AppScan Enterprise [11]. Security AppScan
Standard — iHCTpyMeHT [7isT aBTOMATUYHOTO AWHAMIYHOTO aHamidy Komy (“dopHuii
siuK”) Ta cTaTUYHOro aHayizy (“Oimuil sumk”). 3aCTOCOBYEThCS Ha OCTAHHIX eTarax
PO3pOOKM Ta Ha erari ekcruryaraliii mporpaMu. BiHOCHO HECKJIaJIHO PO3TOPTAETHCS
Ta HAJIAIITOBYEThCA. /[03BOJISI€ BiATTPABIIATH TIOBI/IOMJIEHHS 1IPO 3HAl/IeH] BPa3JInBOCTi
0 cucteMu crekeHHs 3a nedextamu komy. IBM Security AppScan Source —
iHCTPYMEHT It CTAaTMYHOTO aHamidy Komy (“Oinmii simwuk”). Bin npusnavyenwit st
daxisiip 3 ingopmariiiinoi 6esnexku, GOpPMy€e MOBHY KapTHHY BpPa3jJHWBOCTEH 3
MPUB’3KOI0 710 BUXiZHOTO KOy. AppScan Source MicTuTh 3acobu inTerpaitii 3 6Gararbma
cepeloBHIIIaMU PO3POOKH, 1110 J03BOJISIE BiICTEKYBATH YPa3IMBOCTI Ha PaHHIX CTaIisIX.
Crarnunuii ananiz niarpumye 21 moBy nporpamysanss. IBM Security AppScan
Enterprise — iHCTpyMeHT /1 11eHTPaJi30BAHOTO JMHAMIYHOTO TeCTYBaHHS JIOJIaTKiB,
00J1iKy Ta HAaOYHOTO TIOIAaHHSI CTYIIEHSI PU3WKY, SIKOMY BOHMU TiaioThest. /lo3Bosisie
00uMCIIIOBaTH MEeTPUKM 1 3/[iiICHIOBAaTH NIBUJ/IKE CKAHYBaHH, CKJAJATU HAOYHi 3BiTH
3a pe3yJbTaTaMM CKaHyBaHHS. 3a HasgBHOCTI AppScan Source moske MpOBOAUTH
TeCTyBaHHsSI 32 MeTozioM “mipo3oporo siuka” (Glass Box), sictaBistioun pesy/ibraTti
JMHAMIYHOTO i cTatmyHOro aHamisiB. AppScan Enterprise mictuth 3acobu iHTerpartii
i3 cucremoro MoHiTOpuHTy Oesmexkn QRadar.

[Tporionyersest BukopuctoByBat IDE MS Visual Studio pasom i3 Security
AppScan Source y Kypci mATOTOBKH ClieniamicTiB 3 Kibepuernunoi 6e3nexn. B HacTy-
HUX Kypcax MOKHA TPOJIOBKYBaTH BUBYEHHs BCi€i JiiHiiiku 3aco6iB IBM Security.

[lo cxmamy Security AppScan Source BXOAsTb iHCTPYMEHTH MOIIYKY M aHaJi3y
BpasauBocTeil y BuximHomy koxi (Source for Analysis), aBromarmusarii mpoiecy
po3pobOku (Source for Automation) Ta iHTerpaitii 3 cepegoBUILAMI PO3POOKH, TAKUMUI
stk MS Visual Studio i Eclipse (Source for Development). Takosx 10 makeTy BXOAUTD
6a3a 3HaHD TIPO YPas3JUBOCTi i criocobu ix ycynenns (Source Security Knowledgebase)
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i 3aci6 /s meHTpasizoBaHoro ooMiHy iHpopMaiiieo mpo ypasausictb (Source Enter-
prise Server). Security AppScan anamizdye Bci BpasnuBocTi 3i crmmcky OWASP Top
10 [12].

BusiBsieni ypasauBocTi MOXKYTh OyTH Kaacu(ikoBaHi 3a TaKMMU O3HAKaMU:

piBeHb PU3WKY (BUCOKHUH, cepeHiil ab0 HU3bKHUIL);

TUI BPasJnBOCTI (HampuKk/aa, BipoBajskeHHsT SQL-komy abo mepenoBHEHHs
Oydepa);

(aiin, me ypasnusicTb Oysia BUSIBIIEHA,

intepdetic mporpamu (BULiIAEThCS Min03pinuii Bukank API-bynkiii i mepemani
il aprymMeHTn);

meroy (pyHKIs abo MeTo, 3BiaKu OyB 3po0JIeHUI MiI03PIINIl BUKJINK);

po3TanryBaHHs (HOMep psi/ika i cToBmumKa B (aili 3 BUXiTHUM KOJOM, Jie Mic-
TUTHCS Ti/IO3PIJINI BUKJIUK);

kaacudikailis (BpasauBicTh ab0 BUKIIOYEHHS).

He Bci pesysbraTu monryky € BpaziauBocTsiMu. Knacudikaiiis nedextiB komy
Security AppScan mpexacrabiera B Tabsmii 1.

Tabnuuys 1

Knacudikauia nedexris kogy IBM Security AppScan

Tun
Onuc
nedexTy
Bpassn JlinsiHKa BUX1HOTO KOMY, [0 MIiCTHTh MTOMHUJIKH, SIKi IaI0Th MOMIHUBICTh 3JI0BM NICHUKOB13MYCHUTH

JIOJIATOK 3JIiHCHIO BATH HE3aIUIAHOBAaHI i, M0 MPHU3BONUTH [0 HECAHKI[IOHOBAHOTO IOCTYITY IO
JIAH MX, TIOIIKOJIKEHHSI CUC TEMH TOIIIO.

BICTH

[lino3pina faiisiHKa BUXITHOTO KOy, MIBUJIIEC 32 BCE, € BPA3JIMBICTIO, IPU IILOMY JIJIS BiTHE CCHHS

Bukirouen- | i 1o uporo kiacy He Buctavae iHdopmaiii. Hanpukiag, MOXKJMBICT MPOBEICHHS aTaKd MOXE
H Tuny [ | 3amexxaru Bif mapamMeTpiB BUKOPUCTAHHS JUHAMIUYHUX €IEMEHTIB a00 BUKJMKY O0i0J10TeYHHX

GbyHKIIH, BiTOMOCTE i PO sIKi Opakye.

Buwrtrouen- | [ligospina AiIsHKA BHXIAHOTO KOy, JUIS SIKOT HEMOXJIMBO OIUHHTH HMOBIPHICTH TPOBENCHHS
Hatumy Il | arakn

3 Meroio 3abesredyeHHs MMOBHOI OE3IEeKH IIPOrpaMy HOTPIOHO IMPOBOAUTU JO-
JIaTKOBI OC/IKEHHS I BifHeceHHsT 1edeKTiB 10 BPasInBoCcTel abo 10 IOMILIKOBUX
cripaiiboByBatHb. MosKHa 3pOOUTH BUCHOBOK, IO MOEAHAHHS BCix MoskjmBocreir IDE
MS Visual Studio i3 mpoBenennst ananisy Bpasiausocteir [13 Ha crazii po3poOku i3
3aCTOCYBaHHSIM CIieliasizoBannx 3acobiB anamizy IBM Security AppScan Source Ta
Standart Ha KiHIeBiil cTamii po3pOOKM O3BOJUTH 3HAYHO IABUIIMTH e(EKTUBHICTD,
HMIBUJKICTh Ta SKICTh PO3POOKU IIPOTPAM.

Y crarTti mpoanasizoBaHo Ta cHOpPMYJIBOBAHO BUMOTH /IO iHCTPYMEHTATHHUX
3aco0iB aHaJIi3y KOy Ha HasiBHICTH BpasinBocTeil. [IpecTaBieHo npakTuyHe 3acToCy-
BaHHSI METOJIIB Ta KOMILJIEKCY iHCTPYMEHTaIbHUX 3aC00iB PO3POOKH OGE3MEUHOTO KOJLY,
takux gk IDE MS Visual Studio Ta IBM Security AppScan, y Kypci IiroToBKHU cIie-
niasicTiB 3 KiGepHernunoi Gesnexu. e 103BOJNTL PO3BUBATU CUCTEMHUI MiAXiJ 10
HaBYaHHA HOBUX CIICIaJIICTiB, 3JaTHUX ITABUIIATU AKICTb KOY Ta CKOPOTUTHU KIJIbKICThH
MIOMIJIOK i BPa3JIMBOCTE Iile Ha eTalli MPOEKTYBaHHS Ta PO3POOKH, iCTOTHO CKOPOTUTH
BUTpPATH Ha TepeBipKy Koay Hpu pos3podii mporpam. IIpu Takomy miaxoxi cucrema
HiZATOTOBKY cHeliamicTiB 3 KibepHeTnuHOi Oe3nekn Mae 3abe3MeYnuTH YMOBH st

CHICTEMM TA METOJV OBPOBKIM IH®OPMAIIII
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OTPUMAHHS IPAKTUYHUX HABUYOK 3 BUKOPUCTAHHS CyYaCHUX TEXHOJIOTIM rasysi Ta
dbopMyBaHHg MaiOyTHIX CreIiamicTiB, SKi MOXYTh afalTyBaTHCS A0 CTPIMKUX 3MiH
TEXHOJIOTIN Ta 3aTpeOyBaHi Ha PUHKY Ipalli.

OCHOBHUM BHUCHOBKOM, C(HOPMYJIbOBAHUM 3a pe3yJbTaTaMU IPOBEIEHOTO
JOCTIZKEHHSI, € HeOOXiAHICTh BIIPOBAKEHHS MPAKTUK PO3POOKU OE3IEYHOro IIpo-
rpaMHOro 3abe3NeyeHHst B MPOIECH KUTTEBOTO IUKJIY PO3POOKH. 3aBIaHHS ITi/BU-
IIEHHA 3aXUIIEHOCTI J0/aTKiB MOKHA BUPILIYBAaTH 3a [[OIIOMOIOIO Oe31eYHUX KOMITi-
JIATOPIB Ta 3aCOGIB CTATUYHOTO Ta [MHAMIYHOTO aHAJi3y KOy, SKi B aBTOMAaTHYHOMY
PEKUMI JIONIOMAraroTh BUABJATHA BPA3JIMBOCTI I 3MEHIIUTU PU3UK IX BUHUKHEHHH,
HAIPUKJIA, 32 paXyHOK 3MiHU Hebesneunnx (yHKI[i Ha ix Oe3meuni anamoru. ITpo-
BeJICHUI aHaJIi3 TEXHOJIOTIN CTBOpeHHsI Oe3MeYHUX J0AATKiB MOKa3aB, 10 HEOOXiIHO
CTBOPHTH JI00pe HAJIATO/KEHNI aBTOMATH30BAHU ITPOIEC aHAIII3Y KOy i Ha MTPAKTHUIILi
Gisbilie yBaru MpUAiasATH Oesrelli 3 60Ky po3pobHuKkiB I13.

CIIMCOK BUKOPUCTAHUX /IZKEPEJI

1. 3emnena kuura “PerymioBaHHs pUHKY po3poOku mporpamuoro sabesmedenns”. URL: https:/
/cdn.regulation.gov.ua/99/ac/6b/37 /regulation.gov.ua_Green%20Book  Software%20Deve-
lopment%20Market.pdf (nara ssepuenns: 21.09.2017).

2. Bapabanoe A.B., Mapxoe A.C., @adun A.A. CtaTucTrKa BBISIBJCHUS YSI3BUMOCTEH TIPOTpaM-
MHOTO 00eCIeYeH s TIPY TPOBEIEHNN CePTU(MUKAIIMOHHBIX UCIBITAHUI. BOpochl KnbepOe30macHOCTH.
2017. Ne 2. C. 2-8.

3. Gallaher M.P. and Kropp B.M. Economic impacts of inadequate infrastructure for software
testing. Technical report, RTI International, National Institute of Standards and Technology, US
Dept of Commerce, May 2012.

4. Asemucsan A.U., benesanyes A.A., Yykases V.M. TeXHOIOTHN CTATUIECKOTO W TTHAMUYECKOTO
aHa/M3a ySA3BUMOCTEH IporpaMMHoro obecriedenns. Bompocbr kubepbesonacnoctu. 2014, Ne 3(4).
C. 20-28.

5. Baza Common Weakness Enumeration. URL: http://cwe.mitre.org (zata 3BepHeHHSI:
10.10.2017).

6. Baza Common Vulnerabilities and Exposures. URL: http://cve.mitre.org. (nata 3BepHEHHSL:
15.08.2017).

7. CraTryecKuil aHa/in3 KOJA: UTO MOTYT WHCTpyMeHTanbHbie cpeactBa? URL: http://www.
jetinfo.ru/stati/ staticheskij-analiz-koda-chto-mogut-instrumentalnye-sredstva (mara sBepuenms:
20.11.2017)

8. Anasms kayecta koga C/C++ ¢ momomibio MeToga aHanusa koga. URL: https://msdn.micro-
soft.com/ru-ru/library /dd264897 (v=vs.140).aspx (zmata 3sepHenHs: 02.08.2017).

9. Using Code Analysis with Visual Studio 2017 to Improve Code Quality. URL: https://
almvm. azurewebsites.net/labs/tfs/ codeanalysis (nara ssepuenns: 30.11.2017).

10. How we compared code analyzers: CppCat, Cppcheck, PVS-Studio, and Visual Studio.
URL: https://www. vivab4.com/ en/a/0086 (mara sepuenns: 14.09.2017).

11. IBM Application security solution. URL: https://www.ibm.com/security/ application-
security/appscan (mara 3BepHeHHst: 21.06.2017).

12. OWASP Top 10 - 2017 The Ten Most Critical Web Application Security RisksURL:
https://www.owasp.org /images/7 /72/OWASP_Top 10-2017 %28en%29.pdf (nmara s3sepHeHHS:
23.10.2017).

13. bypsauox B.JI, Kosauox B.A., bypsuox JI.B. ta in. [lentecTinr K iHCTPYMEHT KOMILJIEKCHOT
oninku edeKkTUBHOCTI 3axucTy iHdopMmalii B posmomieHnx KoprnopaTuBHUX Mepeskax. CyudacHui
saxuct indopmarii. 2015. Ne 3. C. 4—12.

OTtpumano 20.12.2017
Penenszent Kopuenko O.T., n.1.H., mpod.

22



