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In the far distance a helicopter skimmed down

between the roofs, hovered for an instant like a bluebottle,
and darted away again with a curving flight. It was the police
patrol, snooping into people’s windows.

/George Orwell: 1984/

Introduction

The use of unmanned aerial systems (UAS),! similarly to other modern surveillance technologies, may signi-
ficantly affect the private life of the citizens by facilitating the collection of vast amount of information for law en-
forcement authorities. Some people are willing to sacrifice their privacy in order to live in a safer world expecting
a positive trade-off between privacy and security.2 Others have expressed concern regarding the application of the
above-mentioned technologies.

Critics highlighted the negative impacts of the use of drones on privacy, taking into account the threats of sur-
veillance in general. Furthermore, as these technologies became more advanced and at the same time publicly more
available, concerns have been raised that the principles protecting privacy developed by the Supreme Court of the
United States (SCOTUS) may not be efficiently applied regarding the use of UASs. Notwithstanding the lack of a
judgment concerning drones, there is a solid case-law the collection of information by law enforcement authorities
that shapes the protection of privacy in the U.S. These principles, constitutional tests and precedents may be ren-
dered inapplicable in the future by the use of UASs by the authorities.

This article aims to provide an overview on the case-law of the SCOTUS concerning the right to privacy, and
the applicability of the principles developed by the court in relation with the use of UASs by the authorities. Chapter
1 examines the impact of the use of drones on private life and the so-called panoptic effect. Chapter 2 analyzes the
two primary arguments developed in the case-law of the SCOTUS on privacy: the property- and the privacy based
approaches. Chapter 3 and 4 scrutinizes the aerial surveillance, and the decisions regarding the use of modern tech-
nology cases in accordance with the two main characteristics of drones. The article concludes that the approaches
currently used by the SCOTUS do not protect the privacy of citizens. Therefore, as a solution, it draws the attention
to the measures that may provide protection against unlawful use of drones by authorities: the need for a new ap-
proach applied by the courts, and to the importance of legislative actions in this rapidly developing field.

1. The Impact of the Use of Drones on Private Life

Today hundreds of “civilian” application of UASs are known.3 One of the most rapidly developing field is the
use of drones for law enforcement purposes. These systems may be equipped with technologies capable of collect-
ing, recording, transmitting or processing information.# Furthermore, the technology facilitates the surveillance of
one or more people, for instance the possible suspects of a crime.5 These characteristics may serve the purposes of
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prevention or detection of and fight against crime.® Therefore, law enforcement authorities more frequently apply
UASs throughout their operations.” On the other hand, these systems considerably extend the power of the state over
the everyday life of citizens. The technological component of UASs implies the possibility for serious interference
with the individual’s private life.8 The moving platform only amplifies this impact.

The three main risks concerning privacy are the continuity, invisibility and the mass nature of surveillance.
Firstly, the surveillance via these systems may be continuous. Between certain technical boundaries, drones may be
operated for longer periods of time without interruption. Secondly, the surveillance by drones may be invisible since
there is little or no chance for the individual to detect them.® Thirdly, the UASs may carry out mass surveillance.
The technological and movement capabilities of these systems provide for the collection, recording and processing
of information concerning masses of people.!0

The three main risks culminate in the so-called “panoptic effect”.!! Due to fear of sanctions or other negative
consequences, the individual under surveillance is more likely to obey the rules. However, this effect is independent
from the actual surveillance hence even the slightest possibility may affect the person’s behavior. Furthermore, the
panoptic effect adversely affects human creativity and autonomy. The individual under surveillance is more likely
to behave in accordance with actual or presumed expectations. According to Daniel J. Solove: “Surveillance is a dif-
ferent kind of privacy problem than disclosure, imposing a different type of injury to a different set of practices. Sur-
veillance differs from disclosure because it can impinge upon practices without revealing any secrets. Being watched
can destroy a person’s peace of mind, increase her self-consciousness and uneasiness to a debilitating degree, and
can inhibit her daily activities”.!2

2. Basic Approaches reading the Protection of Privacy

Since the use of drones for law enforcement purposes threatens the privacy of individuals, the question arises
that how could the constitutional system of the U.S. limit the application of such technologies. What constitutional
principles apply to these activities of the authorities? Would these principles provide sufficient protection for citi-
zens?

The Constitution of the U.S. does not contain a provision of the citizens’ right to privacy.!3 However, the Fourth
Amendment states that “[t]he right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probable cause, sup-
ported by oath or affirmation, and particularly describing the place to be searched, and the persons or things to be
seized”.14 Originally, this provision recognized the principle of sanctity of property that protected against unreason-
able searches and seizures on behalf of the government.!5 However, the Fourth Amendment has subsequently been
used by SCOTUS to protect the private life of the citizens in general, e.g. against any kind of unwanted interference
of the authorities.!¢ It may then be concluded that currently this provision serves as the strongest constitutional limit
regarding the use of drones for law enforcement purposes.!?

Considering the relevant case-law, there are two different approaches developed by the courts concerning the
Fourth Amendment. The first and historically the older one focuses on the protection of the individuals’ property.!8
According to this line of judicial reasoning, the basis of constitutional protection is the property and all adjacent are-
as owned by the citizen. These premises are inviolable without due cause and the necessary judicial warrants. On
the other hand, the starting point of the second argument is the reasonable expectation of the individual and the so-
ciety concerning the boundaries of privacy. This approach thus emphasizes a rather subjective side of the protection
outlined in the Fourth Amendment.

2.1. Property-based protection

The early jurisprudence of the SCOTUS based the decision a Fourth Amendment search had occurred on the
common-law notion of trespass, and therefore on the protection of property.!® The argument was first applied by the
court in the case of Boyd v. United States in 1886.20 In its judgment, the SCOTUS linked the constitutional protec-
tion of privacy to the property of the citizen by recognizing that the common law principle of the sanctity of property
inspired the wording of the Fourth Amendment.2! However, the most famous precedent in this respect is Olmstead
v. United Sates.22

In Olmstead, the SCOTUS had to decide whether the wiretapping of telephone cables outside the apartment of
the defendant shall be considered as search under the Fourth Amendment. In its judgment of 1928 — with a narrow
majority — the court found that the surveillance had not infringed the rights of the defendant. According to the ma-
jority, the activities of the authorities had not been aimed at material objects, such as the person, his home or his
documents. Human speech — similarly to naked eyesight — is immaterial therefore it may not serve as the basis of
constitutional protection.23 The second line of reasoning focused on the physical trespass argument. The court found
in this respect that no unlawful search had occurred, since “the wiretaps were not a physical intrusion into a
constitutionally protected area”.24

It is obvious, that the application of the traditional, property-based approach to the use of drones provides no
efficient safeguards to privacy of the individual.2> The basis of the technology is its maneuverability and movement
in airspace, therefore it would not “cross” the borders of private property. In the absence of physical trespass how-
ever, no Fourth Amendment search occurs regarding the use of UASs.26
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2.2. Privacy-based protection

Although Olmstead did not receive favorable reactions from the public, it was the precedent for almost four
decades.?? In the late 1960s, as developments in the field of surveillance technologies raised more privacy con-
cerns, the courts realized the insufficiency of the property-based protection of privacy. Therefore, a new approach
emerged in the jurisprudence that focused on the individual’s subjective and society’s objective expectations of pri-
vacy instead of the physical trespass into one’s property. The key judgment in this respect is the Katz v. United
States.28

In Katz, the SCOTUS had to decide whether the wiretapping of a public telephone booth shall be considered
as search under the Fourth Amendment. The court signaling the shift in its approach stated that constitutionality of
the operation of the authorities shall be based on the expectations of the individual concerned: the Fourth Amend-
ment protects the people not places.2® According to the majority, the protection does not apply to activities that are
made purposely public by the individual, even in his or her home or office. On the other hand, private activities car-
ried out even in a publicly accessible area be subjected to constitutional protection.30 The court thus focused on the
intent of the defendant at the moment of entering the telephone booth and closing its doors. Recognizing the role of
the telephone in modern society and telecommunications, it found that the defendant used the telephone booth under
the presumption that his conversation in it remains private.3! Consequently the police had violated his rights under
the Fourth Amendment when it used wiretapping technologies.32

The arguments of the SCOTUS in Katz introduced the new, privacy-based approach to the jurisprudence. How-
ever, the majority decision did not provide clear-cut guidelines for the courts. The so-called Katz test has been de-
rived from Justice Harlan’s famous concurring opinion. The test has two basic prongs considering the constitution-
ality of any privacy intrusion. Firstly, the court shall examine whether the individual concerned has an actual expec-
tation for the respect for his or her privacy.33 Secondly, whether this expectation was considered reasonable by so-
ciety.34 The activities of the authorities will only be lawful in the case they comply with both the individual’s sub-
jective and society’s objective expectations concerning privacy.3s

The application of the Katz test to the use of UASs by authorities would have a slightly different outcome as
the property-based approach. The subjective prong of the test would usually be met concerning areas where the in-
dividual has a reasonable expectation of privacy, for instance, the home, the curtilage, or any similar area.3¢ How-
ever, the protection only applies when the individual took the necessary measures, such as the building of a fence,
to protect the area against unwanted intrusion or trespass. Areas like open fields does not fall under the Fourth
Amendment.37 Even if the use of drones falls under the subjective prong of the Katz test, fulfilling the requirement
of the objective prong would be more difficult. In case the constitutionally protected area become visible for external
viewers, the subsequent collection of evidences is usually considered lawful by the courts. Due to their physical and
technological capacities, UASs may gather information through ways that used to be considered impossible. For in-
stance, through a little hole in a wall, or via thermal sensors. These capabilities may render the constitutional pro-
tection insufficient.38

3. Aerial Surveillance Trilogy3°

Taking into account the technological capabilities of UASs, both the traditional property-based approach and
the Katz test provide insufficient protection to privacy. The maneuverability and the application of modern technolo-
gies are factors that may render the constitutional principles inapplicable for surveillance carried out by drones.
Thereafter, the jurisprudence of the SCOTUS concerning aerial surveillance and information gathering via the use
of modern technologies shall also be examined.

Considering the constitutionality of aerial surveillance of the home, there three pivotal precedents in the rele-
vant jurisprudence. In these cases, the court extended the application of the Katz test to situations in which the au-
thorities used aircrafts in order to gather information and evidence concerning suspect of possible crimes. The de-
cisive factors regarding the constitutionality of the complained activities were the technology used for surveillance
(method) and the vantage point of the person carrying out surveillance (position of the aircraft).

In the case of California v. Ciraolo, the SCOTUS had to decide on the lawfulness of surveillance by the naked
eye, from an airplane flying at an altitude of 1000 feet above the property of the Ciraolo. In 1986, the court found
that the defendant had had a reasonable expectation of privacy concerning all activities carried out in his backyard
surrounded by a fence, even in respect of the possession of illegal plants grown therein, therefore the case fell under
the subjective prong of Katz test. On the other hand, the majority noted that police surveillance had been carried out
from the publicly navigable airspace, at the altitude used by civilian aircrafts as well, hence all evidence had been
gathered without physical trespass of the property. Furthermore, society had not recognized the defendant’s expec-
tation of privacy as reasonably since anyone travelling at the same altitude could have observed the criminal acti-
vities taking place in the property of Ciraolo.40 The surveillance complained therefore had not met the objective re-
quirement of the Katz test.4!

In Dow Chemical Co. v. United States#2 the SCOTUS examined whether surveillance of an industrial area from
1200, 3000 and 12000 feet using a standard aerial mapping camera, constitutes search under the Fourth
Amendment.43 It found that the area owned by the company shall be considered as open field to which the consti-
tutional protection had not been extended.* Finally, the court briefly dealt with the issue of the technology and noted
that the camera used by the authorities had been available for the public. According to the SCOTUS, surveillance
via commercial technologies did not violate the right to privacy of the citizens.4>
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In the 1989 case of Florida v. Riley the court examined whether surveillance of “the interior of a partially co-
vered greenhouse in a residential backyard from the vantage point of a helicopter located 400 feet above the green-
house” constitutes search under the Fourth Amendment.4¢ While it found that the defendant had had an expectation
of privacy concerning the interior of the greenhouse, this expectation had not been recognized by society as objec-
tively reasonable.47 The SCOTUS took into account that the helicopter used by the court had been flying in accor-
dance with FAA regulations at the time of the case.4® Since anyone travelling at an altitude of 400 feet could have
surveilled the illegal activities of the defendant through partially covered roof of the greenhouse, the activities of the
authorities had not violated to the Fourth Amendment.49

Since the operation of UASs is very similar to that of the fixed-wing aircrafts — airplanes or helicopters —, prin-
ciples applied in the so-called Aerial Surveillance Trilogy shall also be taken into account regarding the use of
drones for gathering of information by the authorities. Firstly, any surveillance carried out from a lawful vantage
point, e.g. an altitude considered legal by the FAA, does not violate the rights of the citizens. Observance from an
aircraft flying in the navigable airspace is constitutional, unless it endangers the health or life of the individuals.50
Secondly, difference shall be made between naked eye surveillance and surveillance via the use of modern technolo-
gies. Information collected by naked eye and by commercial technologies is usually deemed lawful. On the other
hand, the application of technologies that extends the information gathering capabilities of the person beyond naked
eye, or technologies not available for the public may be considered the infringement of the right to privacy.

4. Modern Technologies and the Protection of Privacy

It may be concluded from the jurisprudence concerning aerial surveillance that the technological component
rather than the maneuverability may be the decisive factor of the use of UASs for collection of information. Modern
technologies not only facilitate surveillance but extend the capabilities of authorities beyond everyday observations.
As a consequence, it is necessary to analyze the relevant case-law of the SCOTUS concerning the used of advanced
intelligence technologies.>!

In United States v. Knotts the court had to decide on the constitutionality of a tracking device attached to bar-
rels containing chemicals used for drug production, for the purposes of surveilling the movement of the defendant
in public areas, such as roads.52 The SCOTUS found that the outcome of the applied technology had been similar to
the naked eye surveillance and following of the defendant by authority personnel.53 Furthermore, it took into account
that the tracking device had not transmitted signals from within constitutionally protected areas.54 As a consequence,
the court stated that the defendant could not have a reasonable expectation of privacy whilst travelling on public
roads hence a Fourth amendment search had not occurred.55 However, it also noted that unlimited and continuous
surveillance may infringe upon the right to privacy.5¢

In the similar case of United States v. Karo, the SCOTUS found that the use of a tracking device violated the
Fourth Amendment rights of the defendant.57 In its judgment, the court found that the authorities could not observe
the movement of the barrels containing chemicals used for drug production via the naked eye. Instead, they had fal-
lowed the signals transmitted by the device. However, the technology had been operation from within the home of
the defendant, a constitutionally protected area.58 Consequently, the SCOTUS considered the activities of the au-
thorities to be a Fourth Amendment search.5

In Kyllo v. United States the SCOTUS examined whether the use of a thermal-imaging device to detect heat
signatures within a private home was unconstitutional.®® The court faced for the first time in its jurisprudence the
problem of surveillance of a constitutionally protected area with a technology that does not imply physical intrusion
into the observed area.®! To this end, it decided to apply both the property-based approach for the protection of pri-
vacy and the Katz test. Utilizing these arguments, the SCOTUS found that the use of any technology that enables
the collection of information that would have been unobtainable without physical intrusion into a constitutionally
protected area, violated the Fourth Amendment.62 However, the applicability of this new principle was limited by
the court to technologies that are not in “general public use”.63 According to the majority, since the thermal-imaging
device applied in the case of Kyllo had not been available for the general public, the authorities had violated the
right to privacy of the defendant.

The recent judgment in United States v. Jones may be considered the most important since Katz.%4 In the case,
the SCOTUS examined whether a surveillance by a global positioning device attached to the defendant’s vehicle for
28 days violated the Fourth Amendment.®5 The authorities had obtained a warrant legalizing the surveillance for 10
days, however they only attached the tracking device to the vehicle on the 11t day, and subsequently collected more
than 2000 pages of information.® In its judgment, the court returned to the property-based approach and found that
the attachment of the global positioning device to the vehicle constituted physical trespass into the defendant’s pro-
perty.7 Since the warrant had already been expired at the time of the application of the device, the right to privacy
of the defendant had been violated by the authorities.®® Notwithstanding the use of a rather originalist argument in
the judgment, Justice Scalia writing for the majority emphasized that the Katz test had not been overturned, its ap-
plication is only complemented by the property-based protection of privacy.®

Considering the constitutionality of the technological aspects of the use of drones, two main factors shall be
examined. Firstly, whether the UASs applied for surveillance is a technology in general public use. In this respect,
devices used for recreational or sport purposes meet this requirement.”® However, there had been occasions where
law enforcement authorities operated a UASs developed primarily for combat situations that is obviously been avail-
able for the public.”! One may conclude that drones in general are available for the public on the market due the
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commercialization of recreational devices but does this mean that all kinds of UASs fall under the requirement de-
veloped in Kyllo? And even if the drone itself is used in general public, the information processing technology
equipped on it may not be considered as such. For instance, the most developed optical, infrared, thermal or other
sensors capable of collecting information from a constitutionally protected area without physical intrusion may not
be obtained from the commercial market, thus surveillance applying these devices would be contrary to the Fourth
Amendment. But for how long? Everyday new technologies are introduced into the daily lives of individuals. The
time for the commercialization of new inventions has shortened significantly in the past few decades. The pacing of
development may render the above mentioned principles ineffective tomorrow and hence the protection of privacy
built on them insufficient.

Conclusion

The SCOTUS has not yet dealt with a case concerning the use of drones by authorities in order to gather evi-
dence or collect other information regarding an individual. As to the current jurisprudence, it may be concluded that
there are very few limitations concerning the application of UASs. Approaches applied by the court take into account
facts that are already superseded by the drones solely because of their technological characteristics. The current cons-
titutional framework therefore may not provide sufficient protection for the protection of privacy of the individual.

As a solution, some academics have emphasized the need for the development of a new privacy test applied
by the SCOTUS in its jurisprudence.’? The authors argue that the basis of the new approach would be the so-called
“mosaic theory” found in two separate opinions in Jones. This theory introduces a kind of holistic approach towards
surveillance that focuses on the constitutionality of the activities of the authorities in general instead of every single
activity. This way the level of protection of privacy may be significantly raised.”> Another argument focuses on the
efficient legal regulation in this field.”* They emphasize that the enacted laws may provide for a more efficient pro-
tection of unwanted intrusions of privacy. Either way, it is obvious that the use of UASs by the authorities demand
urgent answers from both the judiciary and the legislators in order to protect the rights of the individuals.
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