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Bagnyuk N.V.,  Melnyk V.,  Klekha A.V.,  Nevidomskyy I.A. Types of DDoS-attacks and detection algorithm of 

such DDoS-attacks as flood-attack. The article considers the existing types of DDoS-attacks and their essence, and some 
methods of struggle and counter these attacks in order to ensure a reliable and continuous operation of a computer network and 
its components. Also, the counteractive algorithm DDoS-attacks flood-type attack. 
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: 
– Intruder: ; 
– Master: ; 
– Daemon: ; 
– Victim:   . 

 US-CERT : 
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DDoS- .   DDoS-  
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.  

, 
; 

 ,   
, , ,  DoS/DDoS.  

 DDoS.  
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 DDoS . ,  
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 1.  DDoS-  

 
DDoS-  

 
Intruder-to-master  

 
Master-to-daemon  

 
Daemon-to-master  

Trinoo 27665/tcp 27444/udp 31335/udp 

TFN ICMP Echo/Echo Reply ICMP Echo Reply ICMP Echo/Echo Reply 

Stacheldraht 16660/tcp 65000/tcp ICMP EchoReply 

Trinity 6667/tcp 6667/tcp (  33270/tcp)  

Shaft 20432/tcp 18753/udp 20433/udp 
 

 " "  
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 DoS  :  ,   (crash  services)   (flood  
services). 

 DoS  .   
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 , ,  
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 , , 
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 , ,  
 TCP; 
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 DoS , : 
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 5  DDoS- .  
, . 

, .  
 IP ,  

. 
  IP  .  

,  n, ,  DDoS- .  
 IP  5 . .  

 flood- .   
 n. 

 

 5  IP  

 
 > n  1 

 80-

      

(k* .)?

 
 IP  

 
iptables?

 
. 5 –  DDoS-  

 
,  DDoS-  

. ,    IP- .  
 Python  (dictionary): 

for i in range(len_line-1):    //len_line –  
 item = my_file.readline() 
 item = string.split(item, " ") 
 d[item[2]]=item[3] // d – dictionary,   
 l+= [item[2]] 

  
 dictionary  n 

 1 :   
for i in range (t+1): 
 l2=[] 
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 for item in l: 
  if (float(item) > i) and (float(item) < (i+1)): 
   l2.append(d[item]) 
 l3+=[x for x in set(l2) if l2.count(x)>n]  
l3 = [e for i,e in enumerate(l3) if e not in l3[:i]] 

 l3  IP- ,  DDoS- .  
5  iptables. 

. , DDoS-  
.  

. ,  
,  
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