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Savenko O.S., Lysenko S.M., Bobrovnikova K.Y. The method for botnets detection that exploit DNS-based anti-

evasion technique. A new DNS-based anti-evasion method for botnets detection is proposed. It is based on a cluster analysis of 
the feature vectors obtained from the payload of DNS-messages. The method uses a semi-supervised fuzzy c-means clustering. 
Use of the developed method makes it possible to detect botnets that exploit the DNS-based evasion techniques. 

Keywords: botnet, botnet detection, botnet`s evasion technique, DNS-tunneling, fast-flux service network, domain 
flux. 
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