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HocranoBka mnpobaemu. Ha chorogHimHid JgeHb OOT-MepeXi € OfHIEI0 3 HAHOUIBII
HeOe3neyHux Kidep3arpo3 [5], a TaKo)K OJHUM 3 OCHOBHHUX JDKEPEN HENErallbHOro 3apo0iTKy B MEpexi
Intepuer. Haifuacrimme 0OT-Mepexi BUKOPHUCTOBYIOTBCs st atak DDOS (posmonineHi artaku Tuiry
«BiZMOBa B 0OCIyroBYBaHHiI»), 300py KOH(QineHILiitHOT iH(popMaLii, po3CHIaHHS CIaMy, 3aCTOCYBaHHS
3ac00iB HaB’s3yBaHHS peKiIaMu, (QINMHTY, HAKPYTKH KIK-TIYMIBHHUKIB (KIIKPPOT), CTBOPEHHS
MOLIYKOBOTO ClIaMy, BUKOPUCTaHHS iH(QIKOBAaHUX KOMII IOTEPiB st 30epiraHHs HeJlerajlbHOro MaTepiamy
(mipatceke 13 TOmIO) Ta B SKOCTI MPOKCi-CepBEpiB sl aHOHIMI3allii JOCTymy B Mepexi IHTepHeT.
Iopoky mo BcboMy cBiTy O0T-Mepexkamu iHQiKyeTbess 6nu3pko 500 MIIH mepcoHaIbHUX KOMI'IOTEPIB,
KOXHY cekyHay — 0nu3pko 18 T1K. 3a ocranHii pik 00T-Mepexi HaHeCTu 30UTKIB CBITOBill €KOHOMIIII B
$110 muipx [5].

OpHi€ro 3 TPYIHOLIIB BUSIBICHHS! OOT-MEpEX € BUKOPUCTAHHS HUMH TEXHOJIOTiH yXuijeHHS. Psn
TEXHOJIOT1H YXWJICHHS Bifl BUSBIECHHs 00T-Mepek 0a3yroThbesl Ha BUKOPUCTAHHI CHCTEMH TOMEHHHX IMEH
(DNS) — DNS-tynenroBannsi (DNS-tunneling), «mBuakosminai» mepexi (fast-flux service network),
TEXHOJIOTis «moTik gomeHiB» (domain flux) ta mepioguuna 3mina IP-BimoOpakeHHs ISl LIKIUTMBOTO
nomena (cycling of IP mapping) [4, 7, 12, 14, 15].

OpHuM 3 crmoco0iB yXWJIGHHS Bifi BHUSBICHHHS KOMaHIHO-KOHTPOJBHHX CEpBEpiB OOT-Mepex
(C&C-cepBepiB) € BukopucTanHs s 3B’s3Ky 3 cepBepamu DNS-tynemtoBanus [6, 7]. 3acTocyBaHHsS
DNS-TyHentoBaHHsI J03BOJSIE 3JIOBMHCHHUKY IepelaBaTH AOBUTBHHHA Tpadik B Mexax cneunndikarii
nporokony 3Bepxy DNS-mporokony, Bcepeauni nmoniB DNS-ToBizoMIeHHS, BUKOPHUCTOBYIOYH HPOTOKOI
DNS B sikocTi HOCis 715 TpadiKy KOMaHAyBaHHS Ta KOHTPOIIO O0T-MEpEKeElo.

Bucoki BiIMOBOCTIHKICTh, AOCTYITHICTh Ta MOXKIIUBICTh YXWISITUCH BiJl METOJy 3aHECEHHS IO
«gopuux cruckiB» DNS (DNSBL, DNS blacklist abo DNS blocklist) 3a6esneuye Oor-mepexam
NOETHAHHS BUKOPUCTAHHS KOpOTKHX T TL-mepioniB Ta mukiaiyHoro meroxy round-robin DNS. Round-
robin DNS € MeTozi0M pO3MOAiICHHS HABAaHTAXCHHS Ta 3a0E3MEUCHHS BIMOBOCTIMKOCTI 3a paxyHOK
30MTKOBOCTI KUTBKOCTI CEpBEpiB, KOJHM JJIS BIIMOBIi Ha 3allMTH BUKOPUCTOBYEThCS CHUCOK IP-aapec
cepBepiB, L0 HAAAIOTh IJEHTHYHUH cepBic, mpuyoMmy mnociimoBHicTh IP-agpec 3 xoxnHoro DNS-
BIZIMOBIAIIO 3MiHIOEThCA. [IpHUKITATOM TakWX CHCTEM € «mBHaKo3MiHHI» Mepexi (fast-flux service
network) [14].
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BuokpeMITioloTh 1Ba THITM Takux Mepex — oxHomnotouHi (Single-flux) Ta meomortouni (double-
flux). OmHoOmOTOUHI Mepexi J03BOJISIOTH BUKOPHUCTOBYBATH ISl MOBHOTO JIOMEHHOTO IMEHI BEIHKY
KUIBKICTh MOB’s13aHUX 3 HUM IP-anpec, ki MBUAKO 3MIHIOIOTBCA, IO HAJIA€ 3MOT'Y TIOB’sI3yBaTH JOMEHHE
iM’q 3 HOBOIO MHOXMHOIO |P-ampec y BU3HaueHOMY iHTepBami yacy. J[ogaTKOBO 3 METOIO MiIBUIIEHHS
piBHS O€3MeKH CKOMIIPOMETOBAH1 XOCTH BUKOPUCTOBYIOTHCS ISl TIepEeHANpaBIeHHs 3alUTiB Ta JaHUX Big
ta 10 C&C-cepBepiB B sxocTi «ciinoro npokci» (“blind” proxy), komu muoxuna nukmigaux IP-agpec He
€ KIHIIEBUM MPHU3HAYCHHAM JUTst 3anuTy. [lepenanpasnenss 3amnobirae cripodam BiICTEKEHHS BY3JiB Takoi
Mepexi.

JIBonoTouHi Mepexki 3a0e3neuyioTh JOJaTKOBUM PiBEHBb 3aXHCTy 3a PaxyHOK 30MTKOBOCTI: IS
IIKiUTHBOTO JIOMEHA 3MIHIOIOTBCS IMKIIYHO 3a anroputMom round-robin muoxxnaa DNS A-zamucis (A-
record) ra NS-3zamucu (NS-records).

Binbm mpocTUM METOIOM YXWJICHHS Bil 3aHECEHHS 0 «YOPHUX CIHCKIB» Ta OJOKYBaHHS €
TEXHOJIOT1i, sIKi MOEAHYIOTh KOpOTKi T TL-mepioan ta wacti 3MiHu nomenHoro imeHi C&C-cepBepa —
«moTiK joMeHiB» [4] abo mepiognmuna 3MiHa IP-BinoOpaxkenHs mis pomenHoro imeHi C&C-cepepa [4,
15]. TIpu TexHOMOTIi «IMOTIK JOMEHIB» aBTOMAaTHYHA T€Hepallis JOMEHHOrO iIMEHI MOXe 3IiiCHIOBATHCH
ANTOPUTMIYHO — KOMOiHaLisl OyKBEHO-IM(POBUX CHMBOJIIB OOHMPAETHCS BHUIAIKOBUM YHWHOM 3TiIHO 3
QITOPUTMOM TeHepalii TOMeHHUX iMeH, BOyanoBaHuM B Tito 6ota (domain generation algorithm, DGA),
a00 3a 10MOMOror KOMOIHaIIiH CIIiB 3 CIOBHUKA.

Amnaniz gocaimkenb. Ha choromHinmHiNA NeHp iCHYe 0arato miIXxoJiB BHUSBICHHS BUKOPUCTAHHS
TEXHOJIOT1H yXuiieHHs 0oT-Mepex [4, 7]. B [2] 3anponoHoBaHo cucTeMy BUSBICHHS LIKIUTMBUX JOMEHIB
Ha ocHOBI macuBHOro DNS-ananizy, mo 3ailicHIoe Knacudikallito JOMESHHUX iMEH 3a 4 TpylmaMu 03HaK,
ski MOXXyTh OyTu BuiydeHi 3 DNS-tpadika: (1) yacoBi o3naku; (2) o3Haku, mo Ga3yroTbes Ha DNS-
BianoBinax; (3) o3Haku, Mo 0a3yroThcs Ha 3HaueHHSX T TL; (4) o3Hakw, 1m0 0a3ylOThCs HAa JOMEHHOMY
IMeHi.

B [12] 3anpomoHOBaHO MiaXil, SKWH J03BOJSE BUSBISATH JOMEHHI iMeHa OOT-Mepex, SKi
BHUKOPUCTOBYIOTh METOJ «IIBUIKO3MIHHUX» MepeK. BHCHOBOK MIOAO MIKIMIMBOCTI JOMEHHOTO iMeHi
3MIACHIOETHCS 32 PAJIOM O3HAK, OTPUMAaHWUX Ha OCHOBI aHai3y AaHux, BuiydeHuX 3 A-; NS-; SOA- Ta
BGP-3anuTiB 10110 JOMEHHOTO IMEHI: 3Ha4eHHs Yacy kuTTs A-3anuciB (T TL-nepiony), IP-aapec B A- Ta
NS-3anmucax, a Takox 3HaueHHs Taiimepa “retry” (Bu3Hayae, sik JJOBrO BTOPHHHHIA cepBEep iMECH ITOBHHEH
YeKaTHu Iepel TUM, SIK 3pOOHTH MOBTOPHY CIIPOOY 3aluTy MEPBUHHOIO cepBepa MO0 3MIHU CepiiHOOTO
HOMepa 30HH, SIKIIO NOoMepeHs crpoba Oyia HEBAAIOI0).

B [3] mnpoBemeno anamiz MoximBoctedl BuKopucTaHHs DNS-3anmmrTiB aist BCTaHOBIICHHS
MPUXOBAaHUX KOMYHiKaumid. HamaHo ouiHKy CTaTUCTHYHHX METOAIB BUSIBIEHHS aHoManii y Bmicti DNS-
MAKEeTiB IIUISIXOM MOPiBHAHHS WMOBIPHICHHX PO3IMOIUIIB HOPMaJIbHOro Ta TyHenboBaHoro DNS-Tpadika.
3 METOI0 BUCBITJICHHS MOTEHLIIHOI 3arpo3u PO3TIISIHYTO MOXKJIMBICTh 3A1HCHEHHSI KOHTP3aXoiB 3 OOKy
37I0BMUCHHKA.

B [8, 9] npoBeneno anamiz Benukoi KinbkocTi peanbHux DNS-3amuTiB Ta 00YMCIICHO MOPOTOBI
3HAa4YeHHS JOBXHMHM 3alUTAaHOrO iMEHI XOCTa Ta KUIBKOCTI YHIKaJIbHUX CHMBOJIB B HBOMY, IIO
JO3BOJISIIOTH BipizHuTH deritumMranit DNS-tpadik Big TyHensoBaHOTO.

OnucaHi METony MalOTh HACTYIHI HEIOMIKH: HEOOXiAHICTH 3amydeHHs iHQopmarii, oTpumaHoi
Bix iHmmx cepsiciB (WHOIS Ttomo); HeoOximHicTh aktuBHOro DNS-30Hm1yBaHHS, TOMY HEMOXKIHBITH
peamizanii Ha ocHOBi macuBHoro anamiizy DNS-tpadika; 3ocepemkeHHsT Ha BUSBIICHHI BY3BKOI'O KoOJa
mkigusoro I13.

IMonepenne nociaimkenns. B [1] 3anponoHoBaHO MeToa BUSBICHHS OOTIB B KOPIIOPAaTUBHHUX
Mepekax, SKHH IPYHTYETbCS Ha BIACTUBOCTI TpymoBoi akTuBHOCTI 0OoTiB B DNS-tpadiky, mo
MPOSIBIIIETECS. B HEBEIIMKOMY MPOMDKKY 4acy B OgHoYacHHX abo 3ocepemkeHnx DNS-zanmrax rpyn
xocTiB mig yac crpod gocrymy Ao C&C-cepmepis, iX Mirpaimisx, BUKOHaHHI KOMaHJ a00 CKadyBaHHI
OHOBJICHb IIKIJJIMBOIO MPOTrpaMHOro 3a0e3rledeHHs. MeToJ BpaxoBye HETHIIOBI Uil 3BHYAHHX
KOPHUCTYBauiB OCOOMMBOCTI TOBEIIHKM, BIAcTMBI OaraTboM BHAaM OOT-MepexK: irHOpyBaHHs 1 1L-
nepiony, smiicHenHs DNS-3amutiB mo3a nokansHuMH DNS-cepBepamu Ta miABHIIEHY KUIBKICTB
nopoxnix DNS-signosizeit 3 xogom nommwiku RCODE=3 (NXDOMAIN, nomeHHe imM’si He iCHYE).
Meron 103BOJIsIE BUSBIATH 1€ HEBIZIOMi OOTH, a TaKOX 3AIHCHIOBATH PaHHE BUSIBICHHS — HA MMOYATKOBIH
cTaii mommnpeHHs iHpeKii B Mepexi.

HenmonmikoMm MeTony € HE3OAaTHICTb BHUSBIATH OOT-MEpEXi, $Ki BUKOPHCTOBYIOTH DNS-
TYHEIIOBAaHHS JJIsl Tiepenadi Tpadika KOMaHIyBaHHS Ta KOHTPOJIO, OCKUIBKH B Takiii Oor-mepexi DNS-
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3amUTH Ta iHII Jii O0TiB MOXYTb HEe OYTH CHHXPOHHHUMH B 4Yaci. Takok MeTox He 3IaTHUN BUSBIATH
iH(}iKOBaHI TPYIH XOCTIB, MeHIII 3a 4.

TakuMm 4YMHOM TOCTa€ 3aa4a po3pOOKH HOBOTO METOAY BHSBIICHHS OOTIB, SIKi BUKOPHCTOBYIOTb
TexHoJorii yxuneHHs Ha ocHoBi DNS.

Meron BusiBJIEHHSI 00T-Mepe:K, 110 BUKOPUCTOBYIOTH TEXHOJIOTII yXuiieHHs1 Ha ocHOBi DNS.
Jns1 BUsIBIIEHHS OOT-MEpEX, 110 BUKOPUCTOBYIOTH TEXHOJOTl yXxuineHHs Ha ocHoBi DNS, 3anpononoBano
HOBHH MeTOH, KUK Oa3yeTbcsd Ha KIACTEPHOMY aHajli3i O3HAK, OTPUMAaHMX MUISIXOM JOCIiIKEHHS
KopucHoro HaBaHTaxxeHHs1 DNS-noBigomiiens. MeTos1 BUKOPHCTOBYE HEUITKY KIIacTepU3allilo C-CepeaHixX
3 YaCTKOBMM HaBYaHHSAM. 3aCTOCYBAHHS HEUITKOI KilacTepu3alii J03BOJISIE OTPUMYBATH BUCOKY TOUHICTD
Ta 3MICTOBHICTB pe3yJIbTaTy Kiacrepusanii [11, 13].

OO6’exTaMu KimacTepu3alii € BEKTOPH O3HAK BUKOPUCTAHHS OOTaMM TEXHOJOTIH YXWJICHHS Bij
BUsIBJIeHHS Ha ocHOBI DNS, siki oTpuMaHO 3 KOpUCHOTO HaBaHTaKeHHs BXiqHUX DNS-moBinomiens moao
IIEBHOI'O JOMEHHOI'O IMEHI.

Merton ckinagaeTbesi 3 HacTymHuX KpokiB (puc.l): (1) 36ip BximHoro DNS-tpadika mepexi; (2)
anami3 momiB TTL Bxigaux DNS-MoOBiTOMIICHD 111010 TIEBHOTO TOMEHHOTO iMeHi; (3) BHITyUCHHS O3HAK 3
BximHUX DNS-moBiqoMiIeHs 111010 MEBHOI'0 JOMEHHOTO IMEHI Ta 00yI0Ba BeKTOpa 03HaK; (4) mobymoBa
MaTpHIli JaHUX HA OCHOBI BEKTOpIB O3HaK; (5) 3aifiCHEHHs HEYiTKOI KiacTepu3alii 3 YacTKOBUM
HaBYaHHSIM 3 METOI0 BHSBIICHHS 3allUTIB, SKI MOXYTh CBIMYUTH Npo (yHKUIiIOHYBaHHS OOTIB, IO
HaJleKaTh 10 OOT-MepexK, sIKi BUKOPHCTOBYIOTh TEXHOJIOTIT YXWUIICHHS BiJl BUsBICHHS Ha ocHOoBI DNS; (6)
JIOKai3alis XOCTiB, iH(piKOBaHUX OOTaMH, IO HAIEXKATh A0 00T-MEpEXK, SIKi BHKOPUCTOBYIOTH TEXHOJIOT11
YXWJIEHHS Bix BusiBIIeHHS Ha ocHOB1 DNS, Ta GiokyBanHs niit O0TiB.

(DopMyBaHHS 3HAHb ITIOJI0
03HAaK, OTPUMAHKX 3 BX1JTHIX
DNS-110B110MIIEHE JI0 GOTIB > ﬂ

60T-Mepex, SIKi
BHKOPHCTOBYIOTH TEXHOJIOT'11
YXIWIEHHS BiJ] BUSIBIICHHS Ha

36ip BxigHOro DNS-Tpacika Mepexi

Ananis romiB TTL Bxigrmx DNS-110B110MIIEHD)
111010 IIEBHOT'0 JOMEHHOI'0 1MEHi1

ocHoB1 DNS .S
T BurydeHHst o3HaK 3 BXigHIX DNS-

II0B1IOMJIEHE IT[00 IIEBHOIO JOMEHHOI0 1MEHI1

CTBOpPEHHS IIPOMApPKOBAHOi
Ta I100Oy/[0Ba BEKTOPa 03HAK

BUOIPKY BEKTOPIB 03HAK

BX17HuX DNS-I10B1 JOMITEHE
HAa OCHOBi 3HAaHD ﬂ

| TTo6ynoBa MaTpuIli JaHUX HA OCHOBI BEKTOPIB 03HAK |
12
| 3IiiCHEHHST HEYITKOI KIIacTepU3aIlii 3 YaCTKOBUM HABYAHHSIM |
12
Jloxamizarrist XocTiB, 1H(pIKOBAHUX 6OTaMIL, ITI0 HAIEKATH 10 O0T-MEpPEX, SIKI
BUKOPHCTOBYIOTh TEXHOIIOT1i YXIICHHS! B1) BUSIBIICHHS Ha ocHOBI DNS, Ta
OIOKyBaHHS Jiii OOTIB

Puc. 1. Ilpunimn QyHKIiOHYBaHHS METOLY

@opmyeannsi 3Hawb w000 o3Hak, ompumanux 3 exionux DNS-nosidomnenv 0o 6omie 6om-
mepedic, AKi GUKOPUCMOBYIOMb MEXHON02IT yXuneHHs 6i0 eusgnenns Ha ocnogi DNS. 3 MeToro BUABICHHS
DNS-tyHentoBaHHS BUKOPUCTAHO O3HAKH, OTPHMaHI IIISIXOM aHalli3y KOpUCHOro HaBaHTakeHHS DNS-
noBiziomyeHb: (1) moBxkuHa 3amuTaHoro JomMeHHoro iMeHi [8]; (2) KiTbKICTh YHIKaJbHHX CHMBOIIB B
nomeHHomy imeHi [8]; (3) enrpomis momenHoro iMeHi [7]; (4) BUKOpUCTaHHS PiIAKOBXKHWBAHHUX THIIIB
samucie DNS (KEY, NULL Tormio), a6o Takux, sKi 3a3BUYaii HE BHUKOPHUCTOBYIOTHCS KIIEHTAMH
(manpuxnaza, TXT, ki HaOUIBII YaCTO BUKOPUCTOBYIOTHCS [UIsl TyHeNmoBaHHA) [7]; (5) enTpomis 3amucis
DNS, ski mictsatees B DNS-nosinomnennsx (CNAME, TXT, NS, MX, KEY, NULL Toro) [6, 7]; (6)
noxuHa DNS-noBinomnenns [10].

3 METOI0 BUSBICHHS BHKODHCTaHHS TaKMX METOMIB YXWIICHHS, $K «IOTIK JIOMEHIBY,
«IIBUIKO3MIHHI» MEpexKi Ta nepioanyHa 3MiHa |P-BigoOpaxkeHHS IS TOMEHA BUKOPUCTAHO TaKi O3HAKH:
(1) ximpkicte IP-agpec, moB’s3aHMX 3 HOMEHHHM iM’siM; (2) cepemHst aucTaHuiss Mk IP-ampecamu,
MOB’SI3aHUMU 3 JIOMEHHHUM iM’sM; (3) KiIbKicTh A-3amuciB, IO BiANOBIJaIOTh JOMEHHOMY IMEHi, y
BximHomMy DNS-moBizommenni [12]; (4) cepemust aucranmis mix [P-agpecamun B A-3amucax, Iio
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BI/INOBIZAIOTh IOMEHHOMY iMeHi, y BXimHoMy DNS-noBimomnenni [12]; (5) kinmbkicts yHikampHUX |P-
azipec B MHOXKHHAX A-3amKCiB, 10 BiAMOBIIAIOTh qoOMeHHOMY iMeHi [12]; (6) cepemans aucTaHIis MiK
yHikanpHUMHU |P-ampecamu B MHOXHMHaxX A-3alMCiB, IO BIINOBiNarOTh AomMeHHOMY imeHi [12]; (7)
KUTBKICTh JOMEHHHUX IMEH, SIKi CIIJIbHO BUKOPUCTOBYIOTH IP-anpecy, mo BiAmoBimae moMeHHOMY iMeHi [2,
4, 16]; (8) 3nauenns T TL-nepiony [2, 12]; (9) o3naka ycmimuocti DNS-3anuty [16].

[Momamo BekTOp O3HaK, oTpuMaHMX 3 BXigHUX DNS-moBimomiieHs 110710 MEBHOTO JAOMEHHOTO
iMeHi 0, HAaCTYITHUM YHHOM:

W, = (L, Ny, Ey, T T,

T NA’NIP’SIP’SA’NUA’SUA’ND’FUR’ER’LP’FS)’

mod ' " med ? " aver '

1)

e LN — JIOB)KMHA JOMEHHOIO IMEHI;
N, — KUIbKICTb YHIKQJIbHUX CHMBOJIB B JOMEHHOMY IMEHI;
E\ — eHTporis 1oMeHHOrO iMeHi;

T.0q— TTL-nepion, Mona (3HAUCHHS y MHOMMHI CIIOCTEPEKCHb, SIKE 3yCTPIUa€ThCS HAHOLIBII
9acTOo; 3aCTOCYEMO MiHIMalIbHE 3HAYCHHSI y BUITAJIKY, SKIIO MHOKHUHA € MYJIbTHMO/IAIBHOIO);

T.es— TTL-mepion, Meniana (3HaueHHs O3HAKH, SIKE PO3ALILE PAHXKOBAaHY CyKYIHICTb Ha IBI
piBHiI yactuny, ¢ 50% HIKHIX OJWHUIG PSAAY NaHUX MArOTh 3HAUCHHS O3HAKH, HE OUIbIIe, HXK Me/liaHa,

a 50% BepxHiX — HE MEHIIIe, HDK MejliaHa);

T,,er— TTL-nepion, cepenre apudMeTHyHe 3HAUCHHS,

N A — KUIBKICTb A-3amuciB, IO BIJNOBIJAIOTh JOMEHHOMY iMeHi, y BXigHomy DNS-
MOBiTOMIICHHI (03HaKa BUKOPUCTOBYEThCS, K0 Na>1);

N ,— kimekicts IP-agpec, moB’s3aHuMX 3 HOMEHHHM iM’siM (O3HaKa BHKOPHCTOBYETHCS, SIKIIIO
NA:].);

S,P— cepenHs maUcTaHIis Mk IP-aapecamu, TOB’S3aHUMH 3 JOMEHHMM iM’siM (O3HaKa
BUKOPUCTOBYETHCH, KO Na=1);

S A— cepenHs aucTaHuis Mibk |P-agpecamu B MHOXMHI A-3alMCIB 171 JOMEHHOIO iMEHi y
BxigHOMy DNS-moBimomiieHHi (03Haka BUKOPUCTOBYETHCS, SIKIIO Na>1);

NUA— KUTbKiCTh YHiKanbHUX IP-agpec B MHOXMHaX A-3amUCIiB, IO BilMIOBiIalOTh JTOMEHHOMY
iMeHi, y BXigaux DNS-noBizomiieHHsIX (03HaKa BUKOPUCTOBYETHCS, KO0 Na>1);

SUA— cepenHs JWCTaHIisA MK yHiKanpHHMH |P-agpecamu B MHOXHMHAX A-3almciB, 10
BIZIMOBIIAIOTh JOMECHHOMY iMeHi, y BXigHux DNS-moBigoMieHHsX (03HAKa BHUKOPUCTOBYETHCS, SKIIO
NA>1);

N, — KiIbKiCTh JOMEHHHX iMEH, SIKi CIUIBHO BUKOPUCTOBYIOTH IP-ampecy;

F,s — OiHapHa o3Haka BHUKOPUCTAaHHsS pinkoBxkHMBaHMX TumiB 3amuciB DNS, abo Takux, ski
3a3BHUYail HE BUKOPUCTOBYIOTHCS KITIEHTAMY;

E . — makcumainbsHe 3HaueHHs eHTpornii 3anuciB DNS, siki mictarecs B DNS-10BITOMIEHHSX;

R

LP — MakcuManbHu# po3mip DNS-moBigoMiIeHb 010 JOMEHHOTO IMEHi;

F,— Ginapua osnaka ycmimuocti DNS-sammry (Fg =0, sxmo DNS-zanut HeBmammii,
F; =1, sxmo DNS-3anmT yeninmwuii).

Takok MeToJ BUKOPHCTOBYE (QDYHKILIO 3aJE€KHOCTI fEB entponii nonst DNS-noBigomneHHs Bix

fioro noBxuHH [6].

3uaHHS (QOPMYIOThCS HAa OCHOBI O3HAK, BIacTUBUX BXimHUM DNS-mosimomienusm 1o 0oTiB, 3
METOI0 BHM3HA4YECHHS TEXHONOTil yXWJeHHsA BiA BUsBIECHHA Ha ocHoBI DNS. 3naHHS MOXyTh OyTH
MIPEACTABIICH] Y BUIIISIAI HACTYTHUX [IPABUI:

if (TTL,, €[0.900]and TTL,, <[0900]and TTL,,, <[0900])and

aver

and (N, e(5,:0)and S, (65535,c))or(N,, (8,0)and S, (65535, x)))=> fast_flux
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if TTL,,, <[0900]and TTL,, [0,900]and TTL,,, <[0,900]and

and F; =0and N € [8;0]= domain _ flux

if TTL,,, <[0900]and TTL,, [0,900]and TTL,,, <[0,900]and

and N, € (5,00)and S,, € (65535, 0)=> cycling of IP mappings
if (L, €[75,255]and N, € (2737])or E > f._ or

or (ER >f. or Egx2 fEm)or Fur =1or L, >300= DNS _tunneling

Egea (2)

Cmeopenus npomapkoganoi eubipku eexmopie osnax exionux DNS-nogidomnens na ocrosi
3nanw. [IpomapkoBana BuOipka hOpMyeThCS Ha OCHOBI 3HaHb 1010 03HaK BXiTHUX DNS-moBimomiens 1o
00TiB, SIKi 3aCTOCOBYIOTH TEXHOJOTIi yXujeHHs Bin BusaBieHHs Ha ocHoBi DNS. Ha ocHoBi yrBopeHoi
BHUOIPKH 3iHCHIOETHCS YaCTKOBE HAaBYaHHS KJIACcTepHU3aTopa.

. N, .
[To3HaunMO NpOMapKoBaHy BHOIPKY maHux sk X ={Xi }i:l, a HeMapKoBaHy BHUOIPKY SK

N . . . .o .. . .

Y = {yi }i_zl V.S NX— KUTBKICTh 00’€KTIB B MPOMapKOBaHil BUOIpIIl JaHHX, NZ — 3arajibHa KUIBKICTH
- X

PI3HUX IOMEHHUX IMEH.

N Ny . s . o
Hexait H =1h iy — MHOXXHMHA Harepesl BU3HAYCHUX KIIACTEPIB O0’€KTIB, 1€ N, - kinbkicTs

KJIACTEPiB; HAJEKHICTh BEKTOPA O3HAK KJIAcTepy h CBIMYMTHL Npo TexHonorio yxunenHs «cycling of IP

mapping», h, — «domain flux», h, — «fast flux», h, — «DNS-tunneling», h, — xnacrep, sxuii MiCTUTB

3
HOpPMAJTbHI 3aIUTH.

KokeHn BekTop 03HaK 3 MPOMapKOBaHOI BUOIPKU JaHUX HAJIGKUTH OJHOMY 3 MHOKHMHU Harepe
BH3HAYCHUX KIIACTEPIB.

36ip exionoeo DNS-mpadghika mepeosci. Bxigamii DNS-tpadik 30upaeThcs 3a IOMOMOTORO
MEpPeXHUX JaBadiB, MiAKIIIOUEHUX J0 A3EPKATIOI0YNX MOPTIB KOMYTaTOPIB.

Ananiz nonis TTL exionux DNS-nosioomnens wooo nesnoco domennozo imeni. JIns 06araTbox
BUJIB 0OT-MEpEX XapaKTepHOIO OCOOIMBICTIO MOBENIHKU € irHopyBaHHs T 1 L-nepioxy. Lle ozHauae, m1o
3MIACHIOETHCS OYMINEHHS JIOKATBHOro Kema DNS Ta BUKOHYIOTBCS MOBTOPHI 3aITUTH IIOJI0 JOMEHHOTO
iMeHi 110 3aBepuieHHs T T L-nepioay. Lle no3Bonse minBummté MOOiLTBHICTE O0T-Mepexi. ToMy Ha OCHOBI
3Ha4yeHb noiiB T L onpanboBytoTecs Taki BXigHi DNS-moBigomneHHs:

1) xoxue mepiie 3adikcoBane DNS-moBigoMICHHS 100 MEBHOIO JOMEHHOIO iMEHI B Mexax
TTL-nepiony;

2) xoxHe DNS-moBimomiieHHs, OTpUMaHE XOCTOM IIOBTOPHO B Mexax T 1L-mepioay, SKIIO
JoKepenoM ToBimomieHHS € HenmokaidbHuii DNS-cepep, 1 TTL-mepiom, 3a3HayeHuii B LbOMY
MOBIIOMIICHHI, BINPI3HAEThCA Bij 3anmuiika 1 1L-mepiogy, B Mexax SKOro OYyJlI0 OTpHMaHe IIe
ITOBIIOMJICHHS.

Permrra Bxigaux DNS-noBigoMiIeHb BIIKUIAIOTHCA.

SK110 moniTHKa KOPIOPAaTUBHOI MEPEeXi TO3BOJISIE 3IHCHIOBATH 3allUTH 103a JIokaabHuMHA DNS-
cepBepaMH, 1 XOCTH 3/iCHIOBATUMYTh 3alUTH IIIOJIO OJJHOTO M TOTO * JIOMEHHOrO iMeHi 10 pizanx DNS-
cepBepiB, To B DNS-Biarykax MoxyTb MicTUTHCh pi3HiI 3HadeHHs T 1L-mepioxmiB. Ilpore Taka
ocobnuBicTs QyHkuioHyBanHss DNS He BruMBaTMMe Ha piBeHb BUSIBICHHS, OCKUIBKH BOHAa He OepeThcs
IO yBar# Jyis OOTIiB OfHIET OoT-Mepexi.

Bunyyenns osuax 3 eéxionux DNS-nogioomnens wooo nesnozo domennozo imeni ma nodyoosa
séexkmopa osHak. BimnmoBimHi o3Haku BXigHMX DNS-moBigoMieHb MO0 TEBHOTO JIOMEHHOTO IMEHi
BHJTy4YalOThCS Ta (POPMYIOTHCS MPOTITOM BU3HAYEHOTO IEPioly MOHITOPUHTY HAa OCHOBI BCIX BXIIHUX
DNS-noBinomieHs, siki He OyJI0 BiAKUHYTO Ha MOMEPEAHbOMY €Tarll.

Ha ocHoBi o3Hak Bxigaunx DNS-moBizomIieHs 111010 IEBHOTO JOMEHHOTO iMeH1 Oy TyeThCs BEKTOP

o3rak Wy .

TIlobyoosa mampuyi Oanux Ha OCHO8I 6exkmopié o3Hak. 3 BEKTOpIB O3HaK BXigHUX DNS-
MOBiJOMIIEHb (OPMYETBCS MATpUL AaHUX V, KOXKEH PSIOK sIKOi € BeKTopoM o3Hak BximHux DNS-
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N,.Ng

i=1,j=1" V(I’):Wd , AC Nq — 3arajibHa

nosinomnens W, mono meBHoro nomeHHoro imeni, V :(vij)

KUIBKICTh 03HaK BXigHUX DNS-noBigomiieHs, siki BKa3ylOTh Ha BUKOPUCTAHHS TEXHOJIOTIH YXUIICHHS Bif
BUsBJIeHHs Ha ocHOB1 DNS.

30itichenns neuimkol Kiacmepusayii 3 4acmMKo8UM HABYAHHAM 3 MEeMOK GUAGICHHS 3aNUMIS, SKI
MO2HCYyMb C8I0YUmMU NPO PYHKYIOHYEAHHS ODOMIB, Wo Haxelicams 00 Hom-mepedic, sKi BUKOPUCIOBYIOMb
mexHonoeli yxunewns 6i0 eusenenns Ha ocnogi DNS. Ha nanomy erami 3IiHCHIOETBCS HEYITKA
KJIacTepu3alliss BeKTopiB o3HaK BximHWX DNS-moBimomiieHs 100 JOMEHHHX iMEH 3 YaCTKOBUM
HaBUaHHSIM HAa OCHOBI NIPOMapKOBaHOI HAaBUYaJbHOI BHUOIpKU. 3ajaua KiacTepu3aiii 3 YacTKOBUM

HaBYaHHSAM MOke OyTH onucaHa QyHKII€ foqer:V - H .

O0’exTamMu KJIacTepu3allii € BEKTOPU O3HAK, SKi OTPHUMAHO 3 KOPUCHOTO HAaBAHTAXKEHHS BXIiTHHX
DNS-1oBimoMIIEHD OO0 IIEBHOIO JOMEHHOIO IMEHI.
PesynbraToM Kimacrepuzallii € CTyNeHI MPUHAICKHOCTI BEKTOPIiB O3HAK J0 I’STH KJacTepiB, e

HanexHicts Bekropa osHak W, kmacrepy h, | =14 cBimuuts npo BUKOHAHHS 3aIHUTIB 3 BUKOPHCTAHHSIM

TEXHOJOr yxwuieHHs. HanexHicTb BekTopa O3HAaK IO IT'STOrO KiIacTepa CBITYMTH HPO BUKOHAHHS
3aMUTIB [0 JIETITHMHHX PECYpPCiB.

B skocrti Bigcrani MK 00’€KTOM KiacTepusalii Ta LEHTPOM KiacTepa 3aCTOCOBAHO HOPMY
MaxanaHnobica, OCKUIBKM BOHA Ja€ Kpami pe3yiabraTd, HDK EBkimimoBa Hopma [11], ska
BHUKOPHUCTOBYETHCS B 0230BOMY allTOPUTMi C-Means.

Jokanizayin ~ xocmis, inikoeanux bomamu, wo Harexcamv 00 bom-mepedc, AKi
BUKOPUCMOBYIOMb MEXHO02lT YXuieHHs 6i0 eusenenns Ha ocnogl DNS, ma 6noxyeanns Oili 6omie. Ha
OCHOBI1 IpUHaNEKHOCTI BekTopiB BXimHnx DNS-moBimomiieHp g0 KiacTepiB 3AiHCHIOETHCS BU3HAYCHHS
JIOMEHHUX IMEH, JI0 SIKHX 3BepTaiucs 00Tu O0T-Mepex. 3 METO0 OJIOKyBaHHS Jliii OOTiB, AKi 3AIHCHIOBAIIN
IIKiJJTABI 3alUTH, JIOKATI3AIlisl XOCTIiB MEpexXi 3MIHCHIOEThCS 3a JIOTIOMOTOI0 BEICHHS JKYpHATIOBaHHS
MAC-aapec xocTiB, 110 37iiicaroBan DNS-3anuTH, Ta 3anuTaHuX HUIMH IOMEHHUX iMCH.

Ilposedenns excnepumenmis. [y BU3HaYeHHS e()EKTUBHOCTI poOOTH 3alpOIIOHOBAHOTO METOY
Oyn0 TpOBENEHO psA EKCIepUMEHTIB. 3 MLi€l0 MeTol Oyllo 3reHepOBaHO TECTOBE IPOrpaMHe
3a0e3MevYeHHs 3 BIACTUBOCTSAMH OOT-MepeK. TecToBi OOT-Mepexi MajH LEHTPali30BaHy apXiTeKTypy i
BHUKOPUCTOBYBAIM OJHY 3 YOTHPHOX TEXHOJOTH YXWJIEHHS Bil BUSBICHHS — mepioguyHa 3miHa |IP-
BiTOOpa)KEHHS JIJIsl JOMEHA, KIOTIK JOMEHIB», «IBUAKO3MiHHI» Mepexki, DNS-tynemtoBanns. Koxna 3
rpyn Oor-mepex 3iiiicHoBana DNS-3amuTu 1momo MOMEHHUX IMEH CBOIX KOMaHJIHO-KOHTPOJBHHX
cepBepiB.

Jns exciepuMeHTiB Oyna Bukopuctana Mepexka 3 100 xoctamu, 80 3 sikux Oymu iHdikoBaHi
sreHepoBaHuMH Oortamu. Koxxna Oor-Mepexa 3niiicHioBasia MHOKUHY 3anuTiB (1000 3anwutiB). Takox
Oyno 3reHepoBaHO NporpaMHe 3a0e3NeuYcHHd, SKe 3IHCHIOBAIO 3almUTH [0 BiJOMHUX JIETITHMHHUX
JOMEHHUX 1MEH, iMiTyloun poOOTy KopucTyBauiB. J[aHe mporpamue 3a0e3nedeHHs1 0yiI0 BCTAHOBIIEHO Ha
KO)KHOMY XOCTi Mepexi. Excnepument tpuBaB 24 romunu. DNS-tpadik nokansHOi Mepexi 30upaBcs
3acobamu yruiitu tcpdump.

B skocti HaBuaneHOi BuOipku Oyno mpomapkoBaHo 10% BekTopiB o3Hak BXigHuX DNS-
[1IOBIJIOMJIEHb.

Ha puc. 2 BigoOpakeHO MpPOEKLil0 Ha IUIOIIMHY MHOXKMHH BeKTOpiB o3HaK DNS-noBigomieHs,
posmonineHnx Ha knactepd. [logatok koopaMHaT Ha TpadiKy € LEHTPOiAOM KiacTepa, SIKH MICTHTh
MHOXKUHY BXiTHHX DNS-11oBiIoMIIEHB 1010 JIEMITUMHUX PECYPCIB IO XOCTIB MEpEexi.
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®  Fast-flux - unlabeled data
Domain flux - unlabeled data
Cycling of IP mappings - unlabeled data
DMS-tunneling - unlabeled data

Mormal - unlabeled data

Fast-flux - labeled data

Domain flux - labeled data | & % ) O
Cycling of IP mappings - labeled data (] oo
DMS-tunneling - labeled data @ o
MNormal - labeled data
Centroid

XHo OO %+

=]
T

Puc. 2. PesynpraTn Kitactepuzarii

Koxen mapkep (kpamka) B KiacTepi mpeacraBiisie MHOKUHY BXigHuX DNS-moBimomuiens 110
iH(pIKOBaHMX Ta HEiH(IKOBAaHMX XOCTIB Mepexi MIOA0 MEBHOro goMeHHoro iMeni. Koxken mapkep
CBiIYMTH MO T€, [0 BH3HAYEHA TPyla XOCTiB oTpumMaina BXigHi DNS-moBinoMieHHs m1010 JOMEHHOTO
IMeHi.

[Ticns onpartoBaHHs ¢aiiiB )KypHaAIIOBaHHS OyJI0 JIOKaJIi30BaHO OOTH OOT-MEpEX.

Pesynpratn pobotn Meromy mpezacraBieHi B Tabn.l. Pe3ynapTaTH AeMOHCTPYIOTH MOMKIJIHBICTDH
BUSIBJICHHSI OOT-Mepex, LI0 BUKOPHCTOBYIOTH TEXHONOTIT yxmieHHa Ha ocHoBi DNS, Ha piBHi 10 96%,
IpH IbOMY PiBeHb XMOHUX CIpaLiOBaHb CTAHOBUB 6%.

Tabmuns 1. PesynpTat eKCIepUMEHTIB: KUTBKICTh 3aMUTIB, 3AiIHCHEHNX OOTaMH,
BHSIBJICHI 3aITUTH OOTIB Ta XMOHI CIIPAIIOBAHHS

KinpKicTh 3aIMTIB, Buseneni 3anuti | XuOHI cipamioBaHHs,
3aificHeHnX O0TaMu 00TIB %
b 1000 980 1

cycling of IP mapping

h,, domain flux 1000 940 2
h3, fast flux 1000 940 3
h,, DNS-tunneling 1000 980 0
Bceworo 4000 3840 (96%) 6

BucHoBKH Ta mepcneKTHBHM MOAAIBIIOIO TOCHIIKeHHs. 3apONOHOBAHO METOJ BHSABIICHHS
00T-Mepex, L0 BUKOPHCTOBYIOTh TEXHONOTii yXWieHHs Bif BusBieHHsS Ha ocHoBi DNS. Metox
0a3yeThCsl Ha KIACTEPHOMY aHaIi3i BEKTOPIB O3HAK, OTPUMAHHUX MUISIXOM JOCHiIKEHHS KOPHUCHOTO
HaBaHTaxeHHs BXigHUX DNS-moBimomiieHs. MeTo ] BUKOPHUCTOBYE HEUITKY KiacTepu3allito C-CepeHix 3
YaCTKOBUM HAaBUAHHSIM.

3acTocyBaHHSI PO3pPOOIEHOTO0 METOAY Ja€ MOXKJIHMBICTH 3MAIHCHIOBATH BHABJICHHS 0OTiB 0OT-
MEpEeK, 110 BUKOPUCTOBYIOTH TEXHOJIOT11 yXuineHHs Ha ocHOBI DNS, 3 BUCOKOIO ZOCTOBIPHICTIO.

[Momanpmmm AOCTIPKEHHSM € MUTAHHS MiBUIICHHS JOCTOBIPHOCTI BUSBICHHS OOT-MEPEK.
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