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Savenko O.S., Lysenko S.M., Nicheporuk A.O. The method of identifying metamorphic virus in the corporate network 

based on modified emulators. The article presents a method of detection the metamorphic virus with using a modified network 
emulators. The idea of a method is to create the estimate of the similarity metamorphic copies of the virus, which is achieved by creating 
for each host his own modified emulator. Received copies of metamorphic viruses compare by using metrics Damerau-Levenshtein. To 
form the conclusion that the metamorphic virus infected systems, done the classification of obtained copies using models similarities of 
metamorfic viruses. 

Keywords: metamorphic virus,  modified emulator, distance Damerau-Levenshtein, opcodes. 
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.  Low, 
Medium  High.   

 
 – .  

 0  0,25,  
;  0,26  1,  

.   0,26   0,49   1  
,  0,5  0,74 – 2 ,  0,75  1 – 3 .  

 2 .  15% 
, 5% , 11,25 –  68, 75%  

.  
 

 2.  
 

   
   

   
   

   
  

1 0,65 15 0,57 29 0,81 42 0,72 55 - 68 - 
2 - 16 0,86 30 0,70 43 0,51 56 0,61 69 0,72 
3 0,19 17 0,57 31 0,55 44 0,53 57 0,63 70 0,83 
4 0,64 18 0,63 32 - 45 0,63 58 0,84 71 - 
5 0,45 19 0,56 33 0,62 46 0,78 59 0,67 72 0,53 
6 0,59 20 0,68 34 0,23 47 0,62 60 0,69 73 - 
7 - 21 0,72 35 0,59 48 - 61 0,67 74 0,59 
8 0,52 22 0,41 36 0,54 49 0,70 62 - 75 0,47 
9 - 23 0,69 37 0,68 50 0,26 63 0,51 76 0,74 
10 0,61 24 0,79 38 - 51 0,56 64 0,82 77 - 
11 0,14 25 0,68 39 0,39 52 0,81 65 0,69 78 0,58 
12 0,69 26 0,24 40 0,56 53 0,74 66 0,36 79 0,57 
13 0,78 27 0,56 41 0,54 54 0,56 67 0,52 80 0,73 
14 0,35 28 0,69 
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