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Melnyk K.V., Melnyk V.M., Lototsky I.M. Tracking virus attacks based on neural networks. Neural network 
detector of virus attacks, was developed based on neural network LVQ vector quantization of Kohonen’s neural elements in the 
hidden layer. The proposed method allowed us to work with a small amount of training set, and the structure of the neural 
network allowed to carry out attacks clustering and normal connections in the hidden layer, which increased the reliability of the 
detection and classification of attacks on computer system. 
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 (denial  of  service,  user-to-root,  remote-to-local,  probe),   
 [6,7]. . 

DOS (denial of service, ) . ,  
, , , .  

,  
.  DOS : back, land, neptune, pod, smurf, teardrop [7] . 

U2R (user-to-root) .  
 ( ).  

U2R : bufferoverflow, loadmodule, perl, rootkit [7]. 
R2L (remote-to-local) .  

.  
R2L : ftp_write, guess_passwd, imap, multihop, phf, spy, warezclient, warezmaster [7]. 

Probe  
.  Probe : ipsweep, nmap, 

portsweep, satan [7]. 
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 Internet Exploration Shootout Dataset (IES) ,  
, , : 

.  1998  
DARPA98,   TCP- ,   

.  KDD Cup1999 Data [7]  
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 KDD-99,  
.  

 SJ Stolfo ,  DARPA98. 
DARPA98  4  TCP- ,  

 7 .  5 ,  
 100 . 

 KDD-99 , ,  22  
,   [7].   1   

 10%  KDD-99 [7]. 
 

 1.  KDD99 
    

Normal 97278 19.6911% 
DOS 391458 79.2391% 
U2R 52 0.0105% 
R2L 1126 0. 2279% 

Probe 4107 0. 8313% 
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 n = 41.  
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 « » (winner-take-all) [8].  
 m, . 



 " : , , "  
, 2017.  27 

 

 
© ., ., . 
 

47 

,  
 [8] , ,  

, . 
 [9]  3. 

Yi

Yi

ci

ji

 
.3.  

 
, ,  

: ,  
;  [9]. 

, .   
: 

- TPR (True Positives Rate) –  (Sensitivity, Se),  
. 

- FNR  (False  Negative  Rate)  –  ,   
. 

- TNR (True Negative Rate) –  ( ) (Specificity, Sp), 
. 

- FPR (False Positives Rate) – ,  
,  ( . 

 2  Dos_back  
 MPL,   3   

 LVQ ,  4 
 RBF  5   

.  
 

 2.  MPL 
Dos_back (  - 2139 ) 

 TPR (Se), % TNR (Sp), % FNR, % FPR, % 
 MLP1 99,05 98,27 0,95 0,73 
 MLP2 99,14 96,87 0,86 3,13 
 MLP3 99,05 97,62 0,95 2,38 
 MLP4 99,05 99,41 0,95 0,59 
 MLP5 100 87,32 0 12,68 
 MLP6 99,05 99,37 0,95 0,63 
 MLP7 99,18 90,54 0,82 9,46 
 MLP8 99,59 97,56 0,41 2,44 
 MLP9 99,05 98,79 0,95 1,21 
 MLP10 99,05 99,02 0,95 0,98 

 
 3.  LVQ 

Dos_back (  - 2139 ) 
 TPR (Se), % TNR (Sp), % FNR, % FPR, % 

 Koh1 99,05 97 0,95 3,01 
 Koh2 100 88,63 0 11,37 
 Koh3 99 99,8 1 0,2 
 Koh4 99,05 98,14 0,95 1,86 
 Koh5 99,37 90,46 0,63 9,54 
 Koh6 100 85,73 0 14,27 
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 Koh7 100 94 0 6 
 Koh8 99,05 98,44 0,95 1,56 
 Koh9 99,05 91,41 0,95 8,59 

 Koh10 99,77 90,49 0,23 9,51 
 

 4.  RBF 
 

Dos_back (  - 2139 ) 
 TPR (Se), % TNR (Sp), % FNR, % FPR, % 

 RBF1 99,05 74,32 0,95 25,68 
 RBF2 100 84,91 0 15,09 
 RBF3 99,09 90,78 0,91 9,22 
 RBF4 100 89,85 0 10,15 
 RBF5 99,09 74,55 0,91 25,45 
 RBF6 100 89,41 0 10,59 
 RBF7 99,09 93,72 0,91 6,28 
 RBF8 100 89,48 0 10,52 
 RBF9 99,09 93,52 0,91 6,48 

 RBF10 100 87,62 0 12,38 
 

 5.   
 

Dos_back (  - 2139 ) 
 TPR (Se), % TNR (Sp), % FNR, % FPR, % 

 Koh3 99,434 96,477 0,779 3,423 
 MLP4 99,221 93,41 0,566 6,591 
 RBF7 99,541 86,816 0,459 13,184 
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