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Lysenko S.M., Haibura Y.O., Stetsiuk V.M.  The method for Trojan programms detection based on the fuzzy 

clustering algorithm. An article presents the technique for Trojan progams detection based on the fuzzy clustering algorithm. 
The method allows providing a response to new Trojan programs, providing security of computer systems from both known and 
unknown malicious software. The detection of new Trojan programs is performed on base of the system events collection of a set 
of features that indicate the presence of Trojan programs in the computer system. The process of classification the research 
objects is implemented using the fuzzy clustering with partial supervision. Experiments showed that detection efficiency is up to 
95%, false positives 6%. 

Keywords: cyber-attacks, Trojan programs, malicious software, clustering, fuzzy c-means. 
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 1. 
 

.  1 2 16, ,...,B b b b , 
 b1 – Trojan Spy; b2 - Trojan Dropper; b3 - Trojan Banker; b4 - Trojan Downloader; b5 - PSW Trojans 

(Password-stealing Trojans); b6 -  Trojan  SMS;  b7 -  Trojan  Ransom;  b8 -  Trojan  Proxy;  b9 -  Trojan  
Notifier; b10 -  Trojan Mailfinder;  b11 -  Trojan IM; b12 -  Trojan GameThief;  b13 -  Trojan FakeAV; b14 – 
Flooder Trojan, b15  - Trojan DDoS; b16 - Trojan Clicker. 
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1, 1

fN

k j k j
F f b ,  fN  – .   

 API ,  
, ia F . , ,  

 flooder (Trojan.Flooder.HSF [16]),  1.  
,  

HN
iihH 1 , mh ,  HN  –  .   

 inf : inf : m k ih f b . 

,  
.  

 ( ) XN
kkxX 1 ,  kx  

, XN  - . ,  
, , . 

, X B . 
 

 1. API ,  Trojan.Flooder.HSF,  
 

  

KERNEL32.DLL GetModuleHandleA 

KERNEL32.DLL GetProcAddress 

ntdll.dll _wtoi 

ole32.dll CreateStreamOnHGIobal 

SHLWAPI.dll StrStrA 

USER32.dll wsprintfA 

WINHTTP.dll WinHttpOpen 

KERNEL32.DLL GetModuleFileNameW 

KERNEL32.DLL GetModuleHandleA 

KERNEL32.DLL LoadLibraryA 

KERNEL32.DLL LocalAlloc 

KERNEL32.DLL LocalFree 

KERNEL32.DLL GetModuleFileNameA 

KERNEL32.DLL ExitProcess 
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 2. :  

 
 

 , %  
, % 

Trojan Spy 10 10 0 
Trojan Dropper 10 9 1 
Trojan Banker 10 10 0 

Trojan Downloader 10 9 1 
PSW Trojan 10 10 0 
Trojan SMS 10 10 0 

Trojan Ransom 10 10 0 
Trojan Proxy 10 10 0 

Trojan Notifier 10 9 1 
Trojan Mailfinder 10 9 1 

Trojan IM 10 10 0 
Trojan GameThief 10 10 0 

Trojan FakeAV 10 8 2 
Flooder Trojan 10 9 1 
Trojan DDoS 10 10 0 
Trojan Clicker 10 9 1 

Total 160 152 (95%) 8 (6%) 
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