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METO/I BUSABJEHHSA TPOSAHCHKUX ITPOI'PAM HA OCHOBI AITAPATY HEUITKOI
KJACTEPU3ALIII

JIncenko C.M., I'aiidypa 10.0., Crentoxk B.M. MeTox BHsIBJIeHHS TPOSSHCBKHX NMPOrpaM Ha OCHOBi amaparty
HeuiTkol KiaacTepu3amii. B poGori 3ampomoHOBaHO METOA BHSBICHHS TPOSIHCBKHX IIPOTpaM Ha OCHOBI amapary HEediTKOl
KJacTepu3anii. Merox 1o3Bosie 3a0€3NeINTH pearyBaHHs Ha HOBI TPOSHCBHKI IporpaMu, 3a0e3medyloun 3aXUCT KOMI IOTePHHUX
CHCTEM BiJ SK BiIOMOTO TaK 1 HEBIJIOMOTO IIKIIMBOrO MporpaMHOro 3abesnedeHHs. PoOora cucremMu BHSBIEHHS HOBUX
TPOSIHCBKUX HpOrpaMm 3IiHCHIOETHCS Ha OCHOBI 0OpOOKH 3i0paHUX CHCTEMHUX IOZIH B KOMIT FOTEPHIH CHCTeMi MHOXXHHH O3HAK,
sIKi BKA3ylOTh Ha MPUCYTHICTh TPOSHCHKUX IIPOTpaM B KOMII'IOTepHill cucteMi. IIpomec po3mexyBaHHS 00’ €KTIB JOCIIIKEHHS
3[1MCHIOETBCSI HA OCHOBI 3aJIydeHHS amapary HEJiTKOI KiacTepu3amii 3 JacTKOBMM HaBYaHHAM. [IpoBemeHi eKCHEpHMEHTH
MOKa3aiy, o eQeKTUBHICTh BUBICHHs ckiaanae 95%, xubui crparroBants 6%.

Kuro4oBi cj10Ba: TpOSHCBKI mporpami, Kibep-arakd, WIKi[THBe MporpaMHe 3a0e3medents, Kiacrtepusais, fuzzy c-
means.

JIbicenko C.M., I'aiidypa 10.0., Ctemtok B.M. MeToa o0Hapy:keHUsI TPOSIHCKHX MPOrPaMM HA OCHOBe aNmnapaTa
HeuéTKol KiIacTepu3anuu. B paGore npeniokeHo MeTox 0OHAPYKEHUS TPOSHCKHX IMPOrpaMM Ha OCHOBE ammapaTa HedeTKOon
KJacTepu3anui. MeTox TO3BOMSIET OOECIEUNTh peardpoBaHME Ha HOBBIE TPOSHCKHE MHPOrpaMMBI, OOECTICUMBAs 3aIUTy
KOMIIBIOTEPHBIX CHCTEM OT KaK M3BECTHOIrO, TaK M HEM3BECTHOTO BPEJOHOCHOI'O IPOTrpaMMHOro obecrieueHns. Pabora cucreMsr
OOHApyXeHHsT HOBBIX TPOSHCKHX IPOrpaMM OCYIIECTBISETCS Ha OCHOBE OOpabOTKH COOpaHHBIX CHCTEMHBIX COOBITHI B
KOMIIBIOTEPHOH CHCTEME MHOXECTBA MPU3HAKOB, KOTOPBIE YKA3BIBAIOT HA MPHUCYTCTBHE TPOSHCKUX IPOTPAMM B KOMITBIOTEPHOM
cucreme. IIpomecc pasrpaHudeHnss OOBEKTOB HCCIEJOBAHUS OCYIIECTBISICTCS HAa OCHOBE IPHBICUYCHHS amapara HEUETKOH
KJIacTepHU3alli C YacTUYHBIM oOydeHueM. IIpoBeneHHBIC SKCHEPHMEHTHI IIOKa3and, dYTO 3(QeKTHBHOCTH OOHApYyKEHUSI
cocrasiseT 95%, noxHble cpabaThiBaHus 6%.

KnioueBble ci10Ba: kubep-aTaky, TPOSHCKUE TIPOTPAMMBI, BPEJJOHOCHOE IPOTPaMMHOE 00€CTIeUeHNe, KIIacTepU3aIiis,
fuzzy c-means.

Lysenko S.M., Haibura Y.O., Stetsiuk V.M. The method for Trojan programms detection based on the fuzzy
clustering algorithm. An article presents the technique for Trojan progams detection based on the fuzzy clustering algorithm.
The method allows providing a response to new Trojan programs, providing security of computer systems from both known and
unknown malicious software. The detection of new Trojan programs is performed on base of the system events collection of a set
of features that indicate the presence of Trojan programs in the computer system. The process of classification the research
objects is implemented using the fuzzy clustering with partial supervision. Experiments showed that detection efficiency is up to
95%, false positives 6%.

Keywords: cyber-attacks, Trojan programs, malicious software, clustering, fuzzy c-means.

Beryn. B Ham wac yncino mikiamuBoro nporpamuoro 3abesnedenns (ILI13), sike 3aiiicHIoE Kibep-
ataku Ha KoM '1oTepHi cucremu (KC) Ta Mepesxi 3pocTrae 3 BETUKOIO HIBHAKICTIO. Ha choroaHilIHiN 1eHb
CIIOCTEPIraloThCS YMCIICHHI KiOep-aTaku, KOXKHA 3 SKUX BIJPI3HAETHCS OJHA BiJ OAHOI MOTHBaMH, Ta
BHKOPHCTOBYE Pi3HI CTpaTerii eKCIuryaTallii KoMIT I0TepHi cucTeM. 1{e poOuTh BUSBIICHHS Ta 3amo0iraHHs
aTak Ha CUCTEMH BKpail ckiamHuMm mporecoM. LIkiamuee mporpamue 3a0e3neueHHS BUKOPUCTOBYETHCS
HaMOLIBII IUPOKO 1 IOro MOMyJSPHICTE B cdepi Oe3meKH 3pocTae 3 KoKHUM THeM. UinbHe Miclie cepen
muokuau I3  3aiimae xiac TposHcbkux mporpam (TII), sikuii Ha CbOromHI € HANHYMCICHHIIIMM.
TpostHChKI porpaMu moAiOHI 10 OyAb-sIK0i BUKOHYBaHOI IporpaMu. Bonn mMackytoTecs mif kopuche [13,
IO 3IifICHIOE aBTOPU30BaHi Jil KOPUCTYBaya; OHAK Mii, [0 BOHM BUKOHYIOTh, HaIalOTh 3IOBMHUCHUKAM
JOCTYH 70 eKCIUTyaTalii KOMIT FOTepHOI cucTeMH. TposHCbKa Mporpama B OCHOBHOMY HaJa€ BinaajeHui
noctyn no KC, Ha sikomy BiH posropraerhcs. OCOONMBICTIO TPOSHCBKHX IpOrpaM Te, L0 BOHH HE
MOXYTh (yHKUioHyBaTH ©e3 kopuctyBada KC, skuii Haga€ MOYaTKOBUH [I03BiJ, OCKUIBKH €
BUKOHYBaHMH (aiii; Horo moTpiOHO 3amycTHTH B CUCTEMi, W00 BiH MOdYaB MpalioBaTH. Ko
KOpPHUCTYBad HE 3alyCTHB BUKOHYBaHUH ¢aiin B KC, To 3710BMUCHUK HE 3MOXKE OTpUMATH JOCTYI 10 Hel
[3,9].

Meronu BUSBIEHHS MIKI[UIMBOTO TMPOTPaMHOro 3a0e3MeueHHs] THIy TPOSHCHKI Mporpamu
MOJIISIOTECA Ha AB1 KaTeropii. Meros, 1o HaiyacTilie BUKOPUCTOBYETHCS /ISl BUSIBJICHHS IIKiIJIUBOTO
MPOrpaMHOro 3a0e3levyeHHs] B OUTBIIOCTI aHTHBIPYCHHX MPOTpaM — TEXHOJOTIS Ha OCHOBI CHTHATYP.
TexHonoris Ha OCHOBI CUTHATYp Hee(eKTUBHA AJIS1 BUSABJIICHHS TPOSIHCBKUX MPOrpaM uepe3 iX YHCICHHY
KUTBKICTh Moan(iKaliil Ta mosiBy HOBUX MexaHi3MiB nponukHeHHs: KC [8].

TpostHCBHKI TIporpamMul HE 1IEHTHYHI, 1 IOCUTh Ba)KKO BiIPI3HATH MOTCHLIHHO HeOe3neuHi (hanam
Bif nineH3iiHux. KpiM TOro, KOXHOro IHS PO3POOISIIOTHCSA PI3HOMAHITHI TPOSHCHKI Iporpamu, i ix
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CHTHATYpHU BiAPI3HSIOTHCS Bi BKe iCHYIOUHMX. SIK HACIiZOK, Led MeToJ € Hee()eKTHBHUM y BHUSBICHHI
TPOSIHCBKUX TporpaM. OTpUMaHHS CUTHATyp BCIX TPOSHCHKAX MPOrpaM Ta MOCTiliHE OHOBJICHHS
KaTajory aHTHUBIPYCHHX CHTHATyp BOJHOYAac 1 CKJajaHa, 1 HeKepoBaHa 3anaya. binbml edekTHBHUM
METO/IOM SIBJIAE€THCA AWHAMIYHMIA MOHITOPHHI IOPTIB, PEricTpiB Ta ¢aiiiiB KoH}irypamii cucremMu —
eBpucTryHni miaxin [10].

TposiHCbKa Tporpama ONMHCYEThCA SIK NMPOCTHH BUKOHYBaHWHK (ailn B omepauiiHiil cuctemi
Windows. OpHak BiH Mae A€SKi BIACTHBOCTI, SIKi YK€ BUPI3HAIOTH HOTO Bifl 3BUUAHUX BUKOHYBaHHMX
¢aiinie. MoXHa BHUKOPUCTAaTH IIi BJIACTHBOCTI, MIO0 BHSBUTH HPUCYTHICTH TPOSHCHKUX MPOTrpam.
Crnoyarky TII HemomiTHO (DYHKLIOHYIOTH B CHCTEMI JO TOTO, SIK aKTUBYIOTHCS KIIIEHTOM a00 BiJIaneHo
3JIOBMHUCHUKOM. Tomi TposHChKa MporpaMa MOYMHAE BUKOHYBAaTH POOOTY Ui eKcIulyaTraTopa,
HaNpHKIaJ, BIANPABISE JaHl CIyXadeBi, Ta Haaae BignaneHuid goctym [14].

IoB’si3ani po6oru. IIpobneMi BUSABIEHHS TPOSHCHKUX MpPOTpaM NPUIUISETHCS BeJHKa yBara.
3okpema, B poOoti [7] mpencraBieHWil MeTOJ BHUSBICHHS TPOSHCBKUX IPOrpaM IUIAXOM aHalizy
(opMaTy MOPTaTUBHOIO BUKOHYBAHOTO (Paiiily, 32 JOMOMOIOIO SIKOrO MO>KHA OTPUMATH 0arato KOpMCHO1
iHpopmanii. s Toro, mo6 MaTth 3MOry mpamioBatd 3 iH(OpMamlielo, BUIYYEHOI 3 MOPTATHBHOTO
BUKOHYBaHOro (aiiny, meron mnependayae moOyZOBY JAEpeBO pillieHb Ha OCHOBI allTOpUTMY JAepeBa
pimens C5.0. Ilinxin mae gBa eramu: OTpUMaHHS (YHKIIi 3 TOPTaTUBHOIO BHUKOHYBaHOro (aiiy 3a
JOTIOMOT 00 (DUTBTPY MOPTATUBHUX BUKOHYBAHHUX aTPHOYTIB, Ta 00pOOKa OTPUMaHUX O3HAK (38 TAaKUMH
GyHKIISME) 3 TOAANBIIO MOOYIOBOK Kiacudikaropa s igeHTH]IKaIil TPOSHCHKUX IPOrpam.
BuxiguuM B wiii po6oTi € 3actocyBaHHs Oinbll edexkTuBHOro anropurmy C5.0 mis moOynoBu aepeBa
pimens. HenomikoM gaHOro Meroay € BHCOKAa OOYHMCIIOBANbHA CKJIAOHICTh Yy  BHIAIKY
6araromomynbHocTi TII.

B [1] ommcano meron BusiBneHHst TI1 3 BHKOpUCTaHHAM Oi0NiOTEK AMHAMIYHUX MOCHIIAHB IS
imeHTHdiKamii CUCTEMHHMX BHKIHWKIB, 3[OIMCHEHHMX TPOSHCHKMMHU TNporpamamu. Po3pobieHa cucrema
BIJICITiTKOBYBaHHS TPOIIECIB 3AIMCHIOE iMeHTH(IKAIIIO MIKiTHBOr0 BAUKOHYBAHOTO (pailiry i BU3HAUAE, YU
e JiiCHO TpOsSHCBhKa mporpama, uu Hi. KpiM Toro, BUKOHyeTbCs cnpoba BHBUMTH MOBEAIHKY Mepexi
micist 3ammycKy TPOSHCBKOI mporpamu, BukopuctoBytoun Wireshark. Hemomikom nmaHoro migxomy €
HE3JaTHICTh 10 MaciuTabyBaHHS Y BUMAJKy A0 mosBu HOBUX TII.

B pobori [6] mpencraBieno miaxix mo BusiBieHHs TTI, cyThb sSKOro MoOJsrac B aHai3i
noniMopduoi mpuponu I3, a Takox ix nmoBeminku B KC. Merox 3acTOCOBYE €BPUCTHYHHUM IMiIXiT,
SKUH peali3yeThcsl LUISIXOM JMHAMIYHOTO OHOBJICHHS 3HaHb Mpo Zero-day 3arposum i moOynoBy 0a3
noBeiHOK. Hemomikom MeToy € HeOOXiIHICTh B MTOCTIHHOMY OHOBJICHHI 0a3 HOBUX moBeaiHok TTI.

B pobori [12] mpeacTaBiieHO MOENb CUCTEMH BHUSBICHHS TPOSHCBKUX IIPOrpaM, L0 3aCHOBaHA
Ha aHaii3l ix moBeninok. Ha Bigminy Bin [6], mpouec BusBiIcHHsS 0a3yeTbcsi Ha aOCTPaKTHOMY OIMHUCI
MOBEIIHOK TPOSIHCBKUX MPOTrpaM, a TaKOK Ha BU3HAUYCHI MpaBuil. MHOXXWHA TaKUX MPaBHI € OCHOBOIO
0a3u JaHMX XapaKTEPUCTUK MOBENIHOK, 1 eBPUCTUYHOrO aHamizaTopa g ananisy I13. ExcniepumenTn
MPOIEMOHCTPYBAIH 3AaTHICTE Merony Ao BusisieHHs TII B peanmpHoMy uaci. Hemomikom merony €
BHCOKUH PiBEHb XMOHHUX CIIPALIOBAHb.

B crarti [15] posrmsimaerscs mpoOnema BHSIBICHHS TPOSHCBKMX HpPOTpaM 1 MPEICTaBIISETHCS
METOJ BUABIICHHSI TPOSIHCBKHUX MpOrpaMm. 3a JOMOMOTOI0 IIbOI0 METONY BiACTIIKOBYIOTHCS MAaKETH, IO
MepenaloTbcs KOMITIOTEPOM B PEKHMiI peasbHOro 4acy, iAeHTH(]IKYyIOTbcs TMOpTH, depe3 sKi
nepenaloThc MakeTH. 3a BiIOMHUM HOMEPOM IOpTY Ta iH(QOpMAI€lo, fKa HAJA€TbCs ONEpaLliifHOIo
CHCTEMOIO, 3HaXOAUTHCS MPOLIEC, SIKMH BiAMPABIISE TAKETH Yepe3 MOPT, 1 BiACHIAKOBYETHCS TPOrpaMHUI
¢aiin, sxuil crBoproe mpouec. TakMM YHHOM, 3B’A3YETHCS TOPT, SKUHA BHUKOPUCTOBYETHCS IS
BIZIMOBiAHOTO Tporecy. MeToa 03BOJIsie BUSIBUTH HE JIMILE BiOMi TPOSHCHKI MpOrpamu, a i BUSBHTH
Hosi TII.

BurieBkazani METoiu MaloTh CIUIBHUEN HEJOMIK 100 BHCOKOTO PiBHA XMOHUX CHpAIfOBaHb, 10
MOSICHIOETHCS] TUM, IO I1i METOAU MalOTh EBPUCTHYHY MPUPOLY.

3 ornsmy Ha BIACTUBOCTI TPOSHCBKUX MpOrpaM, iX pi3HOMAHITHICTb, HE3JATHICTH BiJOMHX
MeTOMiB e()EeKTUBHO Ta CBOEYACHO 3IIMCHIOBATH iX BHUSIBICHHS 3YMOBIIOE€ HEOOXiJHICTH PO3POOJICHHS
HOBHX METO/IB BUSIBJICHHS TPOSHCHKHX MPOrpaMm.

AJITOPUTMHM HeYiTKOI KJacTepu3amii sIK 3aci0 BHSIBJIEHHS WMIKIVIMBOr0 IMPOrpaMHOIO
3a0e3meyeHHsl THIY TPOsIHCBbKiI mporpamu. OIHMM 3 akTyaJbHHX HAampsMKIB PO3BUTKY METOIB
BUSIBJICHHS IIKIIJIMBOIO MPOTPaMHOr0O 3a0e3MeUeHHs] ChbOrO/HI € 3alydeHHs anapaTy iHTeJlIeKTyalbHOro
aHai3y JaHuX.
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Knacrepuzanis - 1ie MeTos iHTENEKTYyalbHOIO aHANI3y AAaHUX, IO NMpU3HAUYEHHH I BHSIBICHHS
00'eKkTiB B AesiKOMy HaOOpi JaHMX NUISXOM BH3HAUCHHS Ta KUIBKICHOIO BH3HAYEHHs MOAIOHOCTEH UM
BiIMiHHOCTEH MK 00'ekTamu. HewiTka kinactepusaiiisi BBOIUTh MOHSTTS MPUHAIEKHOCTI B PO3IUT JaHUX,
OCKUJIbKM TIPUHAJISKHICTh MOXKE BKa3yBaTH CTYIiHb, B SKiii O0'€KT HaleKUTh KJIAacTepy 1 Kpamie
BifoOpaxkae po3ain gaHux [5].

OnHuM 3 MexaHi3MIB KJacTepu3allii, SKUi 3aCTOCOBYETHCS 10 IIMPOKOTO CIIEKTPY MPOoOJIeM, 110
NoB's13aHi 3 aHaii3oM (YHKIIH, KiacTepusaniclo Ta kiacudikamieto € fuzzy c-means, 3acHoBaHuii Ha
Teopii HewiTkol KinacTepu3auii Pycmini [2, 13]. Le#t anroput™ D0CTIIKY€ETHCS IIsl OLIHKY BiCTaHEH MiX
PI3HUMHM TOYKaMH BXimHUX aaHuX. Kiactepu GopMyroThCs 3aJIeKHO BiJl BiICTaHEH MiX TOYKaAMU JJaHUX,
a KJIACTEPHI LEHTpU (OPMYIOTHCSI OKpEeMO IJsi KOXKHOTO Kiactepa. MeTo KiacTepusauii J03BOJIsE
ogHOMY (hparMeHTy JaHMX HaJeKaTH OO OUIbII HDK OBOX KJIAcTepiB, IO € HAaA3BMYAHHO Ba>KIMBHUM
¢akTOopoM Ipu BUOOPi IHCTPYMEHTY AJIS KilacTepu3anii 00’ €KTiB, 10 MAalOTh 3HAYHY CXOXKICTb.

Takum 4YMHOM, 3 OTJISIy Ha BJIACTHBOCTI aJrOPUTMIB HEUITKOI KilacTepu3allii, BOHU MOXYTb OyTH
ocHoBo Juid BusiBiieHHs 1II13 tumy TTI.

IocranoBka 3amaui. OTXKe, aKTyaJbHOIO HAyKOBO-NPAKTHYHOIO MNPOOIEMOI0 € BHSABICHHS
LIKIJTMBOTO MPOrPaMHOTo 3a0e3MeueHHs THITY TPOSHCBKI TPOrpaMu, ToMy He0OXiJHO PO3pOOUTH HOBUI
METO/1 BUSIBJICHHS TPOSTHCHKHX MPOrpaM Ha OCHOBI anapaTy HE4iTKO1 KJlacTepu3alii.

Memoo eusenenns mpoAHCLKUX NpO2PAM HA OCHOGI anapamy Hewimxoi kiacmepusayii. Jns
BUSIBJICHHS TPOSTHCHKHUX IPOrpaM 3aporiOHOBAHO HOBHI METO/I, SIKHM 0a3yeThcsl Ha KIIACTEPHOMY aHai3i
03HAK, OTPUMaHHX NUISIXOM JOCTIDKEHHS TMOBEIIHKM TPOSHCHKHX TNporpaM. Meroa BHKOPHCTOBYE
HEYiTKy Kiactepu3auito fuzzy c-means 3 4acTKOBMM HaBYaHHSM. 3aCTOCYBaHHS HEWITKOI KiacTepu3aril
MOSICHIOETECSL THM, LIO ICHYIOTh CHUTYyallii, KOIM iCHy€ HEBM3HAUYEHICTh LI0A0 mpuHanexHocTi 13 mo
KJacy IIKiUIMBOro abo KOpUCHOro. Fuzzy c-means no3Boisie MiHIMI3yBaTH TaKy HEBH3HAYEHICTH Ta
3a0€3MeYNTH JOCTATHIO TOUHICTh PE3yNIbTATy Kiactepu3aii [4, 11].

VY gxocTi 00’€KTIB KiacTepu3alii € MHOXXHHA BEKTOPiB O3HAK, OTPMMAaHUX Ha OCHOBI aHami3y
noseainku TI1 B KC.

3anponoHOBaHUI METOJ CKJIAZA€THCS 3 JBOX €TAIliB:

1. erarl HaB4aHHsI CHCTEMH BUSBJICHHS TPOSHCHKUX MPOTrpaM;

2. erarl MOHITOPUHTY Ta BUSBICHHS TPOSHCHKUX MPOTPaM.

PosrisiHeMO KpokM (YHKLIOHYBaHHSI €Tanly HaBYaHHS SIK CKJIAJOBOIO METOJa BHUSBJICHHS
TPOSIHCBKUX MPOrpaM Ha OCHOBI aIrOPUTMY HEUITKOI KJlacTepu3arii:

1) (dopMyBaHHA 3HAaHB IOJO MOBENIHKHM TpOstHCHKUX mporpam B KC Ha ocHOBiI BimomMmx
O3HAK Ta iX MPOsIBIB;

2) (GopMyBaHHS MHOXMHH BEKTOPiB O3HAaK (MOBENIHOK), SIKi ONHCYIOTh IOBEIIHKH
TPOSIHCBKOT MPOTrpaMH;

3) 3IiMCHEHHSI aHAIIi3y Ta IMOJALT TPOSHCHKUX MPOrpaM Ha KJlacH;

4) CTBOpEHHs MapKOBaHMX MJaHMX 3 OTpUMaHuUX BekTopiB-o3Hak I3 Tumy TposSHCHKI
MPOrpaMu 3 UIJUTI0 GOPMYBaHHS KIaCTEPiB
PosrisiHeMo Kpoku (DyHKLIOHYBaHHS €Tally MOHITOPUHTY Ta BUSIBJICHHS TPOSHCHKUX MpOrpaM Ha
OCHOBI aITOPUTMY HEUITKOI KilacTepru3arlii:

1) 3MICHEHHs BifCHiAKOBYBaHHs cucTeMHUX momii B KC (MOHITOPHHT MeEpexeBoro
TpadiKy, BiICTiIKOBYBaHHS (PYHKLIOHYBaHHS POrpaMHOro 3a0e3neYeHHs B ONepaliiHiid cucTemi);

2) no0yAoBa BEKTOpPY O3HAK, KUK QopMyeThcst Ha ocHOBI moBeninku 113 B KC;

3) 3aCTOCYBaHHSI aJTOPUTMY HEUITKOI KiacTepusalii 3 YaCcTKOBHMM HaBYaHHSIM 3 METOIO
BUSIBJICHHS TPOSTHCHKHX MPOrpaM Ta BiTHECEHHS iX JJO TIEBHOTO KJiacy;

4) Ha OCHOBI OJEp)KaHOr0 pe3yJbTaTy KiacTepu3auii 34iCHEeHHS BiAMOBIAHWUX Oi 1I0J0

nigo3pinoro I13.

3aranpHa cxemMa (YHKUIOHYBaHHS METOAY BHUSBJICHHS TPOSHCHKMX NpPOrpaM Ha OCHOBI
ANTOPUTMY HEUIiTKOI KJIacTepHu3allii moJana Ha pucyHky 1.

DopmysanHs 3HAHL WOOO0 NoeedinKu mposancokux npoepam 6 KC na ocnosi gioomux osnax ma ix

nposeis. Tpuiimemo Muoxkuny Tumis LT3 Uy TPOSHCHKI IporpaMu MHOKHHOW B = {bl,bz,..., blﬁ} ,

ne by — Trojan Spy; b, - Trojan Dropper; bs - Trojan Banker; b, - Trojan Downloader; bs - PSW Trojans
(Password-stealing Trojans); bs - Trojan SMS; b; - Trojan Ransom; bg - Trojan Proxy; by - Trojan
Notifier; by - Trojan Mailfinder; by; - Trojan IM; by, - Trojan GameThief; b3 - Trojan FakeAV; by, —
Flooder Trojan, bss - Trojan DDoS; bss - Trojan Clicker.
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[Mpuitmemo MuOXHMHY QyHKLIH (API BHKIHKH), SIKI 3aCTOCOBYIOThCS [Uisi pyHKIioHYyBanHs I3
TUITY TPOSHCBKI IPOTPaMHU SIK A = {a i };\lji\ , e, HaTpUKIIaj, a; — QYHKILIsA, IO BUTATYE JECKPUIITOP MOIYIIS

JUIS BKa3aHOTO MOXYJIsl, a; — (YHKLISA, IO OTpUMYyeE aapecy (yHKUii, IO eKCIOPTYEThCs, UM 3MIHHOI 3
BKa3aHOi OiONIOTEKM JWHAMIYHUX MOCUJIaHb, az — (YHKIiA, MO KOHBEPTYE DSJIOK B ILIOYHCETbHE
3HauYeHHS, a4 — (YHKIIis, 1[0 CTBOPIOE TIOTOKOBHM 00’ €KT, SIKHiI BUKOPUCTOBYE JCCKPUIITOP IaM ST JUIs
30epiraHHsl BMICTY MOTOKY, a5 — (DYHKIIis, [0 3HAXOUTH MEPIe BXOMKEHHS MiPS/IKa BCEPEAUHI PAIKa,
as — (QyHKUIA, Mo 3anucye ¢opMaToBaHi JaHI y BKazaHui Oydep, a; — QyHKUIA, MO iHIOiami3ye i
nonatky Bukopucranns ynkuiii WinHTTP i moBeprae peckpunrop WIinHTTP-cecii, ag — gpynkuis, 1mo
OTPpUMYE TIOBHHMH NUIAX A0 ¢ainy, IO MICTUTh BKa3aHWHA MOIYJb, a9 — (YHKIIS, IO 3aBaHTAKYE
BKa3aHUI MOJYJb B aJIpECHUI MPOCTIp MPOIECY, M0 BUKIUKAETHCS, ajg — QYHKIIiS, 110 BUILUISE BKa3aHy
KUTBKIiCTh OAWTIB 3 Kydi, a;; — (DYHKILS, 0 3BUTbHIOE BKa3aHUM JIOKAIBHUN 00 €KT TMaM’ATi Ta BiMiHSE
HOro NEeCKpUNTop, aj, — (PYHKIIS, 10 3aBEpIIyE MPOIEC BUKIMKY Ta BCi #ioro motoku, N — 3aranbHa
KUIBKICTB, QyHKIIH, BukopuctoByBanux TII.

SHaHHA PO ™, DopMyBaHHs 3HAHb OO PopMyBaHHA MHOKHHH
TPOSIHCBKI [TOBEAIHKH TPOAHCLKHX BEKTOPIB 03HAK, AKI OMUCYIOTh
nporpamu nporpam B KC Ha ocHoOBI :: > 1NOBE/IHKH TPOSHCHKOT .
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Puc. 1. 3aranpna cxema QpyHKIIOHYBaHHS METOLY BUSBIECHHS TPOSHCHKUX MPOrpam
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[IpuiliMeM0O MHOXWHY O3HaK IPUCYTHOCTI TPOSHCHKUX MpOrpaM B KOMITIOTEPHIH cHcTeMi
Nf

muoxuHo0 F ={fkbj} , me N, — ximekicte o3mak. Ilin o3makoro mpucytHocti TIT B KC

k=1,j=1
BBaXaTUMEMO CyKynHicTe APl BHKIWKIB, BHKOHAHHS SIKUX NPH3BOAMTH 10 JACCTPYKTUBHUX i B
cucreMi, @, € F. Ipuknan, mo JeMOHCTpye IepeNik CUCTEMHHX BHKIHKIB, IO (hOPMYIOTH HOBEIIHKY
Tposinchbkoi nporpamu tumy flooder (Trojan.Flooder.HSF [16]), mogano B tabmumi 1. Takox mpuiiMemo
MHOXHHY KOMIT'IOTEPHHUX CHCTEM B Mepexi, mo MoxyTb Oytu iH¢pikoBanumu I3 Tumy TII sax

H=1{hjy, h

i=1 1

., Ae N, — xinekicte KC B mepexi. Toxi ¢ynkuia indpixyBanns KC TposHCbKOIO

nporpamoro inf sanumemo takum ynnom: inf :h x f, — b, .

DOPMYBAHHSI MHOJNICUHU BEKINOPI6 O3HAK, AKI ONUCYIOMb NOGEOIHKU MPOAHCLKOI Npocpamu ma
30TCHEeHHs aHani3y ma nooil MPOSHCLKUX npoepam Ha kiacu. Bei Bumesragani GyHKII € OCHOBOKO s

n00yI0BY MHOKMHH BEKTODIB O3HAaK (MOBEMIHOK) X ={x |\", Je KOXEH BEKTOp O3HaK X, OIKUCYE
KOHKpeTHy mnoBefiHky meBHoi TII, N, - KiIbKiCTb 03HaK. BHUKOPHCTOBYIOUM OTpUMaHi O3HAKH, SKi

MpEACTaBieH] SIK BEKTOpW (QYHKUiH, OyIoyeTbcs MHOXKHHA TpaBHi, AKi OMUCYIOTH moBeniHky TII.
[ToOynoBaHi BEeKTOpH 03HAK IPYIYIOTHCS 32 TUIIAMH TPOSHCHKHX Tporpam, X — B.

Ta6mus 1. APl Bukiuky, 3ailicHeH1 TpossHCbKORO mporpamoto Trojan.Flooder. HSF, BukonanHst
SKUX TIPU3BOJUTD A0 JECTPYKTHUBHHX Iiif B CHCTEMI

Ha3sa momyns

Hasa ¢HKkIil

KERNEL32.DLL

GetModuleHandleA

KERNEL32.DLL GetProcAddress
ntdll.dll _wtoi
ole32.dll CreateStreamOnHG I obal
SHLWAPL.dII StrStrA
USER32.dll wsprintfA
WINHTTP.dII WinHttpOpen

KERNEL32.DLL

GetModuleFileNameW

KERNEL32.DLL

GetModuleHandleA

KERNEL32.DLL

LoadLibraryA

KERNEL32.DLL

LocalAlloc

KERNEL32.DLL

LocalFree

KERNEL32.DLL

GetModuleFileNameA

KERNEL32.DLL

ExitProcess

CmeopeHHss MapKOBaHUX OAHUX 3 OMPUMAHUX 8ekmopis-o3nak LUII3 muny mposncoKi npoepamu
3 yinno gopmysanns kiacmepis. [103HAUMMO ¢ SK KUTBKICTh Hamepell BU3HAYCHUX KJIACTEPiB BEKTOPIB
o3Hak. KokHOMYy Kiacrepy BiAIOBiTalOTh TPOSIHCHKI MPOTpaMH IEBHOTO KIIacy Ta OJWH KIAcTep
Bianosigae kopucaoMy I13. TIpunanexHicTh BEKTOPY O3HAK X, [0 i-TOro KIacTepy BKa3ye Ha HasABHICTh

YH BIACYTHICTb TPOSHCHKOI MPOrpaMH MEBHOTO TUITY.
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Js Toro, mo6 noOyayBaTu IIPOTOTHII KIIACTEPIB V, , HEOOXiAHO NOOYXyBaTH IOMAPKOBaH1 JaHi.
[TomapkoBaHi maHi 3acHOBaHI Ha 3HAaHHI O3HAK, SIKI MOXXYTb BKazyBaTH Ha mpucyTHicte LT3 Tumy
TPOSHCBKI Iporpamu K HaOip BekTopiB-o3HakK. KoikeH BekTop O3Haka X, HOMapKOBaHMX IaHMX

HaJKUTh OJHOMY 3 HaIlepejl BU3HAYCHUX KIIACTEPiB.
B poboti 3acTocoBaHa HeWiTKa KiacTepu3allisl 3 YaCTKOBMM HaBYaHHSM, fKa 3aCHOBaHA Ha
MiHiMi3allii HaCTYTHOI IIUTBOBOT (PYyHKITIi:

Jk:ZZuiE ii+azz(uik_fikbk)pdii’ (1)
i1 k=1 i1 k=l

ne N — 3aranpHa KUTBKICTh BEKTOPIB O3HAK, IIO MIUIATAIOTH KiacTepu3auii (MapKkoBaHi Ta HEeMapKOBaHi
BEKTOPHU-O3HAK), U, - 3HAUEHHs NPUHAJIEKHOCTI 11 K-Toro BeKTopy-o3Haku B i-romy knacrepi, f, -

3HA4YCHHA HpI/IHa.]IC)KHOCTi k-Toro IMIOMApKOBAHOI'O BCKTOPA-O3HAKH B i—TOMy K.]'IaCTepi, d - Bi,I[CTaHL

ik
Mk K-TOrO 03HaKor 00’eKTa Ta MPOTOTHUIIOM i-Toro kiuacrepy, b =[b, ] — OyneBuil immukartop, 1o
k

pOBpiBHH€ HOMapKOBaHi Ta HeMapKOBaHi BCKTOPH-O3HAK:

1 if samplex, is labeled
b, = : : )
0 otherwise

Lentpoin (IpoTOTHUII i-TOr0 KIIAacTepy) Ta MaTPULL PO3OUTTS U IPEACTaBiICH PiBHAHHAM (3):

N -2 C
Ui, X 1+a(l-b, f)
v = S O = 1 'Z';l Vv afby f, ©)
k—1UIii l+a d

s &

lj

e o BH3Hadae KoedilmieHT MmacmTaOyBaHHS Ui MIATPUMKA OajaHCy MK KOHTPOJNBOBAHMM Ta
HEKOHTPOJILOBAaHHM KOMITOHEHTOM B paMKax MexaHi3Mmy onrtumizarii [11].

B sikocTi MeTpuku BificTaHi Mk K-TOIO 03HAaKOIO Ta MPOTOTUIIOM KiacTepy OysiIo 3acTOCOBAHO
BiacTtaHpr Maxananoo0ica:

e ”T Alxe =il (4)

ne A — nonaTHbo Bu3HadeHa Marpuns R" x R".

3oiticnenns siocnioxkosyeanns cucmemnux nooii ¢ KC (monimopune mepescesoeo mpagiky,
BIOCNIOKOBY8ANHSL  (DYHKYIOHYBAHHS NPOSPAMHO20 3abe3neuennss 6 onepayiunii cucmemi). Jlns
JUHAMIYHOTO (POPMYBAaHHS BEKTOPIB MOBENIHOK MPOrpaMHOro 3a0e3MeyYeHHs B KOMII IOTEpHii cucTemi
3IIMCHIOEMO BiJICIIKOBYBaHHsI CHCTEMHUX MOAIN nuisixoM nepexoruieHHs: APl-BuknukiB nporpam. API-
¢GyHKIIl MOTaEMO y BUTTISAI MOCTIZOBHOCTI B TOMY IMOPSAKY, B SKOMY KOXKHa (DYHKIIiSI BUKITHKA€ETHCS
nporpamoro. 3ibpana iHdopmais € BXiIHUMHA JaHUMU JJIs IPOLECy KIlacTepH3aLlii.

Tlobyoosa eexmopa o3nak, sikuii popmyemuvcs Ha ocHogi nosedinku 113 6 KC ma 3acmocysanms
aneopummy Hewimkoi Kiacmepuzayii 3 4acmKo8UM HAGUAHHAM 3 MEMOI0 BUABNEHHS MPOAHCLKUX NPOSPAM
ma GiOHeceHnHs ix 00 neenozo kinacy. DyHKUII, M0 MOXYTh BKasyBaTH Ha mpucyTHicts LUII3 Tumy
TPOSIHCHKI IMTPOrpaMu B KOMIT FOTEPHIN CHCTEeMi, BUTATYIOThCA 3 JaHUX, 310paHUX HA TIONEpeTHLOMY eTalli,
1 TOBHMHHI aHaJi3yBaTUCh. Pe3ynbpTaToM aHali3y € BHCHOBOK IPO HASBHICTh YH BIICYTHICTH aTakH
TPOSIHCBKOT porpamu. B sikocTi 3aco0y kinacuikaliii BAKOpHCTOBYEThCS Kiactepusaiis fuzzy c-means 3
4acTKOBMM HaBuyaHHsAM. OO’ekTaMH KiacTepu3alii € BEKTOPH-O3HAK X,, OTpPUMaHi MNpH aHaii3i

KOPUCHOI'O HaBAHTAXXCHHA Ta BI/IXi,Z[HOFO Tpa(f[)le MOKJIMBOI'O 3apaKCHHA KOMH’IOTCpHO'l. CHUCTCMHU.
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PesynpraToM Kimactepuzanii € 3HaUCHHA NPUHAIEKHOCTI U, BEKTOPIB-O3HAK X, Ui KOKHOTO
kiacrepy i. [IpuHanexHiCTH BEKTOPY O3HAaK X, B i-TOMy Kiacrepi mpucBoroe tun araku I3 tumy
TPOSIHCHKI MTPOTPaMH.

30itichenns 8ionogioHux Oitl w000 nidospinoeo 113. SIKMO BUABIEHO AOAATOK, IO BIIHOCHTHCS 10
Oyap-sIKOro 3 KiactepiB, ski BU3HaudaroThes I3 Tumy TPOSHCHKI MporpaMu, TO TaKHil J0JATOK
omokyetnses. [Ipo Te, 1mo BusiBieno IITI3 Tumy TposHCHKI MPOTrpPaMH CHUTHAI3YEThCS KOPHUCTYBAUCRI.
SIKIIO % JOMATOK BiHECEHO MO KiacTepy, 1o He Bu3Hayae IIITI3 Tumy TpOSHCHKI MporpaMu, TO BiH
MPOIOBKYE Al CBOE BUKOHAHHSI.

ExcnepumenTn. Jlnsg OHiHKM eQEKTUBHOCTI 3alpONOHOBAHOTO METONy OYyJlIO0 TPOBEACHO PSX
eKCIieprMeHTiB. 3 1i€ro MeToro Oyno 3reneposano no 10 noseainok gynkuionyBanus TII koxxHoro THITY.

Koxen ekcriepument TpuBaB 24 romuH. HaBuanmpna BuOipka mictuma 15% mnpomapkoBaHHX
naHuX. Pe3yabTaT eKcrieprMEeHTaNbHUX JTOCTIPKEHb TIOaHO B TAOIHII 2.

[IpoBeneni excnepMMEHTH TIOKa3zaiH, IO e(EeKTUBHICTb BHUSBICHHS ckiuaiga 95%, xuOHI
cnpaioBanns 6%.

TakuMm 4MHOM, 3aIPOIOHOBAHUN METOJ MPOAEMOHCTPYBaB MOXJIMBicTh BusieHHs I3 tumy

TPOSIHCHKI TPOTrPaMu 3 BUCOKOIO IO0CTOBIPHICTIO.
BucHoBkH. 3ampornoHOBaHO METOJA BUSBJICHHS TPOSHCHKUX IPOrpaM Ha OCHOBI amapaTy HediTKOl
KJactepuzanii. Meron no3Bossie 3a0e3MeUnTH pearyBaHHs Ha HOBI TPOSHCBKI Mporpamu, 3a0e3neyyroun
3aXMCT KOMIT'IOTEPHUX CHCTEM Bil $K BIZIOMHX TakK 1 HEBIZOMOro WIKiIIMBOTO IPOrPaMHOTO
3a0e3nevyeHHsl.

PoGora cuctemu BHSBICHHS HOBHUX TPOSHCBHKHX IPOTpaM 3IIHCHIOETHCS HAa OCHOBI OOpPOOKH
310paHUX CHCTEMHHUX MOJiii B KOMIIIOTEpHIl CUCTeMi MHOXHWHM O3HAK, AKi BKa3ylOTh Ha MPHUCYTHICTbH
TIL

[Iporec po3mexyBaHHs 00’€KTIB JOCTIIKECHHS 3AIHCHIOETHCS Ha OCHOBI 3aJy4ycHHsI HEYiTKOi
KJacTepu3alii 3 YacTKOBMM HaBYaHHsAM. [IpoBenmeHi eKCIEpUMEHTH TMOKa3and, 10 e(EeKTUBHICTDH
BHsIBIICHHS ckianae 95%, xubHi cripamroBanHs 6%.

Tabnuus 2. Pe3ynpTaTu eKCliepUMEHTY: BUSIBIICHI aTaKy Ta XHOH1 CIIpallOBaHHS

Tunu atak TposHcbkux | Yucno atak | Bussneni ataku, % Xnoui
nporpam crpaitoBanHs, %

Trojan Spy 10 10 0
Trojan Dropper 10 9 1
Trojan Banker 10 10 0
Trojan Downloader 10 9 1
PSW Trojan 10 10 0
Trojan SMS 10 10 0
Trojan Ransom 10 10 0
Trojan Proxy 10 10 0
Trojan Notifier 10 9 1
Trojan Mailfinder 10 9 1
Trojan IM 10 10 0
Trojan GameT hief 10 10 0
Trojan FakeAV 10 8 2
Flooder Trojan 10 9 1
Trojan DDoS 10 10 0
Trojan Clicker 10 9 1

Total 160 152 (95%) 8 (6%)
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