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TEXHOJIOI'IT AHAJII3Y HACJIJIKIB KIBEPATAK

Boprauk K.51., Jlomincbka I'.FO. Texnosorii ananisy HaciiakiB kideparak. ¥ cTraTTi po3KpHBAIOTECS 0COOIMBOCTI
Ta XapaKTePHCTHKU KiGepOe3mmeKku i po3rIsaaioThest Croco0n, SIKUMH (haxiBIi 3 KibepOe3meku aHami3yloTh HACHIIKH KibepaTak.
INosicHIOIOTECS Pi3HI KaTeropii Bpa3IMBOCTEH MPOrPaMHOrO Ta aapaTHOro 3a0e3IIeUeHHS Ta CHCTEM OE3IIeKH.

KirouoBi cnoBa: kibepbe3mieka, Kibep3104nHHICTE, BPAa3INBICTb.

Boprauuk K.S., Jlomunckuii I'.FO. Texnonormm aHajam3a mocielcTBHil kuGepatak. B crathe packpbiBaroTcs
OCOOCHHOCTH M XapaKTePHCTUKH KHOEpOE30mMacHOCTH U pPacCMaTPHBAIOTCA CIIOCOOBI, KOTOPHIMH CIICIUAIHCTHI  I10
KnOep0e30MacHOCT! aHANMU3UPYIOT MOCHIeACTBUS KuOepaTak. OOBSICHIIOTCS Pa3IHdHbIe KaTeTOPHHU YSI3BIMOCTEH IIPOTPaMMHOTIO
1 aIapaTHOro 00eceyeHust U CUCTeM O€30ITacHOCTH.

KiroueBsie cioBa: knbepOe30macHoOCTh, KHOEPIPECTYITHOCTD, YA3BUMOCTb.

Bortnyk K.Ya., Lominskaya G.Yu. Technologies for analyzing the effects of cyber attacks. The article reveals the
features and characteristics of cybersecurity and examines the ways in which cybersecurity experts analyze the effects of cyber
attacks. Explains the various vulnerabilities of software and hardware and security systems.

Key words: cyber security, cybercrime, vulnerability.

AKTyaJIbHicTh NpoOJeMH. 3a OIiHKAMH EKCIEPTiB MPABOOXOPOHHHMX OpraHiB KpaiH
HentpansHoi Ta CxigHoi €Bpomu 3 NuUTaHb OOPOTHOM 3 KOMM'IOTEPHOIO 3JIOYMHHICTIO, MPHOYTKH
3JI0YMHLIB BiJ 3JI0YMHIB Yy cpepi BUKOPUCTAHHS ENEeKTPOHHO-O0UUCITIOBATBHUX MALINH MOCIAAI0Th TPETE
Miciie micis TOXO0iB HapKOTOPTOBLIB 1 Bi Mpoaxy 30poi.

OnHUM 13 HOCATHEHb Cy4acHOi JIIOJWHH, siKa HEBIIMHHO PO3BHBAEThCA B ranysi |T-TexHomoriit
CTall0 BIPOBA/DKEHHS B TMpOLEC YIOPaBIiHHSA Ta iHIN Tramy3i KHUTTS CyCHUIBCTBA EIEKTPOHHO-
004YHCIIOBaTIbHOT TEXHIKH, 0e3 sKoi 30epiraHHs, oOpoOKa Ta BHUKOPHCTAaHHS OyXe BEIUKOI KiNbKOCTi
iHpopmanii Oymno © nHemoxnuBuM. llim'emHaHHA 1O eneKTpoHHOI iHGOpPMALIHOI Mepexi cTalo
HEBIJ'€MHOI0 YaCTHHOI) HAIIOrO0 TOBCAKACHHOTO >KUTTS. YCi BUIM OpraHizailiif, Taki SK MEIWYHI,
¢iHaHCOBI Ta HaBYANbHI 3aKiaJd, BUKOPUCTOBYIOTh II0 MEPEXy i epeKTUBHOrO (pyHKIIOHYBaHHS.
BoHU BHKOpUCTOBYIOTH MEpexXy i 300py, oOpoOku, 30epiraHHsS Ta OOMiHY BEIHKOIO KITBKICTIO
uugpoBoi iHPopmanii. OCKUIBKM BeUKa KUIBKICTh LU(QPOBUX JaHUX 30UPAETBCA Ta CHUIBLHO
BHKOPHUCTOBYETKCS, 3aXHCT ITi€l iHpopMaIlil cTae 11e OLTbIT BaXKIIMBUM JIJIs HAIIIOI HAIIOHAIBHOI Oe3MeKH
Ta eKOHOMIYHO{ CTaOITBHOCTI.

VY pPO3BUTOK HAyKd, TEXHIKM Ta IHIMX cdep 3HAHb 1€ JOCSTHEHHS NPHUHECIO HEOLiHEHHY
KopucTb. OpHaK BHUIOAM, KOTPI MOXXKHA OTPUMAaTH 3aBASKA BHUKOPHCTAHHIO TaKOi TEXHIKH, CTald
BHUKOPHCTOBYBAaTUCh 1 B 3JIOYMHHHX WiMsAX. Tak 1 3’SBUBCS HOBWI BUJA HEMPAaBOMIPHOI IiSUIBHOCTI —
KOMII'FOTEPHI 3JI0YMHU, HACIIIKA SKUX HABITh HE UAyTh Yy MOPIBHIHHS 31 KOO BiJ| IHINMX 3J0YHHIB.
3a omiHKaMHu EKCIepTiB MPaBOOXOPOHHUX opraHiB kpaiH LleHTpansHoi Ta CxigHoi €BponH 3 NHUTaHb
00poTHON 3 KOMIT'IOTEPHOIO 3JI0YMWHHICTIO, MPUOYTKU 3JIOYMHIIB BiJ 3JI0YMHIB y cdepi BUKOPUCTAHHS
CIICKTPOHHO-O0YHUCITIOBAILHUX MAIIUH TMOCITAI0Th TPETE MiCIle MICNIs JOXOJIB HApKOTOPTOBIIB 1 Bif
nponxaxy 30poi, a 3aBIaHi 30MTKH BXKe 3apa3 OLIHIOITHC MilbsipaaMu aoiapiB. Tineku B CIIA mopiuno
€KOHOMIYHi 30UTKH BiJl TAKOTO POAY 3J7I0YHHIB CTaHOBIISATH OJIM3BKO CTa MINbIApAIB JonapiB. Jlo cepenunu
BICIMIECATUX POKIB MHHYJOro CTONITTS y BenukoOpurtanii 30MTKH Big KOMIT'IOTEpPHUX 3JI0YMHIB
cTaHoBUTH 750 MiNbi{OHIB QYHTIB cTepiiHriB. B nanuii yac Bou 3pocnu BiBivi. ToMy muTaHHs Oe3neKu
— 1€ TUTAaHHSI HOMEP OZMH.

Kibepbesneka - 1e mocTiifHi 3yCHJUIA CHPSMOBaHI Ha 3aXHCT MEPEXKEBUX CHCTEM Ta BCIX JaHHUX
BiJl HECAHKI[IOHOBAHOTO BUKOpPHUCTaHHS ab0 3amofisiHHS Imkoau. Ha ocobmcromy piBHI BaM mOTpiOHO
3aXMCTUTH Bally IACHTHYHICTH, Balli JaHi Ta Balli €JEKTPOHHI HpucTpoi. Ha kopmopatuBHOMY piBHI
BiZIMOBiAaIBHICTH KOXKHOTO TIOJISITAE B 3aXMCTI peIyTalil opraizamii, TaHux Ta KinieHTiB. Ha nep>xaBHoMy
piBHI Lie HaLlioHATbHA O€3MeKa, a TAKOXK Ha KapTy MOCTaBiIeHo Oe3meKy Ta 100po0yT rpoMaisH.

KoHpigeHIiHHICTh, UTICHICTD Ta JOCTYIHICTH, BimoMa sik Tpiaga ClA, € kepiBHUM MPHHIIUIIOM
Juist Oesreku iH(popManii s opranizanii. KoHdimeHUiiiHicTh - rapaHTye KOH(DiMEHIIHHICT TaHUX,
OOMEXYIOUH JOCTYN A0 HHX uepe3 MexaHi3M ayTeHTH]ikauii. LlimicHicTe TrapaHTye TOYHICTH i
JOCTOBIpHICTh iH(popMauii. JlocTynmHicTh rapantye, mo iHdopMalis HOCTyNHA A aBTOPH30BAHHUX
KOPHUCTYBaiB.
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OTxe, Terep BIacHE NPO KOMIT'IOTEPHi 3JIOYMHH. X YMOBHO MOXKHA PO3JIUINTH Ha JBa TUIIM:
3JI0YMHH, 110 BYMHSIOTHCS MPSIMAM BTPYYaHHSIM Yy POOOTY KOMIT FOTEpA, 1 3JI0YMHH, B SIKMX KOMIT IOTEp €
HEO0OX1THUM TEXHIYHUM 3aCO00M JUIS IX BUMHEHHS.

Hagenemo no npukiiagy BuIM 3JI0YMHIB, IO OB’ s3aHi 3 BTpydaHHsiM y podory [1K.

1. HecankuionoBanuii octyn a0 iHpopmarii, 10 30epiraeTbes B KOMIT'IOTEPI.

Takuit noctyn 3IiHCHIOETBCS, 3a3BHYaid, 3 BUKOPUCTAHHAM HECHPaBXHBOTO iIMEH1 KOPUCTYBaua,
3miHOI0 MAC-anpecu mpuCTpoo, BUKOPUCTAHHAM iH(OpMAIii, Mo 3aJuImmiacs B icTopii KoMl roTepa
micisi BUKOHAHHS JEIKUX orepaniid, Moauikaliero mporpaMHoro ta ingopmanidHoro 3a0e3medeHHs,
pO3KpamaHHsAM Hocis iH(opMaIllii, BCTAHOBJICHHSM 3ac00iB 3aIUCY Ta KOIIIOBaHHS, IO MiAKITFOYa0ThCS
IO KaHAJIIB Tiepeiadi TaHuX.

Jlomeit, sKi 3A1MCHIOIOTH HECAHKIIOHOBAaHHMH JOCTYN B 4YyXi KOMII'IOTepHI Ta iHdopmamiliHi
MEpEKi Ha3UBAIOTh ““eNIEKTPOHHUMH KopcapaMu™, “KOMIT I0TEpPHUMH TipaTaMu’” abo 3K MPOCTO XaKepaMHu.

HecankuionoBanuii joctynm a0 ¢ailfliB 3aKOHHOTO KOPHCTyBada 3OIMCHIOETHCS MOLIYKOM
cmabKUX Miclb B 3aXUCTi cucteMu. OHOTO pa3y BUSBUBIIH iX, MOPYITHUK MOXE OCTIAUTH iH(POpMAILito,
0 MICTHTBCS B CUCTEMI, KOMIIOBATH ii, TOBEPTATHCSA JI0 HEl 6araTo pasiB, MOAIOHO 10 TOTO, SIK MOKYIIEIh
pO3IIIsiAae TOBapy Ha BiTPUHI.

[IporpamicTu iHOAI TOMYCKAIOTHCS MOMHJIOK B MpOTpaMax, sKi He BIAETHCS BUSBUTH B MPOILECi
HaNaro/KeHHs. ABTOpM BEIHMKHX CKIAQZHUX NPOrpaM MOXYTh HE MOMITHUTH IESIKHX EIEMEHTAPHUX
MTOMHUJIOK. YPa3lUBI MICIlsl iHOJII BUSBJISIOTHCS 1 B €ICKTPOHHHX JIAHIIOTax. Bcl 11i HenbanocTi, TOMUIKU
MPU3BOIATH JI0 MOSBHU 'TIPOIOMIB".

3a3BUUail BOHU BCE-TaKW BUSBIIAIOTHCS NMPHU HEPEBIpIli, peAaryBaHHi, HaJaroIKeHHI MPOrpaMH,
aje abCoNMOTHO M030aBUTHCS BiJl HUX HEMOXKIIUBO.

2. BBenennss B mporpamHe 3a0e3ledeHHs 'NOriYHMX OoMO", sKi CHpaunboBYIOTH NpHU
BHUKOHAHHI MMEBHUX YMOB 1 JIMIIE YaCTKOBO a00 MOBHICTIO BUBOMSTH 3 JIaJy KOMIT'IOTEPHY CHCTEMY .

"TumuacoBa 6om6a" - pizHOBU/ "NMoriuHOl 60MOU", siKa CTIpalboOBY€E Y BU3HAYEHUI XaKepoM dac.

Takuil Tak 3BaHMH "TPOSIHCHKUN KiHB"', TOOTO Bipyc, MoOJsTae B TAEMHOMY BBEACHHI B UYXKY
MporpaMy Takux KOMaH[, IO JO3BOJISIOTH 3AiHCHIOBATH HOBI, HE 3aIlJIaHOBaH1 BIACHUKOM IPOTpaMH, aje
BUTiIHI Xakepy QYyHKIIT 1 ofHOYACHO 30epiraT KOJUILHIO MPane3JaTHICTb.

3a mOMOMOrow "TPOSHCHKOTO KOHS' 3JI0YMHIN, HANpPUKIAJ, MOXYTh BiIpaxyBaTH Ha CBid
PaxyHOK IEBHY CYMY 3 Uy>KOI'0 PaxyHKY.

[IporpaMHi KoM CepiO3HUX OpraHizamiil 3a3BHuYail HAaA3BUYAWHO CKiIagHi. BOHU cKiamaroThes 3
COTEHB, THCSY, a 1HO/I 1 MUTBHOHIB KOMaHI. ToMy "TPOSHCBKH KiHb'" 3 KUTBKOX JECATKIB KOMaH]I HaBPSIT
91 MOXXe OyTH BHUSBJIICHUH, SKIIO, 3BUYAHHO, HEMAa€ MiJo3p LIOAO LBOro. Aje i B OCTAHHBOMY BHUIAIKY
eKcrepTaM-porpamicraM noTpioHo 6araro yacy, o0 3HaHTH HOTO.

VY CHIA nabyna momupeHHs: Gopma KOMI'TOTEPHOTO BaHIANIi3My, IpHU SKii "TpOSHCHKUHA KiHbB"
pyiiHye depe3 SKMHACh MPOMDKOK 4acy Bci mporpamu, o 30epiraiotbea B mam'sti IIK. YV OGarateox
KOMIT'IOTepaxX, IO HAAXOMATh B TPOJAX, BHUABIIOTH ''THM4YacoBy OomOy", ska "BuOyxae" y
HallHECTIONiBaHIIINI MOMEHT, PyHHYIOUH BClo 0i0mioTeky nanux. He ciig qymary, mo "'noriuni 6omou" -
1€ €eK30THKa, HEBJIACTHBA HALIIOMY CYCIILIbCTBY.

Po3pooka ma poznoeciodicenns komn'tomepnux gipycie.

“TposiHCHKMM KOHEM™ 3a3BWYail Ha3MBAIOTh KOMII'IOTepHi Bipycu. BoHu, BHBiBIIM Ha poboumit
CTI1 TEKCT THUMY. "3iTpW BCi AaHi Wi€l mporpam, Nepelau y HacTymHy i 3poOH Te X came”, MaloTbh
MOXIIUBICTh TIEPEXOJUTH Yepe3 KOMYHIKaLiliHI Mepexi 3 OAHi€] CUCTEMH B IHIIY, MOILIMPIOIOYHUCH SIK
BipYCHE 3aXBOPIOBAHHSI.

BusBnserscs Bipyc He Bigpasy. HepmIMid 4ac KOMI'IOTep 30epirae ioro y coli sk 3BUYalHY
iHpOpMaLIilo YU Mporpamy, OCKUIBKH JJIsi MaCKyBaHHS BipyC HEPiJIKO BUKOPUCTOBYETHCS B KOMOiHALIT 3
"nmoriuHOrO OoMOOK" abo "TmmuacoBor OomOor0". Bipyc crmocrepirae 3a Bcieo 00pOOIIOBAHOMO
iHpopMaLi€ro 1 MOXe MepeMilaTicsi, BAKOPUCTOBYIOUH TepechiianHs wiel iHdopMarii.

[Mounnaroun mistv (MEpeXOILTIOBATH YIPABIIHHA), BIpyC Ja€ KOMaHIy KOMITOTEpY, 00 TOM
3ammcaB 3apakeHy Bepcito mporpamu. Ilicns mporo BiH moBeprae mporpami ympasininas. KopucryBau
HIYOro HE MOMITUTh, TOMY 110 HOr0 KOMIT'IOTEp 3HAXOIUTHCS B CTaHi ''30poBOro Hocis Bipycy”. BusButu
el Bipyc MOXHa, TUBKH BOJIOAII0YM HaA3BUYAHHO PO3BUHEHOIO IHTYILI€I0 MpOrpamicra, OCKUIBKH HisKi
nopyuieHHst B podoti EOM B naHuii MOMEHT He BUIalOTh cebe. A B OIMH MPEKPACHUHN JeHb KOMIT'IOTEP
BUXOAUTH 3 JIaay.3aBASKA TAaKUM MaxiHallisiM, XaKepd MaloTh 3MOTY 3apOOHWTH HE 3aKOHHHM IILISIXOM.
Excniepramu 3i0paHo 1OCbe JHUCTIB Bif INAHTAXKHUCTIB, AKI BUMAaraloTh IepepaxyBaHHS BEIHKHX CyM
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rpoiueii B oxHe 3 BigaiieHb amepukancekoi ¢pipmu "TIK Cyborg"; y pa3i BiiMOBH 31104HHIII TTOTPOKYIOThH
BHUBECTH KOMIT'IOTEpU 3 Jiady. Jmsl momyKy i BHUSBJICHHS 3JIOBMHUCHHKIB CTBOPEHI CIelialibHi 3arOHH
aHTJTIHCHKUX AETEKTUBIB. 3a OLiHKOIO (axiBuiB B "'3BepHEHHI" 3HaxoauThes Oinbuie 100 Tumis Bipycis.

Ane Bci iX MOXXKHA PO3IUTMUTH HA JBa PI3HOBHJM, BUSBJICHHS SKUX Pi3HE 3a CKJIAIHICTIO — IIe
"Bynaprapuuii Bipyc" i "po3mpobnenuii Bipyc". Ilporpama "BynbrapHoro Bipycy' HamucaHa €IWHHM
O70KOM, 1 MpH BHHUKHEHHI Mimo3p y 3apaxkeHHi EOM ekcriepTd MOXYTh BHUSBHTH il Ha IOYATKY
nommpenHs. Llg omepawisi BUMarae BKpail peTelbHOrO aHali3y BCiX CKIIaJ0BHX OIEpaliiiHOl CHCTEMH
EOM. IIporpama "pozapoOmneHoro Bipycy" po3aijieHa Ha YacTWHH, Ha MEPIIMH MOTJAN, HE Mae MK
co0o10 3B'13Ky. Lli yacTHHM MIiCTATH IHCTPYKIl, SIKi BKa3ylIOTh KOMI'IOTEPY, AK 310paTh iX BOEAWHO 1100
BIATBOPUTH 1, OTXKE, POSMHOXHUTH Bipyc. TakuM YHHOM, BiH Maike BeChb Yac 3HAXOAUTHCS B
"po3noAinieHoMy" CTaHi, JHIIe HA KOPOTKUN 4Yac cBOEl poOOTH 30upaeThes y eauHe Iine. Sk mpaBuiio
TBOpLI BipyCy BKa3ylOTb HOMY YHCIIO PENPONYKILiH, MIC/sl JOCSTHEHHS SKOTO BiH CTA€ arpEeCUBHUM.

Bipycu MoxyTh OyTH BIpOBa/KEHI B OIeEpaliiiHy CHUCTeMy, MpHKIaaHy OporpaMmy ado B
MepexeBHUi fpaiiBep.

Buau BipyciB 3amexarb Bin wineil, mepeciigyBaHux ix TBopueMm. O3HakM iX MOXyTb OyTH
BITHOCHO TOOPOSIKICHUMH, HaIlPUKJIaJ, YIIOBUIbHEHHS Y BUKOHAaHHI porpaM abo mosiBa CBiTJIOT TOYKU Ha
ekpani aucres (1. 3. "Itanilicekuii ctpuOyHens'). O3HaKH MOXKYTh OyTH €BOJIOTUBHHMH, 1 "XBOpoba
Oyzme 3arocTproBatucsi B Mipy cBoei Teuil. Tak, 3 HE3pO3yMIIMX MNPHYUH, MPOrpaMyd MNOYMHAIOTH
MIEPEMOBHIOBATH MArHiTHI AMCKH, B Pe3yJbTaTi YOro iCTOTHO 30UIbIIY€EThCS 0OCSAT mporpaMHuXx (aiiiis.
Hapemri, ui mposiBM MOXyTh OyTH KaTacTpOo(iYHUMH 1 MPHU3BECTH A0 CTHpaHHs (aiiiiB 1 3HUIICHHS
MPOrpaMHOro 3a0e3redeHHs.

MabyTh, y MailOyTHbOMY OyAyTb 3'SIBISATHCS HPUHLMIIOBO HOBI BHIM BipyciB. Hampuknan,
MO)KHa €001 ysBUTH (ITOKM MOAIOHUX MOBIOMIICHBb HE OYJI0) CBOTO POy "TPOSHCHKOI'O KOHS' BIpyCHOTO
TUMY B €IEKTPOHHUX JaHmorax. Crpasi, MOKK MOBa iie TUIBKH PO 3apa)KeHHsS! KOMIT'IOTEpiB. A yomy O
- He MiKpocxeM? AJpKe BOHHM CTalOTh Bce OLTBII MOTY>KHUMH 1 IEpETBOPIOIOThCS Ha mopo0y EOM. I ix
HeoOXimHO mporpaMyBaTH. 3BHYAHO, HIIIO HEe MOXKe Oe3mocepeaHbo "3apa3uTH’ MIKpocxemy. AJe X
MOYKHA 3apa3UTH KOMIT'IOTED, SIKUH BUKOPUCTOBYETHCS SIK IPOTPaMaTop JJIsl TUCSYi MIKPOCXEM.

CriocoOu  pO3MOBCIOUKEHHSI KOMIT'IOTEPHUX BipyCiB TPYHTYIOTBCS Ha 3JaTHOCTI Bipycy
BHUKOPUCTOBYBATH OyIb-IKHI HOCIH JaHUX, 10 NepenaloThes K "3acid mepecyBanHs . ToOTo 3 modaTky
3apakeHHA € HeOe3neka, 1o EOM Moe CTBOPUTH BENMKY KUIBKICTh 3ac00iB MepecyBaHHs 1 B HACTYIIHI
TOAMHU BCS CYKYNHICTH (ailyliB i mporpaMHuX 3aco0iB Oyzae 3apaskeHa. TakuMm 4YMHOM, OUCKeTa abo
MarHiTHa CTpiuka, nepeHeceHi Ha iHmi EOM, 3nmaTHi 3apa3uty ix. | HaBmaku, komu "3m0poBa’ muckera
BBOIUTBCA B 3apaKEHUH KOMIT'IOTEpP, BOHA MOXKE CTaTH HOCIEM BipyCy. 3pYYHUMH ISl MOIIUPEHHS
BEIMKUX eMieMildl BUSBJISIOTHCS TEICKOMYHIKAIiWHI Mepexi. [locuTh OIHOro KOHTaKTy, w100
NEpCOHAIBHUM KoMI'IoTep OyB 3apaxeHuil abo 3apa3uB TOH, 3 SKUM KOHTakTyBaB. OmHax
HAUMOIMpEeHIINHA croci0 3apa)XeHHsl - 1€ KOMIIOBaHHsS MporpaM, L0 € 3BUYAWHOI0 IMPAKTHKOI Yy
KopucTyBauiB nepcoHanbHIX EOM. Tak ckomilioBaHUMH BUSABISIOTHCS 1 3apaskeHi MPpOrpamu.

®daxiBii 3acTepiraloTh Bil KOMiIOBaHHsS KpajaeHux mnporpam. OpHak, iHOmI 1 oOdQiIiitHO
MPEACTaBIEH] IPOrpaMHu MOXKYTh OyTH JDKEPEIOM 3apasKeHHSI.

[Ipupoano, 1o npoTH BipyciB Oyau NpUHHATI HaA3BUYAKHHI 3aX0MH, 110 IPU3BENH 10 CTBOPEHHS
TEKCTOBUX IPOrpaM-aHTHUBIPYCIB. 3aXHCHI TpOrpamMd MOJUISIOTBCS Ha TpH BuUAM: (inbTpyroui (mio
HEPEeIIKO/KAIOTh TPOHUKHEHHIO Bipycy), HpoTH iHQekmiiHi (MOCTIHHO KOHTPONIOIOTH IPOLECH B
CHCTEMI) i MPOTHBIPYCHI (HaJAIITOBaHI HA BUSBJICHHS OKPEMHX BIpYCiB).

OpHak pO3BUTOK IIMX MPOrpaM MOKH LI0 HEe BCTUTA€ 32 PO3BUTKOM KOMIT'TOTEPHOI eITiieMil.

3ayBakuMo, M0 TMOOaXaHHs OOMEXHTH BHKOPHUCTaHHS HEMEPEBIPEHOr0 MPOrpaMHOro
3a0e3meyeHH s MIBUIIE 32 BCE TaK 1 3aMIIMTHCS MPAKTHYHO HeslilicHeHHUM. Lle moB's3aHo 3 TuM, 10
¢ipmMoBi mporpamMu Ha ‘'CTEpHIBHHMX HOCIIX KOWITYIOTh YHMMANO y BamioTi, TOMy YHUKHYTH iX
HEKOHTPOJIHOBAHOTO KOIIIOBAaHHS Maii>ke HEMOXKITUBO.

3apaay crpaBeJMBOCTI CIifl 3a3HAYMTH, IO MOIIMPEHHS KOMITIOTEPHUX BIpYCiB Mae€ i AesKi
MO3UTUBHI CTOPOHH. 30KpeMa, BOHH €, MaOyTh, KpalldM 3aXHCTOM BiJ BHKpaJadiB MPOrpaMHOrO
3a0e3nedyenHs. Haifuacrime po3poOHUKH CBIIOMO 3apakKar0Th CBOI JUCKETH SIKMX-HEOYAb HEUIKiATHBHM
BipycoM, SIKHH N0Ope BHUSABISETHCS OyIb-KUM aHTUBIPYCHHUM TecTOM. Lle CIy>KUTh AOCHTH HaIiHHOIO
rapaHTi€lo, 0 HIXTO HE PU3HUKHE KOIIIOBaTH TaKy AUCKETY.
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Hezanexxno Bing Toro, sikuM tumoMm 3imoBMucHOro I13 iH(dikoBaHa cucTrema, MOXXHA BUALTUTH
HaHUTOIMPEHIIli CAMITOMH TOTO, IO MPUCTPIH 3apakeHO:

. 30UIbIIYETHCS HABaHTAKEHHS Ha LIEHTPaJIbHUN IPoLecop;

. 3HMKYETHCS MIBUAKOIS KOMIT'IOTEpPa,;

. Komm'torep gacro 3aBucae abo nae 300i;

o 3HMKYETHCS MIBUAKICTH MEPErTIsAY BeO-CTOPIHOK,;

) 3'IBISIIOTHCS HE3PO3YMilli TPOOIIEMH 3 MEPEKHHUMHU 3'€THAHHSAMH,

) MoaudikyroTscs daiinm,

° Bunansrorecs daiinm;

) HasBHicTs HeBigoMuX ¢aiiiB, mporpam abo 3Ha4KiB Ha poOOYOMY CTOIII;
o 3amyieHo HeBioMi Imporiecy,

o [IporpaMu caMocCTiiiHO 3HIMaIOTBECSI 3 BUKOHAHHS a00 MepeKOH(IrypoBYIOThCS,
. EnexTponHa nomra HaJcuIaeThCca 0e3 BiloMa Ta 3roIy KOPUCTyBaya.

Ilonepeodswcennsn komn'romeprux 3104unig.

[Ipr po3poOii KOMO'IOTEPHHX CUCTEM, BHXiI 3 Jagy ab0o MOMWJIKH B POOOTiI SKUX MOXKYTh
MPU3BECTH A0 TSDKKUX HACIHiAKIB, MUTAHHS KOMIT'IOTEPHOI O€3MEeKH CTaroTh MepLIIoYeproBUMHU. Bimomo
0araTo 3axojiB, CIPSIMOBAHUX HA IMOMEPE/DKEHHS 3JI0YMHY. BUIIIMMO 3 HUX TEXHIYHI, OpTraHi3alliifHi Ta
MPaBoOBi.

Jlo TexHIYHUX 3aXOIiB MOKHA BiJHECTH 3aXUCT BiJl HECAHKI[IOHOBAHOT'O JOCTYIY O CHCTEMH,
pe3epByBaHHSI OCOOTUBO BAXKIUBUX KOMII'TOTEPHHX MiJCUCTEM, OpraHi3alilo 00UYHCIIOBaIbHIX MEPEX 3
MOXIIUBICTIO TEPEPO3NOILTY PECYPCIB y pa3i MOPYLICHHS MPale3JaTHOCTI OKPEMHUX JaHOK, IPUHHATTS
KOHCTPYKIIHHUX 3aX0iB 3aXUCTY BiJl pO3KpaJaHb.

Jlo opranizaliiiHuX 3aXOJiB BiJHECEMO OXOPOHY OOYMCIIOBAJIBHOTO LIEHTPY, PETENbHUN Mindip
NepcoHally, BUKIIOUEHHS BUIAJKIB BEIEHHS OCOOIHMBO BaKJIMBHUX POOIT JIMIIE OAHIEI0 JIIOAMHOIO,
HasBHICTh ITUTAHY BIJHOBJICHHS TMpAIe3aTHOCTI IEHTPY IWICIs BHUXOMYy WOro 3 Jajy, OpraHi3alliro
00CITyroBYBaHHsI OOYHCIIOBAIEHOIO EHTPY CTOPOHHBOIO OpraHizalieto abo ocobamu, He3aliKaBIeHUMHU
B IPUXOBYBaHHI ()akTiB MOPYLIECHHS POOOTH LEHTPY, YHIBEPCANBHICTh 3acOo0iB 3axXHCTy BiJ YcCiX
KOpHUCTYBauiB (BKJIIOYAOUH BUIIEC KCPIBHHIITBO), MOKJIATaHHS BIAMOBIZATBLHOCTI HA 0OCI0, SKi MOBHUHHI
3a0e3meunTy Oe3neKy HeHTpy, BUOIp Micls po3TaulyBaHHs UEHTPY 1 T.11.

Jlo mpaBoOBUX 3aXOJiB CIiJ BiTHECTH pO3POOKY HOPM, IIO BCTAHOBIIIOKOTH BiAMOBINANBHICTh 32
KOMITIOTEpH]I 3JI0YMHH, 3aXHCT aBTOPCBKUX MpaB NPOrpaMicTiB, BIOCKOHAJEHHS KPUMIHAJIBHOTO 1
LUUBLUIBHOIO 3aKOHOJABCTBA, a TAaKOX CYAOYMHCTBA. J[0 MpaBOBUX 3aXOJiB HaJeXaTb TAKOXK MHTAHHSI
TPOMAaJCHKOrO KOHTPONIO 32 pO3POOHMKAMU KOMI'IOTEPHHUX CHCTEM 1 MPHUHATTS MDKHApOTHHUX
JOTOBOPiB MO iX 0OMEXKEHHS, SKIIO BOHU BILIMBAIOTH a00 MOXKYTh BIUIMHYTH Ha BifICBKOBi, EKOHOMIYH1
Ta COLiaJIbHI aCMEeKTH KUTTS KpaiH, 0 YKIaJaloTh yroay.

Kineuw epu sionogionocmi nopmam i cmanoapmam 6 Kivepnpocmopi

Y HalOmWK4i pOKH, CKOPIII 32 BCE, TEHACHIIIA BIIXOMY BiJl HOPM 1 CTaHAAPTIB Mix yac 60pOTHOU
3 atakaMu B KiOepmpoctopi Oyae MOCHIIOBATHCH HAa KOPHCTh OUTbII TBOpPUMX pimeHb. PoGora
cremianicTiB 3 KiOepOe3neku Oyne 30cepe/keHa Ha OLIHII pEaThbHUX 3arpo3 1 BHU3HAYCHHS
MPIOPUTETHOCTI CBOIX [ilf, IO B CBOIO Yepry BUMaraTHMe Bifi HUX TIMOOKOrO0 PO3YMiHHSI mpoOiieM,
TBOPYOTO MiAXOAY Ta JOCUTH BUCOKOI eKCILTyaTaliiHOl THYYKOCTI.

Bucnosku. [lincymoBytoun yce BHIle cka3aHe, MOXKHA 3a3HaYUTH, 110 OCHOBHUMH TEHICHLISIMH
PO3BUTKY cuTyalii B oOnacti kibepOe3neku Oyne mosBa Bce OUTBII CKIAQAHUX METOAIB KibepaTak Ha
eIEMEHTH KPUTUYHOI 1HQpacTpyKTypH, MOCWIEHHS iHpopManiiiHoi OopoTeOM B KibepmpocTopi,
3pOCTaHHS 3arpo3 Ui COLMEpeX, BTpydaHHA Y (QyHKUioHyBaHHs Oi3HeCy Ta mpoBeAcHHs (iHAHCOBHX
omepauiii. Hacmigkom nux TenaeHuiii Oyne 30imbpIIeHHS piBHS KOHTPOJIO 32 KOPHCTyBayaMH MeEpexi
[HTepHeT, TOCHIIEHHSI pPEryjliOBaHHA Ha HAIIOHAJBHOMY Ta MIDKHApOJHOMY piBHAX IisUIBHOCTI B
KidepnpocTopi, akTHBi3allis AUCKYCii CTOCOBHO 30iuiblIeHHS (iHAHCYBaHHS Ta IHHOBALii B CEKTOD
KibepOe3neky, a TaKOXkK MOKPAIeHHs (haxoBoOi MIArOTOBKH CIELIaNICTIB 3 KiGepOe3nekH.
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