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Hrynyuk S.V. Polishchuk M.M, Miskevich O.I., Kharkovets R.V. Software for encrypting and decrypting information 

by cryptographic methods with Visual Studio tools. This article deals with problems of information security in computer systems 
and networks. The classification of algorithms of encryption and decryption of information is given. Based on the encryption 
algorithms under consideration, software for encrypting and decrypting files was created using Visual Studio tools. 
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. 3 -  MixColumns 

 AddRoundKey , RoundKey . 
 Roundkey    KeyExpansion ; 
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. 5 -  CryptoCode 1.0 

 
 AES :  

 
using System.Security.Cryptography; 

 
 AES  : 

 
   public static byte[] Encrypt(byte[] rawBytes, string password) 
        { 
            RijndaelManaged AES = new RijndaelManaged(); 
            byte[] hash = new byte[32]; 
            byte[] temp = new 
MD5CryptoServiceProvider().ComputeHash(Encoding.ASCII.GetBytes(password)); 
            System.Buffer.BlockCopy(temp, 0, hash, 0, 16); 
            System.Buffer.BlockCopy(temp, 0, hash, 15, 16); 
            AES.Key = hash; 
            AES.Mode = CipherMode.ECB; 
            ICryptoTransform AESEncrypter = AES.CreateEncryptor(); 
            return AESEncrypter.TransformFinalBlock(rawBytes, 0, rawBytes.Length); 
        } 
 

 :  
 
public static byte[] Decrypt(byte[] rawBytes, string password) 
        { 
            RijndaelManaged AES = new RijndaelManaged(); 
            byte[] hash = new byte[32]; 
            byte[] temp = new 
MD5CryptoServiceProvider().ComputeHash(Encoding.ASCII.GetBytes(password)); 
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            System.Buffer.BlockCopy(temp, 0, hash, 0, 16); 
            System.Buffer.BlockCopy(temp, 0, hash, 15, 16); 
            AES.Key = hash; 
            AES.Mode = CipherMode.ECB; 
            ICryptoTransform AESDecrypter = AES.CreateDecryptor(); 
            return AESDecrypter.TransformFinalBlock(rawBytes, 0, rawBytes.Length); 
        } 
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