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MPOTI'PAMHE 3ABE3NEYEHHSA U1 IIU®PYBAHHS TA JEIIA®PYBAHHA IHOOPMAIIII
KPUIITOI'PA®IYHUMU METOJAMHU 3ACOBAMM VISUAL STUDIO

I'puniok C.B., Hoaimyk M.M., Mickesuu O.L, Xapkoseunr P.B. IIporpamue 3ade3nedeHHsi 1 mudpyBaHHS Ta
neumndpyBanus inopmauii kpunrorpadiunumu merogamu 3acobamu Visual Studio. V crarri posmisimarothes mpobiemu
3axucry iH(popMauii B KOMII'IOTEpHHX CHCTeMax Ta Mepexax. JlaeTbes kinacudikalis aroputMiB mudpyBaHHs Ta JemudpyBaHHs
iHdopmanii. Ha ocHOBI posrsiHyTnx anroputMiB mudpyBaHHS OylIo CTBOPEHO NporpamHe 3abe3ledeHHs s MHU(ppPyBaHHS Ta
newdpysaHHs Gaitiis, BuKopucToByrour 3acodu Visual Studio.
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I'puniok C.B., Hommyk M.M., Muckesuu O.1., Xapkoseus P.B. [IporpamMHoe obecnedenue 1isi IHQPOBAHUA H
aeundpoBanus uHpopMauun KpunrtorpaduyeckumMu Meroxamu cpeacrBamu Visual Studio. B crarbe paccmarpuBarotcs
npobIeMb! 3aIMUTHl MHGOPMAUH B KOMIIBIOTEPHBIX CHUCTeMax U cerix. Jlaercs kiaccu(HKaIysl alropuTMOB IIH(POBaHHUS U
nemmdpoanust nHGopmanuu. Ha ocHOBE paccMOTPEHHBIX aTOPUTMOB IIH(POBAHKS OBLIO CO3/1aHO IPOrPaAMMHOE 00eCIIeIeHHE IS
wudpoBanus u gemndposanust haiiios, ucronssys cpencrea Visual Studio.

KiioueBsbie c1oBa: mporpaMMHoe obecriedeHue, Kpurrorpadus, alropuT™, HHGOpMAIHs.

Hrynyuk S.V. Polishchuk M.M, Miskevich O.1., Kharkovets R.V. Software for encrypting and decrypting information
by cryptographic methods with Visual Studio tools. This article deals with problems of information security in computer systems
and networks. The classification of algorithms of encryption and decryption of information is given. Based on the encryption
algorithms under consideration, software for encrypting and decrypting files was created using Visual Studio tools.
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Beryn. OngHo3zHauHO Ta Oe3mepedHo € ToH (akT, IO piBEHb PO3BHTKY Oyab SKOI IEpXKaBH Ta
CYCIIJIbCTBAa BU3HAYAETHLCS PiBHEM iX iHpopMaTm3arii. ¥ 3B’43Ky 3 MM B YKpaiHi Ta i iHIINX KpaiHax CBITY
HOBITHI TEXHOJIOTI{ JOCHTH YacTO BUKOPHCTOBYIOThCA y BCiX cepax mismmpHOCTI moanuu. Ha manuit MomeHT
HE MOXIIUBO HPEICTaBUTH CBOE XUTTS 0e3 TexHomnorid. Cdepa BUKOPUCTaHHS TEXHOJOTIH JOCHUTH IINPOKA.
Bci migmpuemcrsa, mkonm, GaHKH, aepoNOPTH, YHIBEPCHUTETH, aTOMHI €IEeKTPOCTaHIii, pi3Hi MiHiCTepCTBa
BHKOPHCTOBYIOTH KOMIT TOTEPH JIJISI IPAIIe31aTHOCTI, TEPETAI0UH Pi3HOTO POy iH(OpMAITIIO.

IlocTanoBka HaykoBoi mpoOJjemu. OCHOBHOIO TPOOIEMOIO € Te, M0 HEOOXiMHO 3aXHUCTHUTH
iHopmariro, sKa mepegaeTbca MK KOMIT IoTepaMu. JlocuTs HEZaBHO Ha MpUKIaAi Bipycy Petya, Bci moau
MEPEKOHAINCH, M0 MOTPIOHO 3aXWIMATH CBOI CHCTEMH, MO0 HIXTO B HUX HE NMPOHHWKAB. TaKkoX HETABHO
BUHHK TaKHi TepMiH fK KiOepBiitHa. J{st TOoro mo06 nepeMorTH B Hilf, JOCTaTHBO ITOKa3aTH CBOIO IEpEBary B
iHpopMariifHiii TPAaMOTHOCTI, B TOMY IO TH BMI€II 3aXWINATH CBOI CHCTEMH I 3HA€m K 00ifTH cucremu
3aXHCTY TBOTO CYIPOTHBHHKA.

BukJiiag ocHOBHOTO MaTepiaiy it 00IpyHTYBAHHS OTPHMMAHUX Pe3yJIbTATIB JOCTiIKEHH.

Bupimennsim 1iei mpobmemm € kpunrorpadis Ta anropuTMu MHQPyBaHHS/ ACMIH(PPYBAHHS
indopmanii. Ha ocHoBi anroputmiB mmdpyBaHHs s po3poOMB mporpamy 3a jgomnomoror 3acobis Visual
Studio ma wmoBi C# mms mmbpyBanus Ta nemndpyBanus QaitniB. Bona Ham momomoxke Oe3nedHO
oOMiHFOBaTHCh (aiimamMu MiX KOMIT 10TepamMu. BukoprcroByBatn Mu 6yznemo anroputm mudpysanas AES.

Anroputm mmdpysanusi AES BHKOPHCTOBYETHCS B JOCHTH MOMYJISAPHOMY MeceHkepi Telegram, B
SAKOMY IIU(DPYIOTHCS TMOBIIOMIICHHS MNPOXOII4YM Kinbka eramiB. BpaxoByrounm Tte, mo Telegram Oys
CTBOpEHHH i1 OOMiHY 3aXHIIEHWMH IOBiIOMJICHHSIMHU SKi BaXKO IIEPEXBATUTH, S BHUPIMINB CTBOPUTH
NPUKJIAIHY IporpaMy Ha ocHOBI anroputMy AES, mis mmdpyBaHHs ¢aiiiis.

Advanced Encryption Standard (AES), takox #oro wacro HasuBaioth Rijndael — cumerpuunmii
anroputm 6si04HOTO mWKdpyBanus (po3mip Goka 128 6it, kimou 128/192/256 6ir). [puiiHsTHii cTaHIapTOM
mmppysaassa B CIIHA. AES mae ¢ikcoBany nosxuny y 128 0it, a po3Mip KIIf09a MOKe NPUHMaTH 3HAYCHHS
128, 192 abo 256 6it. Yepes ¢ikcoBanuii po3mip Ooky AES omepye i3 macuBoMm 4x4 Gaiit. s kmoda 128
6it anroput™ Mae 10 payHZIB y SKHX MOCTIIOBHO BUKOHYIOTECS OTeparii:

SubBytes() — 06pobuisie kKoxkeH GailT craHy, MPOBOMSIYHM HEIiHIHY 3aMiHy OaiiTiB BUKOPHUCTOBYIOUH
tabmmio 3amid S-box. Ie 3abecnieuye HenmiHiHICTS MUPYBAHHS;
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Puc.1 - S-Box tabiumst 3aMin

Hanpuxnan Ha Bxozai Maemo 54 to Ha Buxoxi Oynemo matu 20. Llg 3amina Oyme moBToproBaruch 10
pasziB. Ilicnsa mpoxomKeHHS BCiX eTamiB sKi 3a3Ha4eHI HIKJE.

ShiftRows(): e npoueaypa nepecranoBku OaiitiB B psiakax. [lepumit psaok 3aiaumaerscs 6e3 3MiH, B
JIPYroMy pSAAKy #e 3MileHHsd Ha OaiiT, B HACTYIHOMY Ha JiBa 0aiiTa, a B OCTAHHBOMY Ha TPH, K MOKa3aHO
Ha HACTYITHOMY PHC2:

No
change ao,o il aO.Z a0,3 a0,0 aO,l a0,2 a0,3
ShiftRow%
Shift 1 A10[9,1| %2 P A 1| 92( 13| 90
i 3
Shift 2 %ol /az.z /az,3 D2| B3| A0 A1
-'\. A
Shjft 3| 330| 33,1| 32 ?3.3 933|830/ 951 9,

.

Puc. 2 — TIpoueypa ShiftRows mo6irosa 3amina B psiakax

VYV mpouemypi MixColumns, wotupu GaliThi KOXHOI KOJOHKH CTaTHYHHX JAHHAX  3MIITYIOTHCH,
BUKOPHCTOBYIOYM [T LbOrO 3BOPOTHY JIiHiIAHY TpaHchopmariiro. MixColumns npamroe mo KoJoHKaX,
TPaKTYIOUN KOXKHY 3 HUX SIK PIBHSHHS YETBEPTOTO CTeneHs. Hax muMu piBHSHHAM BUKOHYETHCS MHOXCHHS
B GF(22) no momymo x* +1 x* +1

Ha Qikcopanuii muorounen C(x) = 3x% + x? + x + 2 ta pasom 3 ShiftRows MixColumns Brocuts

IIe 110 BHife B mHU)p.
[Tig gac miel omeparii, KOYXKEH CTOBIMYUK MHOKUTHCS Ha MAaTpPHIIO, sika i 128-0iTHOro Kirroya mae
BULJIS,

© I'puntok C.B., [Tonimyk M.M., Mickesuu O.1., Xapkoseus P.B.



28 Hayxkosuii srcypran "Komir 10TepHO-IHTETpOBaHI TEXHOJOTII: OCBiTa, HayKa, BAPOOHUITBO"
Jlyyok, 2018. Bunyck Ne 30-31

2 3 1 1
1 2 3 1
1 1 2 3
3 11 2
a 80‘3
3 3 MixCqumns'
; 1,3
>
aZE a2,3
a3,c a3,3 1
\ /
&) c(x)

Puc. 3 - Ilpuknax poboru npouenypu MixColumns

VY mporenypi AddRoundKey , RoundKey koxkHoro payHmy 00'€THYETHCA 31 CTATHYHUMH JaHHUMH.
Jlnst koskHOTO payHay Roundkey Buxoants 3 mmdpy Kiroua BHKOPHCTOBYKOUHM mnporeaypy KeyExpansion ;
koxeH RoundKey takoro x po3Mipy, mo i crarnuni nani. @akTuaHoO 1e 3BUUaiHui nmodairosuit XOR Gait
KJTfo4a 3 OalTaMu TaOJIMITl CTATHYHHUX JAHHUX SIK TIOKa3aHO HA PHCYHKY 3.

a0,0 a0,1 a0,2 a0,3 b0,0 b,l b0,2 b0,3

NddRoundKe! b

1,0 b
> B[ B,
bs0| b5

(=)
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Puc. 4 - TIpouenypa AddRoundKey

PoGora anroputmy mmdpyBaHHS 3aKiHINTHCA TO/I, Komu npoiae 10 pasis Bei i nponenypu. B kinmi
MH OTpUMYy€EMO 3amudpoBanuii Gaiin, sxuii 6e3 Kirroua He MOXKIINBO Oye po3mu(pyBaTH. 3HAIOUN KIFOY MU
3MO’KEMO 3aITyCTUTH aJITOPUTM PO3IMIN(pPYBaHHS.
Crmparo4rch Ha el aaroputm Oyia pospobiena nporpama CryptoCode 1.0 ( Puc.5).
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CryptoCode 1.0 = *

Puc. 5 - Bikuo nporpamu CryptoCode 1.0

11106 peanizyBatu AES mporpaMHO mOTpiOHO MiAKIFOUYUTH IPOCTip iMEH U1 KpunTorpadii:

using System.Security.Cryptography;
Ipuxnang AES mudpyBaHHs peanizyBany Tax :

public static byte[] Encrypt(byte[] rawBytes, string password)

RijndaelManaged AES = new RijndaelManaged();
byte[] hash = new byte[32];
byte[] temp = new
MD5CryptoServiceProvider() .ComputeHash(Encoding.ASCI11.GetBytes(password));
System.Buffer._BlockCopy(temp, 0, hash, 0, 16);

System.Buffer._BlockCopy(temp, 0, hash, 15, 16);
AES.Key = hash;

AES .Mode = CipherMode.ECB;
ICryptoTransform AESEncrypter = AES.CreateEncryptor();
return AESEncrypter.TransformFinalBlock(rawBytes, 0, rawBytes.Length);

}

PozmmdpyBanHs BChOro anropuTMy BUKOHAHO TaK !
public static byte[] Decrypt(byte[] rawBytes, string password)
RijndaelManaged AES = new RijndaelManaged();
byte[] hash = new byte[32];

byte[] temp = new
MD5CryptoServiceProvider() .ComputeHash(Encoding.ASCI11.GetBytes(password));
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System.Buffer._BlockCopy(temp, 0, hash, 0, 16);
System.Buffer._BlockCopy(temp, 0, hash, 15, 16);
AES_Key = hash;

AES .Mode = CipherMode.ECB;

ICryptoTransform AESDecrypter = AES.CreateDecryptor();

return AESDecrypter._TransformFinalBlock(rawBytes, 0, rawBytes.Length);
}

IMepersiryemo ¢aitn sikmii xoyemo 3amupyBaTé y BIKHO MPOrpamMu, BBOJMMO K04 (Xodya e He
000B’I3K0BO) i HATHCKAEMO KHOTIKY «KpuTITyBaTH» i OTpUMy€eEMO 3amtiudpoBanii (haii:

CryptoCode 1.0 — ot

ChUsers\ugroT\Desktop\CryptoJPG

Puc. 6 - Bikao nporpamu Ta 3ammudpoBaHuii Gaiin

[lepetaryemo 3ammdpoBanuii ¢aiin Ha3zax y BIKHO IporpamMu BBOIMMO B mojie «Kimou» mpaBuiisHAN
KJII0Y, SKMA MM BKa3yBaJu Iepej Mu(PyBaHHAM, 1 HOKUMaeMo «Po3kpunrtyBaTu». SIKk MOkeMO OauuTH Ha
Puc.7, mo posmmdpysasmm, Mu oTpuMaid ¢aiin 3 posmmupensam .JPG .
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CryptoCode 1.0 — ot

CAUsers\ugro1\Desktop\f_YruEChaA9zkRveMksAgQ==.Code

Puc. 7 - Pozmm¢pysanns 3ammdposaHoro daiina

TaxoX OCHOBHOIO OCOONMBICTIO MPOTPaMH € Te, IO MPH BBEIEHI HEBIPHOTO KIIF0YA 3ami(poBaHHH
¢aiin BUmANAETHC 3 KOMII'toTepa. MOXKHA TaKOX MiIMITHTH Te, 110 3ammdpoBannii (aitn MoXkHa e mapy
pa3 3amu@poByBaTH 3MIHIOIOUHN KJFOY.

BucHoBok. Y miicyMKy MOXHA CKa3aTd Te, 10 HEOOXIAHO 3aXMIMATH (ailiii, CHCTEMH, MEPEXi Bin
HECaHKIIOHOBAHOTO JaocTymy. AnroputMm mudpysanus AES, skuit € crammaptrom B CIIA no3Bomsie
3aXMCTUTH HeoOximHy iHpopmanito. 3axuct iH(oOpMamii € HepCreKTHBHUM HANpPSMKOM, OCKUIBKH IIe
3a0e3neuye TeOe BIIEBHEHICTIO B TOMY, III0 TBOE NIPUBATHE HE CTAHE ITyOJIIIHNM.

1. Bapuues C. I'., Tonuapos B. B., Cepos P. E. 2.4.2. Crannapr AES. Asnroputm Rijdael // OcHoBbl coBpemeHHOI
kpunrorpagun — 3-e u3g. — M.: Jnanor-MU®H, 2011. — C. 30-35. — 176 c.

2. Mollin, R. A. Introduction to Cryptography. — CRC Press, 2007. — P. 80. — 413 p.

3. https://msdn.microsoft.com/ru-ru/library/system.security.cryptography.aes(v=vs.110).aspx

4. https://uk.wikipedia.org/wiki/Advanced Encryption Standard

© I'puntok C.B., [Tonimyk M.M., Mickesuu O.1., Xapkoseus P.B.



