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Annotation. A generalized model of nonlinear randomizer for cryptographic 
information protection schemes that use symmetric block ciphers, which is a 
sequential operation of linear and nonlinear changes in the open message Galois fields, 
performed before the procedure block encryption. 
 

 
     

      
 ( ),     

       
        -

  . ,  ,  [1-3]   
.  

  ,     ( ,  
     ) 

       
  (« »),      

    ,      
.   [2]      

,    ,    
       

  ,    
     -    

  .  
  ,       

    ,    [4-6]  
 ,        

          
.        

     ,  
      . 

  
,        s   

  k   )( nk : 

),,,,,,( 012,21 sssssss ikk .                       (1) 



125 

  (     )    
        

    s   .  
- ,    k -   s   )( lk -
  x       t

.   ,  t   l -    t , 
     l -  .  

      
nlk .                                                    (2) 

    ,  
),( tsx ,                                               (3) 

        
. 

      ,   
tsx ,,         

sxA ,                                                   (4) 
  A   k    )( lk  .  

     (4)  . 
    ,    
  l     x    GF(2n) 

   , ,   
.     (4)      

 . 
- ,      x   

  
)(xy ,                                                  (5) 

  –       
 GF(2n). 

  .  3,5 lk , 8n , 

  )2( 8GF      

1)( 348 zzzzzm ,                                   (6) 
 A      

A =

101
011
010
110
110

10001
01110
11011
01011
10111

,                           (7) 



126 

   (5)      
1)( aa , .0)0(                                              (8) 

, , ,  5-     
 : 

0,1,0,1,1s .                                           (9) 
 , ,      3-

    
1,1,1t .                                                      (10) 

   (4)   

0
1
0
1
1

1
1
1

101
011
010
110
110

10001
01110
11011
01011
10111

0

1
2

3

4

x
x
x
x
x

,                   (11) 

    )2( 8GF    

)1,1,1,0,0,0,1,0(x .                        (12) 
  x       

)2( 8GF    )(xy ,      
 (8).  

  )(x  ,       (12) 
  x   )(zx     : 

.1111
00010)(

26012

34567

zzzzz
zzzzzzx             (13) 

    

1
1)()( 26

1

zzz
zxxy                               (14) 

  )2( 8GF         
,   «GF»     

 Maple [7].  
 ,   x),G[`/`](y: 1      

  
1)( 3561 zzzzx .                                     (15) 

       



127 

.)1,0,0,1,0,1,1,0()( Tx                   (16) 
,      

(       ) 
     : 

1.  ,        
, :   )2( nGF ;    

     )2( nGF ;    

     )2( nGF ;   
 . 

2.     k -   
 s    s .  ,     

  l -     t . 
3.      
      )2( nGF : 

).(:
);,(:

xy
tsx                                                     (17) 

4.     n -  ( lkn ) 
 y ,   .)()( zxzy  

      
        

 .  
 ,      
   )2( nGF          

      
 ,     

 {0, 1}.  
          

  .  ,    
        

      , . .   
   -  ,  [8]. 

        
   )2( nGF        

.         
        

 .  
         

    GF(2n)   ,  
n,       n.  



128 

    ,     
     

       
  , ,   ,    
        

 . 
     

 (  )     , 
      

    ,    , 
          

        
   {0, 1}.  ,   , ,    

 ,        
    {0, 1}.  

 
    -    

   ,     
      GF(2n)   

      
 ( )   . 
 ,        

       
      n = 8 , . .    GF(28). 

        ,   
  64...512  , ,   

      – GF(264)...GF(2512). 
        

         
,          

 . 
 

1.  . .      
        

 // ,    . – 2007. – . 9. –  2 – . 61-68. 
2.  . .    -    

     / . . , 
. . , . .  //    . . . . 

  . – . 22. – .: 2003. – . 65-73. 
3.  . .     -

       / 
. . , . . , . .  //  . – 2004. 

– . 26. –  4. – . 23-35. 
4. Rivest R.L., Sherman A.T. Randomization encryption techniques // Advances in 
Cryptology – CRYPTO’82, Proceedings. – Springer Verlag, 1982. – P. 145-167. 



129 © . .  

5. Massey J.L. An Introdution to Contemporary Cryptology // Proc. IEEE. – 1988. – Vol. 76, 
N 5. – P. 533-549.  
6. Maurer U.M. Provable Security in Cryptography: Diss. ETH N 9260. – 1990. – 120 p.  
7.  . . Maple 10/11/12/13/14   . – . : - , 
2011. – 800 .  
8.  .      / . , . , 

. . – . : , 1979. – 535 . 
 

 6.10.2016 . 
 
 
 

 621.56 : 629.7 
 

. . , .  
 

     
  

 
Abstract.  The article presents the basic equations for the pneumatic pipeline, 

which can be used for transient simulation of hydraulic processes in the plane 
pneumatic system.  
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