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 The features of industrial control systems that distinguish them from 

automated systems of traditional information technologies are presented. These 
features should be taken into account when developing and implementing measures to 
ensure the cybersecurity of industrial control systems that operate on critical 
infrastructure objects. 

 



28 

        
(  )         

,        
 ’   . ’   

 –     (    
)  ,  ,  , , 

  ,     (  
), ,  ’ ,  ,  

        , 
   [1]. 

     '   
     :   

   '     
     

. ,     , 
 -      

   '    – . 
     ( )  

  ( )   ,  . , 
       

      ,  
        

 ’   . 
 

     , 
  . 

       
( )        
 ,       

,   ,      
      .  ,  

      .    
       [2]. 
,         

       
,     .     
     ,  : 

, , , ,  , 
  .         

 ,      . 
      ,  , . 

   ,   ,    



29 

  .      ,  
,    .   

     ,    , 
           

. 
  ,       

      
'   «Stuxnet»,     '  

          , 
      

. 
 ,          

"  "      
,       ,    

 –  .      
«Stuxnet»      ,      

   ,     
,      .    

 –         
.   ' , «Stuxnet»   ,   

  ,       
.     ,     

SCADA- .      
, -  ,  ,  

  ,  ’    
.      ’      

 ,   (    )  
 «Stuxnet»,  :      

      .  ,    
       .  
       1368  5000  IR-

1    [3]. 
   -      

        
 .       

   . 
 ,          T-

,       . 
   ,    ,    

    ,     . ,  
  ,       

 ,       
  . 

 ,      



30 

        
 (  ,   )   

   . 
       

       
   '      
    [4]. ,   
      
       ,   

      
   .      

         , 
’    ’    ,     

 .     
       

  . 
 ,      

        
          

     
,      –    

. 
        

 ,    ’   
,    : 

-   ; 
-    ; 
-    ; 
-    ; 
-  ; 
-  ( , )    ; 
-  ; 
-   -  ' ; 
-     ; 
-      . 

 ,       . 
,        . 

  [5, 6],      
    , ,   . , 
         
      . 
,  ,     

           ,  
 - . 



31 

      
       ,  

       
      . 
      [4]: 

1.  ,  ,       (  
 ),   ,       

      .  ,   
         . 

2.        
,    ,    

.   ,   ,     
  ,  ,  

 . 
3.   ,    - ,    

’           
   . ,      

 ,    ,      
     . 

4.          
   .    ,    

    , ,     
    . 

5.       ,  
,  ,  , .    

       ,   
        

 ,       
,    . 

 

      
,        

 ,  : 
-        

     T- ,   
    ; 

-        
      

  '       
,       

 ; 
-        

     ; 



32 © . . , . .  

-       ,  
         
   ,    

    . 
        

      
 ,    ’   . 

 
1.      23.08.16 .  563 «   

   -   ’  
  ». [  ].  : 

http://zakon2.rada.gov.ua/laws/show/ 563-2016-%D0%BF. 
2. Industrial communication networks – Network and system security: IEC 62443. – Part 1-
1: terminology, concepts and models. 
3. :  –  Stuxnet     

. [  ].  : http://naukatehnika.com/kiberataki-virus-
diversant-stuxnet-v-yadernoj-energeticheskoj-programme-irana-chast1.html. 
4. Guide to Industrial Control Systems (ICS) Security: NIST Special Publication 800-82. – 
Recommendations of the National Institute of Standards and Technology. 
5.  . . "   .   

 " – .:  "  " ", 2002. – 688 . 
6.  . .        

    /  . . //  . – 
2015. –  17,  3. – .225-230. 

 
 18.09.2017 . 

 
 
 

 004.932.2:616-006.6 
 
. . , . . ,  

 

 
Oncology diagnostic systems are complex systems that combine 

computer vision and artificial intelligence methods. A large number of use cases are 
the cause of the complexity of developing a system. To develop the object model of 
the system, we used the Model-View-Presenter methodology. The object model of the 
software is evaluated. 
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