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It is described model of basic operations of industrial control systems 
(ICS) which is presented in the NIST SP 800-82 standard and described developed the 
base model of the information management process which presents this process in the 
form of set of various information and operations with this information is developed. 
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(NIST Special Publication 
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(ITsystems, ITS) 
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 (basic operation of an ICS) [5,6],    . 2. 

 

. 2.       
 

 1 
 ICS 

PLC Programmable Logic Controller   
 (  

 )

DCS Distributed Control Systems   
 (  
  

 )

SCADA Supervisory Control and Data 
Acquisition system 
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     (control loops) 
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 (DCS),       
(SCADA). ,         
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      [7]. 

  ,      
 : 

 - NTP Symmetric Association Authentication Bypass Vulnerability (CVE-
2015- 7871); 

- Glibc Ghost Vulnerability (CVE-2015-0235); 
- Multiple Mango Automation 2.6.0 Vulnerabilities; 
- Authentication Bypass Vulnerability (CVE-2015-7938); 
- Multiple Janitza UMG Power Quality Measuring Products Vulnerabilities; 
- AMX Multiple Products Credential Management Vulnerability; 
-Yokogawa CENTUM CS 3000 Buffer Overflow Vulnerability; 
- Elipse E3 DLL Hijacking Vulnerability; 
- SearchBlox v8.3 Information Exposure Vulnerability; 
- Moxa VPort ActiveX SDK Plus Buffer Overflow Vulnerability. 

 ,  85%      
 . 

       
[2]: 

 2 
  ICS 

ICS Component Types High risk 
level, %

Medium risk 
level, %

Low risk 
level, %

HMI 23% 13% 7%

Electric Device 16% 7%  

SCADA 16% 25% 2%

Network Device 13% 11% 1%

Controller 10% 4% 3%

Web Server 7% 1%  
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OPC Server 5% 1%  

Base Station 4%   

DCS 3%   

RTU 2% 1%  

Communication Module 1% 2%  

Search Engine 1%   

Vehicle-based infotainment 
systems 

1%   

OS  8% 2%

Mobile Application  3% 3%

Thermal Calculation Software  2%  

System Platform  1%  

 
  -8    : 

- Buffer Overflow (  ) –  , 
  ,     ,  

      .   
      ,  

      . 
- Hard-Coded Credentials ( -   ) – 
     ,    

  ,     
  ( )   

. 
- The Cross-Site Request Forgery (   ) – 

 ,  -    , 
      -    

,        
    . 

- Improper Input Validation (     
  ) –   

(  )   ,  ,  
   ,      

    .     
( )      . 

- Cleartext Transmission of Sensitive Information (    
  ) –   
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- Storage of Passwords in a Recoverable Format (    
,    ) –    

        . 
- Unrestricted File Upload (     ) – 

       , 
       

(  ). 
- SQL Injection (SQL    SQL- )– , 

      
(   )  SQL   ,   

     . 
-  . 

    ,    
     ( . .3) [5,8], 
        

     . 

 
. 3.      

 
   : 

1.  k-      CBRSk 
    MOk,    
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  ; 
2.  S       

I(MOk:S),       FL (Forward Link); 
3.         SM (Subject of 

Managment)       
 I(MOk:FL); 

4.       SM  
   (k+1)-    ,  

    I(Ak+1:SM); 
5.       RL (Reverse Link) 

    A (actuator, ),  
        

; 
6.        

  (MOk+1 = F*(MOk, Ak+1),  F*(.) –  
).        k-  

 (k+1)-  . 
        

   : 
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«  ( ) », «  »  
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 The presented research is aimed at studying approaches and methods 
for regulating the liberalized electricity market in order to model the contractual 
relations of its participants and to model pricing for electricity and related 
transportation and supply services. In addition, the study will help to better understand 
the relationship with the pricing of the respective energy market segments, and also to 
determine the long-term prospects of the Ukrainian electricity market. 
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