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   ANDROID  

 OWASP MOBILE TOP 10 
 

Abstract. This article discusses the methodology of OWASP Mobile 
TOP 10 for analyzing the vulnerability of mobile software applications and it 
demonstrates the process of analyzing using the test tools. 
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  Android. 

     
  [1 – 5]      

   .   
     OWASP Mobile TOP 10.    

         
   OWASP Mobile TOP 10. 

 
    OWASP Mobile TOP 10 

        
 Android. 

  
  OWASP Mobile TOP 10 –      

    .   
  ,    . 1 [2, 6, 7, 11]. 

 
 1 

    
   

1    
( . ImproperPlatformUsage) 

2    
( . InsecureDataStorage) 

3    
( . InsecureCommunication) 

4   
( . InsecureAuthentication) 

5   
( . InsufficientCryptography) 

6   
( . InsecureAuthorization) 

7     
( . ClientCodeQuality) 

8   
( . CodeTampering) 

9    
( .ReverseEngineering) 

10   
( . ExtraneousFunctionality) 

 
      

 : Apktool,adb,dex2jar, Drozer, VCGscanner, JD-GUI, 
Genymotion, Pidcat [6 – 10].     
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  «PasswordManager-1.3-release.apk». 
      

«PasswordManager-1.3-release.apk»     
  Apktool ( . . 1).     

    ,       
          

. 
 

 
 

. 1.  «PasswordManager-1.3-release.apk» 
 

  «PasswordManager-1.3-release.apk»   
: 

 AndroidManifest.xml –  , ,  
SDK,       ; 

 apktool.yml –   ,   
pktool   ; 

 lib –  ,     
  .   ,  

   *.so; 
 original –     

; 
 res –  ,     

 ; 
 smali –       - . 

        
  dex2jar ( . . 2).   

    VCG-scanner    
. 

 
. 2.  «PasswordManager-1.3-release.apk»   dex2jar 
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      OWASP 

Mobile TOP 10. 

   ( . InsecureDataStorage) 
  ,  ,   

  .   ,  
 ,    READ_LOGS (  logcat  

pidcat)      ,   
  . 

     pidcat.   
    ( . . 3) –     
 Log.d(),       

 [6 – 8]. 
 

 
 

. 3.      
 

      Drozer,  
   ContentProvider ( . . 4),  

  URI        
  ,    ,  

 [9]. 
   app.provider.query     

   . 

 
 

. 4.  URI-ContentProvider     
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   ( . . 5).     

    .     
        . 

 

 
. 5.         

 
   ( . InsecureCommunication) 

       HTTPS 
 .     ,     

    . 

  ( . InsufficientCryptography) 
        

   FastCrypto.java,    
     -   MD5 ( . . 6).  

MD5      .  -   
,    - ,      

. [13] 
 

 
. 6.       

 
        
  -  ( . . 4).   Drozer  

      .  ,   
 MD5 Decrypter,   ( . . 7). 

 
. 7.   -  
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      VCG   
    ( . . 8),  

    .    
 java.util.Random      

.   Oracle   
java.security.SecureRandom [12]. 

 

 
. 8.     

 
    ( . ClientCodeQuality) 

  VCG       
  ,   ,    try/catch,  

 ’  Intent.       , 
    .  

: 
     

try/catch; 
      ; 

 ’  Intent   . 

  ( . CodeTampering) 
   Drozer   SQL injection 

(  . 9).     ,    
  .       

( . . 10),      – «Notyetimplemented» ( . 
. 10).  ,         

 ( . . 11), ,    Drozer,   
 ,      [9]. 

 

 
. 9.      

 

 
. 10.    
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. 11.     

 
   ( . Reverse Engineering) 

   ,  ,   
 .        

.        
 apktool  dex2jar.      

,         
 . 

       ,  
       

 . 
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