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The main objective of this work was to find out the 
effectiveness of Zaproxy, W3AF, Arachni an open source and free integrated 
penetration testing tool for finding vulnerabilities in web applications. For 
this project, web application with vulnerability were used as tools, PHP, 
HTML, JavaScript, C#, Python and CSS as languages, and MySQL and 
MSSQL Database for making a prototype web application. Zaproxy, W3AF, 
Arachni were used as a testing tools. The reason for using Zaproxy, W3AF, 
Arachni are that it is an open source and free applications and it is a very 
popular tools among all available web application penetration testing tools 
either commercial or open source. Some vulnerabilities were successfully 
found by the application. To test the effectiveness of Zaproxy, W3AF, 
Arachni in more detail was own making practice experiment. 
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Security Tweets http://testhtml5.vulnweb.com nginx, Python, Flask, CouchDB 

Acuart  http://testphp.vulnweb.com Apache, PHP, MySQL 

Acublog http://testaspnet.vulnweb.com IIS, .NET, Microsoft SQL Server 



80 

        . 
    ,     

  3 ,    – 2 ,  
 – 1 ,     – 0.5 . 

          
 .      CVSS v3 

Atlassian,       [13]: 

  – . ,    
,  ,     : 

 , ,    
      ; 

  ,   ,    
        

’  ,      , 
,   ,   -  

 . 

  – . ,    , 
     : 

  ; 
     ; 
         

. 

  – . ,    
,      : 

,       
“ ”    ; 

    ,    '  
    '    

,   '    ; 
,          

,   “ ”. 
,      . 
,       
. 

  – .    ,  
,     .   

        . 

  . 2      
-    Security Tweets    

,       - . 
 



81 

 2 
  Security Tweets 

AngularJS client-side 
template injection 

1     

DOM-based cross site 
scripting 

3  1  

nginx SPDY heap buffer 
overflow 

1    

Weak password / 
broke auth function 

1    

Basic authentication over 
HTTP 

1     

HTML form without 
CSRF protection 

1  1  

User credentials are sent 
in clear text 

1 1 1  

Vulnerable Javascript 
library 

1     

Clickjacking: X-Frame-
Options header missing 

1 1 1 1 

Cookie(s) without 
HttpOnly flag set 

1  1 1 

OPTIONS method is 
enabled 

1    

Login page password-
guessing attack 

1  1 1 

Possible sensitive 
directories 

3  3  
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  Acuart 

Blind SQL Injection 1  1 1  
File inclusion 1 1 1  
Remote file inclusion 1 1   
SQL injection 11 8 2 6 
Cross site scripting 16 10 16 14  
nginx SPDY heap buffer 
overflow 

1    

Macromedia 
Dreamweaver remote 
database scripts 

1    

Script source code 
disclosure 

1    

Weak password 1    
Application error 
message 

5     

Backup files 2  2  
CRLF injection/HTTP 
response splitting 

1    

Cross domain data 
hijacking 

1   1 

Cross site scripting 
(content-sniffing) 

1    

Directory listing 10    

Error message on page 1    
.htaccess file readable 1    
HTML form without 
CSRF protection 

6    

HTTP parameter 
pollution 

1    

Insecure 
crossdomain.xml file 

1  1  

JetBrains .idea project 
directory 

1    
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Source code disclosure 2    

URL redirection 1    
User credentials are sent 
in clear text 

2  2  

WS_FTP log file found 1     
Clickjacking: X-Frame-
Options header missing 

1 1 1 1 

Hidden form input named 
price was found 

1    

Login page password-
guessing attack 

1 1 1  

Possible sensitive 
directories 

3  3  

Possible sensitive 
directories 

2    

Cookie(s) without 
HttpOnly flag set 

1 1  1 
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  Acublog 

Blind SQL Injection 2 2 1 1  

Cross site scripting 1 1 1 1  
Microsoft IIS tilde 
directory enumeration 

1    

User controllable script 
source 

1    
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Application error 
message 

2     

ASP.NET error message 1    
Cross frame scripting 1    
Unencrypted 
__VIEWSTATE 
parameter 

7    

User credentials are sent 
in clear text 

1  1  

ASP.NET debugging 
enabled 

1    

Clickjacking: X-Frame-
Options header missing 

1  1 1  

Login page password-
guessing attack 

1  1  

OPTIONS method is 
enabled 

1    

Possible relative path 
overwrite 

4    

Possible sensitive 
directories 

2    
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  W3AF Arachni Zaproxy 

Security Tweets  31 1.5 7 1.5 

Acuart 123 51.5 51.5 51 

Acublog 29.5 9 7 5.5 
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The scientific and technical prerequisites for the emergence of SDR 
technology are considered. Its application at present, prospects for development. The 
possibilities of using SDR software platforms for the development of computer 
simulation of signal processing processes. 
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