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 The article describes the process of constructing a model of 
cybersecurity threats, contains a list of possible cybersecurity threats of critical 
information infrastructure objects in the nuclear power industry, describe the possible 
consequences of implementing each type of threats. 
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 We consider a general approach to the determination of risks of 

various origins, based on probabilistic assessments of the behavior of complex 
systems. To determine the potential risk for the atmospheric factor, an algorithm for 
estimating the territorial distribution of risks has been developed. Within the 
framework of the proposed approach, information-analytical, algorithmic and software 
tools for the analysis of environmental risks have been developed. 
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