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Ó ñòàòò³ äîñë³äæåí³ ïèòàííÿ ïðàâîâîãî çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè
äèòèíè. Ïðîàíàë³çîâàíî ïðàêòèêè çàõèñòó íåïîâíîë³òí³õ â³ä øê³äëèâîãî òà
çàãðîçëèâîãî ²íòåðíåò-êîíòåíòó, ïîøèðåí³ â áàãàòüîõ êðà¿íàõ ñâ³òó, àëå ð³çí³ çà
ìåõàí³çìîì çä³éñíåííÿ. Ïðîïîíóþòüñÿ ìàòåð³àëè, ùî ñêëàäàþòü ïðàâîâó îñíîâó
çàõèñòó ä³òåé â³ä íåáåçïå÷íîãî ²íòåðíåò-êîíòåíòó òà ðîçêðèâàþòü ñïîñîáè éî-
ãî ô³ëüòðàö³¿ ó Ôðàíö³¿, ÑØÀ, Êèòà¿, Êàíàä³ òà Âåëèêîáðèòàí³¿. Äîñë³äæåííÿ
ïðîâåäåíå ç ìåòîþ çàïîçè÷åííÿ ïîçèòèâíîãî äîñâ³äó òà ìîæëèâîñò³ âò³ëåííÿ éî-
ãî â Óêðà¿í³.

Êëþ÷îâ³ ñëîâà: íåïîâíîë³òí³, ä³òè, øê³äëèâèé ²íòåðíåò-êîíòåíò, äèòÿ÷à
ïîðíîãðàô³ÿ, ê³áåðáóë³íã, “ãàðÿ÷à ë³í³ÿ”, ïðàâîâà îñíîâà, áëîêóâàííÿ, ìåõàí³çì
ô³ëüòðàö³¿.

Â ñòàòüå èññëåäîâàíû âîïðîñû ïðàâîâîãî îáåñïå÷åíèÿ èíôîðìàöèîííîé áåçî-
ïàñíîñòè äåòåé. Ïðîàíàëèçèðîâàíû ïðàêòèêè çàùèòû íåñîâåðøåííîëåòíèõ îò
âðåäîíîñíîãî Èíòåðíåò-êîíòåíòà, ðàñïðîñòðàíåííûå âî ìíîãèõ ñòðàíàõ, íî ðàçíûå
ïî ìåõàíèçìó îñóùåñòâëåíèÿ. Ïðåäëàãàþòñÿ ìàòåðèàëû, ñîñòàâëÿþùèå ïðàâîâóþ
îñíîâó çàùèòû äåòåé îò íåáåçîïàñíîãî Èíòåðíåò-êîíòåíòà è ðàñêðûâàþùèå
ñïîñîáû åãî ôèëüòðàöèè âî Ôðàíöèè, ÑØÀ, Êèòàå, Êàíàäå è Âåëèêîáðèòàíèè.
Èññëåäîâàíèå ïðîâîäèëîñü ñ öåëüþ çàèìñòâîâàíèÿ ïîëîæèòåëüíîãî îïûòà è âîç-
ìîæíîñòè âíåäðåíèÿ åãî â Óêðàèíå.

Êëþ÷åâûå ñëîâà: íåñîâåðøåííîëåòíèå, äåòè, âðåäîíîñíûé Èíòåðíåò-êîí-
òåíò, äåòñêàÿ ïîðíîãðàôèÿ, êèáåðáóëëèíã, “ãîðÿ÷àÿ ëèíèÿ”, ïðàâîâàÿ îñíîâà,
áëîêèðîâàíèå, ìåõàíèçì ôèëüòðàöèè.

Ð³çíîìàí³òí³ çàñîáè êîìóí³êàö³¿, ìåðåæà ²íòåðíåò º íåâ³ä’ºìíîþ ÷àñòèíîþ
ñó÷àñíîãî ñóñï³ëüñòâà â ö³ëîìó òà ä³òåé çîêðåìà. Ç îäíîãî áîêó, öå çàñ³á ï³äâèùåííÿ
åðóäèö³¿ òà íàâè÷îê ñï³ëêóâàííÿ, à ç äðóãîãî, – ñèòóàö³ÿ ï³äâèùåíîãî ðèçèêó
ç³òêíåííÿ ç äåÿêèìè çàãðîçàìè â³ðòóàëüíîãî ñâ³òó: ê³áåðíàñèëüñòâîì, øàõðàéñòâîì,
ïîðíîãðàô³ºþ, âèêîðèñòàííÿì îñîáèñòî¿ ³íôîðìàö³¿ â çëî÷èííèõ ö³ëÿõ òîùî.

Ð³çí³ àñïåêòè ïðîáëåìè âïëèâó ²íòåðíåòó íà ôîðìóâàííÿ îñîáèñòîñò³ ä³òåé,
¿õ ìîðàëüíîãî ðîçâèòêó âèâ÷àëèñü çàðóá³æíèìè òà â³ò÷èçíÿíèìè â÷åíèìè òàêèìè,
ÿê: B.C. Áàòèðãàðåºâà, Ä. Á³ðí, Â.Â. Ãîë³íà, Á.Ì. Ãîëîâê³í, ².Ì. Äàíüøèí, À.². Äîë-
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1 Ïðîäîâæåííÿ â íàñòóïíîìó íîìåð³.
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ãîâà, Ñ.Í. Åí³êëîïîâ, ².Ñ. Êîí, Â.Â. Êîñòèöüêèé, Î.Ð. Ìèõàéëåíêî, Ì.Ì. Íàçàðîâ,
Ë.À. Íàéäüîíîâà, Â.Â. Ïóøêàðü, Ä. Ð³÷àðäñîí, Ã.Ó. Ñîëäàòîâà, À.Ï. Òóçîâ, ².Ê. Òóð-
êåâè÷, Ñ.À. Ô³àëê³íà, Â.². Øàêóí òà ³íø³.

Âðàõîâóþ÷è âåëèêó ê³ëüê³ñòü ð³çíîìàí³òíèõ ³íôîðìàö³éíèõ ðåñóðñ³â, áóëî
âèð³øåíî íà öüîìó åòàï³ äîñë³äæåííÿ â³ä³áðàòè äëÿ âèâ÷åííÿ âèá³ðêîâó ãðóïó
êðà¿í ç ð³çíèì ð³âíåì ñîö³àëüíî-åêîíîì³÷íîãî ðîçâèòêó, ð³çíèìè ïîë³òèêî-ïðà-
âîâèìè ñèñòåìàìè òîùî.

Òàê, ó Ôðàíö³¿ ðåãóëþþ÷èìè îðãàíàìè º Ì³í³ñòåðñòâî íàö³îíàëüíî¿ îñâ³òè
òà ìîëîä³ [1], à òàêîæ Âèùà àóä³àëüíà ðàäà (CSA) [2] (îáèäâà îðãàíè äåðæàâ-
í³).

Ïðàâîâà îñíîâà òà ìåõàí³çì ô³ëüòðàö³¿ øê³äëèâîãî êîíòåíòó. Ó Ôðàíö³¿
ïåðåäáà÷åíî áëîêóâàííÿ êîíòåíòó â ìåæàõ íàö³îíàëüíî¿ çîíè çà çàãàëüíîºâðîïåéñü-
êîþ “ãàðÿ÷îþ ë³í³ºþ” INHOPE (ñòàíîì íà ÷åðâåíü 2018 ð. “ãàðÿ÷à ë³í³ÿ” íàðàõîâóº
45 ÷ëåí³â ó 40 êðà¿íàõ [3]); ô³ëüòðàö³ÿ òðàô³êó âñåðåäèí³ êðà¿íè ³ çàðóá³æíîãî
òðàô³êó (çà çàêîíîäàâñòâîì çíàõîäèòüñÿ ï³ä þðèñäèêö³ºþ ïðàâîîõîðîííèõ ³ ñóäîâèõ
îðãàí³â êðà¿íè) çà “÷îðíèì ñïèñêîì”.

Ì³í³ñòåðñòâîì íàö³îíàëüíî¿ îñâ³òè çä³éñíþºòüñÿ âïðîâàäæåííÿ ñèñòåì àâòîìà-
òè÷íîãî êîíòðîëþ – öåíòðàë³çîâàíèõ ô³ëüòð³â, ÿê³ îáìåæóþòü äîñòóï øêîëÿð³â
äî ñàéò³â ðàñèñòñüêî¿, àíòèñåì³òñüêî¿ ³ íåîôàøèñòñüêî¿ ñïðÿìîâàíîñò³.

Ô³ëüòðàö³ÿ çä³éñíþºòüñÿ íà ï³äñòàâ³ äâîõ “÷îðíèõ ñïèñê³â” ²íòåðíåò-ðåñóðñ³â.
Ïåðøèé âêëþ÷àº ïîðíîãðàô³÷í³ ðåñóðñè ³ ì³ñòèòü áëèçüêî 400000 ñóìí³âíèõ
ñàéò³â ³ 150–200 ñï³ðíèõ ñàéò³â, ÿê³ äîäàþòüñÿ â ñïèñîê ³ ðîçãëÿäàþòüñÿ ùîäíÿ;
äðóãèé ñïèñîê âêëþ÷àº ðàñèñòñüê³ é àíòèñåì³òñüê³ ðåñóðñè. Â³í ñêëàäåíèé â³äïî-
â³äíî äî çàãàëüíîºâðîïåéñüêîãî ïðîåêòó ç ðîçâèòêó áåçïå÷íîãî ²íòåðíåòó (Safer
Internet Action Plan [4]).

Ó Ôðàíö³¿ ä³º åôåêòèâíà ñèñòåìà ñóñï³ëüíî-äåðæàâíîãî ïàðòíåðñòâà äëÿ
ïðèïèíåííÿ äèòÿ÷î¿ ïîðíîãðàô³¿. Êð³ì ²íòåðíåò-ñàéò³â ãðîìàäñüêèõ îðãàí³çàö³é,
ÿê³ ðîçïîâ³äàþòü ïðî ²íòåðíåò-çàãðîçè, ìåòîäè ¿õ íåéòðàë³çàö³¿ ³ ì³ñòÿòü “ãàðÿ÷³
ë³í³¿” äëÿ ïðèéîìó ïîâ³äîìëåíü ïðî íåáåçïå÷íèé êîíòåíò, ê³áåð-ïðèíèæåííÿ,
äîìàãàííÿõ ³ çàãðîçè (e-enfance.org, internetsanscrainte.fr, netecoute.fr, point-
decontact.net), “ãàðÿ÷à ë³í³ÿ” º òàêîæ ó ÌÂÑ Ôðàíö³¿. Çà äîïîìîãîþ ö³º¿ ë³í³¿
ìîæíà, íàòèñíóâøè êíîïêó “ÑÈÃÍÀË”, ïåðåäàòè ïîâ³äîìëåííÿ ïðî øê³äëèâèé
êîíòåíò ÷è ïîâåä³íêó, ç ÿêîþ ç³øòîâõíóëàñü îñîáà ïðè âèêîðèñòàíí³ ²íòåðíåòó
[5]. Íà ñàéò³ ÌÂÑ ìîæíà çíàéòè ñòîð³íêè ³íôîðìàö³¿, ïîðàäè ôàõ³âö³â ùîäî
åôåêòèâíîãî çàõèñòó áóäü-ÿêî¿ îñîáè, çîêðåìà äèòèíè, ïðè âèêîðèñòàíí³ ²íòåð-
íåòó.

Ó 1998 ð. Ôðàíöóçüêîþ àñîö³àö³ºþ ²íòåðíåò-ïðîâàéäåð³â AFA (ñüîãîäí³ –
AFPI) ñòâîðåíèé ïîðòàë, ÿêèé íå ò³ëüêè ³íôîðìóº ïðî ²íòåðíåò-çàãðîçè ³ ñïîñîáè
¿õ íåéòðàë³çàö³¿, à é íàäàº ìîæëèâ³ñòü çàëèøèòè ïîâ³äîìëåííÿ ïðî âèÿâëåí³ ðå-
ñóðñ³, ùî ì³ñòÿòü, â òîìó ÷èñë³, äèòÿ÷ó ïîðíîãðàô³þ. Äîñòóï äî òàêèõ ðåñóðñ³â
áëîêóºòüñÿ ÷ëåíàìè AFPI, ÿê³ îòðèìóþòü îáðîáëåíó ³ ïåðåâ³ðåíó ³íôîðìàö³þ
â³ä ñï³âðîá³òíèê³â ïîðòàëó.

15 ëþòîãî 2011 ð. Êîíñòèòóö³éíîþ Ðàäîþ Ôðàíö³¿ ïðèéíÿòî Çàêîí LOPSI-2
“Çàêîí, ñïðÿìîâàíèé íà çàáåçïå÷åííÿ âíóòð³øíüî¿ áåçïåêè êðà¿íè” [6].  Ó íüîìó
ïåðåäáà÷åíî òàê³ çàõîäè ðåãóëþâàííÿ òà êîíòðîëþ ìåðåæ³ ²íòåðíåò:

– çä³éñíåííÿ îáîâ’ÿçêîâî¿ ô³ëüòðàö³¿ ìåðåæ³ ²íòåðíåò äëÿ ïðèïèíåííÿ ïî-
øèðåííÿ äèòÿ÷î¿ ïîðíîãðàô³¿, íà ï³äñòàâ³ ñêëàäåíèõ ÌÂÑ Ôðàíö³¿ ñï³ëüíî ç
ãðîìàäñüêèìè îðãàí³çàö³ÿìè “÷îðíèõ ñïèñê³â”, à òàêîæ íåãàéíîãî áëîêóâàííÿ
ðåñóðñ³â, ùî ì³ñòÿòü äèòÿ÷ó ïîðíîãðàô³þ, çà ïîäàííÿì ÌÂÑ Ôðàíö³¿ (áåç íåîá-
õ³äíîñò³ ïîäàííÿ ñóäîâîãî ð³øåííÿ);

– ââåäåííÿ êðèì³íàëüíî¿ â³äïîâ³äàëüíîñò³ çà âèêîðèñòàííÿ ï³äðîáëåíî¿ IP-
àäðåñè ïðè äîñòóï³ â ²íòåðíåò (ñàíêö³ÿ: ïîçáàâëåííÿ âîë³ íà ñòðîê äî 1 ðîêó ³
ãðîøîâèé øòðàô ó ðîçì³ð³ äî 15 òèñÿ÷ ºâðî);
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– ââåäåííÿ êðèì³íàëüíî¿ â³äïîâ³äàëüíîñò³ çà âèêîðèñòàííÿ ²íòåðíåòó äëÿ
â÷èíåííÿ ä³é â³ä ³ìåí³ òðåò³õ îñ³á, ÿêùî öå ñïðè÷èíèëî ïîðóøåííÿ ¿õ (òðåò³õ
îñ³á) ñïîêîþ àáî çàç³õàííÿ íà ¿õ ÷åñòü ³ ã³äí³ñòü (ñàíêö³ÿ: ïîçáàâëåííÿ âîë³ íà
ñòðîê äî 1 ðîêó ³ ãðîøîâèé øòðàô â ðîçì³ð³ äî 15 òèñÿ÷ ºâðî). Çîêðåìà, ó Êðè-
ì³íàëüíîìó Êîäåêñ³ Ôðàíö³¿ (ñò. 222-33-2-2 “Ê³áåðáóë³íã (ê³áåðçàëÿêóâàííÿ,
ê³áåðïåðåñë³äóâàííÿ)) çàçíà÷åíî: “Íåîäíîðàçîâå ïåðåñë³äóâàííÿ ëþäèíè ñëîâåñíî
÷è ïîâåä³íêîþ, ìåòîþ àáî íàñë³äêîì ÿêèõ º ïîã³ðøåííÿ ¿¿ æèòòºâèõ óìîâ, ùî
ïðèçâîäÿòü äî ïîðóøåííÿ ¿¿ ô³çè÷íîãî àáî ïñèõ³÷íîãî çäîðîâ’ÿ, – êàðàºòüñÿ îä-
íîð³÷íèì óâ’ÿçíåííÿì òà øòðàôîì ó ðîçì³ð³ äî 15 òèñÿ÷ ºâðî, êîëè ö³ ôàêòè
ïðèçâåëè äî ïîâíî¿ íåïðàöåçäàòíîñò³ óïðîäîâæ âîñüìè äí³â àáî íå ïðèçâåëè äî
íåïðàöåçäàòíîñò³” [7];

– çàáîðîíà íà ñòâîðåííÿ ³ ïîøèðåííÿ áóäü-ÿêèìè çàñîáàìè, â òîìó ÷èñë³
÷åðåç çàñîáè ìàñîâî¿ ³íôîðìàö³¿ (ÇÌ²), ïîâ³äîìëåíü òà ³íøèõ çàêëèê³â, íàö³ëåíèõ
íà íåïîâíîë³òíþ àóäèòîð³þ, äî ó÷àñò³ ¿õ â ³ãðàõ, ùî íåñóòü çàãðîçó ¿õ ô³çè÷í³é
áåçïåö³;

– ëåãàë³çàö³ÿ äèñòàíö³éíîãî âñòàíîâëåííÿ ïîë³öåéñüêèìè ï³äðîçä³ëàìè íà
êîìï’þòåðè îñ³á, ï³äîçðþâàíèõ ó ñêîºíí³ çëî÷èí³â, ñïåö³àëüíèõ ïðîãðàì, ùî
äîçâîëÿþòü ðåºñòðóâàòè ³ ïåðåäàâàòè â ïîë³ö³þ äàí³ ïðî ä³¿, ùî çä³éñíþþòüñÿ êî-
ðèñòóâà÷àìè ïåðñîíàëüíèõ êîìï’þòåð³â (ò³ëüêè çà ð³øåííÿì ñóäó).

Äëÿ ï³äâèùåííÿ îá³çíàíîñò³ øêîëÿð³â ç ïðèâîäó íåáåçïåê â ²íòåðíåò³ ó 38
äåïàðòàìåíòàõ êðà¿íè ñï³ëüíî ç ñèëàìè æàíäàðìåð³¿ ïðîâîäÿòüñÿ ñïåö³àëüí³ óðîêè
äëÿ ó÷í³â îñòàíí³õ êëàñ³â ïî÷àòêîâî¿ øêîëè (9–11 ðîê³â). ¯õ ìåòà – ïîïåðåäèòè
ìîëîäå ïîêîë³ííÿ ïðî íåáåçïåêó ìåðåæ³ ²íòåðíåò. Óïðîäîâæ 45 õâèëèí ó÷íÿì
ðîçïîâ³äàþòü ïðî òå, ùî ¿õ ìîæóòü ïðèìóøóâàòè äî ñåêñóàëüíèõ çâ’ÿçê³â, çàçèâàòè
â ñåêòè, ï³äøòîâõóâàòè äî ñàìîãóáñòâ, ïîêàçóþòü â³äåîðîëèêè ç³ ñâ³ä÷åííÿìè
îäíîë³òê³â – æåðòâ àãðåñ³¿ â ²íòåðíåò³. Íàïðèê³íö³ öèêëó òàêèõ óðîê³â øêîëÿðàì
ïðîïîíóþòü ñêëàñòè ³ñïèò íà âîëîä³ííÿ ïðàâèëàìè ïîâåä³íêè â ìåðåæ³ òà âèäàþòü
²íòåðíåò-ïîñâ³ä÷åííÿ çà àíàëîã³ºþ äî âîä³éñüêèõ ïðàâ [8].

Ó ÑØÀ ðåãóëþþ÷èìè îðãàíàìè º Ôåäåðàëüíà êîì³ñ³ÿ ç³ çâ’ÿçêó ÑØÀ
(USA Federal Communication Commission, FCC) [9], Íàö³îíàëüíà ðàäà ç
ê³áåðáåçïåêè. Ôåäåðàëüíà êîì³ñ³ÿ ³ç çâ’ÿçêó ðåãóëþº ì³æäåðæàâí³ òà ì³æíàðîäí³
çâ’ÿçêè ïî ðàä³î, òåëåáà÷åííþ, Òåëåãðàìó, ñóïóòíèêó ³ êàáåëþ â óñ³õ 50 øòàòàõ òà
â îêðóç³ Êîëóìá³ÿ íà òåðèòîð³¿ ÑØÀ. Êîì³ñ³ÿ º ôåäåðàëüíèì îðãàíîì, êîíòðîëüî-
âàíèì Êîíãðåñîì, â³äïîâ³äàëüíèì çà âïðîâàäæåííÿ ³ çàáåçïå÷åííÿ äîòðèìàííÿ
çàêîí³â ³ íîðìàòèâíèõ àêò³â Àìåðèêè â ãàëóç³ çâ’ÿçêó.

Ïðàâîâà îñíîâà òà ìåõàí³çì ô³ëüòðàö³¿ øê³äëèâîãî êîíòåíòó. Çàêîí “Ïðî
çàõèñò ä³òåé â ²íòåðíåò³” (The Children’s Internet Protection Act 2000 –  CIPA)
[10] çîáîâ’ÿçóº øêîëè òà ïóáë³÷í³ á³áë³îòåêè, ùî îòðèìóþòü ô³íàíñóâàííÿ ç
ôåäåðàëüíîãî áþäæåòó, ïðè íàäàíí³ ä³òÿì äîñòóïó äî ²íòåðíåòó âñòàíîâëþâàòè
ô³ëüòðè ÷è â³äïîâ³äíå áëîêóþ÷å ïðîãðàìíå çàáåçïå÷åííÿ [11].

Ôåäåðàëüíèé çàêîí ÑØÀ “Ïðî çàõèñò íåäîòîðêàííîñò³ ïðèâàòíîãî æèòòÿ
ä³òåé” (The Children’s Online Privacy Protection Rule (COPPA)) [12] ðåãóëþº
â³äíîñèíè, ùî ò³ñíî ïîâ’ÿçàí³ ç³ çáîðîì ó ìåðåæ³ ô³çè÷íèìè ÷è þðèäè÷íèìè îñî-
áàìè ïåðñîíàëüíî¿ ³íôîðìàö³¿ ó ä³òåé â³êîì ìîëîäøå 13 ðîê³â. Çàêîí âñòàíîâëþº,
ùî äëÿ îòðèìàííÿ ³íôîðìàö³¿ â³ä ä³òåé íåîáõ³äíèé äîçâ³ë áàòüê³â ÷è îï³êóí³â.
Îïåðàòîð, ÿêèé çáèðàº òàêó ³íôîðìàö³þ, çîáîâ’ÿçàíèé çàõèùàòè íåäîòîðêàíí³ñòü
ïðèâàòíîãî æèòòÿ ä³òåé.

Çóñèëëÿ Íàö³îíàëüíî¿ ðàäè ç ê³áåðáåçïåêè (National Cyber Security Alliance,
NCSA) [13] ñïðÿìîâàí³  íà ïîáóäîâó äåðæàâíî-ïðèâàòíîãî ïàðòíåðñòâà â ãàëóç³
îñâ³òè òà ï³äâèùåííÿ îá³çíàíîñò³ êîðèñòóâà÷³â äëÿ çàáåçïå÷åííÿ áåçïåêè òà
êîíô³äåíö³éíîñò³ ³íôîðìàö³¿ â ²íòåðíåò³, äîòðèìàííÿ êóëüòóðè ê³áåðáåçïåêè òà
ðåàãóâàííÿ íà ê³áåðçëî÷èíè. Ïðîâåäåí³ NCSA äîñë³äæåííÿ âèÿâèëè òà îá´ðóíòóâàëè
íåîáõ³äí³ñòü ïðîâåäåííÿ ïðîôåñ³éíîãî ðîçâèâàþ÷îãî íàâ÷àííÿ â÷èòåë³â ùîäî
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ïèòàíü, ïîâ’ÿçàíèõ ç îíëàéí-áåçïåêîþ. Â³äçíà÷àºòüñÿ, ùî çàïðîïîíîâàí³ ïðàâèëà
òà ïðèíöèïè ñàìîðåãóëþâàííÿ COPPA äëÿ çàáåçïå÷åííÿ çàõèñòó ïåðñîíàëüíî¿
³íôîðìàö³¿ ï³äë³òêà â ²íòåðíåò³ ïîòðåáóþòü âæèòòÿ äîäàòêîâèõ çàõîä³â çàõèñòó
ä³òåé â³ä ïîòåíö³éíî øê³äëèâî¿ ³íôîðìàö³¿ â ²íòåðíåò³, ó òîìó ÷èñë³ øëÿõîì óäî-
ñêîíàëåííÿ ìåõàí³çì³â îòðèìàííÿ äîçâîë³â áàòüê³â íà çá³ð ³íôîðìàö³¿ â³ä ä³òåé,
“áàòüê³âñüêîãî êîíòðîëþ”, ïîë³ïøåííÿ ïðîöåñ³â ìîí³òîðèíãó âåá-ñàéò³â íà íàÿâ-
í³ñòü øê³äëèâîãî êîíòåíòó, ï³äâèùåííÿ îá³çíàíîñò³ áàòüê³â ³ç ïèòàíü çàáåçïå÷åííÿ
áåçïåêè â ²íòåðíåò³, âèçíà÷åííÿ ïðàâèë âèêîðèñòàííÿ ï³äë³òêàìè ²íòåðíåò-ïðè-
ñòðî¿â, à òàêîæ øèðîêîãî ñïåêòðà äîäàòê³â òà âåá-ñàéò³â.

Ó 2006 ðîö³ ï’ÿòü ãîëîâíèõ ²íòåðíåò-êîìïàí³é êðà¿íè îãîëîñèëè ïðî ñâ³é
íàì³ð îá’ºäíàòèñÿ ç Íàö³îíàëüíèì öåíòðîì ïðîòè âèêðàäåííÿ, çëîâæèâàííÿ òà
åêñïëóàòàö³¿ ä³òåé [14], ùîá ðîçïî÷àòè êàìïàí³þ ïî çàïðîâàäæåííþ òåõíîëîã³é
äëÿ áîðîòüáè ç ³íòåðíåò-çëî÷èíöÿìè, ÿê³ åêñïëóàòóþòü ä³òåé. Òàê, íà ñüîãîäí³
AOL, Yahoo!, Microsoft, EarthLink òà United Online ô³íàíñóþòü òåõí³÷íó êîàë³ö³þ
ç NCMEC, ïðè öüîìó ðîçâèâàþòü ³ âïðîâàäæóþòü òåõíîëîã³¿, ÿê³ äîçâîëÿþòü çà-
ïîá³ãàòè ïðîòèïðàâí³é ä³ÿëüíîñò³ ²íòåðíåò-çëî÷èíö³â ùîäî åêñïëóàòàö³¿ ä³òåé.
Òîáòî öå ³íôîðìàö³éíî-êîîðäèíàö³éíèé öåíòð êðà¿íè òà çàãàëüíèé öåíòð çâ³òíîñò³
ç óñ³õ ïèòàíü, ïîâ’ÿçàíèõ ³ç çàïîá³ãàííÿì òà ïîïåðåäæåííÿì â³êòèì³çàö³¿ ä³òåé.
NCMEC âåäå áîðîòüáó ïðîòè âèêðàäåííÿ, çëîâæèâàííÿ ³ åêñïëóàòàö³¿, îñê³ëüêè
êîæíà äèòèíà çàñëóãîâóº íà áåçïå÷íå äèòèíñòâî.

Ôåäåðàëüíèì çàêîíîì ÑØÀ “Àêò ïðî ê³áåðáåçïåêó” 2009 (Cybersecurity Act
of 2010) [15] âëàä³ íàäàí³ çíà÷í³ ïîâíîâàæåííÿ ó ñôåð³ áåçïåêè êîìï’þòåðíèõ
ìåðåæ. Îêð³ì ³íøîãî, çàçíà÷àºòüñÿ íåîáõ³äí³ñòü ï³äâèùåííÿ îá³çíàíîñò³ êîðèñòó-
âà÷³â ïðî ðèçèêè ó ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè. Çîêðåìà, â³äïîâ³äíî äî ñò. 301
Ðîçä³ëó ²²² Çàêîíó Ì³í³ñòðîâ³ òîðã³âë³ äîðó÷åíî ðîçðîáèòè òà âïðîâàäèòè íàö³î-
íàëüíó êàìïàí³þ ç ï³äâèùåííÿ îá³çíàíîñò³ íàñåëåííÿ ùîäî ê³áåðáåçïåêè. Ñòàòòÿ
òàêîæ çîáîâ’ÿçóº Ì³í³ñòðà îñâ³òè îðãàí³çóâàòè âïðîâàäæåííÿ íàâ÷àëüíèõ ïðîãðàì
äëÿ øêîëÿð³â (â³äïîâ³äíî äî â³êó) ùîäî ê³áåðáåçïåêè.
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LEGAL PROVISION OF INFORMATION SECURITY OF THE CHILD:
ANALYSIS OF FOREIGN EXPERIENCE 

The number of Internet users is growing daily. The most active part of Internet
users are young people and children. Particular concern is the increased negative
impact on children of malicious Internet content and mass media, as well as hidden
threats of Internet. In particular, information about aggressive, asocial, and unsafe
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content can be placed in an unprotected information space, which adversely affects
the health and especially the psyche of the child.

Consequently, the problem of information security of the child today is highly
relevant and determines the need to address issues related to streamlining the information
space of the country, in particular, by introducing an effective model of legal regulation
in this area. Therefore, in many developed countries, norms and prohibitions have
been established regarding the dissemination of information that may adversely affect
the process of forming the moral development of minors, cause aggression, social
maladjustment, etc.

Today, the global Internet community needs to solve three interrelated problems:
insurance of freedom of speech, restriction of malicious content and protection of
personal data. That is, the task of each state is to respect human rights on the Internet
and ensure the protection of a person (child) from malicious content without violating
the right to freedom of speech.

Due to the fact that this problem is relevant for most countries of the world,
each of them has its own experience in addressing the issue of ensuring the protection
of children in the information space. Therefore, the paper is devoted to the analysis
of the practice of protecting minors from malicious Internet content, which is common
in many countries, but differs in the mechanism of implementation. It offers materials
that constitute the legal basis for the protection of children from unsafe Internet
content and search of ways to filter it, in France, the USA, China, Canada and the
UK.

The study and synthesis of the legal basis and the filtering mechanism for
malicious Internet content in foreign countries are carried out with the aim of
borrowing positive experience and the possibility of an implementation in Ukraine.

Keywords: minors, children, malicious Internet content, child pornography,
cyberbulling, “hot line”, legal basis, blocking, filtering mechanism.
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