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IMPACT OF POWERFUL ELECTROMAGNETIC RADIATION  
ON RADIOELECTRONIC MEANS 

The article analyzes the ways and mechanisms of the effect of powerful electromagnetic radiation on radio 
electronic means and their element base. It is determined that the effect of high-power electromagnetic radiation of 
ultrashort duration, due to high penetrating power and threshold levels of failures and damage, is the most danger-
ous factor in relation to various types of electronic devices, as well as their components, primarily semiconductor 
devices and microelectronic elements. Analysis of available domestic and foreign literature has shown that there is 
no research into the ways and mechanisms of the electromagnetic radiation effect on radio electronic means. Dif-
ferences between the electromagnetic radiation of the ultrashort range are revealed in terms of the impact on the 
radio electronic equipment. Significant influence on the efficiency of the radio electronic elements of  means can be 
caused by microwave impulses on cable lines, antenna-feeder devices and interblock connections. In addition, in-
duced voltages can change the operating modes of the nodes, which will lead to a temporary or catastrophic failure 
in general. It is pointed out that it is necessary to search for new technologies in solving the problem of their protec-
tion, while simultaneously preventing the effects of electromagnetic radiation of ultrashort duration on radio elec-
tronic means on all possible channels of passage. 

Keywords: the electromagnetic radiation of the ultrashort range, the radio electronic equipment, high-
frequency radiation. 

Formulation of the problem  

In order to achieve a radically new level of radar, 
radio communication, technology and other technical 
problems, generators of powerful electromagnetic 
pulses are being developed in a number of countries. 
Generators of high-power pulses from one to tens of 
nanoseconds (linear induction electron accelerators, 
relativistic generators with virtual cathode (vircators), 
relativistic magnetrons, generators based on superdi-
mensional electrodynamic structures (Cherenkov gen-
erators and diffraction radiation generators) are being 
intensively developed. These generators have a gigawatt 
peak power, and there are real ways of increasing it tens 
of times [1–5]. The achieved and predicted radiation 
parameters of these devices make them dangerous when 
influencing radio electronic systems of the widest pur-
pose. This is due to the fact that their mode of operation 
allows the generation and emission into the surrounding 
space of not only single electromagnetic pulses, but also 
their "packets" with a frequency of thousands of pulses 
per second or more. If other radioelectronic facilities get 
into the operation zone of such generating systems, it 
may happen that not only the infringement of the infor-
mation reception process, but also a violation of their 
functional integrity. The impact of high-power electro-
magnetic radiation on high-sensitivity electronic equip-
ment leads to a change in parameters or complete failure 
of devices, which is associated with the transition of the 
receiving and amplifying paths into a mismatched mode 
and the occurrence of overvoltages in the element base. 
In this case, the value of the amplitude or power of elec-
tromagnetic radiation, which affects, can be much less 

than the threshold values that determine the occurrence 
of degradation effects in individual elements and nodes. 
The significance of these effects increases with the in-
crease in the functional complexity of radio electronic 
equipment [6–9].  

Ensuring the reliable operation of radio electronic 
means in conditions of external influences, including 
powerful pulsed electromagnetic radiation, necessitates 
the use of appropriate means of protection. However, as 
shown by the analysis [10–14], the methods and means 
of protecting radio electronic means developed to date 
can not provide the required effectiveness of their pro-
tection in terms of their characteristics, and even more 
so in view of the prospects for the development of 
means for generating powerful pulsed electromagnetic 
radiations. This circumstance requires research aimed 
primarily at finding fundamentally new approaches to 
the effective protection of radioelectronic means from 
powerful pulsed electromagnetic radiation, which puts 
forward the task of investigating the ways and mecha-
nisms of the action of powerful electromagnetic radia-
tions on radio electronic means.  

Analysis of recent research  
and publications 

Analysis of available domestic and foreign litera-
ture has shown that at present there is a significant 
number of publications devoted to the generation of 
electromagnetic radiation [1–5], the use of generators of 
powerful electromagnetic radiation, including for con-
ducting armed struggle [3–5], the influence of high-
power electromagnetic radiation on the elemental base 
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of radio electronic means [7–10; 18], as well as data on 
traditional methods and means of protecting radio elec-
tronic means from electromagnetic radiation [10–14]. 
There are separate publications devoted to the analysis 
of the effect of high-power electromagnetic radiation on 
radioelectronic facilities [15–22], however, systema-
tized data on the investigation of the ways and mecha-
nisms of the effect of electromagnetic radiation on ra-
dio-electronic means are not necessary for determining 
the ways of protecting radioelectronic facilities.  

The purpose of the article is to analyze the ways 
and mechanisms of the impact of powerful pulsed elec-
tromagnetic radiation on radio electronic means and 
their element base. 

Main part 

Superhigh-frequency energy can propagate to sen-
sitive elements of radio-electronic means along two 
main paths: 

 through the reception circuits  the transmission 
of electromagnetic energy associated with free space 
through the antenna-feeder path (the "front-door" path); 

 through the structural elements of radioelectronic 
facilities (panels, windows, unshielded conductors, etc.) 
(the way of penetrating the radiation "back-door"). 

Radiation power, which affects the internal circuits 

of radioelectronic means impP , is related to the flux of 

incident power (r)  by the following relation [18]:

imp (r) effP S (f )   , 

where (r)  – the Umov-Poynting vector; 

effS (f )  – effective surface of the object. 

For the "front-door" path, effS (f )  is usually the 

effective surface of the object as a receiving antenna. 
Therefore, in order to increase the security of radio elec-
tronic equipment from the impact of powerful electro-
magnetic pulses, when receiving through the antenna, 
the operating frequency band is usually limited. In the 
case of short and ultrashort pulses, this approach leads 
to a significant decrease in their power spectral density. 

Under the influence of electromagnetic radiation 
on the input circuits of the receiving path, there are two 
modes: band and out-of-band [5; 7]. A particular feature 
of the band-pass action is the minimum energy loss of 
electromagnetic radiation when passing through an 
agreed receiving path, even with band-pass filters at the 
input. Losses in this case are determined by the ratio 
between the bandwidth of the input filter or the low-
noise amplifier and the width of the spectrum of the 
influencing electromagnetic radiation. In most cases, 
these losses do not exceed 10–15 dB [18]. 

Out-of-band electromagnetic radiation is effected 
outside the passband of the receiver. It is more universal 
than a band-pass, since a sufficiently powerful pulse can 

affect a number of RESs whose receiving paths are not 
sufficiently well protected from out-of-band action. In 
this case, it is necessary to take into account the power 
losses in the tract. The resulting losses in this case can 
be up to 40-60 dB [18]. 

The state of the radio electronic means under the 
action of pulsed electromagnetic radiation is usually 
described in the form of setting the levels of impact 
characterizing the degree of efficiency of the radio elec-
tronic means. 

Ascending levels of exposure are distinguished by 
[6]: 

 a level characterizing the normal operation of the 
system; 

 the level at which temporary violations of the 
standard mode occur (the level of recoverable failures); 

 the level at which stable changes in parameters 
are observed, leading to a partial loss of system oper-
ability (level of steady failures); 

 the level at which irreversible catastrophic de-
gradations occur, leading to a complete loss of system 
performance (level of failure). 

Thermal effects, as the final link of the energy ab-
sorption process, play a decisive role in the degradation 
phenomena of the element base due to the processes of 
local energy absorption and heat removal. Accordingly, 
the conditions of stationary and short-term energy re-
lease are distinguished. The first corresponds to station-
ary or long-pulse actions, and the second - to the effects 
of ultrashort duration, when the absorbed radiation en-
ergy is localized and does not have time to transmit to 
the surrounding elements of the structure during the 
time of the pulse. A higher energy density in the second 
case contributes to more efficient defect formation in 
sensitive zones of heat generation [11; 13]. 

The foregoing is characteristic of the action of one 
pulse. If the time between impact pulses is sufficiently 
small, then a regime of thermal energy storage is possi-
ble. This time scale corresponds to the time of inter-
structural thermal relaxation in the radioelectronic me-
dium - the millisecond range, therefore at frequencies of 
repetition more than 1 kHz, an additional impact factor 
is usually realized. 

The causes of the phenomena characterizing the 
ultra-threshold modes of action of electromagnetic ra-
diation of the ultrashort range on radio electronic means 
and its elements can be reduced to the following main 
effects: 

 antenna mechanism of currents and voltages ex-
cited in external and internal structures of radioelec-
tronic facilities; 

 the plurality of dimensional and orientational 
resonances due to the complexity of radioelectronic 
facilities and broadband radiation; 

 a large spectrum of destructive phenomena of 
impact thermal type in the areas of energy release; 
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 the multiplicity of simultaneous localizations of 
defects formed in structures in the process of a single 
exposure to electromagnetic radiation of the ultrashort 
range; 

 characteristic spatial zoning of defects  the pe-
riphery of energy release and defect formation. 

Thus, the impact of high-power electromagnetic 
radiation of the ultrashort range, due to high penetrating 
power and threshold levels of malfunctions and dam-
ages, is the most dangerous factor in relation to various 
types of electronic devices, as well as their components, 
primarily semiconductor devices and microelectronic 
elements. 

The modern electromagnetic environment is char-
acterized by the presence of natural sources and artifi-
cial radiation, which in many cases have a destructive 
effect on the element base of the radio electronic means 
and on the conditions of its functioning. Since the value 
of the radiation energy flux density in the far zone of the 
source of electromagnetic radiation is proportional to 
the square of the current derivative in the antenna [18]: 

2 2
0E 2Z  (dI dt )   , 

where 0Z  – the impedance of free space. 

Then from the energy point of view the magnitude 
of the effect of electromagnetic radiation is inversely 
proportional to the duration of the pulse and its front. 

The most dangerous types of electromagnetic ra-
diation include impulse radiation of ultrashort duration, 
created by the following types of sources of artificial 
origin: 

 powerful high-voltage modulators and electro-
physical installations for special purposes, using the 
processes of the ultrashort range (high-power electron-
ics elements); 

 emitters of ultra-wideband radar systems used in 
high-resolution radar; 

 some types of high-voltage improper or superfi-
cial gas discharges and transient processes initiated by 
high-energy particle fluxes or laser radiation. 

The interaction of ultrashort-range radiation with a 
relatively narrow spectrum or with a broadband spec-
trum with a radio electronic means is manifested quali-
tatively differently from traditional long-duration radia-
tion or stationary radiation. This is due, first of all, to 
short exposure times in comparison with the characteris-
tic times of relaxation mechanisms in materials and 
semiconductor structures of radioelectronic means and 
its components. On the other hand, this type of influenc-
ing factor, due to the small pulse duration, is character-
ized by a larger spectral width, which causes a high 
penetrating power and intense character of the action of 
ultrashort pulse duration propagating in the device 
structures. This leads to the fact that, in spite of the rela-
tively lower energy potential, the ultrashort range pulses 

can in some cases prove to be a more effective destruc-
tive factor than the traditional ultrahigh-frequency sig-
nals. 

The interaction mechanisms of electromagnetic ra-
diation and superhigh-frequency pulse with radio elec-
tronic means have a number of significant differences. 
From the point of view of the field structure, these dif-
ferences are primarily due to spectral characteristics: 
electromagnetic radiation does not have high-frequency 
filling and their spectrum is mainly concentrated in the 
region of sufficiently low frequencies (1  100 MHz), 
while ultrahigh-frequency pulses are generated at a cer-
tain Carrier frequency, and their spectrum can occupy 
any place within the entire radio-frequency range (from 
units to hundreds of gigahertz). 

The low-frequency nature of electromagnetic ra-
diation poses serious problems for its directional sewer-
age in space, while for super-high-frequency pulses 
such sewerage is realized both by conventional antenna 
systems and by the use of radio-transparent lenses. 

In addition, due to the relatively low-frequency na-
ture of electromagnetic radiation, its effect on the radio 
electronic means is due to the penetration of fields 
through technological openings and slots in the hous-
ings, as well as by pick-ups that appear on housings, 
wires and connectors. Ultrahigh-frequency radiation, 
along with spatial selectivity, also has a frequency-
selective effect, which significantly increases its effi-
ciency when passing through the input circuits of radio 
electronic means. 

The most sensitive elements of the radio electronic 
means are semiconductor elements. In connection with 
the variety of destructive phenomena in semiconductor 
devices, the determination of the exact value of the en-
ergy (power) of damage is associated with considerable 
difficulties. Often, the energy characteristics, obtained 
as a result of analyzing the thermal processes in the in-
struments, are used to estimate the level of the damage 
power. This allows us to reduce the secondary effects in 
semiconductor elements to the time distribution in the 
energy volume. 

Significant influence on the performance of the ra-
dio electronic means can be imposed by superhigh-
frequency impulses on cable lines, antenna-feeder de-
vices and interconnection connections. In addition, in-
duced voltages can change the operating modes of the 
nodes, which will lead to a temporary or catastrophic 
failure in general. 

Conclusions 

1. Within the framework of the energy approach,
the refusal or violation of the standard operating mode 
of the radio electronic means is uniquely associated with 
the change in parameters or the failure of individual 
elements and (or) nodes (mainly containing semicon-
ductor elements) under the influence of electromagnetic 
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radiation or an ultrahigh-frequency pulse with an ampli-
tude exceeding the permissible threshold values. 

2. The large number presence of a  functional con-
nections (delay lines, waveguide paths, feedback loops, 
etc.) in modern radio electronic means leads to the fact 
that the impact can be carried out through separate ele-
ments and nodes, when they act as receptors of electro-
magnetic energy , transform it and then, in themselves, 
are the sources of influence for the elements of the radio 
electronic means, thereby creating an internal unfavor-
able electromagnetic environment. 

3. The effect of a sufficiently weak external elec-
tromagnetic radiation of the ultra-short range on the 
sensitive elements of the radio electronic means can also 
lead to instability of the system and an increase in the 
time of its relaxation to the state of normal (regular) 
reception and processing of information. Most signifi-
cantly, these effects are manifested in the input and am-
plifier cascades, and the main factors of their occurrence 
include: 

 distortion of the spectrum and delay of electro-
magnetic radiation of the ultrashort range in passive and 
active filtering elements (in the waveguide channel, 

protective devices with resonators, bandpass filters, path 
matching elements, etc.); 

 excitation of long-lived stochastic oscillations 
when the power of electromagnetic radiation of the ul-
trashort range is limited in the threshold memory device; 

 imperfect coordination of elements, leading to 
the appearance of reflections and the excitation of long-
lived stochastic oscillations; 

 excitation of long-lived stochastic oscillations 
caused by interaction in the active elements of different 
spectral groups of electromagnetic radiation of the ul-
trashort range. 

4. The ways and mechanisms of the action of pow-
erful electromagnetic radiation of the ultrashort range 
on the radio electronic means differ significantly from 
the paths and mechanisms of the action of microwave 
radiation. Ensuring the normal operation of the radio 
electronic means under the influence of electromagnetic 
radiation of the ultrashort range necessitates the search 
for new technologies in the solution of the problem of 
their protection, which at the same time prevents the 
effect of electromagnetic radiation on the radio elec-
tronic means on all possible channels of passage. 
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ВПЛИВ ПОТУЖНОГО ЕЛЕКТРОМАГНІТНОГО ВИПРОМІНЮВАННЯ НА РАДІОЕЛЕКТРОННІ ЗАСОБИ 

О.М. Сотніков, М.М. Ясечко, В.А. Таршин 

У статті проведено аналіз шляхів та механізмів впливу потужного електромагнітного випромінювання на радіо-
електронні засоби та їх елементну базу. Виявлено відмінності між і ЕМІ УКТ з точки зору впливу на РЕА. Аналіз до-
ступної вітчизняної та зарубіжної літератури показав, що дослідження шляхів і механізмів впливу електромагнітного 
випромінювання на радіоелектронні засоби відсутні. Визначено, що вплив потужного електромагнітного випроміню-
вання ультракороткою тривалості, завдяки високій проникаючої здатності і граничним рівням збоїв і поразки, виявля-
ються найбільш небезпечним фактором по відношенню до різних видів електронних пристроїв, а також їх компонен-
тів, в першу чергу, напівпровідникових приладів і елементів мікроелектроніки. Істотний вплив на працездатність еле-
ментів радіоелектронних засобів можуть надавати наведення НВЧ-імпульсу на кабельні лінії, антено-фідерні пристрої 
та міжблочні з'єднання. Крім того, наведені напруги можуть змінити режими роботи вузлів, що призведе до тимчасо-
вому або катастрофічного відмови в цілому. Вказано на необхідність пошуку нових технологій у вирішенні завдання їх 
захисту, що дозволяють одночасно запобігти впливу електромагнітного випромінювання ультракороткою тривалості 
на радіоелектронні засоби по всіх можливих каналах проходження. 

Ключові слова: радіоелектронні засоби, електромагнітне випромінювання ультракороткого діапазону, надвисо-
кочастотне випромінювання. 

ВОЗДЕЙСТВИЕ МОЩНОГО ЭЛЕКТРОМАГНИТНОГО ИЗЛУЧЕНИЯ НА РАДИОЭЛЕКТРОННЫЕ СРЕДСТВА 

А.М. Сотников, М.Н. Ясечко, В.А. Таршин 

В статье проведен анализ путей и механизмов воздействия мощного электромагнитного излучения на радиоэлек-
тронные средства и их элементную базу. Выявлены отличия между и ЭМИ УКД с точки зрения воздействия на РЭА. 
Анализ доступной отечественной и зарубежной литературы показал, что исследование путей и механизмов воздейст-
вия электромагнитного излучения на радиоэлектронные средства отсутствуют. Определено, что воздействие мощно-
го электромагнитного излучения ультракороткой длительности, благодаря высокой проникающей способности и поро-
говым уровням сбоев и поражения, оказываются наиболее опасным фактором по отношению к различным видам элек-
тронных устройств, а также их компонентам, в первую очередь, полупроводниковым приборам и элементам микро-
электроники. Существенное влияние на работоспособность элементов радиоэлектронных средств могут оказывать 
наводки СВЧ-импульса на кабельные линии, антенно-фидерные устройства и межблочные соединения. Кроме того, 
наведенные напряжения могут изменить режимы работы узлов, что приведет к временном или катастрофическому 
отказу в целом. Указано на необходимость поиска новых технологий в решении задачи их защиты, позволяющих одно-
временно предотвратить воздействия электромагнитного излучения ультракороткой длительности на радиоэлек-
тронные средства по всем возможным каналам прохождения. 

Ключевые слова: радиоэлектронные средства, электромагнитное излучение ультракороткого диапазона, сверх-
высокочастотное излучение. 




