
ISSN 2075-4272  . :                2 (27)’2014 

 

164 

 621.391 

. , .  ( . . , .), .  
 « », .  

,  
 

e-mail: schil@rtf.donntu.edu.ua, voropayeva@donntu.edu.ua, gur.vash@yandex.ru 

 

 
 ( ). . 

 
.  

: , ,  
. 

 
 

, , 
,  

.    – 
.  

 ( )  
. ,  

.  [1]: 
-  

; 
-  

; 
- , ; 
- ; 
- . 

 
 

: 
1. . 
2.  

. 
 

, , 
, , 

-T X.805  
,  ( .1). 

 
, ,  

, . , 
 



ISSN 2075-4272  . :                2 (27)’2014 

 

165 

, , , ,  
 [2].  

.  
 1 -  

 
,  

, . , 
 ISO/IEC 27005 «  

», , 
 [3]. 

 
: , ,  

, : , , 
. ,  

,  
.  

 
. ,  

.  
 « » , ,  

.  
 2. 

 

 
 

 2 -  

 

 

 

s 

 
 

i 

 
 

a 

 
 

c 

 
 

 

 
 

 

 
 

 
 

 
 

 
 

 
 
 

 

 
 

 
 

 
 

 

  
 

 
 

 
 



ISSN 2075-4272  . :                2 (27)’2014 

 

166 

 
. ,  

 (i),  (a),  (c),  
 (s). .  

 (  1): ; 
 ;  ; ;  ;  

; ;  [2]. 
,  

,  1. 
 

 1 
 

 
k  (threat)  

(confidentiality) 
 

(integrity) 
 

(availability) 

  
 

(accountability and 
manageability) 

 
 

1  c1 i1 a1 s1 p1 

2  c2 i2 a2 s2 p2 

3  
 c3 i3 a3 s3 p3 

4 Spoofing c4 i4 a4 s4 p4 

5  
 c5 i5 a5 s5 p5 

6  
 c6 i6 a6 s6 p6 

7  
 c7 i7 a7 s7 p7 

8  c8 i8 a8 s8 p8 

 
,  

:  

kk
kkkk

k pz
saic

T **
4

.      (1) 

 pk  
,  zk  

 pk [4, 5]. 
 Ql  

:  
k

i
ii

iiii
l pz

saic
Q

1
**

4
.      (2) 

 ( , , ),  
 1, .  

 Qp :  
l

j

k

i
ii

iiii
p pz

saic
Q

1 1
**

4
.    (3) 

 
.  3. 

 
 ( , , )  

, , ). 



ISSN 2075-4272  . :                2 (27)’2014 

 

167 

 
 3 -  

 
 pk –    k  

 zk –  
 k , –  

 [6, 7].    ak,, ck,, 
ik,, sk. . 

, ,  
 ISO/IEC 31010 « . ». 

,  [8, 9, 10]. 
 – ,  

, , .  
.  

 –  
.  

.  –  
, .  

.  
. 

 
.  

 

 (M)  (N) 

  

 
 

 

/ 
 
  

Tk 

 

N=Nmax  

 

N=N+1 

Ql 
M=M+1 

M=Mmax 

 
Qp 

 



ISSN 2075-4272  . :                2 (27)’2014 

 

168 

,  
, , . 

 « , ?»  
   ( , )  

.  
. . 

,  
, ,  

.  
. ,  

, . 
 « » –  

,  ( ).  
, .  

. 
, . 

 
, . 

,  
. 
 

 ISO/IEC 
31010 « . »  ISO/IEC 27005 «  

. .  
». 

 2 
 

 k  (threat) 1 2 3 4 

1  80 90 70 70 
2  90 70 90 90 
3  70 70 80 70 
4 Spoofing 100 90 90 70 

5  
 80 85 90 80 

6  50 60 50 70 

7  
 60 80 70 80 

8  55 60 70 80 
 

 
 ak,,  ck,,  ik,,  sk,,  

. 
 ( )  100  

,    2.  
.  3  

 « ». 
.  

 4. 



ISSN 2075-4272  . :                2 (27)’2014 

 

169 

 3  
 

  
) 

 
  

 c i a s 

 
 

E1 20 10 30 20 80 
E2 35 10 25 20 90 
E3 20 10 25 15 70 
E4 25 5 20 20 70 
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E1 0.25 0.125 0.375 0.25 1 
E2 0.39 0.1 0.282 0.228 1 
E3 0.286 0.143 0.357 0.214 1 
E4 0.286 0.071 0.357 0.286 1 
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I.L. Shcherbov, V.Y. Voropaeva, G.A. Vashakidze 
Donetsk National Technical University 
Risk acceptance algorithm aiming to provide safety of telecommunications systems The analysis 
of decision making sequence on information security management in the telecommunications system 
was done. The model for analysis is security architecture of systems, which provide connection 
between users ITU-  X.805). Application of this architecture allows assessing the risk of 
telecommunications system. 
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Mathematical tool for security rating definition of the telecommunication systems compound 
elements was offered. Security rating estimation is based on analysis of:  assessment of the hazard 
impact on assets property, frequency of hazard occurrence, probability of hazard avoidance using 
existing security equipment.  
The routine methods of risk assessment were considered. Multi-criterion method was chosen 
according to special aspects of telecommunications system structure and operating. An algorithm of 
risk acceptance during security system design was developed on the base of offered mathematical 
tool for telecommunications system security rating definition. The algorithm is based on 
quantitative assessment of system assets security.  
Method of expert estimation definition of telecommunications system assets vulnerability was 
developed. The order of risk discrete valuation for telecommunications system was developed on the 
base of expert estimation of expected damage in case of hazard materializing.  
Key words:  telecommunications system, risk assessment methods, risk acceptance algorithm. 
 
 
 

 

, ,  
. . ., .  

 «  
» ( . , 58,  

. , 83001, ).  
 –  

. 

 
 
 

 

, ,  
, . . , , 

  
 « » ( . 

, 58, . , 83001, ).  
 – ,  

 
. 

 
 

 
 

 
 

, ,  
,  

 ( . , 58, . , 83001, ). 
 –  

-
. 

 


