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PO3POBKA CUCTEM BIOQOAJIEHOI OUCNETYEPU3ALII
3 BUKOPUCTAHHSAM MEPEXI INTERNET

O.M. Ilynena, B.M. Cinneubkmii
Hayionanenuii ynisepcumem xap4o6ux mexHonoziil

Y emammi npoeeoeno ananiz nioxooie, cnocoois i 3acodié 0o giooanenoi oucnem-
yepusayii 00’exmie Ynpaeinis, HAOAHO PeKOMeHOAyil o000 SUKOPUCMAHHS Me-
peorci Internet sik niocucmemu 36 513Ky cmaHyii oucnemyepuzayii 3 8i00aienHolo Jo-
KQIbHOIO CUCIEMOIO YNPAGILIHHSL

Kniouoei cnoea: siooanena oucnemuepuzayis, cucmema ynpaeuinHs, MOOiLnbHUL
Internet, eipmyanvni npusamui mepednci, OpenVPN.

Psin 00’ exTiB aBTOMaTH3AL1li TOTPEOYIOTH BIUTAJICHOTO JUCTIETYEPCHKOr0 KOHTPOJHO
i ynpaBmHHA. B OCHOBHOMY 11€ 00’€KTH KHTIOBO-KOMYHAJILHOIO TOCHOAAPCTRA, AKi
MOXYTb OyTH TEPUTOPIAIBHO PO30CEPEKEHI HA BEMKOMY MPOCTOPI, a TAKOXK KOTEJIbHI
a0o TeronyHKTy. BiananeHoi nucneryepusaltii moTpedyroTh TaAKOXK 00’ €KTH €HEPreTH-
KA — II€ PI3HOTO POy PO3MOMUILYI CTAHIIIi, 70 CUCTEM YTIPABIIHHS M TeIeMETpii AKMX
CTaBJIATHCSA OCOOJIMBI BUMOTH, TOMY 11l 00’ €KTH HE PO3MIIAAAIOTHCS B JIaHIH CTaTTL.

HeoOxiaHICTh y BijiaJieH i qucneTyepr3alili BUHUKAE, SK MPABUJIO, 3 TAKUX MPUYMH;

1. Cuctemu mpairooTh B aBTOMATHUHOMY PEKHMMI, OAHAK HEOOXITHO 3a0e3MeUnTH
CUTHAJII3AI[IF0 HECIIPABHOCTI 3 METOKO BHi3Ay J0 00’ €KTa PEMOHTHOI Opuraau. Takumu
00’ eKTaMH IMCreTUepHr3altii MOXyTh OyTH J()TH, HEBEMKI TEIIOMYHKTH TOITIO.
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2. CucreMu nepeBakHUIM 4ac MpalfOlOTh B aBTOMATUUHOMY PE&KHUMI, OJTHAK €
HEOOX1THICTh B KOHTPOJI 32 iX poOOTOK Ta KOPEr'yBaHHI 3a/laHUX MAapaMeTpiB Je-
KUTbKa pa3 3a J00y. Y 1[bOMY BHUIAAKy MOCTIHA MPUCYTHICTh OMepaTopa Ha
00’€KTI €KOHOMIYHO HEAOLIbHA. [ MpuKiIaay MOXKHA HABECTH aBTOMATHU30BaH1
CUCTEMH YIPABJIHHS BOJOHACOCHUMHU CTAHIISIMU 400 KOTETbHUMMU.

3. HeoOx1/1HO LIEHTpasi30BaHO 30MpaTH MOKa3HUKW BUTPAT, MIYWJIBHUKIB Ta THIINX
MapaMeTpiB Ui 00Ky, €KOHOMIYHOI 3BITHOCTI M aHam3y. Lle MoxxyTh OyTu Oyab-siKi
TEPUTOPIATLHO-PO3MOUIEH] 00 €KTH, B TOMY YHCII Ti, B aBTOMATH30BaHIHA CHCTEMI
YIPABJIHHA SKUX JJIS1 ONEPATOPCHKOr0 KOHTPOIIIO MepeadadeHi JIOKaibHI 3aC00U JIFO-
IUHO-MaImMHHOrO 1HTepdeiicy. OcHOBHa (YHKINS BiaAaleHOl JuCHeTYepu3alii B
OMY BUMAJIKy — LIEHTPAJII30BAHE BEICHHA apXIBY.

DyHKLIT CHCTeMH BiIa/IeHOT AUCTIeTYE PU3aLil

CknamHicTh 00’ €KTa HOro MpU3HAYECHHSA, peaiizallis JOKaJIbHOI CUCTEMHU YIIPaB-
JIHHS BIUIMBAE HA CHOCIO peasizailii CUCTeMHU aucneTdyepu3allii i TEeXHOJOri, AKl
MpU 1[bOMY BUKOPUCTOBYIOThCA. [IpoOBiBIIM aHami3 NOTPed PUHKY 1 MPOMO3HUIIIH
[1—2], MoxHA BUILIMIM TaKl (yHKIT CHCTEMH TUCTIETUEPHU3aLTii:

— peaizaliisi MACUCTEMH TPUBOT: BIIOOPAKEHHS AKTUBHUX TPUBOT (TEXHOJIOTTUHA,
MOXKEXHA W OXOPOHHA CUTHAMI3ALIIS) 3 MOATUBICTIO 1X T ITBEPIKEHHS,

— BEICHHA apXiBy MOTPIOHMX TEXHOJIOTTYHUX MapaMeTpiB A MOXKIUBOCTI iX
MOJAJBIIOrO aHaJi3y Y BUTJISAII TPEHIIB 1 3BITIB;

— BEICHHA KypHaJy MOBIJOMJIEHD 1 TPUBOT;

— (hopMyBaHHS 3BITIB;

— BIJOOPAXKEHHS TEXHOJIOTTYHUX MAapaMETPIB y M’ AKOMY PEaJIbHOMY 4aci;

— YIPaBJIHHS CTAaHOM OOJaJIHaHHA, 3MIHA YCTaBOK, KOPEryBaHHS MapaMETpiB
PEryJATOPIB TOUIO;

— JIarHOCTYBaHHs POOOTH 00JIaTHAHHS;

— BIIAJICHE KOH(ITYypYyBaHH/MPOrpaMyBaHHs 1HTEICKTyaJbHUX 3aCO0IB aBTO-
MaTu3allii i KOMyHIKaIlii.

Hapeneni Buine QyHkini € knacuaaumu 11 3aco0is SCADA/HMI, ski BuKO-
puctoBytoThesa ia nmodynoBu ACYTIL. CyTTeBor BIAMIHHICTIO CHCTEM Bida-
JICHOI AucrneTdepu3alili € 3HaXOMKEHHA pKepenia JaHUX Ha BENHKIM BiJCTaHI BiJ
APM onepatopa, 1110 BHOCUTh CYTTEBI KOPEKTHBH B CIOCIO OopraHizalii 3B’ 43Ky i
CTPYKTYPH Camoi CUCTEMH, TOMY SIK 1 y BUNAJAKY HEOOXITHUX (YHKI[IH, TaK 1 MpU
BUOOp1 CTPYKTYPH ¥ TEXHOJIOT1H YITKOI OAHO3HAYHOCTI HEMAE.

YMOBHO B CUCTEMI BIJAAJICHOI AUCIETUEpU3ALIT MOKHA BUAUIATU Takl QyHKITI-
OHaJIbHI TiacucTeMu (puc. 1).

JlokanbHa cucrema ynpasiainas (JICY)

JICY 3HaxomuThca O€3mocepeIHbO B MICIII po3TalllyBaHHS 00’ €kTa. BoHa Moxke
MpaIfOBaTH SIK B aBTOMAaTUYHOMY, TaK 1 B aBTOMATH30BAHOMY PEXKHMI, Ma€ 1HTEP-
¢eiic noctyny no nanux. JICY Moxke BKIHOUATA KOHTPOJIEPH, 3aCO0M 3B A3KY 3
00’€eKkTOM, 3aco0u JroauHO-MalmHHOro 1HTepdeiicy (HMI). Cucrema € ¢yHkitio-
HaJIbHO 3aKIHUEHOI0, TOMY MOKE€ MPALOBaTH B aBTOHOMHOMY pexumi. [lyig cucre-
Mu aucrnerdepurzaiti JICY e piBHeM IPUCTPOIB 3B’ 3Ky 3 00’ €KTOM.

[Tincucrema BiananeHoro 38’ A3Ky. Jlo 1€l macuCTeMy MOXKHA BiJTHECTH BCI 3a-
co0u KOoMyHIKallli Ta THYPaCTPYKTYpPH MEPEXI, Kl OEPyTh yUacTh y CTBOPEHHI Ka-
Hay 3B’ 3Ky Mk JICY i cranmiero aucneruepuszarii (C /).
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C
3acobu Cepaepu APM al
KOMYHIKaItii auchneryepa

iH(ppacTpyKTypa KOMYHIKaIiHOT MEepexKi

3acobu 3acobu 3acobu
KOMYHIKaIii KOMYHIKaIii KOMYHIKaIii
JCY 1 JCY2 JCYn
HMI HMI HMI
[ [ o [
KOHTpONEepU KOHTpoOJNepu KOHTpONEepH
I I T

Puc. 1. @®ynkuionanbHa CTPYKTYPA CHCTEMH BiAIAJIeHOT AHCHIeTYepH3aLil

Cranuiag nucnergepusauii (CI1)

[{a miacucTeMa NpU3HAYE€Ha I KIHIIEBOI peaizaliii BCIX HaBEIEHUX BHUIIE (y-
HKIII. BoHa MOXKe BKJIFOUATH CepBEpU 300py AaHUX, apXiBYBaHHS TPUBOT 1 3BITIB,
a TaKO)XK aBTOMaTH30BaHe podoue Miciie (APM) nucrieruepa.

Cunin 3a3HauMTH, 110 (PYHKITIOHAIbHA CTPYKTypa, HaBeleHa Ha puc.l, € ymMOB-
HOIO 1 MOXKE BIJIPI3HATUCA 3aJIEKHO BiJl 00’ €kTa, peam3zaini JICY 1 Bumor 10 QyHK-
11 CUCTEMH BlAIalIEHOT TUCIETYepr3allii.

Peanizauii mizcucremMu BiliajieHOT0 3B’ A3KY

Jlns peam3zaiiii miICHCTEM BIAJAJCHOTO 3B’ 3Ky aJbTEPHATUBU BUKOPUCTAHHIO
O€3ApOTOBHX TEXHOJOTIH, 32 BUHATKOM OKPEMHUX BHIAJKIB, HeMae. e moB’si3aHO
HacaMIiepe/] 31 3HaUHUMM 3aTpaTamMu Ha MoOy/IoBY i 0OCIyroByBaHHS KaOElIbHOI
iHppacTpykTypu. Cepen 0€31poTOBUX COCOOIB 3B’ SA3KY Y CBITI HAMOLIBIN 1OCTYTI-
HUM € CTUIbHUKOBUM. Ha choromHimiHii 1eHb Ha TepeHax Y KpaiHu AOCTYMHI TeX-
HOJIOT1i AEKUTbKOX MOKOJIHb () CTIIBHUKOBOTO 3B’ SI3KY:

2G — TtexHojorii 38’s13ky GSM 3 MIATPUMKOIO TOJIOCOBUX J3BIHKIB, CEPBICIB
nosinomiaeHb SMS/MMS 1 nepenaul ganux CSD,;

2.5G — cepsicu maketHoi nepeaadi GPRS, sxi QyHKIIOHYIOTh Ha ICHYFOUMX CTi-
JbHUKOBHX Mepeskax GSM 1 kpaliie mprucTocoBaHi i 00OMiHy AaHuMU HiK CSD;
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2.75G — cepsic makerHoi nepenaul ganux EDGE, ski QpyHKIIOHYIOTh Ha 1CHY-
rounx CTUIbHUKOBUX Mepexkax GSM; nponyckna 3natHicTe EDGE 3061nbinena no-
piBHsAHO 3 GPRS;

3G — TexHOJOr1i 3B’ 53Ky 3 MIATPUMKOIO T'OJIOCOBUX J3BIHKIB, CEPBICIB MOBI-
aomsieHb SMS/MMS 1 niepeaadi JaHUX Ha MBHAKOCTAX OUIbIIMX, HIXK 2/2.5/2.75G.
B Vkpaini goctynHi cranaapt UMTS/W-CDMA, skuit miarpumyethes Utel
(«OI'O! Mob6inbHuit»); 3a BIACYTHOCTI 3B’s3Ky uepe3 kaHanm UMTS cranmapt
UMTS/W-CDMA nepemukaetbcsi Ha poyminr GSM  «KuiBctap», craHgapt
CDMA2000, axuit migrpumyeTbcst PEOPLEnet, MTC KonnekT Tol110;

4G — TexHOoNOorii 3a0€3MeuyroTh Ha BUCOKIH HIBUKOCTI Nepeaady rojocy, Bi-
€0, JaHUX, JO3BOJISIOTh OpraHizoByBatu IP-TenedoHio, KOpNopaTUBHI MEPEXI Ta
MTPOBOIMTH AKICHY Bie0 TpaHcsio. B Ykpaini qoctynai WiMAX (0a3yeTbes Ha
IEEE 802.16) Ta LTE, sixi miaTpUMYIOTHCSI HA OOMEKEHHUX TEPUTOPISX.

Cui 3a3HAUUATH, 1O CEPEN HABEACHUX BUIIIE MOKOJIIHb TEXHONOT1H 4G MOXYTh
OyTH 3aJisiH1 TUIbKHA Ha JTy>K€ OOMEKEHUX TEPUTOPIAX.

[IpoaHanizyeMo, sIKi CEpPBICH MOXYTh OyTH BUKOPUCTaH1 Jisi 0OMiHy naHuM#. O0-
MiH ganuMu CSD e noBiibHUM 1 ManoedekTuBHUM. CepBic SMS BHKOPHUCTOBYETHCA
JUIA Tiepeaadl aBapiiHMX 1 CIYKOOBHX TMOBIIOMJICHBb, a TAKOXK KOMaHJ YIPaBIIHHA
MEPEBAKHO B CUCTEMAX 3 MaJIOK0 KUIBKICTIO KaHaMB, /e A0 (QYHKITH BIAIAIEHOT ANUC-
neTyepu3allli BXOAATh TUIbKH peamsaum MIJICUCTEMH TPUBOT Ta YIPABJIIHHA CTAHOM
oOnaHaHHsA. 3a HEOOXITHOCTI peanmisauii iHIMX i3 TepepaxoBaHUX BHUILE (YHKLH
BUKOpUCTaHHA SMS Moke OyTH TUTBKH TOAATKOBUM KaHAJIOM.

OCHOBHMMH TEXHOJIOTIAMU JIJI OOMIHY JJAHUMH € Ti, AKI 0a3yrOThCS HAa MAKETHIN
nepenadi (2.5G Ta BUINE), OCKUTbKM BOHU Outbiie 32 SMS 1 CSD mpucrocoBaHi 110
nepeaayl JaHux B peanbHOMy yaci. Lli TexHomorii HagaroTh MOXIIUBICTh JIETKO Mif-
KJTFOUMTHCS 110 Internet, a 3a BapTICTIO MOCIYT JIOCTYITHI HE TUTbKM OpraHizailisim, a i
MpuBaTHAM ocobam. Internet, y CBOIO uepry, 3arajbHOAOCTYIHMK y OyIb-sKii TOUII
LMBUII30BAHOIO CBITY, II0 BUKJIIOYAE€ HEOOXIAHICTh Y BHJIUICHHI OKPEMHUX KaHAJIB
oreparopamu 3B’s13Ky. To0TO mpoBaiinepu 38’ 3Ky 1 TexHiuHa peanizauis JICY 1 CJ1
MOXYTb Biapi3HsaTHCs, Tol sik TCP/IP mpucrocoBanuii ajia 0aratbox (Pi3sMuHUX pealti-
3aiiii Mmepexx. Ha BiagmiHy Bi cepsicy SMS, mociyru MoOLIbHOrO Internet OIiHIOOTh-
Csl B OMHMILIX TIEPEIaHNX AaHKX a00 € Oe3TIMITHAMHU.

IIporpamui i anapatHi 3aco0u 3B’ SI3Ky

Jlna peanizamii Oe3mporoBoro kaHanmy 3B’ sa3ky JICY sk 3acid KOMyHIKaIui
(puc. 1) neodxigno BukoprcTtopyBatd MoaeM (GSM/GPRS/EDGE/3G), sxuii mo-
e OyTH B CKJIaJll OJTHOTO 3 TEXHIUHUX 3aCO0IB;

— IHTErPOBAHOI0 B MTPOMUCJIOBUM KOHTPOJIEP MOYJIS;

— anapaTHO-BIJJOKPEMJICHOTO BiJl CHCTEMH MOJIEMY 3 OJHUM 3 iHTepdeiciB RS-
232, RS-485, USB;

— mapmpyTu3aropa (Router) abo numozy(Gateway)

3a OCTaHHI JEKIJIbKa POKIB HOMEHKIIATypa TaKkux 3ac001B poswmpuacs, a ix
(yHKIIOHANBHICTH 3HAYHO 3pOCia. Y 3B’SI3KY 3 LIMM PUHKOBA BAPTICTh 3HIKYETb-
Csl, 1[0 3HAYHO PO3UIMPIOE MOXJIUBOCTI IIIbOBUX CUCTEM 1 CIIPOIIYE MPOIEC iX MO-
6YI[OBI/I.

Jlo HEeNaBHBOrO Yacy OCHOBHUMH 3aco0aMé JUis BIIAAJICHOI AucCHeTdepu3aliii
oymu GSM-monemu (0e3 ¢yHKIiH MoOUIbHOTO [HTEpHETY ), a HAMOLIBII MPOCTUM 1
MOMyYJIIPHUM criocodoM 00MiHy — SMS-noBinomieHHs. [1o0ymoBa Takoi cucremu
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BUMArae HaJaro/JpKeHHs KaHaly 3B’ 53Ky MK GSM-MoaeMoM 1 MpOMUCIIOBUM KOH-
TPOJIEPOM JIOKAJIbHOI CUCTEMH YITPaBJIHHSA MO NOCHII0BHOMY 1HTepdeiicy (RS-232
ab6o RS-485). ¥V kpamomy BUMaAKy IMIPOMHUCIOBHI KOHTPOJIEP MOXKE OyTH criela-
JIbHO TPUCTOCOBAHUM A0 TAKOTO 3B A3KY, Y TPIIOMY — HOro HEOOX1AHO MPONUCY-
BAaTU Yy BUIJIAJI JIONATKOBOI (PYHKIIIT MporpaMu KoHTposiepy. Binmpaska i otpu-
MaHHA JaHUX MPOXOAUTHh 3 BUKOPUCTAHHSAM CHUMBOJILHOTO Ccrioco0y oOminy AT-
koMaHaamu. OgHak GSM-MomeMH HaJaloTh MOXJIMBICTh MOOYIOBH MOAEMHOIO
3B’s13Ky 3 BHKOpuUcTaHHAM CSD-kaHany, 10 J03BOJSE HAJaroAWTH 3B SI30K MIK
MOJIEMOM 1 KOHTPOJIEPOM 3 BUKOPHUCTAHHSAM MPOTOKOJIIB CAMOro KOHTpoJsepa. Ta-
KU cociO 3B 3Ky AOLIIbHUHI TUIBKU B TOMY BUIAJIKY, SKIIO KOHTPOJIEP BMI€ Ha-
KONMUYYBAaTH JaHI MDK BUKJIUKAMH, a 3B’S130K BIAOYBA€TbCA MEPIOAWYHO. 3BICHO,
(YHKIIOHATBHICTh TAKOTO MIAXOMY 3HAYHO OOMEXKYETHCSA, @ BUMOTU J0 NPOrpam-
HOTrO 3a0€3MeUeHHs OUTbII Ceu(IUHI.

GPRS/EDGE/3G-monemu, okpiM ¢yHkiii GSM, HanatoTh MOMKIIMBICTh TTAKETHOTO 00-
Mminy GPRS, 1110, y CBOIO depry, M03BONISIE ONTUMAJIBHIIIE BUKOPUCTOBYBATH MOOLILHHIH
3B’130K Juist ocTymy 10 Internet. TIpote 38’5130k MK MOAEMOM 1 TIPOMHUCIIOBUM KOHTPOJIE-
poM MIaT(hOPMOZATIEKHIHN, 3MHACHIOETHCA Ha OCHOBI AT-kOMaH 1, SIK TMPaBUIIO, MPOIHKCY-
€THCS THMBITYaJIbHO /TS KOKHOTO THITY KOHTPOJIEpA.

Jlns aBTOMATH3aLlli HEBEIMKUX 00’ €KTIB MKUTIOBO-KOMYHAJIbHOIO TOCMOAPCT-
Ba Ha PUHKY ICHY€ P MPOMO3UIIKA MPOMHUCIOBUX KOHTPOJEPIB 13 BOYJOBAHUMHU
(IHTErpOBaHUMH) B HUX MojeMamu. [1po30picTb 0OMIHY MIX MPUCTPOEM 1 MOJiE-
MOM KOMIEHCYETHCA CNEMU(PIUHICTIO BUKOPUCTAHUX MPOTOKOJIB BEPXHBOTO PIBHA,
110 MPU3BOIUTH O OOMEKEHOrO0 BUKOPUCTAHHS MPOrpaMHoro 3ade3neueHHs. Kpim
TOTO, HEBEJIUKHUI OOCAT MPOIMO3UIIIA HA PUHKY OOMEKYe BUOIp HOCTOHHOrO MpH-
CTPOIO TAKOrO KJIACy.

HaGararo Ouibliie MOKIMBOCTEN 1Jid 3B’ 53Ky 3 Internet € y MapiipyTu3aTopis.
Ha BiaMiHy Bia MOJEMIB, MapIIpyTHU3aTOPU MPALIOOTh HA PiBHI mpoTtokomy IP 1
BHUIIIE, 1[0 POOUTH OOMIH MK MPUCTPOSIMHU 3 MIATPUMKOIO [OTO MPOTOKOIY MPOo-
3opuM. [HIIMMH cloBamMu, HanamTyBaHHA 3B a3Kky Mk JICY ta CJI uepes Internet
MPOXOIUTh HE3AJIEKHO BiJl CMOCOOIB MAKIIOUEHHS 10 TiiodainbHoi Mepexi. [lopt
A Buxoay B Internet (mo3nauenuii sk WAN) uepe3 CTITbHUKOBUIN 3B’ 130K MOBHU-
HeH Oytu omHuM 13 noctynHux GPRS/EDGE/3G, a inrepdeiic iHimx nopTiB BU-
OMpaEThCA 3 ypaxyBaHHAM CTPYKTYpU CHCTEMM yrpaBliiHHA Ha 00 ekTi: Ethernet,
WiFi (IEEE 802.11), RS-232, RS-485, USB. Kpim Toro, MapipyTu3aTopyu MarOTh
CTaHAAPTHUM IJi1 TAKOro poAy MpucTtpoiB HaOip ¢yHkuid ( NAT-Tpancasuis,
DHCP-cepBep, nepeanpecaiiia, Opanamayep, nuHamiyHuii DNS, niarpumka VPN-
TYHEJIB TOIIO).

BpaxoByrouu, 1110 MPUCTPOI JOKAJIbHOI CUCTEMU YTPABJIIHHA 3 HAABHUMH KaHa-
aamu RS-485 ta RS-232 He miarpumytots [P-npoToKOJ, TOMOBHEHHAM 0 Maplil-
PYTH3aTOpIB € (PYHKIIi NUIFO3YBaHHA. Y [IbOMY BHMAJKY, KpiM (YyHKIIH Mapuipy-
TH3allli, KOHPITYPYIOThCA 3aBAaHHA 300py JaHUX 3a MATPUMYBAHUM MPOTOKOJIOM
1 Tepenavl ix Ha BepxHiW piBeHb. OJHAK BEIUKY ramy MOMJIMBUX MPOMHUCIOBHUX
MEPEXK HE MOXKE 3a/I0BOJIbHUTH YHIBEPCAIbHUHN 1UTIO3, TOMY HaluacTiile MmiaTpu-
MyBaHHMM MPOTOKOJOoM € Modbus abo mpoTokon BUOUPAETHCA K OMINs, IO «ITPO-
IIUBAETHCS» BUPOOHUKOM IILTHO31B HA 3aMOBJICHHS.
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Oxpemoi yBaru mnorpeOye MNUTAHHA MEPENPOrpaMyBaHHS ILUIFO31B-MapUIpy-
THU3aTOpiB. Ha ChOrOJHINIHINA JIeHb MPOrpaMHa «IPOLIUBKA» TAKUX HUTKO31B 0azy-
eThcs Ha OC cimeiictBa LINUX. 1le Hanae MOKIUBICTb PO3POOJIATH BJACHI CKPHUII-
™a (Hanpukiana, Ha JAVA), 3anucyBaTd po3poOsieHi abo mpuadaHi mporpamu-
AeMOHHU (City:k0u), poOUTh AIAarHOCTUKY W OOCIIyrOBYBaHHS ILUIIO3Y YHIBEPCAJib-
HOW. He3Baxkaroum Ha Te, 10 111 KOH(IrypyBaHHA i MporpaMyBaHHs TaKUX MPH-
CTpOiB HEOOX1/THAa KOMIIETeHIIA B Tay3i [T, Takuil maxia € JOCUTh (PyHKIIOHAb-
HUM. 3arajom, IUT03U i MapiIpyTH3aTOpy — 1€ MOBHOLIHHI KOMIT IOTE€PH, XO0U 1 3
OOMEKEHUMH PECYPCaMHU.

Jlnd 3B’ 43Ky JIOKaJbHUX CUCTEM YMPaBJiHHA 00’ €KTIB CEPEAHBOI Ta BETUKOI Ka-
HaJibHOCTI (20 1 OLIbIIE JATYUKIB Ta BUKOHABYMX MEXAHI3MIB) 31 CTAHIIIEIO AUCHE-
TYepur3alli HaHOUTBII MiIXOAUTh BUKOPUCTAHHSA IILTFO31B 1 MapIIPyTHU3AaTOPIB, TOMY
BApTO PO3TISHYTH CUCTEMHM, MOOYAOBaH1 Ha iXHIM OCHOBI. JIJis JIOKaJIbHMX KOHT-
ponepis 3 HassBHUM Ethernet xoqHux qonaTkoBux 3aco0iB He noTpedyeThes. s
IHIIUX TUIIIB 1HTEP( EHCIB MPUCTPOIB PEKOMEHAYETHCSI BUKOPUCTOBYBATH IILIKO3H 3
MIATPUMKOKO CTaHAAPTHUX MPOTOKONIB (Hanpukiaa , Modbus/TCP) a6o Bukopuc-
TOBYBATH/TIPONUCYBATH MPOrpaMu-JAEMOHH B ICHYIOUMX MaplIpyTU3aTopax Ha 0asi
LINUX.

Cranii gucneryepusaiii HeoOXiaHui qocTyn Ao Internet. Slk anbTepHaTHBA MOXKE
OyTH BUKOPHCTaHA HAJIAIITOBaHA MIPOBANIEPOM 3B’ SI3Ky BIpTyaJibHa NPUBATHA MEPEXKA
(L mociyra IOAAaTKOBO OIUIAuy€eThCs). Bumorn 10 anapaTHOro 3a0e3neueHHs B OUTb-
IIIOCT1 BMMAJIKIB BH3HAYAIOTH OCOOJIMBOCTI peasmizaliii MiAKIIOUEeHHS 10 MpoBakaepa
Internet. Bubip nporpamuoro 3ade3neueHHs uid peamsaiii APM mucneruepa ta cep-
BEpa CTaHIIli qUCreTyepr3alli BU3HAYAETHCA TAKUMU 3K BUMOTaMHU, K 1 BUOIP JIOKAJIb-
Hux APMiB 1 cepBepiB BBOMY/BUBOAY, Hanpukiaj, Ha 6a3i SCADA, BiaacHOpyY po3-
pobnenoro I'10, 6paysepa mia nocryny 10 WEB-ceppepis Torio.

BpaxyBanHs oco0mBocTeil peasizanii

[Ipu BHOOpI CTPYKTYpPH CUCTEMM AUCHETUEpH3allli HEOOXITHO BPaxoBYBaTH
0COOJIMBOCTI peaizallli KaHamy.

HaniitHicts. MeHIna HamiiiHICTh O€3ApOTOBOr0 KaHady 3B’SI3KY, MOPIBHSIHO 3
APOTOBUMH KOMIT FOTEPHUMHU YM MPOMUCIOBUMH MEPEKAMH, MOTPEOYy€e pPe3epBY-
BaHHA KaHaJy repeaadi 1/abo BuOpaHoro oreparopa MoOIILHOrO 3B’ A3Ky. [lpu mo-
JATKOBUX BHMOTaxX TaKOXX MOXKJIMBO 3HAJ0OMTHCSA apXiBYyBaHHs MapaMeTpiB y JIo-
KaJibHOMY Oydepi 3a BIACYTHOCTI 3B’ 513Ky 3 00’ €KTOM. Pe3epByBaHHs KaHamy 10Cs-
raeThCs 3a PAXYHOK BUKOPHUCTAaHHA MOCTYT JBOX OMEPATOpIB, 110 BUMArae BiJi MO-
JAEMIB MapIIpyTH3aTOpIB MIATPUMKY ABOX SIM-kapT. ¥ cyyacHUX MPOMUCIOBUX
MapuIpyTHU3aTOpax Takuil (PYyHKIIOHA, SIK MPABWJIO, MIATPUMYEThCS, a MEPEKIIIO-
YEHHS MPOBOJIUTHCS aBTOMATUYHO.

VY BUMaAKy BIJICYTHOCTI JOCTYIY JO BCIX CTUTbHUKOBHX MEPEK JaHl B PEabHOMY
yacl nepenati HeMoxamBo. OfHAK 171 3a7adl BEICHHS apXiBy iX MOXKHa 30epiraty B
JIOKasbHOMY Oydepi MapIpyTH3aTopa, a Micjd BiJHOBJICHHS 3B’ S13Ky — TPAHCIOPTYBa-
TH Ha CTaHIIIIO AvcneTdepr3anti. Takuii crmocio Horpe6ye JIONIATKOBOO POrPaMyBaHHS
AK 3 OOKY MapIIpPyTH3ATOPA-IILTO3Y, TAK 1 3 OOKy CTaHIi J:[I/Icnerqepmauu bbb fo-
POXKUMIA, ajie KIaCHUHUI CIoCiO BUPIIIEHHS 3a/1a4i JJOKAJIbHOTO apXiBy — BUKOPUCTAH-
HA posnoauieHux apxitektyp SCADA, ne cepBepu 300py JaHUX Ta apXiByBaHHS PO3-
MilyOThCs sIK Ha JICY, Tak 1 Ha CTaHLIT JUCTIETUEpU3aLlii.
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[Tocnyru oneparopa. HeoOxiaHO 3a3aalieriib MpoayMaTH 1 BUPILIMTH BCl €KO-
HOMIYHI, IOPUANYHI W OpraHizalfiiiHi acekTH BUKOPUCTaHHS TMOCAYT OrepaTopa
MOOLTBHOTO 3B’ 513Ky, 30KpeMa BHOIp oneparopa i Tapudy, JOMOBJIEHICTb 1 BIAMO-
BiIaJIbHICTh 3a HaJ@aHHA TTOCIYT, 3aMOBJICHHA JOJATKOBHX TMOCIYT, MTOPAIOK OIlia-
TH TOLIIO.

Jloporwuii, ane HaAiiHWIA cnoci0 3B’ 43Ky — 1€ OpraHizalis BIpTyaJibHOI TpUBa-
THOi Mepexi (VPN) camum onepatopoM, 0e3 Buxody B Mepexy Internet. Jlo Heno-
JIKIB TAKOTO MIAXOAY MOXKHA BIIHECTH MIJABUINCHY BAPTICTh OOCAYTOBYBAHHS Ta
3JICKHICTb BiJl OJTHOTO OIEpPaTOpa CTIILHUKOBOTO 3B SA3KY.

Jlnist nocTyny 10 CEpBEPHUX MOATKIB MPUCTPOIB a00 MapIIpyTU3aTOPa JOKaJb-
HOI CHCTEMH YIpaBJiHHSA HeoOxigHa BHIeHa «Oiuma» IP-aapeca. lLleit pecypce
OIJIAYYETHCS JOJATKOBO, TOMY MOKE€ 3HAUHO 30UIBIINTH BAPTICTh KaHAJy 3B’ SI3KY.
SIKIo KUIBKICTh 00’ €KTIB AUCTIETYEpU3allii OLIbIlie OTHOTO, AOUIbHO BUALIATH [P-
azpecy TUIbKHM JIJIs cepBepa AucneTdepusaitii. 1le, y cBoro uepry, BUMarae KJeHT-
cekux gomatkiB mia JICY a me CJH, ockineku JICY 3maxomarecs 3a NAT-
TPAHCIATOPAMHU MPOBANUIEPIB 1 HEBUIMMI SIK OKPEMI BY3JIH.

3 MPaKTUYHOI TOUKHM 30pY HASABHICTh KJIIEHTChKUX noAaTKIB mis JICY o3Hauae,
[0 OUIBIIICTh TPOTOKOJIB MPOMUCIOBUX MEPEXK PIBHSA KOHTPOJIEPIB € KIIIEHT-
cepsepaumu, e HMI/SCADA Buctynmaroth sk KiaieHT [3]. YV gaHOMy BHIIAIKy
CTOPOHH KJIIEHTA 1 cepBepa MOBHMHHI B3aEMHO 3aMIHIOBATHCA, a 11€ HE 3aBXKIH MOXK-
auBo. Hanpuknan, skino BUKOpUCTOBY€eThCs mpoTokon Modbus/TCP, To Ha cepse-
p1 aucneryepusalii noBuHeH OyTu Bukopuctanuii apaisep Modbus/TCP Server, a
Ha koHTposepi JICY — Modbus/TCP Client.

[IpoGnemu, NoB’s3aH1 3 BUKOpUCTaHHAM [P-agpecu, MoxxyTh OyTH BHPpIIIECHHI
WJIAXOM CTBOpeHHA VPN-TyHEmo.

3axucT BiJ HecaHKIioHOBaHOro moctymy. Ciin MaTu Ha yBasi, mo Internet —
1€ 3araJIbHOJAOCTYIHA rjo0ajlbHa Mepexa. SIKIO MiAKIIOYEHHS BY3JIB CHCTEMH
aucneTyepr3aliii peanizoByBaT uepes Internet, TEOpETUUHO pecypcaMu MOXKE KO-
pUCTyBaTUCA OyJb-SIKUM KOPUCTYBau. Y JaHOMY BUIAAKYy TpeOa MPUALIATH BEIUKY
yBary MUTaHHAM 3aXHMCTy MiJICHCTEM Bl HECAHKIIIOHOBAHOro nocrymny. Ha cboro-
AHIIMIHIA J€Hb U [[bOTO BUKOPUCTOBYIOTh KOMILIEKC 3aXO/AIB, MPU3HAUCHUX JJIs
ayTeHTu(iKalli, apTopusamii Ta mudpyBaHHsa. AyTeHTU(IKaLlA — 1€ MPoLeaypa
MEPEBIPKU aBTEHTUUHOCTI, HANIPUKJIAJ, TIEPEBIPKA KOPUCTYBaya MUIAXOM BBEACHHS
fioro mapojs abo mepeBipKa JOCTOBIPHOCTI JOCTABJICHUX AAHUX MOPIBHAHHIM KO-
HTPOJbHOI CyMu (aiiay Toimo. ABTOpH3allid — HaJAaHHA KOPUCTYBAady MEBHUX
MpaB I J03BOJY Ha BUKOHaHHS Mid. [ia aBropm3alii HeoOX1aHa Tpoleaypa ay-
tenTudikaiii. [1IndppyBaHHS BUKOPUCTOBYETHCS AJI NiEpenadl JaHux y mudpoa-
HOMY ()OpMaTi, IO AA€ 3MOTY 3aXMCTUTH iX Bl MEPETIsAAY Ta MiIMIHA CTOPOHHIMU
cy0’ eKTaMH.

OrJisin MEXaH13MIB 3aXUCTY B1Jl HECAHKIIIOHOBAHOTO JOCTYMY B MEPEKEBUX CH-
CTeMaxX BUXOAWTH 3a Mexi craTTl. OaHak Tpeda BpaxyBaTH TOW (pakT, MO OOMIH
JAaHUMU BIOYBAETHCSA 0€3 ydacTl JIOAWHM, TOMY MPOLENypa ayTeHTU(IKalli npu
CTBOPEHHI1 3’€/IHAHHSA MOBUHHA MPOXOIUTH aBTOMaTU4yHO. Haitbinbin eeKTHBHUM
CIOCOOOM 3aXHUCTy € BUKOPUCTaHHA 3axuIeHnX VPN-TyHemiB.

OyHKIIOHAIbHA OE3MeKa. BpaxoByroun BEmiKy BIJICTaHb onepaTopa BII 00 €KTa,
Tpeba yHHUKATH MOMKIIMBOCTI Bi/IAICHOI 3MIHH HUM THX ITAPAMETPIB, sIKi MOXYTh IPHBE-
CTi 70 (YHKIIOHAILHO-HEOS3MEUHUX HacmakiB, abo mependauntd JICY micieBum
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ONOKyBaHHAM. SIKIIO 3 mepeniKy (PYHKIH BUKIFOUATH MOXIIMBICTD 3MIHH 3MIHHHX 1
BTPYYaHHs B poOOTYy OOJIa[IHAHHS UM MPOrpaM, TO CUCTEMA JUCHIETUEPHU3aLlll KOTHUM
YMHOM He BImMBae Ha podoty JICY, 1 nuraHHs (YHKIIOHAIBHOI OE3MEKN BUPIIIYETHC
py poOOTI JIOKAJIBLHOI CUCTEMH YTIPABIIIHHS.

[Ilo cToCy€eThCS MOKIMBOCTI 3MIHUA MPOrPAMHOr0 3a0€3MEUEHHA BIIAICHO, TO
CJIiJ Iepen0aunTy anaparHe 0JIOKyBaHHA (HaMPUKIIA, MEPEMUKAHHAM KOHTpoOJiepa
B CIiCiajdbHUN pekuM). Y OyJb-IKOMY BUNAIKY, HABITh SKIIO TaKe OJOKYBaHHS HE
nependavueHo BUPOOHUKOM 00JIaHaHHs, 0akaHO MPOBOAWUTH MPOIEAYPH MEPEKO-
H(}IrypyBaHHs TUIbKH 3@ HAABHOCTI 00CIyroBytouoro nepconany JICY.

Buxopucranns BipryaasHux npusataux mepexk (VPN)

HaBeneHuit Buine aHaji3 BKa3dye Ha JOPEUYHICTh peajiizailii miIcCuCTeMH Biaja-
JIEHOTO 3B’ 43Ky 3 BUKOpucTaHHAM VPN-TyHenis. VPN — 1ie BipTyasibHa NpUBaTHA
Mepeka, TOOTO Taka, sika 0a3yeThCs Ha IHINIHA MEpeXi, OJHAK JIOTTUHO BIAALIAE ii
pecypeu Bia 0a3oBoi. SKino 3a 6a30By Mepexy Oeperbes Internet, To okpemi ii By-
37 MO>KHA BUJUJIMTH TaKUM YHHOM, OO T1IHKHM BOHHM MOIJIM OOMIHIOBAaTHCS MDK
coboro. 3 Touku 30py Internet, By3nu kokHoi VPN € 3BHYaiiHUMM By3namu, ajie
BMICT TIAKETIB, IKUMH BOHU OOMIHIOIOTHCS, 3alIM(POBAHUIN 1 TOCTYTHUIN TUILKH B
Mexax VPN.

Onun 13 coco0iB peam3alii VPN — 11e BUKOpuCcTaHHs TyHENB. TyHEnb — 11e
CTBOpEHE JIOTTYHE 3’ €/IHAHHS MDXK JIBOMA BY3JlaMU B MEPEXKI (HampUKIIa Mapuipy-
THU3aTOPaMHM), MPU3HAYECHE JIs MepeAayl B MOJ JAHUX YIAKOBAHUX MEPESKHUX Ma-
KETIB. Y mpolect 00MiHY MO TYHENO MPOXOIUTh IHKATICYJIALIS OJHUX MaKeTiB (200
CEerMeHTIB) B 1HIII. J[1s1 aHamorii TyHenb MOXKHA TIOPIBHITH 3 TIOPOMHOIO Teperpa-
BOIO, IO AKIM MOYKHA MEPENPABUTH THIIUNA TPAHCIOPT, HAMPUKJIA, aBToOyC. Takum
YUHOM, 3 TOUYKHM 30pYy MacaXupiB, BOHU PyXarOThCA MO MApUIPYTy B aBTOOYCI, X0U
aBTOOYC 3HAXOAMBCA HA MOpPOMI. SKIO MepexHI nakeTu (ad0 CErMEHTH), sIKl Te-
PEAAIOTHCA MO TYHENIO MONEPEAHBO 3alu(pyBaTH, TO TyHENb 3a0€3MEUnTh K-
poBany VPN-Mepexy, sika CKJIafaeTbCsd 3 ABOX By3JiB. J{s 301IbIIEHHS KITBKOCTI
BY3JiB VPN-Mepexi KUTbKICTh TYHENIB TEX 30UTbITYIOTh.

Sl TyHeneM 3’€AHaTH JIB1 JIOKaJIbHI MEPEXI, TO MOYKHA OpPraHi3yBaTH iHTEpMeEpe-
Ky (puc. 2). Y upomy Bunaaky subnetl nepenae Bl 1aHi, apecoBaHi 3a MEXKI MiMepe-
1 Mmapiipytuzatopa Routerl, a subnet2 — Router2. Tpadiku B cepenuni miamepex
HemmmpoBaHi, TOMY 1110 11€ 30Ha 3aKPUTOrO JOCTyIy. MapipyTH3aTOpH MOEAHAH] Ty-
HEJeM, TI0 SIKOMY BCl TIaKeTH, SIKI MepenaroThea Bia subnet]l 10 subnet? 1 HaBmaku, yna-
KOBYIOThCA B HOBI MAKETH 1 mnq)py}on)cg [HIIIMMK cioBamu, 171 BY3J1IB TTIMEPEK B3a-
raji HIYoro HEBIAOMO PO HASBHICTH TyHEIO 1 TUM OLTbIIE PO 0COOIMBOCTI HOTO (byH-
KHIOHyBaHHﬂ Tobto 0OMiH MK By3namu subnet] Ta subnet2 mpoxomuTh Tak, HIOM -
MEPEKI POCTO 6y.]II/I 00’ eTHaHI MapLIPY TH3ATOPAMH.

Ha choromnimmHii aeHb € AeKUTbKa TEXHOIOTIN peamizailii Mepex nusxom VPN-
TyHemB. HalOuibin eekTuBHUM TS BUpILIEHHS NocTaBaeHux 3afay € Open VPN [4].
KpiM nputamMaHHuX OUIBIIOCTI TEXHOIOTTHA MOXKIIMBOCTI 3aXUCTY TAHUX BiJl HECAHKITI-
oHoBaHOro nocrymy, OpenVPN mae Husky nepeBar. Tak, y TYHEIbHOMY PEXKHUMI
OpenVPN mapinpytuszarop ynakoBye Bcl naketd miamepex B UDP a6o TCP maker,
MOMEPETHBO 3am1/1(1)pyBaBmI/I iX OMHUM 13 BUOpAHUX CIIOCOOIB uuzl(bpyBaHHﬂ OmuH 13
MapuipyTu3aropis Buobupaethes ak OpenVPN-cepsep, Axkuii Oye 0uiKyBaTH MiIKITHO-
4eHHs 3 00Ky 1HIIoro Mapipytuzatopa — OpenVPN-kiienTa. [pu iibomy BuOip cTo-
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POHH KIJIIEHTA 1 CEpBEpa BHU3HAYAETHCA 3PYUHOCTAMU H OOMEKEHHAMHM ITPOBAMIEpIB
Internet. Hampukiiaz, 3a HAABHOCTI TUTbKHM OJHI€T «Ou10i» aapecu [P HeoOxiaHO BcTa-
Hosut OpenVPN-cepBep came Ha 1iboMy MapimpyTu3aTopi. Cil 3a3HaYMTH, IO PO-
3ot poneii OpenVPN-kimieHTa Ta cepBepa >KOAHUM YMHOM HE BILTMBAE Ha OOMIH
MDK By3J1aMHU B TAMEPEXKAX, TOMY PO3MIIICHHS KIIEHTCHKUX 1 CEPBEPHUX JOJIATKIB B
HUX HE Ma€ 3HAUCHHSL.

subnet] /—m\ subnet2

| | | Router 1 7 K Router2 | | |

Internet

VPNryHens
niepeava 3armmppoBaHUX JaHUX

Puc. 2. O0’ enHanHsg OB OX JIOKAJIbLHHX MepeK 3a 10MOMOro TYHETI0

BpaxoBytoun, 1o TyHEh HAJAIITOBYETHCA HAa TPAHCIIOPTHOMY PiBHI B MEKax
«ao3Boniennx» TCP/UDP-niopTiB, Ha Horo (pyHKIIOHANBHICTh HE Oy AyTh BILTUBATH
0COOJNMBOCTI peanizaliii kKaHaiy mpoBaiiaepa. Tak, Hanpukiaan, NAT-TpancnsaTtopu
HE J1at0Th 3MOru peamsyBatu Mepexi VPN uepes mporokonu L2TP/IPSec. Jlns
BUPIIICHHA 11i€i mpoOaeMu HeoOXi/JHa MepeaspecyBaHHs MOPTIB a00 MONEpeaHs
nonatkosa ynakoBka. Ha Bigminy Big L2TP/IPSec, OpenVPN-nakeTu MOXyTh me-
penasaTHcs uepe3 Oyab-AKuii mopT.

OpenVPN peamizoBanmii A9 OUIBIIOCTI TOMYJSIPHUX TIIaThopM, 30Kpema Uit
Windows 1 Linux. BiibinicTs MapiupyTH3aTOpIB MATPUMYIOTH IO TEXHOJOTHO abo
MOXyTb OyTH niepenpoiuti mpormmekoro DD-WRT [5], B skiii peanizoBani OpenVPN.

Ipukiaan cTpyKkTypHu cCcTeMU

MOoXTHUBY CTPYKTYPY CHCTEMH BIIJAJCHOI MUCTIETUEPH3allii PO3TITHEMO Ha

MPHUKJIAl KOTENbHI (puc. 3).
R nVPN-tvrens | Rl
; Internet l

LGPRS | [CWAN]
Routerl Router2
[LAN] [COM [TAN] WITAN
mepexalEthernet
Mepexa 2 Mepexa
MBT-LON Gatewa or=n AUCIIETYECPCHKOL
Y Modbus cTaHIi
Mepexa3 LON / il [WLAN]
ey ‘ [TANT APM
T Egizﬁ?;]:i APM po3poGHuKa
KOEEEJ?;I P Kogg%? K OBKU Jucneruepa
+ Cepsep

Puc. 3. lIpuxniag TeXHIiYHOI CTPYKTYPH CHCTEMH BiiAaJIeHOT AHCHeTUYePH3aIlii
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BucHoBKku

Ha croroanimmHiit nenp 1o0pe po3BuHyTa B YKpaiHi iH@pacTpykrypa Internet i
CTUIbHUKOBOTO 3B’A3KY Ja€ 3MOTy BHUKOPHCTOBYBATH iX JUJIi CUCTEM BIJIAJICHOI
mucnerdepuzaii. OcobnuBocTi  (QYHKIIOHYBaHHA Internet ¥ CTUIBHMKOBOIO
3B’SI3KY OB’ A3aHi 3 BUPIIICHHIM JOJaTKOBHX MATaHb HAAIMHOCTI, 3aXMCTy 1H(OP-
Malii Ta peajizalii mpo30oporo 0OMIHY MK BY3JlAMHA CHUCTEMH JUCIIETYEpHU3allii.
BusHaueHo, 1110 AJi1 CUCTEM CEPENHbOI Ta BEMKOI KAHAJIIBHOCTI JIOPEYHUM € BHKO-
pucTaHHs CcTUIbHUKOBOrO Internet Ha 6a31 Texnonorii GPRS/EDGE/3G. [lna cuc-
TEM TAKOro KJacy 3aMiCThb MOJEMIB €KOHOMIUYHO JOLIJIbHO BUKOPUCTOBYBATH Ma-
PUIPYTH3ATOPH Ta NUTIO3U. [ BUpIlIEHHSA Tpo0jeM 3aXUCTy Bl HECAHKIIIOHOBA-
HOTO JOCTYMY AOLLIbHO BUKOPUCTOBYBATH IIMU()POBAHI BIPTyaJbHI MPUBATHI Me-
pexi (VPN). Jlns yHIBEPCAILHOCTI 1 HE3AJIEKHOCTI BiJl ONEPAaTOPIB 3B’ A3KY Ta MPO-
BaiisiepiB Internet pekOMeHAY€ThCS BUKOPUCTOBYBATH TexHOoorito Open VPN,

BpaxoByroun 3amponoHOBaHi Mi X0/, BCl THIII YACTUHU 3a/1a4l BIAJIAJICHOI -
crieTuepu3aliii MOXKHA BUPIIIYBATH 3aBISKA BUKOPUCTAHHIO TPAIUIIAHUX MTPOrpa-
MHUX Ta anapaTHux 3aco0is ACYTIL
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PA3PABOTKA CUCTEM YOAJIEHHOM
ANCNETYEPU3ALMUN C UCNOJIL3OBAHUMEM CETMU
INTERNET

A.H. Ilynena, B.M. Cuajieuxkmii
Hayuonanvnwiii ynusepcumem nuiyesolx mexHonocut

B cmamwe npoananuzuposarvt no0xXoowl, cnocoowsl 1 cpeocmea Oiist YOaneHHOU Ou-
cnemuepusayuu 00vLeKmMos YnpasieHus, paspadbomarnsl peKoMeHOayuy OmHocume-
JIbHO UCNONIb306aHUsL Internel 6 kauecmee noocucmemvl Ces3U CMAanyuy oucnemye-
pusayuu u yOoaneHHotl JJOKAIbHOU CUCTNEMbL YNPABTEHUS.

Knioueevie croea: yoanennas oucnemuepuzayusi, cucmema ynpasieHus, Moouis-
Hutil Internet, supmyanvrvie yacmuvie cemu, OpenVPN.
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