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END-TO-END CONTROL AND OPTIMIZATION IN
INFORMATION AND CALCULATING NETWORKS

Introduction

An aid of the paper is research and development
of the system of interaction and distribution of re-
sources in complex information and calculating sys-
tems. Particularly, we consider the problem of min-
imisation delay of delivery data in distributed net-
work systems with software configuration, which is
realized on one central point of control (so called
software-defined networks, SDN).

Definition of the issue

The theory of optimal control and optimisation,
in addition to the classical control theory, has
reached a high level of maturity [1]. So we can say
about the theory of resource interaction in distrib-
uted information systems [2]. However, the problem
of optimally controlling such systems can, in princi-
ple, be solved only under one necessary condition:
when all pertinent information on the structures, pa-
rameter values, and/or nature of random distur-
bances affecting the system performances is avail-
able.

To synthesize optimal control systems, the neces-
sary information for the problems, e.g., sufficient

statistics for underlying parameter 0 precisely (we
suppose the conditional probability distribution of
the data X, given the statistic = 7(X), does not de-
pend on the parameter 0). But the task of optimising
the time of data delivery in modern distributed sys-
tems with remotely spaced elements is stochastic by
definition. The reasons for this are as follows.

1. There is no complete information about the
network status.

2. There are sudden failures, which can neither be
predicted nor prevented.

3. There is no information about changing the
computing and network load, in particular, the com-
putational complexity of tasks that are subject to
solution at times unknown in advance.

4. Other factors that cannot be foreseen or ex-
cluded.

It is clear that actually, the “perfect information”
situation is never true, and one needs a theory of
control which allows acceptable systems to be syn-
thesized even when one or more pieces of key in-
formation required by the current optimal control
theory are lacking. So we have to go from determi-
nistic problem or from stochastic problem with pa-
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rametric prior uncertainty to so-called “pure” sto-
chastic problem [1; 3]. Let's consider the approaches
to optimal control distributed system with random
variations of structure.

Problem statement

The block diagram of typical stochastic distrib-
uted information system is shown on fig. 1.

The total (end-to-end) control delivery of data
from one terminal node to another one is very inter-
esting and the most promising approach to optimisa-
tion of information and communication systems.

It's necessary to synthesise corresponding
methods and practical algorithms of such control.

Fig. 1. System with a random delivery delay
& is normally distributed delay with average m; and variation o:
& ~ N(me, o:); in general case Ee B ={&,,&,,...,&,}; me, are considered priori known

From beginning let's consider the system with a
deterministic delivery delay as approach to desired
distributed information system with random delivery
delay.

Let a data packet containing D bytes of useful in-
formation and H header bytes be transmitted to the
transport system for delivery of bytes to the receiver
of information.

Then the delivery time of the data packet from
source A to receiver B via r switches, each of which
introduces a packet delay per byte clock cycle, will
be equal to

r+1

TP ,=D(r+1)+ Zh[
i=1

normalised intervals. If data packet delivers to +"
router in
TD

A-r

=D+h+D+h+..+D+h =rD+) h

i=1

normalised intervals, where A, = h,.

Since the packet delivers from 7™ router to termi-
nal node (host receiver) in 7° , = D+ h, normal-

ised intervals, then total time of delivery is equal

T),=T.,+T"°, :rD+zhi+D+hB =
P
r+1
=D(r+1)+ > h,
i1
where h_ =h

5 -
If the message consists of n packets, total deliv-
ery delay is equal

r+l
7" =2(r+1)+2h1. +(n—1)(2+max{hi}j =
n pany n

r+l

r+l

=2(’”+”)+Zhi +(n—1)(max {h}).
n i=1

If we use criterion function
w{Ny=(12), (1)
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and optimisation of functional (1) actually is termi-
nal problem, then the approach to optimal control is
rather simple:

W{N} =min(7;)" =
=[aT”(N)+bu(N)] —u(N)=

=—a[T"(N)]/b,
where feedback coefficient is @, and system gain
is b. In other words, the more delivery delays, the
more system gain.

Unfortunately, system with random delay of de-
livery doesn't allow getting so simple control law.
Let's consider the complicated approach for this sys-
tem model.

System with random delays. Dissolving the
problem of end-to-end network control

If we have delivery system with random delays,
its equation has random feedback coefficient a:

a-~ N{mi,csé} is normally distributed random val-
ue with average m; and variation Gé , which we con-

sider as prior known. Then ED - M{an} :g

where M is symbol of mathematic expectation (av-
erage). Suppose the stationarity of process of delay

n?

variations (m, = const, o = const) on the obser-

vation interval, we get the criterion function in such
mode:

N :muin(%N)z _
=[ab(N)+bu(V)] su(N)= @

=-a 5|/

where b=E|:C~l(m£,G§)i| =c'd(mé,cs§), ¢ — con-

stant, which is determined during control procedure.
Now let's consider the most common case — sys-
tem with a random delivery delay and with addi-

tional noise 1, in observations.

Correspondingly, criterion function ‘P(N ) as

dissolving of terminal problem (3) is
\P{N} =muin(éN +nn)2 =
={a[EW) e, Jrou(V)] S u(v)= ®
=-al§(N)+n, | /b,

and total time of delivery is, as it were, “twice” —
random value:

) > M{g, =&, +M[n, |+M[n,, |=n,.
n, =N(m,.c}).
In this case total time of delivery 7

T;tD - M{an} = %n +M|:nns:| +M|:nr1o] = ,"Ln’
where § — average of random delivery delay,

caused by randomness of data processing; N .= —

ns

observation noise; 1,, — noise in system, & , 1, ,

no
n,, are mutually independent random values.

Let's write the equation of control system. We
consider specified system state: 7" (0) = TOD . Then

17 - Mg} =€, +M[n, [+M[n,, |=p,.

Comparing the formulas (2) and (3) we can make
a conclusion then control, which is optimal (on ob-
servation interval) for system with random delays is
not optimal for “twice” — stochastic system. At
least it may be asymptotically optimal in current
point.

So all best we do is synthesis of linearised opti-

mal control in the mode u, , = w(},lN_l,uNfz),

which recurrently minimises the functional of deliv-
ery delay in complex stochastic system.

So the total (end-to-end) control delivery of data
in strict statement is possible only for full prior in-
formation about parameters and state of the informa-
tion and calculating network. However, we can con-
sider the recurrent linearised optimal control as as-
ymptotically optimal end-to-end one. The most
promising in this case is the stochastic optimisation
of systems with random parameters (Robbins-
Monroe and Kiefer-Wolfowitz procedures). Rob-
bins-Monroe procedure is more preferable for a
comprehensive analysis. Since a priori information
is not enough, from Bayesian optimisation, we move
on to optimisation with a minimax criterion with the
least favourable distribution (LFD). We select the
LFD in according to the information-entropy crite-
rion.

We may note that using cross-layer design in
network system with controlled configuration (as in
SDN [4]) will give some enhancing data delivery,
but this conclusion needs additional learning.

Conclusion

We have researched the information and calculat-
ing network as complex system with different modes
of stochasticities. The recurrent linearised optimal
control can be considered as asymptotic case of end-
to-end control.
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The degree of compliance proposed mode of con-
trol to strict end-to-end one depends from the sta-
tionarity of observed processes, rate of control sys-

2. Alishov, Nadir I. Well-developed methods
of resource interaction in distributed systems. Kyiv:
Steel, 2009. — 448 pp.

tem reaction on variations and disturbances etc.
These problems represent significant interest and
their dissolving will give good perspectives for min-
imization of data delivery delay in modern distrib-
uted systems with distant spaced elements.
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Kozlovskii V. V., Kuklinskyi M. V., Balanyuk Yu. V., Ivanov O. V.
END-TO-END CONTROL AND OPTIMISATION IN INFORMATION AND CALCULATING
NETWORKS

Distributed systems and networks of computers assume the presence of multiple nodes interacting with each other
through a packet switching network. Each node generates data packets, consisting of a certain number of bytes of use-
ful information and bytes of service information, such as: node addresses, data type, checksum, etc. A packet switching
network consists of a set of switching equipment; during each data transfer between nodes, a path is chosen that in-
cludes a certain amount of this equipment. The article describes a distributed information and computing system, con-
trolled by all nodes from a single control center. A method for optimal control of such a system by the criterion of min-
imum data delivery time has been developed. Given that the delivery time of packets depends on the number of switch-
ing equipment that they pass, various types of network interference, internal and external noise in the monitoring chan-
nels and inside the control object are analyzed. It is shown that in the presence of random delays in the delivery of data
and noise in the observations, end-to-end system management should be considered as an asymptotic approximation. It
is proposed to solve this problem by means of linearised recurrent control minimizing the functional of delaying the
delivery of packets in a system with arising stochasticities. This approach opens up good prospects for minimizing data
delivery delays in modern distributed systems with remote spaced elements. And taking into account the unified control
center, it makes it possible to create an intelligent subsystem for analyzing requirements in the data packet transfer
system to eliminate downtime in the data delivery environment.

Keywords: distributed information and computing system; controlled system; data delivery delay; linearised recurrent
control.

Ko3noschkuii B. B., Kykaincekuii M. B., baaaniok 1O. B., IBanos O. B.
HACKPI3HE YIPABJIIHHSI TA OIITUMI3AILLLSL B IHOOPMAILINMHO-OBYUCJIIOBAJIBHUX
MEPEKAX

Posznoodineni cucmemu i mepedxci komn romepie NPURYCKAIOMb HAAGHICMb Oe31iul 8Y3/i6 SKI 83aEMOO0IIOMb MIdC CO-
0010 yepes mepedicy KoMymayii nakemis. Y KOJXCHOMY Y3/ 2eHepyrOmbCsl naKemu OaHUX, Wjo CKIA0aromoscs 3 nesHol
Kinbkocmi 6aum KopucHoi iHgopmayii i baum ciysnco0080i ingpopmayii, maxux sK: aopecu 8y3i6, mun OAHUX, KOHMPO-
abHa cyma, mowo. Tak Ak mepesca kKomymayii nakemie cKiaoaemvcs 3 0e3niui KoMymayitinoeo 001a0HaAKHs, Mo npu
KOJCHOMY CeaHnci nepedaui OaHUX Midc 8y31amu UOUPAEMbCA WLIAX, AKULL BKIIOYAE 8 cebe NesHy KiNbKICMb Ybo2o 00-
JNAOHaHHA. Y cmammi po3enanyma po3noodiieHa iHopmMayiliHo-004UCTIO8ANbHA cUCeMd, KEPOBAHA YCIMA 8Y31aMu 3
€0UHO20 YeHmpy YnpasninHa. Po3pobrieno memoo onmumanvbHo2o YnpasninHa maxkow CUCNEeMOIO 3 KpUmepiem MiHi-
MANbHO20 Yacy 00Cmasxy 0anux. 3 0enady Ha me, wjo Yac O0OCMABKU NAKEMi8 3a1exCumsy 8i0 KilbKOCMi KOMYMAYitiHo20o
001a0HaHHA, AKe 8OHU NPOXOOAMb, NPOAHANI308AHI Di3HI 6UOU NEPEeUKO0 Mepedici, BHYMPIUWHIX | 308HIUHIX WYMiE 8
Kauaniax cnocmepesicents i 6cepeouni 06'ckma ynpaegninna. Ilokasano, wo npu HAsa6HOCMI UNAOKOBUX 3AMPUMOK OO0-
CmMasKu Oanux i Wymié 6 CNOCMEPENCeHHAX HACKPIZHEe YNPAGNIHHAL CUCMEMOIO CI0 pO321s0amu SIK ACUMNMOmMuYHe
HabudCceHHs. 3anponoHo8aHo po3e a3yeamu Yio 3a0aiy WisAXoM TIHeapu308aH020 peKypeHmHo20 YNpasnints, wo Mi-
HIMIZYE DYHKYIOHAN 3amMPUMKU OOCMABKU NAKeMI8 8 CUCmeMI 3 SUHUKAIOWUMU CMOXACMUYHOCmamMU. Jlanuil nioxio
BIOKpUBAE XOPOWLi NEPCNEeKMuUBU 05t MIHIMIZaYll 3ampuUMOK OOCMABKU OAHUX 8 CYYACHUX PO3NOOLNEHUX CUCMEMAX 3
8i00aNeHUMU PO3HeCeHUMU elemenmamu. A 3 ypaxy8aHHAM €OUHO20 YEeHMPY YAPABIIHHA OAE€ MONCIUBICIb CIMBOPEHH S
iHmeneKkmyanbHoi niocucmemuy aHanizy 6UMOZE 8 CucmeMi nepedayi nakemie OaHux O0Jisl YCYHeHHs NPpoCcmois & cepedosu-
wi docmasKku OaHUX.

KnrouoBi cnoBa: posnogineHa iHpopMaLiiHo-o0uMncnioBanbHa CUCTEMA; KepoBaHa cucTema; 3aTpuMKa OOCTaBKU
AaHuX; niHeapr3oBaHe pPeKypeHTHE yrpaBriiHHS.
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CKBO3HOE YIIPABJIEHUE U OINTUMU3ALIMS B UHOOPMAIUMOHHO-BBIYUCJIUTEJIb-
HBIX CETSX

Pacnpeoenennvie cucmemvl u cemu KomMnviomepos npeonoaazam HAIUYue MHONICECMEd Y3106 83auUmMOo0elicmeyio-
wux mexcoy coboil uepes cemv KOMMYMAayuu nakemos. B kajxcoom ysine eenepupyiomcs nakemul OAHHbIX, COCMOAuUE
U3 onpeoenNeHHo20 KoIuyecmsa 6aium Noie3Hou uHgopmayuu u oaum ciysiceOHoU uHgopmayuu, makux Kax: aopeca
V37108, Mun OAHHBIX, KOHMPOIbHAA cymma u m.n. Cemb KOMMYMayuy NAKemMos COCMOUM U3 MHOICECMEA KOMMYmayu-
OHHO20 000PY008AHUs, NPU KAHCOOM Ceance nepedadt OAHHbIX MexCcOy Y3Iamu 8blOUpaencs nyms, KOMOpblil 6KI0YA-
em 6 cebsi onpedeseHHoe KOIUYecmeo 3mozo 0bopyodosanus. B cmamve paccmompena pacnpedeneHHas uH@popmMayuoH-
HO-6bIMUCTUMENbHAS CUCIEMA, YRPAGTAEMAs 6CeMU Y3NaMu U3 eOUH020 yenmpa ynpasnenus. Paspaboman memoo on-
MUMATLHO20 YRPAGLEHUA MAKOU CUCIEMOU NO KPUMEPUIO MUHUMATLHO2O0 8peMeHU 00CMABKY OaHHbIX. Yuumuleas, umo
8peMs O0OCMABKU NAKEMO8 3A8UCUT O KOTUYECEA KOMMYMAYUOHHO20 000PYO0SAHUS, KOMOPOe OHU NPOX00sm, Npo-
AHATUBUPOBAHBI PA3TUUHBLE 8UObL NOMEX CeMmU, BHYMPEHHUX U 6HEUWHUX WYMO8 8 KAHANAX HAOMI00eHUs U 6HYMpPU 00b-
exma ynpagienus. Ilokazano, ymo npu HAIUYUU CAYYAUHBIX 3A0epiHceK OOCHMABKU OAHHBIX U WYMO8 6 HAOI0OeHUAX
CK803HOe YNpasieHue CUCeMoli cledyem paccmampueams Kaxk acumnmomuyeckoe npudaudxcenue. Ilpeonoxceno pe-
wamv My 3a0ayy nymem IUHEAPUI0BAHHOL0 PEKYPPEHMHO20 YNPABIEHUSA, MUHUMUSUPYIOWE20 PYHKYUOHAN 3A0ePHCKU
00CMasKy NAKemos 8 cucmeme ¢ GOHUKAIOWUMYU cmoxacmuyHocmamu. JJannsiii nooxo0 omxpvieaem xopowuiue nep-
CNEKMuBbL OJis MUHUMUZAYUYU 3A0epHCeEK OOCMASKU OAHHBIX 8 COBPEMEHHBIX PACHPEOeNeHHbIX CUCTNEMAX ¢ YOaNeHHbIMU
pasHeceHHbIMU diemenmamu. A ¢ yuemom eOuno2o0 yeHmpa ynpasgienus 0aem 603MOACHOCb CO30AHUS UHMENTIeKIY-
ANbHOU NOOCUCTEMbl AHATU3A MPebOBAHUNl 8 cCUcmeMe nepedayu NaKemos OaHHbIX 01 YCMPAHeHUs NPocmoes 8 cpede
00CmMasKy OAHHBIX.

KnioyeBble cnoBa: pacnpefeneHHass MHGOOPMaUMOHHO-BbIYUCIIMTENBbHAA CUCTEMA,; ynpaengemaa cuctema; 3a-

AepXKa [OCTaBKM AaHHbIX; NIMHeapM30BaHHOE PEKYPPEHTHOE yrpaBreHue.

Crarts Hagivmoia 1o pemakiii 25.09.2018 p.
[pwuitasaTo mo npyky 10.12.2018 p.

© Kozlovskii V. V., Kuklinskyi M. V., Balanyuk Yu. V., Ivanov O. V., 2018



