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NyBJIYHI 3AKINUKK O BYUNHEHHA
TEPOPUCTUYHOI'O AKTY: HAMNMPAMMU
OOKA3YBAHHA NnoAali KPUMIHANBHOIO
NMPABOMNOPYLUEHHA

OnucaHo criocobu dokasygaHHs rnybnidHUX 3aKnukie 0 8HUHEHHS
mepopucmuyHo20 akmy nid 4Jac ix 0ocy0o8020 pPO3CIliOy8aHHS.
3asHaveHo sudu nipouecyarnsHux Oil, siki HeobxiOHO 30ilicHrO8amu 3
memor 36upaHHsi 0okaszie Wodo 8U20MOB/IEHHS, 3b6epieaHHs,
pO3r108CIOOKEHHST 3aKIuUKie 00 BYUHEHHSI MepopucmuyHo20 akmy,
a makox 6esrnocepedHbo20  30iUCHEHHSI  MmaKux  3aK/uKie.
AKUEHmMoBaHO Ha Harnpsimax 36upaHHs O00Ka3sie pPO3ro8CHOMKEHHS
rno0ibHUX 3aKIIUKI8 i3 8UKOpUCMaHHAM IHmMepHem-Mepexi.

KnroyoBi cnoBa: TepopuCTUYHUIA akT, nyo6nivHi  3aknuvkw,
OOKa3yBaHHS, KpUMiHarbHe NpaBoMNopPYLUEHHS.

AHanis TEPOPUCTUYHUX aKTiB, YYMHEHUX B YKpaiHi BNpOAOBXK
OCTaHHIX pOKiB, Hadae MOXNUBICTb CTBEPAXYBaTH, LLIO ANA HUX
XapaKTepHOK € peTenbHa MiAroToBKa Ta HEMOXIUBICTb BYUMHEHHS
6e3 HM3KM [oOaTKOBMX —CYCNiNbHO HebesneuyHux JdisHb, Lo
CYNpPOBOAXYIOTb €Tan NigroTOBKM Ta BYMHEHHSA LIbOro 3MOYUHY: Bif
nponaraHgu BiANOBIgHUX iAen, NOWMPEHHS iHopMaLi, WO 3aKknukae
00 30INCHEHHA TEepopUCTUYHOI  AiANbHOCTI Ta AoBoauUTb i
BMNpaBOaHicTb Y 6opoTbOi «3a...» abo «NpPOTW...», i 4O CTBOPEHHS
TEPOPUCTUYHOI FPYNM 4M opraHisauii onsi BUKOHAHHS CaMoro akTy,
MCKXONOriYHOro BNNMBY Ha ManmbyTHiX BGOMOBUKIB, iX hiHaHCyBaHHS,
HaBYaHHs ToLwuo [1].

MUTaHHA WoOO0 BU3HaAYEHHSA npegMeTa [oKasyBaHHS OKpeMuX
3M0YMHIB  TEPOPUCTUYHOI  CNPSIMOBAHOCTI  AOCRifpKyBanu  Taki
BiTYN3HSAHI HayKoBL, K B. ®. AHTUNEHKO, B. |. Bopucos,
B. O. Mnywkos, B. l. EmenbsaHos, B. C. 3eneHeubkuin, B. B. KpyTos,
B. A. llinkaH, C. M. Moxonuyk, [O.W. Hukudpopuyk, J1. B. HoBikoBsa,
B. I. Mununuyk, M. B. Cemukin, B. . Tuxun, O.B. lWlamapa Ta iH.
Mpuyomy 3HayHy yBary npuainanu posrnsgy o6’eKTUBHMX O3HaK
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TEPOPUCTUYHOIO aKkTy Ta iHLWIMX 3MOYUHIB Liel cnpsamoBaHocTi. OaHak
npobnemaTtunky AoKa3yBaHHA B KPUMiHANbHUX MPOBaKEHHSX OO0
nyoniyHMX 3aknNuKiB 00 BYMHEHHS TEPOPUCTMYHOrO akTy AOCi
nornubneHo He BUBYanNu.

MeTolo cTaTTi € BM3HAYEeHHS HanpsMiB [oka3yBaHHA noAil B
KPpUMiHanNbHUX MPOBAMKEHHNAX, BIOKPUTUX 3@ 3A4IMCHEHHS MyonivyHux
3aKnuKiB 0O BYNHEHHSI TEPOPUCTUYHOIO aKTy.

BcTtaHoBneHHsA 06’eKTUBHOI iCTUHU — Lie roNnoBHa MeTa opraHiB
[OoCy#oBOro poscrnigyBaHHA Ta cyay nig  4ac  34iMCHEHHSA
KpUMiHarnbHOro nposagXeHHs. [ocarHeHHs uiel MeTu 34iNCHIoTL 3a
AOMOMOroK KpUMiHanbHO-NpoLecyanbHOro AoKasyBaHHS, 3aBOaHHS
AKOro nonsrae B Mi3HaHHI KOHKPETHOro akty (noAil) Lwnaxom
dopMyBaHHsl  (30MpaHHs1), NEepeBipkM Ta OUIHIOBaAHHS HasiBHMX
AoKasiB. Came  TOMy  BMBYEHHSI  [OKa3yBaHHS nocrae
OCHOBOMOMNOXHUM acnekTom cy4yacHoro KpMMiHanbHOro
npoLecyarnbHOro npasa.

[okasyBaHHs 3a CBOEID CyTTIO € PEeTPOCNEKTUBHUM SIBULLLEM,
OCKINbKWM CRig4vn, MNPOKypop i cyd BusHayawTb B poni ob’ekta
nisHaHHSA nogijto, wWo BigbyBanacb B MUHyromy. pudomy «nogito»
Yy LbOMY KOHTEKCTi TrymadaTb He nuile siKk cycninbHo HebesneyHe
DiSHHA (3M04YKH), @ N 9K nepeayMoBU Ta niacTaBu (0OCTaBUHM), SiKi
nepenbavaoTb 3BifTbHEHHS ocobu Big KpUMiHarnbHoI
BignosiganbHocTi. Komnnekc BignosigHux dakTiB (nogin) i obcTtaBmH
006’eKTUBHOI OiNCHOCTI, WO AOCUTbL NMOBHO Ta AOCTOBIPHO HEOOGXigHO
BCTAGHOBUTW  ONA  MNPaBWUMbHOIO  BUPILIEHHS  KPUMiHANbHOro
npoBagXeHHs, opmye NpeaMeT JoKa3yBaHHS.

HaykoBLi no-pi3HOMY TPakTylOTb MOHATTA AoKasyBaHHS. Tak,
OfOHi TnymayaTb NpeameT A0Ka3yBaHHA AK cUCTeMy OOCTaBWH, SKi
BMpaXalTb BracTUBOCTI Ta 3B'A3KM AOCHiMXYBaHOI nodil, Wo €
CYTTEBUMWU AN MPaBUIIbHOrO BUPILLEHHS crnpaBu Ta peanisauii B
KOXXHOMY KOHKPETHOMY BWNagky 3aBfaHb cydodmHcTBa [2, c. 139].
Ha pgymky B.T.Hopa, pokasyBaHHA — Ue Q[ignbHICTb OpraHiB
po3crigyBaHHs, MpoKypopa i cyay, a TakoX [HWWUX Y4YacHUKIB
npouecy, Ky 34iINCHIOITb Y BCTAHOBMNEHMX 3aKOHOM NpoLecyanbHUX
dopmax, Lo cnpsiMoBaHa Ha 36upaHHS, 3aKkpinneHHs, nepesipky 1
OLiHIOBaHHSA  (haKTUYHWX [OaHuX (gokasiB), HeobxigHux  ans
BCT@HOBIIEHHS iCTUHU B KpuMiHanbHiA cnpasi [3, c. 75]. 3okpema,
M. M. MuxeeHko Bu3Ha4ae npeaMeT [oKasdyBaHHS SK KOMMMEKC
nepeabadeHnx KpuUMiHanbHMM npolecyanbHUM  3aKOHOAaBCTBOM
06CTaBVH, BCTAHOBIEHHS SIKMX € HEOOXiAHMM ANsi BUPILLEHHS 3asB i
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NnoBiAOMMEHb MNP0  3MOYUHK, KPWUMiHAnNbHOI cnpasu B  cTagii
BMKOHaHHA BUPOKY, a TakoX Ang NPUAHATTS npouecyanbHUX
npoinakTMyHmMx 3axodie y cnpasi [4, c. 99]. Ha pisHOMaHITHICTb
nigxodiB HaykoBLUiB OO0 BW3HAYEHHA MOHATTA  KPUMiHamNbHO-
npolecyanbHoro gokasyBaHHs Bkasye C. M. CtaxiBcbkuin:  Bif
BUAANEeHHs OUiHKM [0KasiB 3a MeXi Lboro npouecy A0 BKIMIOYEHHS
00 HbOro KpPUMIHamniCTUYHUX KaTeropin (cniguux Bepcin). YdeHui
CTBEPAXYE, WO Le — BU3HAYeHa 3aKOHOM [LisifbHICTb CyO’ekTiB
KpuMiHanbHOro npouecy 3i 3d6uMpaHHsa (popmyBaHHA), nepeBipkn 1
OUiHIOBaHHA fokasiB Ta IX npouecyanbHUX [xepen, <ka
nepenbayae NPUAHATTA Ha UMX 3acafgax NEBHWUX MNpouecyanbHUX
pilleHb | HaBedeHHA aprymeHTiB And ix OOrpyHTYyBaHHS
(moTuBauii) [5, c. 19-21].

3 ornagy Ha HasBefeHi AOKTPUHAmNbHI BU3HAYEHHS, MOXHa LOilTu
BMCHOBKY, WO nNpeaMeT [JokadyBaHHA B  KpUMiHanbHOMY
NPOBa>KEHHI CTAHOBNSATb 06CTaBMHU, Nepenik sikux HaBeaeHo y . 1
cT. 91 KpumiHaneHoro npouecyansHoro kogekcy YkpaiHu [6]
i B KpUMiHaNbHMX NPOBAPKEHHSAX MPO MyGniYHi 3aKMWKM A0 BUMHEHHS
TEPOPUCTUYHOrO aKkTy. TakMM YMHOM, npeaMeT [JoKadyBaHHS
CTBOpIOE NiArPYHTA AN NpaBWbHOI  KPUMiHaNbLHO-MPaBOBOI
KBanidgikauii  BYMHEHoro ocobow  (rpymot  oci®)  cycninbHO
HebGe3neyHoro AisiHHA, LinecnpsMoBaHOro 34iACHEHHs CTOPOHaMu
npouecyarnbHUX MNOBHOBaXeHb Y  KpUMiHanbHO-MpoLlecyansHoMy
NpoBafXeHHI B KOHKPETHIN cnpasi, iHaMBigyanisauii KpyMiHansHoro
nokapaHHsa BUHHUX OCIO i BigLKoayBaHHSA 3aBOaHOI LLKOAMW.

Cepen OCHOBHMX OOCTaBMWH, SAKi MigNsralwTb [OKa3yBaHHIO B
KpUMiHanbHOMY MNpOBaPKEHHI NPO MyOmniuHi 3aKMWMKM A0 BYUHEHHS
TEPOPUCTUYHOIO akTy, nepegycim mMaiTb OyTM BCTAHOBMEHI Ti, WO
cTocyloTbCs noait KpMMIHaJ‘IbHOFO npaBonopyLueHHst. MoAis 3no4nHy,
nepe/:l6aquoro cT. 258° KpMMIHaJ‘IbHOFO kopekcy YkpaiHu, MiCTUTb
03HaKM OEKiNbKOX AifHb, WO BUPaXeHi B Takux opmax: 1) nybniyHi
3aKNUKN A0 BYMHEHHS TEPOPUCTUYHOTO akTy; 2) pO3nOBCIOOXEHHS
maTtepianis i3 nogidbHMMK  3aknukamu;  3) BUTOTOBIEHHA  TaKuX
matepianis; 4) ix 30epiraHns [7, c. 768].

My6niyHi  3aknNMKM OO0 BYMHEHHS TEPOPUCTUHHOIO  aKTy
nepenbavaloTb BiOKPUTE 3BEPHEHHS OO MEBHOro kona ocib, ae
BMCIOBMIOIOTh iAei, NOrnsaamM Ynm BUMOrK, CrpsSIMOBaHi Ha Te, Wob 3a
AOMOMOroK MOLMPEHHS X cepef HaceneHHs 4uM NOro OKpeMux
kaTeropii, cxunutun ocié [o npoTunpaBHUX Aik. Y Benwukomy
TIYMa4yHOMYy CIOBHUKY Cy4acHOl YKpaiHCbKOl MOBW MOHATTS
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«nybniyHMNY BU3HAYEHO TaK: «SIKMA BigOyBaeTbCs B MPUCYTHOCTI
nyoniku, nogen; npunogHuiny [8, c. 1187], a NOHATTA «3aKNuK» Tak:
«3BepTaHHa OO0 MEBHOI rpynu niogen, y Akomy B CTUCNIA ¢hopMi
BMCMOBMEHO MPOBIAHY et 4Yacy, NOMiTUYHY BUMMOrY, 3aBOaHHS,;
Bigo3Ba, racno. [lpoxaHHs, BMMOra pO3ropHyTU SKy-HeOyab
isANbHICTb, NEBHMM YMHOM noBoauTu cebey [8, c. 395].

Takum YMHOM, JOKa3yBaHHIO Y KpUMIHaNbLHUX NpaBoMnopyLUEHHSAX
3ragaHoi kateropii nignsratoTb NyoniyHi 3aknuMkM [0 BYUMHEHHS
TEPOPUCTUYHOIO akTy, TOOTO BIAKPWUTI 3BEPHEHHS OO HEBU3HAYEHOI
KINbKOCTI rpoMagsH i3 MpPOXaHHAM, YMOBMSIHHSAM, 3anpoLUeHHAM,
nigKynom, BUMOroto (Morposoto, MPUMyCcoM) YHUHUTU TEPOPUCTUHHUI
aKkT. 3asHaveHe [isHHS nignarae A0OKasyBaHHIO 3 BUMKOPUCTAHHAM
nokasiB cBigkiB, siki 6ynv NpUCyTHi, HaNpuknag, Ha nesHoMy 3ibpaHi,
Ae  3dincHIoBanuCb  Taki  3aknuku, abo  wnaxom - ornsgy
Bigeomarepianis 4n OpyKoBaHOI NPOAYKUil, Ha sKkux 3adikcoBaHO
noAibHi nybniyHi 3aknukn. Baxknuee 3Ha4eHHs nig Yac AokasyBaHHS
Mae MNPU3HaAYeHHs eKCcrnepTU3M MUCEMHOr0 MOBMEHHSA  LWOAo
BM3HAYEHHS 3aKINUKiB caMme [0 BUMHEHHS TEPOPUCTUYHOIO aKTy.

Mpuyomy cniguMm NOBUHEH BpaxoByBaTW, WO «MNyOMiYHICTb»
€ OLiHHOK 03Hakow. ToMy Mg Yac KpUMiIHaNbLHOrO NPOBAAXEHHS Lie
NATaHHA Mae BUPIWWYBaTUCbL Yy  KOXHOMY BUMNagKy OKpemo,
3 ypaxyBaHHsIM 4acy, Micus Ta OBGCTAHOBKM 3LJIACHEHHSI NyGnivHmMX
3aKnuKiB 0O BYMHEHHSA TepopuCTUYHOro akTy. BogHoyac cynosa
npakTuka MpornoHye NOoB’A3yBaTh O3HaKy NyOnivYHOCTI 3 NPUCYTHICTIO
xoya 6 ogHoro agpecata Ta «iHLWMX rPOMaasiHy, TOOTO 3 HasIBHICTIO
xo4a 6 e aBox ocib. HeobxigHo yMOBOIO € Te, Lo 0cobu, A0 AKMX
3BEpHEHO Taki nybniyHi 3aknNukW, peanbHO MOMKU CNpuAMaTH
3a3HadeHy iHdopmaLito (po3ymiT Ta BigTBOpIOBaTH i 3MmiCT) [1].

3 MeTol OTpMMaHHS [O0KasiB LOAO MOLUPEHHA Matepianis i3
3aKIMKamMn 0 BYMHEHHS] TEPOPUCTUYHOIO akTy MOTPiGHO dikcyBaTu
Taki noAii: PO3MILEHHS 3BEpPHEHb, PO3MOBCIOAXEHHS TUCTIBOK,
nnakaTiB Yy rpomMagcbkux  MicusX, MNPUMILLEHHAX  YCTaHOB,
nignpMemMcTB, OpraHisauin 4M B NOMELLKaHHAX rpoMafsiH, 30Kpema
WMSXOM  JonuTy 0ocCib, ski BusABMNM nogibHi  nybnikauii abo
O3HaroMunuca 3 HUMU. [lokaszamu po3nOBCIOAXEHHS MaTepianis i3
3aKMMKaMn 00 BYMHEHHS TEPOPUCTUYHOTO akKkTy Moxe OyTu
iHdbopmalis, HasBHa Ha HOCISX Kamep 30BHILLIHBOrO
BiJEOCMOCTEPEXEHHS, WO Hanexartb nianpuemcteaM, yCTaHOBaM,
opraHisauisiMm 41 oOKpeMnM rpomMagsHam, a Takox BigeopeecTpaTopis
TpaHCnopTHMX 3acobiB, Ha sKkux Moxe OyTu 3adikcoBaHO
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6e3nocepeqHbO MPOLEC PO3MNOBCHOLAKEHHST 3aKIMKIB i3 BignNoBigHUM
3mictom. OKpiM UbOro, BKasaHe MOXHa 3aO0KyMEHTYBaTW LUNAXOM
OOMuTY 0Cib, SIKi cTanu cBigkamuy Liboro npoLiecy.

AKWo 3aKNMKM OO0 BYMHEHHSA TEPOPUCTUHHUX akTiB BUMHANN i3
3aCTOCyBaHHSAM iHWWKMX 3acobiB  macoBoi iHdopmauii  (raserw,
XypHanu, pagioMoBreHHsl, TenebadvyeHHs ToLo), TO dakT 3NOYUHHOT
DiSNbHOCTI  OOBOAATb LUNSXOM OMNWUTYBaHHS CBiAKiB, OOLIYKYy 3a
MiCLEM BWIOTOBNEHHS MNoAiOHMX MaTepianiB, a TakoX ornsay
BUMYyYEHNX [oOKasiB | pesynbTaTamMu MNPOBEAEHHS BiAMOBIAHMX
ekcneptuns. lig yac oOwyky HeobOXigHO BUABMATM Ta BUIyYaTu:
1) npegmMeTn, Ha AKMX MICTUTLCH BKasaHa iH(opmMauis i3 3aknMkamm
00 BYMHEHHSI TEPOPUCTUYHOrO akTy (MUCTIBKW, PYKOMUCU, Nnakatw,
3BEpPHEHHS1, CTaTTi, raseTu, iHWi martepianbHi HOCIT); 2) eneKTpoHHY
iHdbopmaLito (3ByKOBi Ta Bi4eOnoBiAOMMNEHHS, AKi TpaHcrBanu Ha
TenebaveHHi abo u4epe3 pagioedip, nepemaBanu  4epes
SMS-nosigoMneHHsa Towwo); 3) NnpeamMeTu, Ha SKUX BUTOTOBMSAMNN YU
36epirann npegMeTn abo enekTpoHHy iHdopmaujlio (Komm'toTepHa
TexHika, CMapTOoHKN,  AUKTOGOHW, NpUHTEPM, Kcepokew,
Bigeokamepwu, criew-HakonmMyyBadi ToLo); 4) criam ocib, NpUYeTHNUX
A0 NpoTUNpaBHOI AisnbHOCTI (cnign nanbuiB pyk i Mikpocnign B
NPUMILLEHHSIX, Ae BUroToBnAnu, 3b6epirann Ta pPO3MNOBCHOOKyBanu
npegmMeTn Ta enekTpoHHy iHpopmauilo 3 nyGniyHMMKM 3aknukamw,
a TakoX Ha npegmeTax, fKi BMKOPUCTOBYBaNW 3 MPOTMNPaBHOO
MeTow); 5)cnian, K 3anuuwarnTbCs nig Yac BUrOTOBIIEHHS Ta
PO3NOBCIOAXEHHS NOAIOHUX MaTepianiB ToLO.

AKTMBHE noLwupeHHs [HTepHeTy Ta KWOro [OCTYNHICTbL Ans
lumpokoro 3arany 3abesneyye yMOBW [A5S1 BUKOPUCTAHHS MOro
MOXITMBOCTEN ANs  PO3NOBCIOMKEHHS 3aKNWKiB A0 BYMHEHHS
TEPOPUCTUYHOrO aKTy y BUMA4i MeOiMHOrO KOHTEHTY.

3asBuyan  dhikcauito  akTiB  TakMx  NpOTUNpaBHUX AN
30INCHIOIOTL  LIMNSXOM  CKMagaHHs MpOTOKoNy ornsay MeainHoro
KOHTEHTY, pO3MilLLleHOro Ha Beb-calTi 3 OAHOYaCHNM BUKOPUCTaHHSAM
TexHiYHMX 3acobiB (Bigeodikcauii). BignosigHo po n.7 cT. 223
KpumiHanbHOro  npouecyarnbHOro kogekcy YkpaiHu, Yy  pasi
3acTocyBaHHS 0Ges3nepepBHOro Bigeosanucy Xxody MpOBEAEHHS
BigNoBigHOT cnigyoi  (poswykosol) Aii  (Hanpuknag ornsay),
TO Ti MOXHa 3aiNcHIoOBaTV 6€3 3anpoLLEHHsI MOHATUX.
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3 MeTo [JokadyBaHHSA CTBOPEHHS Ta pPO3MNOBCIOOKEHHS
MaTepianie i3 3aknMkamu [0 BYMHEHHSI TEepPOPUCTUYHOrO akTy
3AiNCHIOIOTL NEBHI NpoLecyarnbHi Aii, CNpsMOBaHi Ha:

— BcTaHoBneHHs |P-agpecn BeG-cavita 3a IP-agpecoo Ta
OOMEHHUM iM'sim Beb-caliTa, 3 sIKOro 34iNCHIOTb PO3MOBCIOMKEHHS
MaTepianie i3 3aknMkamMy [0 BYMHEHHS TEPOPUCTUYHOIO aKTy.
Y Takomy BUNagKy BCTAHOBMEHHS MiCLLE3HaxXOOXKEHHST KOMMIOTEPHOT
TEXHIKM 30JNCHIOITL 33 [JOMOMOrol  TeXHiYHMX ocobnmBocTen
dyHKUiOHYBaHHSA |HTepHeT-Mepexi. OTxe, 3aaaya Woao0 BU3HAYEHHS
0cobu, NPUYETHOI 4O BUIOTOBMEHHS, 30epiraHHs Ta po3nOBCIOIKEHHS
MaTepianie i3 3aknukamMm [0 BYMHEHHS TEPOPUCTUYHOIO akKTy,
GesnocepenHbO MoB’A3aHa 3i BCTaHoBMeHHaM |IP-agpecu, nig sikowo
KOMM'IOTEP YK iHWMA MPUCTPIA 3a3HadeHoi ocobu maB [ocTyn A0
IHTepHeTy. BcraHoBneHHs IP-agpecn moxe 3gilcHUTM cnigyvn i3
BMKOPUCTaHHAM MEBHMX MPOrpaMHUX MpoAdyKTiB Ta yTwuniTiB (ping,
Trace, Figner LookUp Towo) abo BignosigHui nigpo3gin Cryx6ou
6esnekn YkpaiHu. lNMicnst BctaHoBneHHs IP-agpecu BeG-caliTa, 3 AKOro
NPOTUNPaBHO  PO3NOBCIOAXYIOTbL  MaTepianu i3 3aknukamu Ao
BUYMHEHHSI TEPOPUCTUYHOrO akTy, HacTymHUM eTanoMm Mae OyTu
BM3HAYEHHs1 KOMMaHii IHTepHeT-npoBanaepa (3a 4ONOMOrol cepBsicy
Whois, RIPE), saka 3gincHioe Ha TepuTopii YKpaiHW TexHiuHe
obcnyroByBaHHA Ta NIGTPUMKY LbOro Beb-canta, Hagae nocnyru
XOCTUHIY | Mae TexHiYHi MOXMIMBOCTI LWOoAO Npu3ynuHeHHs abo
3aKpUTTS MEePEXEBOro AOCTyny A0 Beb-canTa;

— HanpaeneHHs 3anuTiB A0 |HTepeT-npoBangepiB 3 MeETO
OTpUMaHHA iHopMmauii npo: paTy CTBOPEHHA Ta BMACHUKIB
Beb-canta, 0cCib, SKi 30IACHIOITb WNOro XOCTWMHI, CyMpoBig Ta
aAMIHICTpYyBaHHS, agpecy MiCLe3HaxXOmKeHHsT KOMMIOTEPHOT TEXHIKM
(komm’toTepa, cepsepy), 3 Kol 3adikCcoBaHO PO3MNOBCIOOKEHHS
MaTepianis i3 3aknMkamun 4o BYUMHEHHS TEPOPUCTUYHOIO aKTy.

3anuT [0 IHTepeT-npoBangepa MOXe OXOMnnioBaTu Takui
nepenik nNUTaHb: KONMW Ta B SIKMKA MPOMDKOK 4Yacy Oyno CTBOpeHO
NeBHUA BeO-CalT; AKi PeKBi3UTM Mae aboHeHT, Lo 3AiCHIoBaB
aocTyn Ao IHTepHeT-mepexi nig nesHo IP-agpecoto B KOHKPETHWUIA
yac nobu; ski IP-agpecun BUkopucTOBYBanu Ans CTBOPEHHS NEBHOro
obnikoBoro 3anucy; aki IP-agpecu BUKOPUCTOBYIOTL ANSA 3'€QHAHHS 3
UMM obnikoBMM 3anvMcoM; SIKMMU € peecTpauinHi gaHi (logs) Ta
aboHeHTCbka iH(popmalis nNpo KopucTyBaya MeBHOro 06MiKOBOro
3anncy (enekTpoHHOI MOWTOBOI agpecu); 3 sikoi IP-agpecn Oyno
CTBOPEHO 06NiKOBUIA 3anuc KOPMCTyBa4a, L0 CTBOPUB BEG-CalT; Ha
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KOro 3apeecTpoBaHO BeO-calT (MOBHIi aHKeTHi [aHi BracHUKIB,
iHbopmauis 3 naHeni agMmiHicTpyBaHHs, IP-agpecn, Homepwu
TenedoHiB TOLLO); XTO 3A4INCHIOBAB XOCTUHI Ta HarOBHEHHS
Beb-canTta (noBHi aHKeTHi AaHi ocib, IP-agpecu, Homepu TenedoHis
TOLLO); XTO 3AifiCHIOBaB CyMpoBig4 Ta agMiHiCTpyBaHHS Beb-canta
(noBHi aHkeTHi gaHi ocib, IP-agpecn, Homepu TenedoHiB ToLO);
KiNbKiCTb Ta AeTanisauis Bcix BxigHux IP-agpec 3a nesHuii nepioa
yacy, 3 SKUX 3[iMcHIOBaBCA nepernsga  MedinHOro  KOHTEHTY
KOHKpPETHOro Beb-calTa; SIKMM YMHOM OMnadylTbCA MOCNyrn 3a
3a3HavyeHe [OOMeHHe iM’a (BuO nnaTiKHOI CUCTEMMU, 3aCTOCOBaHOI
ONsl NOMoBHEHHs ©OanaHcy oOnikoBoro 3anucy KopucTyBaya Uiel
cuctemu (ramadui, igeHTudpikaTtopw, BMAM onnat), OaHKiBCbKi
YCTaHOBW, pPaxyHKM TOLWO); 4Yepe3 [KuA TernedoHHUA HoMep
3[iNcHIOBanach akTmMeaLis 06nikoBoro 3anucy;

— 3BEepHEeHHa J0 cnig4oro cyani 3 MeTol OTPUMaHHSA yxBanu
Npo HafaHHa TMMYacoBOro AOCTyny A0 peden abo 34iNCHEHHSs
0o6LWyKy 3a MicLeM 3HaxO[KEeHHSI KOMM'IOTEPHOI TexHikn (cepBepiB)
IHTepHeT-npoBanaepa, 3 SKOro 3AIMCHIETBCS PO3NOBCIOIKEHHS
KOHTEHTY, WO MICTUTb MaTepianu i3 3aknMkamm [0 BYUHEHHS
TEPOPUCTUYHOIO aKkTy, a TakoX nodanblua opraHisauis Ta
30iICHEHHS CMiJgYMM Takoro TMMYacoBOro AocTyny (06LyKy).

Mig yac TumuyacoBoro pJoCTyny A0 [OOKYMEHTIB (06LyKy)
BracHuka Beb-canta pobnsaTb konii abo BUNy4aloTb Taki JOKYMEHTU:
JoroBopu BrnacHuka Beb-canTa 3 |HTepHeT-npoBangepamMu LWoOo
opeHau nnowanok (cepsepy) 3 METOH PO3MILLEHHST Ha HbOMY
KOHTEHTY; I0roBopu BnacHuka sBeb-canta 3 IHTepHeT-npoBanaepamu
YM iHWMMK 0cobamMu Ha XOCTUHT, CYMNpoBia Ta aaAMiHICTpyBaHHsI Be6-
calTa; [OroBopvM BriacHMKa Beb-caiita 3 KoOpuCTyBadamMu Mnpo
HagaHHa M nocnyr pgocTyny QAo |HTepHeT-Mepexi; 0bnikoBo-
cdiHaHCOBI [OOKYMEHTM BRacHuka Beb-caniTa 3a pesynbTatamu
30iICHEHHSA XOCTWHIY, CynpoBOA4Yy Ta aAMiHICTpyBaHHA Beb-canTa,
a TakoX OOBiAKM NPO BiAKPUTTS GaHKIBCbKMX paxyHkKiB, Oyxrantepchbki
3BiTWM, NNATDKHi JOKYMEHTW TOLLO; LOKYMEHTU, €Ki 3acBiguyloTb
yCcTaHoBYI AaHi cyb’ekTa MiANPUEMHULBKOT LOiSiNbHOCTI — BracHWKa
Beb-canmta (cTatyT (MONOXEHHS), pPilleHHA NpPO CTBOPEHHS,
BUNUCKA/BUTAT 3 €ANHOIO OEepXaBHOro PeecTpy HPUOANYHUX OCiO i
disanyHMX ocib — nignpuemuiB, Haka3 Npo MNpPU3HAYEHHs KepiBHWKa
cyO’ekTa MiANPUMEMHMLUBKOI  AISNbHOCTI  TOWO);  (PYHKUiOHaNbHI
000B’'A3kM  npauiBHWKIB, sKi  3abe3nevyloTb  CTBOPEHHA  Ta
afMiHicTpyBaHHs Beb-caiTa Ta iHWi maTtepianu.
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Y npoueci 3airicHeHHs OOLIYKy 4M TMMYacoBOro AOCTyny A0
peyen (komm’loTepHOl TexHikn (cepsepiB) |HTepHeT-nposangepa,
3 AKMX PO3NOBCIOAKYBanuM maTepianu i3 3aknukamu OO BYMHEHHS
TEPOPUCTUYHOIO akTy) HeobXigHO KonitoBaTW Ha 3'EMHUIN XKOPCTKUN
Hocin abo BUNy4YMTM TaKy iHOPMaLilo: nepenucka enekTPoHHO
nowiToto, yepes cnyxdy obmiHy nosigomneHHsmu (Hanpuknag 1CQ)
abo B iHWWIA cnocib, WO CTOCYETbCS CTBOPEHHS, XOCTUHIY,
cynpoBody Ta aAMiHICTpyBaHHS BKa3aHoro BebO-camta; 4ac
CTBOPEHHs1 Beb-calta, pecypc, 3 sIKOro nMoro 6yno 3aBaHTaXeHo,
nepiogM NMOro aaMmiHiCTpyBaHHS; nepenik i Buan onepauin KOHTEHT-
npoBangepa 3 (iHpopmauiiHoro HanoBHeHHS BebG-canTta), 3 SKOro
pO3NOBCIOAXYBanM Martepianu i3 3akKnMkamu 00  BYUMHEHHS
TEPOPUCTUYHOrO akTy; nepenik (Katanor) KOHTEHTY, HasiBHOTO Ha
KOMM'IOTEPHIN TexHiui (cepBepi), Yac PO3MILLEHHS (BUOANEeHHs) Ha
BeO-canTi 3a KOXHMM 3 BUAOIB  PO3MOBCIOKEHHSI  KOHTEHTY
i3 3aknuMkamMuM OO0 BYMHEHHSI TEPOPUCTUYHOIO aKTy; KinbKiCTb
BigBiAyBaHb (nNepernsagiB) UbLOro KOHTEHTY 3a Woro Bugamu
3 MOMEHTY PO3MilLleHHS MEBHOro MeLiMHOrO KOHTEHTY, a TaKoX
3aranom Ha KOMITIOTEPHIN TexHiui (cepsepi);

— gonuT 4K cBigkiB (nigosproBaHWX) nposangepiB, BracHUKIB
Beb-calTa Ta iHWMWX OCiO, MPUYETHUX OO0 XOCTWUHrY, CynpoBoay W
agMiHicTpyBaHHa Beb-cavita, 3 SKOro MOIMO  34iACHIOBaTUCh
PO3MOBCIOXKEHHS  MaTepianis i3 3aknukamy [0 BYMHEHHS
TEPOPUCTUYHOIO aKTy;

— 3BEepHeHHa [0 cnig4oro cyani 3 MeTol OTpUMaHHSA yxBanu
Npo HagaHHA TUM4YacoBOro AOCTYNY A0 OOKYMEHTIB — OTPUMAaHHS
iHdbopMmaLii Npo pyx KOLWWTIB OaHKIBCLKMMW paxyHKaMu, siKi Hanexartb
BrMacHuky Beb-calTa, 3 $KOro 3AiNCHIOBaNoChb PO3MNOBCIOLKEHHS
NoAIOHNX NPOTUNPABHUX 3AKITWKIB;

— 3BEepHeHHa Jo0 cnig4oro cyani 3 MeTol OTPUMaHHSA yxBanu
Npo HagaHHA TMMYacoBOro AOCTYNYy A0: OTPMMaHHS KoMi JOroBopiB,
NNaTikKHMX Ta IHWKX OOKYMEHTIB IHTepHeT-npoBangaepa, y 3B’A3Ky
3 1Oro BigHOCMHaMM 3 BMacHUKOM Beb-canTa; OTPUMaHHSA KOoMin
OOroBopiB, NMATdKHUX Ta iHWWX OOKYMEHTIB KOHTEHT-MpoBangepa
(npoBangep, WO 34iNCHIOE iHhbopMaLiiHe HanoBHEHHSA Beb-caiTa),
3 AKOro PO3MOBCIOKYBABCA KOHTEHT i3 3aknuMkamMu [0 BYMHEHHS
TEPOPUCTUYHOIO aKkTy; BUIYYEHHS KOMMIOTEPHOI Ta iHLWOI TEXHiKN,
Ha SKiA 34iMCHIOBANOCh CTBOPEHHSA Ta iHhopmaliiHe HanoBHEHHSA
Beb-canTa 3a3Ha4eHoro 3MicTy;

— NPU3HaYeHHs CydoBUX eKcrnepTu3 nepepbayae: ekcnepTusy
KOMM'IOTEPHOI TEXHIKM Ta MporpaMHMX MNPOAYKTIB (KOMM'IOTEPHO-
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TEeXHiYHa ekcnepTunsa), 06’ekTOM sIKOi € iHdhopmaLia, oTpMMaHa nig
yac TUMYacoBOro [AOCTyny OO KOMMIOTEPHOI TexHikn (cepsepiB)
BeG-caita Ta KOHTEHT-MPOBaWAEPIB; €eKCrnepTudy LWodo  iHLWKNX
npeaMeTiB, BUNYYEHUX B MeXax KpUMiHamnbHOro npoBafKeHHS
(Hanpuknag, gakTunockoniyHa ekcneptuaa) [9, c. 18-22].

Cnign 3no4YnHy Ta 3MouYMHLIB, Ski MOXYTb OyTW npuyeTHi Oo
BUIrOTOBNEHHS, 30epiraHHa Ta pPO3MNOBCIOKEHHS  Martepianis
i3 3aKNMKaMn 00 BYMHEHHS TEPOPUCTUYHOrO akTy, MOXHa BUSIBUTU
Ha Komn'ioTepax, cepBepax, MOOINbHMX TenedoHax, NiHiAX Mepex
3B’A3Ky, 3'€AHYyUMX Kabensx, npuHTepax, OpYyKapCbKMX CTaHKax,
MOZeMi, ckaHepax, iHWWX npunagax, ski BUKOPUCTOBYHOTb Mg 4ac
KonitoBaHHSA, APYKY i PO3MOBCIOAXKEHHS, @ TakoX Ha nanepi Ta iHWmnX
npegMeTax y Micusix nepebyBaHHs oCiO.

MigcymoByoUM 3a3HAYMMO, LLO PO3KPUTUA Yy CTaTTi npegmeTt
[OKa3yBaHHA B KPUMIHaNbHUX MPOBAKEHHAX LLIOAO 3aKNUKiB A0
BUMHEHHS TEPOPUCTMYHONO akTy, BaXNUBMM ANS NPaBUIbHOMO
BUPILLIEHHSI KPUMIHANbLHOrO MPOBALXEHHST OPUOAUYHO BaXNUBUX
obcTaBuH, WO MawTb OyTM goBedeHi abo cCnpocToBaHi 3 METOH
0Or'pyHTYyBaHHSI BUCYHYTOrO BiJHOCHO NEBHOI 0COOM 0OBNHYBaYEHHS,
a TaKoX € (pakTUYHOI NIACTaBOK BCiX NpouecyarnbHUX pilleHb, siKi
npunMaroTbCS.
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Public Calls for Terrorist Acts: Establishment
of the Criminal Offence Fact

Intensification of terrorist activity in Ukraine is strongly promoted
through controversial calls voiced by politicians, members of illegal
military formations.

Article reveals the ways of proving the pro-terrorist public call
fact occured in the course of pre-trial investigation. Article identifies
types of procedural actions required to be taken to ensure collection
of evidence for manufacturing, storage and distribution along with
making pro-terrorist public calls. Attention is paid to collection of
evidence for public calls distribution in Internet.

Author identifies items and information which can be used as
evidence in criminal proceeding on pro-terrorist public calls: 1) items
containing the abovementioned information (cards, manuscripts,
banners, advertisements, articles, newspapers, etc.); 2) electronic
data (video- and audiomessages posted in Internet and distributed
via TV and radio broadcast, SMS, etc.); 3) items used to produce or
store items or electronic data (computers and accessories,
smartphones,  printers, copying machines, videocameras,
USB-sticks, voice recorders); 4) traces left by persons involved in
illegal activity (fingerprints and microtraces found in premises used
for relevant items manufacturing, storage and distribution);
5) withesses’ statements; 6) examination results; 7) information
contained in videosurveillance equipment installed in premises of
enterprises, organizations and in private residences including car
dash cameras; 8)information traces left during creation and
distribution of works; 9) other information collected in the course of
carrying out (covert) investigative actions

Keywords: terrorist act, public call, proving, criminal offence.
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