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RESEARCH OF NETWORK TRAFFIC ENTROPY
AS A DDOS-ATTACK INDICATOR 

.  IDS (intrusion detection systems), ADS (anomaly detection system) 

.
.  IP-

, ,  IP- ,
 DDOS- , -

,  IP- .
. -

 IP- -
, .

. , -
,

.
. -

, -
 IDS, MDS ADS .

: , , , -
 IP- , , , , , -

.1 - -

.
-
-

. , ,
,  IDS (intrusion detec-

tion system) [1],  MDC (misuse detec-
tion system)  ADC (anomaly de-
tection system) 

.

                                          
© . ., 2013 

. -
 [2]  “An intrusion 

detection model”. -
, -

, -
,

.
, -

-
.

, -
, , : -



ISSN 2071-2227, Науковий вісник НГУ, 2013, № 2 87

І Н Ф О Р М А Ц І Й Н І  Т Е Х Н О Л О Г І Ї ,  С И С Т Е М Н И Й  А Н А Л І З  Т А  К Е Р У В А Н Н Я

 ( , -
);  (

, , -
);  ( ’

.). ,
, -

.
-

, , -
:  (

- ); ;
- , , .

, -
, -

-
, ,

2χ  , o-  – -
. -

. .

 IDS (intrusion 
detection systems), ADS (anomaly detection system) 

, -

-
-

.
. -

IP- -
-

 DDoS- .
,  DDoS- -

, , -
, -

 IP-  (IP_S) 
 (PORT_D). -

. 1. 

. 1. 

-
 DDOS-

,
 ( ),

 ( -
), 

. , -
, -

 [3].  
 DDoS- -

-
 netmap, nping  WPEPro. -

 DDOS-
.

-
-

 WinPcap  jpcap. -
, -
, . 1.  

,
-

 DDOS- ,

.

 1 

 DDoS-

-
- -

( )

, -
,
.

-

, .

-

, .
1 50 000 15 2 
2 100 000 30 3 
3 150 000 60 5 
4 200 000 75 6 
5 250 000 84 9 

 (1) -
ip

2
1

( ) log
n

i i
i

H x p p
=

= − ⋅ , (1) 

ip i -

i
i

nf
N

= ; in –

i - ; N – -
.

 2  1  1 IP_S

 2 

PORT_D IP_S PORT_D …



88  ISSN 2071-2227, Науковий вісник НГУ, 2013, № 2

І Н Ф О Р М А Ц І Й Н І  Т Е Х Н О Л О Г І Ї ,  С И С Т Е М Н И Й  А Н А Л І З  Т А  К Е Р У В А Н Н Я

,
.

 [4–5]. 
. 2. 

W
W

beff

,
.

. 3. 

W

W.

if

.

,efore input f

,

i iH H=

.

 DD

 DDOS. 

.

.

W ,

.
,now inputf

,before outpuf

1i H− + Δ ,

H

 ( .

DOS- ,

,
’

,

 FastEth

 DD

 ( . 2). 

0H

,

,

ut ,now ouf

W

. 3) 

,

hernet.

-
DOS-

-

-

-

-

utput

-

 (2) 

Δ

W

-

.
W=7

-

-
-

-
-

-

HΔ

Δ

,

,

,

befo

before outp

now input

now output

H f

f

f

f

Δ = −

−

+ ⋅

+

. 2. 

H

1
2
3
4
5

.

HΔ =

1
log

n

i
i

H p
=

Δ = − ⋅

,

,

,

log

log

log

log

re input

put befor

now inp

t now ou

f

f

f

f

⋅

⋅

⋅

⋅

. 2. 

H
 DDo

H
( )
3,37 
3,28 
3,23 
3,29 
3,37 

1i iH H −= − ;

2
1

g lo
l

i j
j

p p
=

+ ⋅

,

,

.

before input

re output

ut

utput

f

+

−

+

oS-

H

,

, ( . 2)

2og jp  , 

−

 DDOS-

2

 DDoS-
( )
1,23 
1,5 
1,92 
1,7 
1,85 

-

-

)

-

2

-

-



ISSN 2071-2227, Науковий вісник НГУ, 2013, № 2 89

І Н Ф О Р М А Ц І Й Н І  Т Е Х Н О Л О Г І Ї ,  С И С Т Е М Н И Й  А Н А Л І З  Т А  К Е Р У В А Н Н Я

. ,
 DDoS- , -

 70%. -
,

. -
-

. ,

 IDS, 
,

. -
,

.

 / References
1. Skarfone, K. and Mell, P. (20007), Guide to intrusion 
detection and prevention systems, National Institute of 
Standards and Technology, available at: 
csrc.nist.gov/publications/nistpubs/800-94/SP800-94.pdf 
2. Feinstein, L. and Schnackenberg, D. “Statistical Ap-
proaches to DDOS Attack Detection and Response”, 
Proc. of the DARPA Information Survivability Confe-
rence and Expostion (DISCEX'03), April 2003. 
3. Seong Soo Kim, (2005), “Real-time Analysis of Ag-
gregate Network Traffic for Anomaly Detection”, PhD 
dissertation, Computer Engineering, Yonsei University, 
available at: http:// cesg.tamu.edu/wp-content/uploads 
/2012/02/TAMU-ECE-2005-02.pdf 
4. . . . ,

,  / . . , . .  – 
.: , 2010. – 943 .

Olifer, V.G. and Olifer, N.A. (2010), Kompyuternye 
seti. Printsypy, tekhnologii, protokoly [Computer Net-
works. Principles, Technologies, Protocols], Piter, St.-
Petersborg, Russia. 
5. Gudkov, O. (2012), “Calculation Algorithm for Net-
work Flow Parameters Entropy in Anomaly Detection. IT 
Security for the Next Generation”, International Round,
Delft University of Technology, May 11–13, 2012. 

.  IDS (in-
trusion detection systems), ADS (anomaly detection system) 

-
-
-

.
. -

 IP- -
, , -

 IP- ,
-

 DDOS- , -
,

 IP- .
.

-

-
 IP-

-
, -

.
. -

, , -
, -

.
. -

-
-

,

 IDS, MDS ADS .
: , -

, -
,  IP- ,

, , , -
,

urpose. In order to improve the efficiency of IDS (in-
trusion detection systems), ADS (anomaly detection system) 
and information security systems management we perform 
theoretical and experimental studies on the possibility of us-
ing the real-time calculated values of information entropy as 
a basic indicator of attacks of network services. 

Methodology. Applied methods include collecting 
statistical information on IP network normal mode per-
formance, modeling of processes that cause IP network 
abnormal states, collecting statistical information on the 
network performance under DDOS-attacks at network 
services, determining the rolling window optimal size, 
calculation of information entropy values and their com-
parison to the reference values for this IP network. 

Findings. The values of information entropy calcu-
lated in real time with the use of the rolling window me-
thod are an effective indicator of anomalous IP network 
states and can be used for intrusion detection in informa-
tion security systems management. 

Originality. The algorithm for calculating the infor-
mation entropy allowing significant speeding up the cal-
culations in comparison with the classical algorithm by 
using a moving window method and performing them in 
real time has been proposed. 

Practical value. The new method of the information 
entropy computing based on theoretical and experimental 
studies allows using this indicator to analyze network 
traffic in real time in IDS, MDS and ADS systems. 

Keywords: information entropy, intrusion detection 
systems, anomaly detection system, abnormal IP network 
states, network traffic, denial of service, modeling, in-
formation security, information security 
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