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Purpose. To develop methodological approach for adaptive modeling of operational losses.

M ethodology. Methods of artificial intelligence systems theory, probability theory, graph theory, probahility logic,
theory of decision, mathematical statistics, expert evaluation, etc. were used.

Findings. Methods of identification, evaluation, treatment and monitoring of operational risk have been generalized
and systematized. The methodology for decision support system of operational risk management based on Bayesian
techniques has been developed. The proposed method of Bayesian modeling of operational risk events has been tested
on business processes of macro-regional telecom operators, “ Siberia’, “Rostelecom”. Risk factors “data loss during the
transfer to the new software or new versions of the software.”

Originality. Analytical capabilities of applying Bayesian techniques in operational risk management has been iden-
tified and formalized.

Practical value. We have developed methods for decision support system into operationa risk management which
can be used by companiesin the total system of management.
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Problem setting. Recently academic and business
communities have shown increasing interest in the opera-
tional risks management.

This trend is caused by several reasons. In our opin-
ion the most important of these are;

- increasing control of market regulators regarding ef-
ficiency of the internal control and risk management;

- need to develop new methods of business processes
and management;

- increasing losses in companies because of reasons
which are unrelated to any direct nonfinancial and non-
strategic risks.

However, despite the relatively large number of
practical application and theoretical researches opera-
tional risk management is still poorly formalized area.

The above reasons explain the relevance of our re-
search, the aim of which is to develop technique and tool
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for operational risk management. In the present article it
puts more emphasis on the implementation of the mech-
anism of operational losses in management, as it is the
main goal of operational risk management.

So far, neither national nor foreign experts do not
develop standard definition of the term “operational risk”
[1-2]. To update this definition we have applied quite a
popular in the management process approach considering
risk in this application as a process having input and out-
put parameters [1-2].

Risk as the process should be presented as causal
model that includes the following components: objective
sources, risk event and its effects. Let specify the nature
of each component of causal model of risk in the context
of operational risk:

- object of operational risk;

Objects of operationa risk are internal business pro-
cesses or their operations.

- operational risk events;
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Operationa risk event is the event in the business
process of having unregulated nature, arising under the
action the sources of the business risk, which are the re-
sult of operating losses.

It should be noted that in the context of operational risk
goa is readlization procedures for the implementation of
business process according to its reference model, and op-
erational risk event is, respectively, the deviation of the ac-
tual procedures for implementation of the business process
from the reference model. Thus, the level of operationa
risk characterizes the quality of business processes imple-
ment.

- sources of the event operational risk;

Sources of operational risk are the reasons that trigger
realization of operational risk events on business pro-
cesses. Sources of operational risk events arise from both
the internal environment: system, people; and external:
natural and social events.

- effects of operational risk events;

Effects of operational risk events appear in operation
| osses.

Summarizing the above arguments, we give the fol-
lowing definition of “operational risk”.

Operational risk isthe risk of loss caused by:

- infringement of procedure implementation rules of
business processes, which can be sources of system, peo-
ple, externa events of non-financial nature;

- methodological inaccuracy of procedures for im-
plementation of business processes.

Overview of recent researches. Analysis of sources
[1-2] showed that the most serious methodological diffi-
culty in operational risk management has to create ade-
guate operational risk assessment tools. Obviously, the
main drawback of qualitative methods of operational risk
assessment is their subjectivity, and, consequently, pos-
sible inadequacy at the same time the initial condition for
the application of quantitative methods is the availability
of a representative database of operational risk incidents
that in most cases is not. The combined method inte-
grates in both empirical data and subjective expert as-
sessments. In this regard, promising operational risk
management is seen using combined methods (fig. 1).
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Fig. 1. Classification model of operational risk measuring methods

Hypothesis of research. In our opinion the most per-
spective measuring tool of operational risk is Bayesian
networks (Bayesian networks, BN). This conclusion is
based on the following assumptions:

- bayesian networks can combine empirical data, the-
oretical concepts and subjective probability estimates
(and therefore sometimes called belief networks (Bayesi-
an belief networks)). Approach based on subjective
probabilities allows modeling extremely rare event and
quite productive, if necessary, taking into accounting pri-
ori judgments of experts, as well as the absence of suffi-
cient historical data;

- using Bayesian networks is represented in the form
of causal relationships with substantial interpretation of
each variable in terms of the considered problem, which
is extremely useful when specifying causal model of op-
erational risks;
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- bayesian networks are adaptable models whose pa-
rameters can be updated with new (incomplete) infor-
mation [3]. So, each time getting through the training of
Bayesian networks for newly incoming information of
values function of probability distribution for random
variables can be carried building their recovery.

Bayesian network in operational risk manage-
ment.

A Bayesian network is N = (G, X, P), where:

- G=(V,E) — the acyclic directed graph with random
nodes v =(v,,...,v,) and directed edges E, given by the ra
tio of conditional independence between them so that if
two nodes V; and V; d-separated in certain evidence &, to

P(v; &) =PV |v;,&);

- X —set of random variables that are representative
of the nodes of the graphg ;
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-P— set of conditional probability distribution
P(X, [ Xpa,) for each random variable X, € X [3]

Type of Bayesian network is diagram of influence
(DI) which in addition to random node also contains
nodes decision and utility nodes [3].

According to the Bayesian approach, knowledge de-
fined as a set of According to the Bayesian approach,
knowledge defined as set of random variables. From
our point of view, when modeling operational risk as
random variables should be considered components of
their causal models, namely sources (random nodes),
operational risk event (random node), the effects (utility
nodes) (fig. 2).

Creation of topology diagrams influence modeling of
operational risk events, there is initial stage of the pro-
cess of risk management — identification and should be
carried out by experts with deep knowledge of the ana-
lyzed business processes with organizational, methodical
and consulting support risk managers.

In order to identify possible events operational risk on
specific business process need to determine what adverse
events may occur when it is running. In order to identify
specific sources of operational risk events it is necessary
to determine its cause. In order to identify the effect of
operational risk event it is necessary to determine the
losses which it may hold.

Operational risk event

The next stage of the risk management process —
measuring of their level — is defining priori conditional
probability distributions for the variables representing the
operational risk event

(P(ORE =k|S =1,..S =s),k}l,s=0,1)and the

sources of it(P(S; =1),1=0,1;i :ﬁ'n ), as well as average
effect, i.e. the operational losses (L(E;|ORE=1), j = I,_rﬁ)

(fig. 2). (Here and below, the following abbreviations
apply: ORE — operational risk event; S — source; E — ef-
fect; EL — expected (operational) losses; A — act, correc-
tive action; C — cost, costs of resource).

These parameters can be estimated as expert (based
on priori experience) and on the basis of formal analy-
sis (reliability theory, the theory of queuing, etc.).

Specifying causal model of operational risk events in
the form of influence diagrams to determine the expected
value of operating losses

EL = ZL(E,. |ORE = 1) x P(ORE = 1),j = 1, m,
j

P(ORE = 1) = ZP(ORE =115, =1,..,5, =5) X

xP(Sl—l)x X P(S, =5),l,s =0,1.

P(S;=D,1=01i=1n ]

P(ORE = k|S; =1,..,S, =5), kls=01 J

L(E;|ORE = 1),j = 1,m ]

Fig. 2. Influence diagram modeling of operational risk event

The use of Bayesian inference in influence diagram
allows us ranking the sources of operational risk events
influence degree on the estimated operating losses in or-
der to identify the most critical of them

EL(IS; = 1) = ZL(E,. |ORE = 1) x

_—

]
X P(ORE =1|S; =1),j =1, m;Vi = 1,n;
P(ORE =1|S;=1) =
= Z PORE =1|S;=1,..,5,=1,..,5, = 5) X

Lpr,s
XP(S  =D)X...XP(Si_1=p) XP(Sj41=7) X ...
xP(S,=s), Lprs=0Li=1n €))
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Also influence diagrams allow you forming a “re-
verse” analysis — determining the probability that the
event of operating losses (realization of operational risk
events) occurred as result of exposure to particular
source

P(S; =1|0RE =1) =

_ LisPORE =1|S; =1,..,5;=1,..,5, = s) X
- P(ORE = 1)
XPS; =DX..xPS;=1)%X..xP(S, = S)_
P(ORE = 1) ;
L,s=01Vi=1n )
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Comparing the formula (1) and (2) it is easy to de-
termine the role of particular source of operationa risk
events in terms of its influence degree on the value of the
expected operating |osses.

To do this, the probability of the operationa risk events
in conditional specific source (P(ORE = 1|S; = 1), for-
mula (1)) depends directly on the probability of this
source(P(S; = 1)); or probability of specific source of
operational risk event(P(S; = 1|ORE = 1), formula (2))
depends on probability of the operational risk event
(P(P(ORE = 1))

P(ORE =1|S;=1)x P(S; = 1) =
= P(S; = 1|0ORE = 1) x P(ORE = 1) =
=P(ORE=1,5;=1) =
=P(S; =1,0RE = 1),Vi = 1,n.

Thus, classification simplifying the quantitative rank
of sources of operational risk events degree influence on
the estimated operating losses in order to identify the
most critical of them accumulate the joint probability of
the operational risk events and this source

P(S;=1,0RE=1) .
= : Vi=1n
LTS P(S,=LORE=1)’ o

Advantage of Bayesian techniques, distinguishing
them from many models of operational risk measuring, is
the possibility of specification of priori network parame-
ters on the basis of incoming posteriori information about
them using procedure called in Bayesian terminology ad-
aptation.

We see several directions of application for this prop-
erty BN and ID.

First of all, it is obvious that the problem of estimat-
ing priori distribution of the variables DI modeling of
operational risk event is quite complex in terms of the
possibility of getting professional advice from experts. In
addition, value judgment can in a certain degree be inad-
equate. Adaptation parameters DI on incoming infor-
mation will allow (eventually) them to get closer to their
objective values.

Second, the adaptation procedure alows DI modeling
operationa risk event to implement the mechanism up-
date distribution probabilities of its variables on the basis
of new information on cases of realization of operational
risk events and/or sources of their incurred. It is im-
portant to note that this information may be even incom-
plete.

Adaptation procedure BN or DI involves approxima-
tion of the states probability distribution of each variable
by Dirichlet distribution, which can be explained by the
fact that the Dirichlet distribution is the conjugate prior
of the multinomia (polynomial) distribution, which can
be approximated by the distribution of any type[3].

Let us consider variable X and fixed configuration m
of states for the parents of X. For this configuration, we
need to specify probability distribution over the states of
X. Instead of hard probabilities of these states, we give
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density for the probabilities in the form of Dirichlet dis-
tribution. If X has n states, we need n parame
ters: a4, ..., a,, to specify the Dirichlet distribution. Let
6; denote the probability of state x; given parent configu-
ration r. Assuming Dirichlet distribution, the joint densi-
ty hasthe form

P(6,, ...,6,) x 1_[ 9,47 ;
i

29i=1; 0<6,<1; i=1Ln

i

Adaptation procedure involves the calculation of the
posterior probability distribution over the state of varia-
bles on condition evidence P(6;|¢) which is regarded as
mixture of n + 1 Dirichlet distributions: one for the set
of cases where the parent configuration is different from
7, and one for each of the n cases where X = x; and the
parent configuration ism

P(6;le) = Dirl[ay, ...,an](l — P(nls)) +

o

+2Dir[a1, o+ 1,0, @, P(x;,le); = 1,n.
7

The final stage of the risk management is proce-
dure. Purpose of procedure of operational risk — opti-
mize the expected value of operation losses to ac-
ceptable level for the company through the implemen-
tation of correction actions that affect the sources of
operational risk events.

To determine the economic efficiency of activity in the
influence diagram modeling operational risk event (fig. 1)
is necessary to add decision node representing the act, and
the utility node reflecting the cost of its implementation

(CU A =1),i= 171), as well as to correct priori proba-
bility distribution of the variable corresponding to the
source of operational risk events over which it manages
(P(S; =1|A =g)l,g=001i=1n) (fig. 3.
Economic efficiency activities determined by the ra-
tio of reduction the feasible operating losses (as result

of its implementation) and the cost of its implementa-
tion

_EL(A =0) - EL(4i=1) o
e cl4i=1) '

EL(|4; = g) = ZL(EJ- |ORE = 1) x

J
X P(ORE = 1|4; = g);
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P(ORE =1|4;=9) =

- ZP(ORE =115, =1,..,S, = 5) X
Lp,s
XP(S; =D X ..XP(S;=pl4; =g) X ..X
X P(S, =s),L,p,s=01;i=1,n.

Thus, using Bayesian techniques to create system of
identification, assessment and procedure of operational
risk contributing to solution of numerous methodologi-
cal problems of operational risk management.

Application. The proposed methodology of Bayes-
ian modeling of operational risk events was tested on
business processes of Macro regional telecommunica-
tion operator —“Siberia” MRF and “Rostelecom” JSC.

Fig. 4 shows the fragment of business process model
“Information system installation”. Thus business process
is characterized by risk event “Data loss during the trans-

Acti

fer to new software or new versions of software” in the
transmission test of commercial operation.

The experts of the Department of Information Sys-
tems in “Siberia” MRF had identified elements of the
possible risk and estimated the probability and cost pa-
rameters of the Bayesian model.

So, the following risk factors were identified within
“Data loss during the transition to the new software or
new versions of software”:

- operator or program error when transferring data;

- software design defect in data transfer;

and effects:

- penalties and claim payments due to loss or dis-
tortions of data;

- disconnections in customer service.

Currently developed software product allows to mod-
el problem using Bayesian techniques. Among them the
best known are: Bayesware discoverer, Hugin, Netica.
The present research used the program Hugin Lite
(www.hugin.com).

° [C(|Ai=1),i=ﬁ ]

Effect m

L(E|ORE = 1),j = T,m ]

Fig. 3. Influence diagram modeling the situation of treatment of operational risk event
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Fig. 4. Fragment of business process “Installation information system”
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Conclusion. So, Bayesian technology in contrast of
traditional statisticall methods to measure operational
losses alow to present operational risk as system, so it
can be seen not only as a way of modeling operational
losses, but also as complex management tool that pro-
vides widely anaytical capabilities. Thus the use of
Bayesian techniques for modeling operational risk is the
essentia step in improving the methodological level of
operational risk management.
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Meta. Po3poOka METOJUYHOTO MiIXOAY aAanTHBHOTO
MOJICTIMPOBAHHS ONepaniiHuX BTpPaT.

Metoanka. 3acTOCOBYIOTBCS METOAW TEOpii INTyd-
HUX IHTEJEKTyaJIbHUX CHUCTEM, Teopil HMOBIpHOCTEH, Te-
opii rpadiB, iIMOBIpHICHOI JIOTiKH, TeOpil MPUHAHATTS pi-
IICHb, MaTEeMAaTUYHOI CTATHCTUKH, €KCIIEPTHOIO OLIHFO-
BaHHS Ta iH.

Pesynabtatn. JlocnmimkeHH METOAWYHUN IMiIXif
aJaNTUBHOTO MOEIIOBAaHHS omepamiiHux BTpat. IIpo-
[IOHOBAaHAa METOIMKA OaileCiBCKOro MOIEITIOBAHHS MO
orepaliifHoro pu3MKy anpoOoBaHa Ha Oi3Hec-Ipolecax
MaKpoperioHaJIbHOro oreparopa 3B's3ky — MP® ,Cu-
o0ip“ BAT ,Pocrenckom”. BUsBICHI YHHHUKHA PH3HUKY
»BTparu nanux npu nepexozi Ha Hoee [13 abo HOBI Bep-
cii [13%.

V3araipHEeHi Ta CHUCTEMAaTHU30BaHI METOAWYHHUI Ta
MOJIETIbHO-BUMIPIOBAJIbHUI anapatu Tpouenyp iIeHTH-
¢ikamii, oriHKY®, 0OPOOKH Ta MOHITOPUHTY OIEpaIifHOTO
pu3uKky. Po3poOneHuii MEeTOOWYHHUN CYHpPOBIA CHCTEMH
IHTENEKTya bHOI WIATPUMKH TIPUAHATTS PpIIICHb 3
VIOpaBITiHHS OMEpaIlifHuM PU3UKOM Ha OCHOBi OaiieciB-
CHKHX TEXHOJIOTIH.

HaykoBa HoBu3Ha. BusiBneni it ¢popmainizoBaHi aHa-
JITAYHI MOKIIMBOCTI 3aCTOCYBaHHS Oal€CiBCHKHX TeX-
HOJIOTIH MPH YIPaBIiHHI ONEPaifHUM PU3UKOM.
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IIpakTnyna 3HauynMicTb. OCHOBHMM INpPHUKIAIHUI
pe3ynbTaT JOCHIIKEHHS MOJISTae B po3poOIli MOAETHHO-
METOJMYHOTO KOMIUIEKCY HiATPUMKH NPUHHATTS PillICHb
3 YIpaBJIiHHA ONEpaIliifHIMHU BTpaTaMH, 10 MOXE 3aCTO-
COBYBATHCS KOMIIAHISIMU B 3arajbHill CHCTEMI iX ympag-
JIHHS.

KiarouoBi caoBa: onepayiiinuii  pusux, empamu,
batieciscoki Mepedici, oiazpamu 6NAU8Y, MOOENOBAHHSL

Hean. PaspaboTka METOAMYECKOrO MOIXOMAa ajar-
TUBHOT'O MOJIEIMPOBAHUS ONEPALIMOHHBIX TIOTEPD.

Mertoauka. [IpuMeHSIOTCS METOAbl TEOPUM HCKYC-
CTBCHHBIX WHTEJUICKTYaJbHBIX CHCTEM, TCOPHH BEPOST-
HOCTeH, Teopun rpad)oB, BEPOATHOCTHOH JIOTUKH, TCOPUH
TIPUHATHUS PEIICHUH, MaTeMaTHIeCKONH CTaTUCTHKH, JKC-
MIEPTHOTO OIIEHUBAHUA U JIP.

Pesyabrarel. MccienoBaH METOOUYECKHM MOAXO.
aJIanTUBHOTO MOZETHMPOBAHUS OIEPAHOHHBIX ITOTEPb.
[peanaraemas Merouka 0aifleCOBCKOr0 MOJCIUPOBAHHUS
COOBITHII ONIEpPallMOHHOTO PUCKa ampoOupoBaHa Ha OU3-
HEC-TIpOoIleccax MaKpOPETHOHAIILHOTO OTepaTopa CBS3H —
MP® , Cubupr“ OAO ,Pocrenekom”. BrisiBiieHBI (ak-
TOpHI pucka ,lloTepu NaHHBIX MpU Mepexojie Ha HOBOE
[1O nnu HoBBIe Bepcuu [10*.

OO0O0O0IICHBI U CHCTEMAaTH3UPOBAHBI METOTUUCCKUN U
MOJICTPHO-U3MEPHUTEIBHBIA almapaThl MPOIEIyp HWICH-
TU(DUKAIH, OICHKH, 00pa0OTKN U MOHUTOpPHHTA Omepa-
OMOHHOTO pHCKa. Pa3paboTaHO METOIUYecKOe COIpo-
BOXKJICHHE CHCTEMBl WHTCIUICKTYallbHOH MOIICPIKKH
MPUHATUS PEUNICHUH IO YIPABICHUIO OIEPAlMOHHBIM
PHUCKOM Ha OCHOBE 0alieCOBCKUX TEXHOJIOTHH.

Hayunasi HoBuM3HA. BrusiBrieHsl u (hopmMaln3oBaHbI
AHAJIUTUYCCKHUEC BO3MOXHOCTU HpI/IMeHeHI/IH 6aﬁeCOB-
CKHX TEXHOJOIMM IpU YIPAaBIECHUU OIEPALMOHHBIM
PHUCKOM.

IIpakTnyeckass 3naunmMocTb. OCHOBHOHN MNpUKIIA-
HOW pe3yNbTaT UCCIICAOBAHMS COCTOUT B pa3pabOTKe MO-
JIeTbHO-METOJJMUYECKOT0 KOMILJIEKCA MOAJEPKKH TPUHS-
TUS PELIEHUI MO YIpPaBJIEHUIO ONEpalMOHHBIMHU TOTE-
pAMU, KOTOPBI MOXET NPUMEHATHCS KOMIIAHUSMHU B
oOrreli cucTeMe UX yIpaBJICHUS.

KiroueBble €10Ba: onepayuoHHsili puck, nomepu,
batiecogckue cemu, Ouazpammvl 6IUAHUSA, MOOeIUPO6a-
Hue
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