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CTBO, U CTPOKH, COJIep Kalline BHIOPOCHI, OOHAPYKHBAIOT-
Cs1 C IOMOIIBIO HOBOTO MEXaHU3Ma U3MEPEHUs CXO/ICTBA B
JIBYMEPHOM IPOCTPAHCTBE.

Pe3yabrar. CHauasa, ¢ MCIIOIb30BaHUEM MaTPHYHBIX
BBIYHCIICHUH, ObLIA ONpe/eleHa 4acToTa yHnoTpeOIeHus
CJIOB B CTPOKaxX JIaHHBIX, & 3aTeM, C €€ TOMOIIBIO0, BEIUHUC-
JISIOCH CXOACTBO CEMAHTHKH M CTPYKTypHl. [locne mepe-
BOJIa CTPOKH JAAaHHBIX M3 OJHOMEPHOTO B JBYMEPHOE IPO-
CTPAHCTBO, C IIOMOIIBIO MEPBI CXOJCTBA, OBLIHN OIpeee-
HBI OIIUOOYHBIC 3HAYCHUS.

Hayunas noBu3sna. [IpoeneHo uccienoBanue 1o o0-
HapyKEHHIO CTPOK, COJEPIKAIINX BBIOPOCHL, JJIsl OUHCTKU
JaHHBIX. Bo-nIepBbIX, CHOPMYITUpOBaHA MOJEIH BEIUUCIIC-
HUS CXOJICTBA C YYETOM CEMaHTUYECKOro U CTPYKTYPHOI'O
(axTopoB. Bo-BTOPBIX, C TIOMOIBIO TOCTPOCHUS STUCHKU
CXOZICTBA JUIsS IPOELIMPOBAHUS CTPOKU JAHHBIX, OCYIIECT-
BIISZIOCH H3MEPEHNE PACCTOSIHUS CXO/ICTBA.
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Purpose. Internet of Things (IoT) represents the future direction of the development of computer and communication
technology, which is considered to be the third wave of development in the field of information industry after the com-
puter. [oT is the implementation of a network of goods real-time information system based on Frequency Identification
(RFID) and Electronic Product Code Radio (EPC). In the process, all kinds of existing technology will face many new
opportunities and challenges, especially RFID.

Methodology. There are two kinds of problems in the research of the problem of label collision at home and abroad.
One is binary anti-collision algorithm based on the tree, another isanti-collision algorithm based on time slot ALOHA. But
ALOHA algorithm is rapidly deteriorated so that it is not suitable for large-scale application in the IoT.

Findings. In the binary tree anti-collision algorithm, the mature algorithms are the binary tree anti-collision algorithm
based on pruning branches (pruning branches algorithm) and similar binary anti-collision algorithm (similar algorithm).

Originality. We have developed a new anti-collision algorithm called improved anti-collision algorithm (IAC), which
is able to reduce the number of data in each time slot, the number of times and searches.

Practical value. Test results show that the IAC algorithm can improve the performance comparing to traditional prun-
ing branches algorithm and similar algorithm. At the same time, IAC algorithm can reduce the search time very much.

Keywords: RFID, binary tree anti-collision algorithm, ALOHA algorithm

Introduction. IoT is the network, which connects the
Internet with any goods in order to realize intelligent iden-
tification, location, tracking, monitoring and management.
It uses radio frequency identification sensors, infrared sen-
sors, global positioning systems, laser scanners and other
information gathering equipment for exchange and com-
munication [1, 2].

RFID is a non-contact automatic identification techno-
logy [3], which is based on radio frequency signal (indu-
ctive or electromagnetic) transmission characteristics to
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achieve automatic identification of objects or goods. RFID
technology has the advantages of strong anti-interference
ability, a large amount of information, a non-visual range
of reading and writing and long life comparing with other
automatic identification technologies, such as barcode
technology, optical recognition and biometric technology,
which includes the iris, face, voice and fingerprint [4]. It is
widely used in logistics, supply chain, animal and vehicle
identification, access control system, library management,
automatic charge and production, etc.

Multiple RFID tags response to readers known as a
multi-access technology. The development of the multiple
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access technology has many ways to resolve conflicts
[5,6]. It includes the following four species: Frequency
Division Multiple Access (FDMA), Space Division Mul-
tiple Access (SDMA), Code Division Multiple Access
(CDMA) and Time Division Multiple Access (TDMA).
Because the design of RFID tag requires low power con-
sumption and low complication in memory and comput-
ing capability, the anti-collision algorithm generally used
in many systems is based on TDMA.

There are two kinds of anti-collision algorithms in the
TDMA method. One is based on ALOHA, another is
based on the tree structure [7]. The former uses a random
selection of tags to send information, such as ALOHA al-
gorithm. The latter uses a reader to check the information
returned by each tag. The most common method is the
binary search algorithm.

With the development of the IoT, the existing algo-
rithms became unable to meet the requirements of the [oT.
For example, the scale of the data information is huge,
which often causes the lack of consideration in the previ-
ous protocol design.

The existing binary tree-based anti-collision algorithm
and the binary anti-collision algorithm remain unable to
meet the requirements of large-scale tags and mass data
processing. In this paper, we have proposed IAC algo-
rithm, which can improve the performance of the algo-
rithm from two aspects. Firstly, it can reduce the number
of data in each time slot. Secondly, it also can reduce the
number of times and the number of searches. The simula-
tion results show that the improved algorithm proposed in
this paper has a great improvement in time efficiency and
the number of times. Especially in the number of tags, the
performance optimization is more obvious, which is suit-
able for the recognition of a large number of tags.

The contributions of this paper are described as fol-
lows:

1. Reduce the data for each transmitted, making use of
judging the content and time of the conflict is small, but
also makes the reception of data more efficient.

2. After distinguishing a completed ID tag, the algo-
rithm will start the search from the nest of the collision
position instead of the beginning, which can reduce the
sending numbers and improve efficiency.

3. Experimental results show that IAC algorithm has
improved a lot in the performance of the system.

Related works. RFID technology. RFID technology
is a new automatic identification technology directly in-
herited from the concept of the radar. In 1948, Harry
Stockman published the paper “The Use of Reflective
Power Communication”, which lays the theoretical foun-
dation of RFID. In the past half a century, the RFID tech-
nology has improved very much.

After 2001, as the RFID standardization problem attrac-
ted more attention, the RFID product category became
more abundant. Active tags, passive tags, and semi-passive
tags have been developed; at the same time, the cost of tags
has been reduced. The expansion of the industry stimulates
the development of RFID technology theory.

Anti-collision algorithm. When there are a number
of tags to be identified in the reader’s scope, there are
two different basic communication methods: data
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transmission from the reader to the tag and the data
transmission from the tag to the reader. The first co-
mmunication mode is also known as the radio broad-
cast. The second communication mode means that the
data with many tags is transmitted to the reader in the
function [8].

When the reader receives different responses from dif-
ferent tags, the reader cannot identify any tags with the
different signals. The phenomenon is called tag anti-colli-
sion. The algorithm for solving the problem of tag colli-
sion is called tag anti-collision algorithm.

In all times, the problem of multi-access in radio co-
mmunication existed. As we already mentioned, the anti-
collision algorithm is divided into four methods: FDMA,
SDMA, CDMA, and TDMA. The TDMA is commonly
used because of the limitations of technology and costs,
especially the label production costs.

There are two kinds of problems in the research of the
label collision. One is binary anti-collision algorithm
based on the tree, another is anti-collision algorithm based
on time slot ALOHA [9]. The binary anti-collision algo-
rithm based on the tree is to filter out the different serial
numbers, and the signal exchange between the reader and
the tag is often carried out by the binary anti-collision al-
gorithm. It is based on a unique serial number to identify
tags. In order to select one of a set of tags, the reader sends
a request command. The data of the tag serial number is
transmitted to the reader. If there is a collision, the next
step is to narrow the search.

ALOHA anti-collision algorithm based on time slot
reduces the probability of collision as much as possible by
making the tag choose the different time to reply to the
information [10]. With the increase in the number of tags,
the performance of the ALOHA algorithm falls dramati-
cally. It is not suitable for large-scale application in the
IoT.

The TAC algorithm. The Design of the Algorithm.
Because ALOHA algorithm is not suitable for large-scale
application in the IoT, we focused on the binary anti-colli-
sion algorithm based on the tree.

In the binary tree anti-collision algorithm, the mature
algorithms are pruning branches algorithm and similar
algorithm. There is redundant information in the pruning
branches algorithm, which reduces the transmission effici-
ency. While similar algorithm reduces the time of packet
search and greatly improves the efficiency of data transmi-
ssion, but it increases the transmission times of the co-
mmand.

The analysis of the two kinds of anti-collision algo-
rithms showed that there are two aspects to improve to
obtain the algorithm with better performance. Firstly, we
should reduce the number of bytes transmitted in each
time slot. Secondly,we should reduce the number of times
of the search command.

Comparing to pruning branches algorithm, IAC redu-
ces the transmitted data each time, which reduces the con-
tent and time of judging the conflict. It also makes the re-
ception of data more efficient. The system sends 1-bit data
each time, even if there is a collision, it can be auto-
matically identified based on the binary value. Especially
when the collision occurred at last position, it can identify
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the sequence number of two tags. The improved binary
anti-collision algorithm is a complete identification tag by
ID, no longer start the search, but from the beginning of a
collision to reduce the number of inquiries, send co-
mmands, and improve efficiency. Comparing to similar
binary anti-collision algorithm, IAC searches the next col-
lision position instead of beginning position, which can
reduce the number of inquiries and improve the efficiency.

Algorithm Description. In order to identify the exact lo-
cation of the bits in the data collision of the reader, we use the
Manchester encoding. The general binary search algorithm
is used to obtain the tag information, which makes the en-
coding way freer. But it increases the burden of software and
hardware. This is why the IAC algorithm uses Manchester
encoding to confirm the exact location of the crash site.

The command in the algorithm is defined as follows:

1. Register definition

There is a collision counter in the tag, which records
the position of the parent node of the collision. If the tag
sequence number has eight bits, the counter at least has
three bits.

2. Tag states

There are three tag states:

State NEW means it enters the reader’s scope at first.
State ACTIVATE means it has been activated. State
IDENTIFIED means it has been identified.

3. Search process

a. Request order: Request (n, m).

b. If the collision counter is equal to m, the tag is re-
quired to send n bit data.

c. Judge whether the data returned the tag is a conflict
or not.

d. If there is a conflict, add the collision counter 1.

e. Under next request order Request (n + 1, m) or Re-
quest (n + 1, m +1).

Algorithm Implement. Assuming that the EPC code is
8, there are four tags in the reader function area. The four
tags are shown as follows:

T1=01001000

T2 =01001100

T3 =10110101

T4 =11011010

The principle of the algorithm is shown in Fig. 1.

1. All the new entrants to the reader’s scope of action
are in the NEW state. First, the reader sends the ACTIVE
command to activate the tag, so that all is activated by the
label in the NEW state. At the same time, the collision
counter is equal to zero.

2. The reader sends command Request (1, 0), which
lets all tags with collision counter that are equal to “0”
send the first data. If the data has a collision, the tag will
be added one.

3. The reader sends command Request (2, 1), which
lets all tags with collision counter that are equal to “1”
send the second data. If the data has a collision, the tag
will be added one.

4. The reader sends command Request (3, 2), which
lets all tags with collision counter that are equal to “2”
send the third data. If the data has a collision, the reader
continues to send command Request (4, 2) until the reader
sends command Request (8, 2) without a collision. At this
time, the tag ID is identified by T4.

5. The state of the tag is changed from ACTIVATE to
IDENTIFIED, which means the tag has been identified
and no longer to be read.

6. The reader turns back to the last conflict point and
sends command Request (3, 1). It makes all tags with col-
lision counter that are equal to “1” send data. And so on,
until the T3 is identified from the NEW state changed to
IDENTIFIED state.

7. The reader turns back to the conflict point again,
adjust the Request command to send Request (2, 0). It
makes all tags with collision counter that are equal to “0”
send the second data. And so on, until the T1 and T2 are
identified from the NEW state changed to IDENTIFIED
state.
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Fig. 1. Algorithm Description
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8. All tags in the state NEW are identified, that is, all
tags are set to state IDENTIFIED. The reader sends com-
mand ACTIVATE to determine whether there is a new tag
to enter the reader’s scope. If not, the whole process of
identification is over.

Experimental results. Algorithm Implement. First,
we give some definition as Table 1. We suppose that the
algorithm time T and search number is a linear relation-
ship.

Table 1
Definition
Name Description
N Tags in the reader’s range
T The total time required for the identification
of N tags
12.5 us/bit Time for sending tag ID

The total recognition time for a complete pruning
branch algorithm can be defined as, us

T=QN-1)*M=*12.5.

The total time for N Tags of similar binary search algo-
rithm can be evaluated by

T=N=#M=t.

For TAC algorithm, we can evaluate the total time re-
quired to identify the N tags

M-l
T=72%=2" -

i=1

It is assumed that 256 eight bit tags need to be identi-
fied. First, we calculate the transmission time using prun-
ing branches algorithm, ms

T=(2=#256—-1)=*8*12.5us=51.1.
Secondly, we use the similar binary algorithm, ms
T=256 8 * 12.5us =25.6.

The improved algorithm needs the data transmission
time, ms

T=(28— 1) * 12.5us = 3.1875.

The recognition time of IAC algorithm is about 1/16 of
the time of the pruning branch algorithm while it is about
1/8 of the time of the similar binary algorithm. The result
shows that IAC algorithm has greatly reduced the recogni-
tion time.

Tag identification time. The bigger the tag numbers,
the more optimized the identification time of IAC algo-
rithm is. IAC algorithm has obvious performance advan-
tage than the others. The identification of the three algo-
rithms in the same conditions is shown in Fig. 2.

Search times. Comparing to the similar binary algo-
rithm, TAC algorithm reduces the numbers of the co-
mmand. If there is a set of 256 eight-bit tags need to be
identified, the number of search times are 2048 for thesim-

108

ilar binary algorithm. While that of IAC algorithm are
255, which greatly improves the efficiency of the query.
The bigger the number of tags is, the more obvious the
efficiency increase is. The result is shown in Fig. 3.
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Fig. 2. The identification of the three algorithms in the
same conditions
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Fig. 3. The search times of the three algorithms under
the same conditions

Conclusions. With the development of the IoT, the
existing algorithms have been unable to meet the require-
ments of the RFID. We have analyzed the pruning branch-
es algorithm and similar algorithm and developed a new
anti-collision algorithm called IAC algorithm. It allows
reducing the number of data in each time slot and the num-
ber of times and searches. The experimental results show
that the algorithm is able to improve the performance of
the system.
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Mera. [utepuer peueii (IoT) siBisie coboro MaiiOyTHIN
HarpsiM PO3BUTKY KOMIDIOTEPHOI Ta KOMYHIKalliiHOT TeX-
HOJIOTIi, 1[0 BBAXKAETHCS TPETHOIO XBHJICIO PO3BUTKY B
obuacti iH(opManiiHOT 1HIYCTPIT MICIs MOSIBU KOMIT F0-
tepa. [oT e BTieHHSAM HPOPMALIHHOI CHCTEMH Mepexi
¢bi3ngHEX 00’€KTIB, M0 PYHKIIIOHYE B pEKUMI peabHOTO
yacy Ha OCHOBI pamiodacToTHOI imeHTudikamnii (RFID) i
enekTpoHHNX KoxiB mpoxykTiB (EPC). Hamani Bci Buan
icHyt040i TexHoJorii OyayTh CTHKAaTHCS 3 OaraTbma HO-
BUMHM MOKJIMBOCTSIMHU Ta BUKJIMKamu, oco0mBo RFID.

Metoauka. Y BITYUU3HAHUX 1 3apyOIKHHUX JOCIIHKCH-
HSX TIPOOJIEMH KOJTi3ii MITOK iCHY€ JiBa HaNpsIMH: JBIHKO-
BHI aHTUKOI31HUN aJITOPUTM 00XO0y JepeBa, i aHTHKO-
miziitanit anroputMm ALOHA Ha ocHOBI THM4acoBuX iH-
tepBaiiB. OnHak, anroputm ALOHA mBuKo 3acrapisae,
1 TOMy HE HiIXOAUTH JUIsl IUPOKOMACIITaOHOTO 3aCTOCY-
BanHs B [0T.
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Pesyabrat. Cepen OiHapHHMX aHTHKOJI3IHHUX anro-
pUTMIB 00X0/y JepeBa, HaHOIIbII PO3BUHEHUMH € AJIrO-
PUTM BUAAJEHHS TUIKM JiepeBa (anropuT™ oOpi3ku) 1 an-
TOPUTM TOIIOHOCTI.

HaykoBa HoBu3Ha. Po3po0ieHO MOKpamieHwuidi aHTH-
komiziitauit anroput™m (IAC), mo 103BONSE HE TUTBKH
3MCHIINTH KiJBKICTh JaHUX Y KO)KHOMY 9aCOBOMY iHTep-
BaJIi, aJie ¥ 3SMEHIIUTH KiTBbKICTh CIIPOO TOIIYKY.

IIpakTuyHa 3HaYnMicTh. Pe3ynsraTu TecTiB nokasa-
JIH, 1[0 PO3POOIICHHIA TOKPAIICHHH aHTUKOI31HHIIA aJiro-
PHUTM JO3BOJISIE [T ABUIUTH [TPOAYKTUBHICTD B TOPIBHAHHI
31 CTaHJAPTHUMH alIrOPUTMaMHU OOpI3KM ¥ MOIiOHOCTI.
Binbr Toro, mokpaieHnii aHTHKONI3IHHUN allrTOPUTM JI0-
3BOJISIE ICTOTHO CKOPOTHTH TPUBAICTH MOUIYKY.

Katouosi caoBa: RFID, 0gitikoguil aHmukonizitinu
aneopumm 00x00y oepesa, anrcopumm ALOHA

Hean. Unarepuer Bemeit (IoT) npeacrasiser coboit
Oynyliee HanpaBlICHUE Pa3BUTUSI KOMIBIOTEPHOH M KOM-
MYHUKAI[IOHHON TEXHOJOTHH, KOTOPOE CUUTAETCS Tpe-
Thel BOJHOM pa3BUTHSA B 00JaCTH WHPOPMAIIMOHHON HH-
JOYCTpHH Tocie mosiBieHHuss KommbioTepa. [oT sBisercs
BOILIOIICHNEM HH(POPMATMOHHONW CHCTEMBI CeTH (pr3mye-
CKUX 00BEKTOB, QYHKIIHOHUPYIOUIEH B pEXKUME peaTbHO-
TO BPEMEHH Ha OCHOBE PaMOYaCTOTHON HICHTU(DHUKALINN
(RFID) u anexTpoHHbIX Ko10B mpoxykToB (EPC). B nans-
HeillleM BCe BUJbI CYLIECTBYIOIEH TEXHOJIOTUH OyayT
CTaJIKUBAaTbCS CO MHOTUMH HOBBIMH BO3MOXKHOCTSIMH U
BBI30BamMH, ocodento RFID.

MeTtoauka. B oreyecTBEHHBIX U 3apyOeKHBIX UcCIIe-
JIOBaHMSAX NPOOJIEMBI KOJJIM3MM METOK CYIIECTBYET IBa
HAaIpaBJICHUS: JBOMYHBIN aHTHKOJUIM3HMOHHBIN alrOPUTM
00xoya 1epeBa, ¥ aHTHKOJUTM3NOHHEIH anroput™M ALOHA
Ha OCHOBE BPEMEHHBIX MHTEpBasIOB. OIHAKO, alrOPUTM
ALOHA 6pIcTpO ycTapeBaer, v M03TOMY HE TIOIXOIHT IS
mmpokoMacmTabHoro npumMenenus B [oT.

Pe3yabrat. Cpey 1BONYHBIX aHTUKOJUIM3HOHHBIX aJl-
TOPUTMOB 00X0fa AepeBa, Hauboaee Pa3BUTHI AJNTOPUTM
yAaJeHUs BETBH JiepeBa (aJaroputM 00pe3Ku) U alropuTM
CXOZICTBA.

Hayunast HoBu3Ha. Pa3paboraH yiydIeHHbIH aHTHKOJ-
mm3uoHHbIH anroput™ (IAC), KOTOpBIiT 1TO3BOJISIET HE TOJIBKO
YMEHBIINTD KOJIMYECTBO JIAaHHBIX B K)KI0M BPEMEHHOM HH-
TepBajie, HO U YMEHBIINTb KOTUMYECTBO MOMBITOK ITOUCKA.

IIpakTHYeckasi 3HAYMMOCTD. Pe3ynbrars! TecTOB 110-
Ka3aJin, 4To pa3pabOTaHHBIN YITyUIICHHBIH aHTHKOITH3H-
OHHBII AJITOPUTM TIO3BOJISICT MTOBBICUTH NTPOM3BOIUTENb-
HOCTb B CPaBHEHUH CO CTaHAAPTHBIMU aJITOPUTMaMH 00-
pe3Ku 1 cxoncTa. bonee Toro, ymydmeHHbIH aHTHKOIIIH-
3HOHHBII aJTOPUTM TTO3BOJISIET CYIICCTBEHHO COKPATHUTH
MIPOIODKUTENIBHOCTD TIOMCKA.

KuaroueBrbie cnoBa: RFID, 06ouunblil aHMUKOIIUZUOH-
Hblll aneopumm 0bxooa oepesa, areopumm ALOHA
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