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Information and communication technologies have the decisive influence on competitiveness and viability of or-
ganization. Efficiency, in general, and the information and communication technologies management processes, in
particular, is a key factor in contemporary society and business. However, the success is not guaranteed by imple-
menting new information system or technologies, and a lot of risk and challenges are faced by organizations. To pre-
vent these risks, the IT audit is applied as one of extremely important tools.

Purpose. To evaluate application of existing IT audit methodologies in public sector of Lithuania and the Euro-
pean Commission nowadays and propose augmentation if it is necessary.

Methodology. A systematic literature analysis, benchmarking, observation and structured analysis of the IT audit
practice and methodologies. For verifying theoretical model, the empirical data was taken from the Lithuanian Su-
preme Audit Institution and the Internal Audit Service of the European Commission.

Findings. The analysis of IT audit in governmental institutions revealed that Cobit 3 IT audit model can be imple-
mented nowadays for more efficient I'T audit process. During the research the newer methodology of IT audit were
taken (Cobit 4.1) for this research and parallels with EUROSAI were drown. Empirical research on EUROSAI WGIT
revealed that e-government audit is much wider than project management and quality assurance processes (PO10 and
PO11 in COBIT 3.0). Although this research has confirmed that those processes in both institutions still occur most
frequently, it has also identified other high risk processes related to IT, such as risk and security management (PO9
and DS5). This work provides basis for the further development of EUSOSAI WGIT e-government audit model tak-
ing into account the environmental conditions following the full integration of COBITS5 framework to the proposed
methodology. In this case, i.e. paying attention to COBITS principle — separation of IT governance domain from IT
management domains — we can transform the Cube to the Cuboid. Moreover, as the research revealed some different
choices of internal and external auditors, there are new possible areas for research on IT audit in public institutions.
This could be the analysis of the differences of internal and external auditors or subjective factors in risk assessment at
the initial stages of IT audit.

Originality. A new model of IT audit in e-government systems is proposed on the basis of IT audit methodology
Cobit 4.1 and its parallels with EUROSAI, augmented with risk and security management (PO9 and DSS5). This
provides basis for the further development of EUSOSAI WGIT e-government audit model after full integration of
COBITS framework to the proposed methodology.

Practical value. Implementation of the proposed model of IT audit in e-government will lead to the decrease in
cybercrime, more structured and better managed IT processes in governmental organizations, according to the up-
dated requirements of I'T audit methodologies.
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Introduction. New issues and challenges for public
sector organization management, related to information
and communication technologies development and
worldwide use are caused by various political, econom-
ic, cultural, and technical changes and challenges. Cy-
bercrime is one of fast-growing areas of crime. The
speed, convenience and anonymity of the Internet are
accessible for diverse range of criminal activities that
know no borders, either physical or virtual, cause seri-
ous harm and pose very real threats to victims worldwide
[1]. For increasing economy, efficiency and effective-
ness of the own performance, organizations use new so-
lutions of information and communication technologies
(like cloud computing solutions, Big data, Open data,
etc.), change business process in relation with new pos-
sibilities as well as organizational structures. The orga-
nizations of public sector become dependent on econo-
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my, efficiency, effectiveness, security and compliance of
information and communication technologies perfor-
mance [2]. The rapid growth of the information quan-
tity and importance of IS (information systems) imple-
mentation for its management brings new areas of re-
search for the scientists and practitioners. Shift of the
focus from information security to cyber security as well
raises new questions of research seeking solutions in
fields of decisions and performance of public organiza-
tions in evaluation of information security, IT (informa-
tion technologies) auditing, risk management and IS
(Information systems) optimization. These factors have
direct impact on financial results of organization or can
lead to bankruptcy [3]. The IT audit process and sug-
gested models are the main tools for IT security evalua-
tion [4]. So, audit in the area of information and related
technologies has become one of the most important and
complicated topics of audits being performed by the Su-
preme Audit Institutions (SAls) and (or) the Internal
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audit capabilities (IAC) in public institutions. We can
understand this as a natural response to the increasing
digitization of the economy and, consequently, in public
sector including central and local governments as well.
The IT governance and management processes should
ensure that organizations protect their data and business
assets as well as support mission, financial, and other
specific goals. The right balance between IT risk and the
value generated by IT should be achieved in a successful
organization. While the increasing use of IT has led to
improving business efficiency and effectiveness of ser-
vice delivery, it has also brought with it risks and vulner-
abilities associated with computerized databases and
business applications, which typically automated work-
ing environment [5]. New IT governance and manage-
ment methods developed by ISACA also create solid
methodological basis for IT audit.

The goal of the article is to develop e-government
audit model corresponding to contemporary require-
ments in the public sector based on research in public
organizations at national and supranational levels.

The objectives are: to verify EUROSAI ITWG e-
government audit model; to adopt e-government audit
model to current environment conditions.

The researchers intended to analyses practice of IT
audit methodologies (Cobit3, Cobit4.1, COBITS) mod-
el of IT auditing used in public sector organizations in
Lithuania and the European Commission (EC) and its
relevance in today’s environment for identifying key
processes and threats.

Analysis of the recent research and publications.
Audit in public institutions. A lot of researchers and sci-
entists have been working in the field of IT audit and
analyzing various features and different attributes, and
issues of cybersecurity [6]. E-government issues them-
selves were also analyzed by researchers, emphasizing
such aspects as e-government inerrability, adoption,
quality [7], efficiency [8], and others. Before assessing
IT audit in the public sector, and analysing specifics, we
are to discuss in short classification and development
stages. Mostly, audit is classified according to the fol-
lowing criteria: functional scope and performers, tim-
ing, and binding. The following features should be high-
lighted as functional dependency and institutional de-
pendence. It is worth taking into account the fact that
other features will not affect the organization of the au-
dit process, nor will the applicable tests or pro-proceed-
ings after it is accepted. Suggestions proposed by [9]
should be considered: e.g. that choice helps reduce in-
formation asymmetry and financing frictions when ex-
ternal experts are engaged. In terms of IT audit, these
are important features and classification which come
from institutional dependence. Such audit types are dis-
tinguished as external (independent), internal or public.

The scientific and practical literature focuses on the
independent external audit [10]. Moreover, this is con-
firmed by the fact that the term “audit”, although cover-
ing both external and internal audits, is usually identi-
fied with an independent financial audit in literature,
regulations and daily activities. When it comes to other
audit types, then it is noted as internal audit, state audit,
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and so on. So, historically electronic data processing au-
dit has evolved to information systems audit and finally
to IT audit [11]. IT audit is a specific audit discipline,
which covers all aspects in information systems includ-
ing IT hardware and software, procedures, people, and
information. As organizations move to cloud comput-
ing, the Internet of Things, big data, mobile computing,
social media and, in addition, information, technology
and business converge — new type of audit has evolved
recently. ISACA developed Cybersecurity audit Nexus
(CSX), a security knowledge platform and professional
program [12].

Consequently, after the review of the audit from his-
toric perspective, there follows one conclusion that IT
audit is in close connection with other types of audit, as
IT is an integral part of any business process in most or-
ganizations (Fig. 1). Moreover, IT audit can be defined
as a specific type of audit [ 13]. [5] emphasizes two, more
or less, independent approaches to IT audit application
areas:

1. Evaluation of internal IT control procedures and
environment, as audit of general controls, development
controls, application controls.

2. Evaluation of information and related technolo-
gies in terms of economy, efficiency, and effectiveness
(hereinafter — 3Es), as performance or Value for Money
(hereinafter — VFM) audit.

Processes, tools, oversight, and other ways to man-
age a function in the ICT environment, IT auditors are
also referred to as controls. General IT control methods
[11] were developed to prevent, detect and correct prob-
lems of IT governance, management and security in or-
ganizations. Normally, during I'T audit auditors evaluate
those controls. Evaluation of the audited entity’s inter-
nal control is an object both of financial and perfor-
mance (VFM) audits; therefore IT audit is a constituent
part of financial and performance (VFM) audits. The
objective of audit of IT general controls is to evaluate
internal control procedures and environment which
cover all information systems of an organization. Audit
objectives of IT general controls are related to internal
control procedures and internal control environment of
entire organization and are applied for all IT systems in
enterprise. Audit objectives of application controls are
related to data input, processing, out-put and standing
data in discrete application. Finally, objectives of IT de-
velopment controls cover entire lifecycle of project
management and development of IT systems. As already
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Fig. 1. Audit evolution (created by authors using [12])
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stated above, objectives of IT performance (VFM) audit
are related to examination of issues connected to infor-
mation and related technologies in terms of efficiency,
economy, and effectiveness. Hence, IT audit can be de-
fined as a separate and specific type of audit and also it
can be a part or subtype of any other audit. In case of IT
audit in the public sector — peculiarities and specifics
such as no profit oriented activities, goals of organiza-
tion, IT goals and IT controls, should be evaluated and
taken into account. Practice and methodologies pre-
sented by well-known organizations such as the Interna-
tional organization of supreme audit institutions (IN-
TOSAI) and its regional branches: OLACEFS AFRO-
SAI, ARABOSAI, ASOSAI, PASAI, CAROSAI, and
EUROSAI. These organizations overarch the national
Supreme Audit Institutions at supranational level. The
Institute of Internal Auditors (ITA) — focuses on internal
audit. Moreover, this institute provides certification for
internal auditors in the public sector (CGAP). Other
important organizations in this field are: the Interna-
tional Organization for Standardization (ISO), Interna-
tional Electrotechnical Commission (IEC), the Inter-
national Federation of Accountants (IFAC), Interna-
tional Information Systems Audit and Control Associa-
tion (ISACA). In the following chapters, details of IT
audit methodology for the research of I'T audit processes
in the European Union institutions and Lithuanian
public sector will be presented.

IT audit methodologies. In order to develop IT audit
recommendations for e-government audit model im-
provement, the existing methodologies, standards and
assessment models should be analyzed. Certain auditing
standards and code of ethics are the main base of audit
approach. Standards of audit are the rules, principles
and procedures that define the audit performance and
activity. The mostly used standards and procedures are
COBIT, ITIL, PRICE2, PMBOK and several standards
developed by ISO/IEC.

Following the results of our research and compara-
tive analysis of ITIL, PRINCE2 [14], COBIT [15], ISO
27000 [16], ISO 20000 and other methodologies, we
found that COBIT methodology covers full cycle of
control objectives (activities) for information and relat-
ed technologies, and enables a holistic approach taking
into account several interacting components of I'T gov-
ernance and management. The COBIT frameworks,
provided by IT Governance Institute (ITGI) formed by
ISACA encapsulates IT governance and management
best practices. They are presented in a structural and
logical way and meet different needs of stakeholders in
organizations by linking gaps between business and
technology. It also provides good basis for performance
measurement. This framework provides the structure
that links enterprise strategies and objectives to IT pro-
cesses, IT resources, and information. Moreover, the
COBIT is the only methodology from our scope of re-
search which provides solid framework for IT assurance.
It started in 1996 as a methodology for IT auditors and
from 1998 evolved the scope of this framework to the
areas of IT control in version COBIT2. The COBIT3
evolved and covered management needs in the year
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2000. In 2005 the versions COBIT4 and COBIT4.1
added summary of process objectives and major tasks,
shortlist of major inputs and process deliverables (in-
cluding where the inputs originate from and where the
deliverables go to), list of the most important process
activities, identification of those responsible for the ac-
tivity, RACI chart (those that will be held accountable
for its results, and those that need to be consulted and/
or informed), and finally — metrics aligned with goals
and better link between performance and outcome. So,
the previous versions of COBIT were focused on for-
malization and grouping of LT processes into four do-
mains: planning and organization (PO), acquisition and
implementation (Al), delivery and support (DS), and
monitoring and evaluation (ME) with clear lines of roles
and ownership.

The last COBITS version, presented in 2012, devi-
ated from IT control approach, focused on the gover-
nance of enterprise IT and added one more domain — to
evaluate, direct and monitor (EDM). The COBITS
product is overarching nowadays and contains five prin-
ciples and seven enablers.

Each of the examined methodologies has its speci-
ficity, even though experts often describe them as uni-
versal. So, considering organizational goals, needs and
alternative methods the decision can be to use multiple
techniques. However, Cobit can be considered as an
umbrella methodology for IT audit universe.

The three dimensional view (hereinafter — the Cube)
covered by EUROSAI IT WG [17] builds a control space
(Fig. 2) where each element corresponds to a group of
methods: M (i, j, k). In this function the letters ‘i’, §’
and ‘k’ represent the variables ‘audit objects’, ‘audit
types’, and ‘time perspective’, respectively (Fig. 2). This
model aggregates theoretical background presented in
the previous sections of this article.

E-government audits may focus on the following
three types of objects, corresponding to three control
levels: management activities, audit, and time oriented
attributes.

The first dimension of the Cube presents hierarchy
of management activities in three layers: a program as a
set of projects (including I'T-projects), a project either as
a separate IT project or as a project within the program,
an information system or information resource main-
tained to support e-government (hereinafter — IS/IR).
The second dimension of the Cube presents three types
of audit [17]. Those types have already been discussed
above in the text of this article: financial audit, IT audit,
and performance (or VFM) audit. The third dimension
of the Cube includes three time oriented attributes of
the audit in the: pre-implementation, as ex-ante audit,
mostly theoretical, as it can have negative influence on
auditors’ independence, concurrent audit, as continu-
ous audit, usually completed using automated audit
procedures and tools, and post-implementation, or ex-
post audit.

Later the Cube model deviated from the initial idea,
took form of cuboid and is used mostly for content man-
agement of the IT audit practices in the European Su-
preme Audit Institutions.
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Concurrent

b implementation

Fig. 2. The Cube of IT audit [17]:
a — control dimensions of e-government; b — correspond-

ence of elements to a group of methods; c — updated control
dimensions of e-government

Moreover, audit methods in program, project and
IS/IR levels, defined by the EUROSAI IT WG (2004),
are already mapped to CobiT 3.0. However, the Cube
has become obsolete and re-quires revision, as current
and the newest COBITS version already exists.

Methodology of the research. The scientist [4, 18]
concludes that some research methods are more popu-
lar than others in this research area. First top positions
are mostly dedicated to: conceptual library research,
secondary data analysis, surveys, and case study/inter-
view/semi-structured, and other methods tak-ing not so
big part in general sample. [4] emphasizes that multiple
methods are often used to capture data from multiple
sources as well as to provide a foundation for triangulat-
ing data to elicit results from varying perspec-tives in the
research of e-governance field. Government audit re-
ports analysis processed by Knapp in 2011 gave an idea
for the research.

In this research, for verifying theoretical model, the
empirical data are taken from the Lithuanian Supreme
Audit Institution within the period 2001—2014 and from
the Internal Audit Service of the European Commission
within the period 2006—2014. The comparative data
analysis used data from official documents.

The data for the research might be presented in two
groups. The first group of the documents is a set of audit
standards and methodological documents, such as vari-
ous guide-lines, manuals, handbooks, and others. The
sources of those documents are from public organiza-
tions — the International Federation of Accountants
(IFAC), the Institute of Internal Auditors (I1A), the in-
ternational professional association focused on IT Gov-
ernance (ISACA), INTOSAI Professional Standards
Committee (INTOSAI PSC) PSC and INTOSAI
Working Group on IT Audit (INTOSAI WGITA). The
second group of documents includes audit reports pre-
pared on the basis of the first group documents. The
sources of this group of documents are data bases in the
Lithuanian Supreme Institution where reports of exter-
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nal financial and performance audits in public sector
and internal audit reports from internal audit capabili-
ties in public institutions are collected, INTOSAI WGI-
TA data base of performance audit reports, and ISACA
ITGI knowledge and insights data base. Quantitative
data, such as application frequency of discrete COBIT
processes in audits.

The data were treated by statistical methods and
techniques. Afterwards, qualitative analyses (data clas-
sification and filing) were performed.

Finally, data reduction was done after documentary
desk review. The documentary desk review covered ver-
bal (or textual) official documents from the Lithuanian
Supreme Audit Institution ant the Internal Audit Ser-
vice of the European Commission, such as audit reports
and working papers. The scope of the research covered
all IT audits in those institutions from the defined peri-
od of time where COBIT was used as a declared metho-
dology — 18 IT audits from the Lithuanian Supreme
Audit Institution and 17 ones from the Internal Audit
Service of the European Commission.

The COBIT processes were grouped according to
the mapping scheme presented in the Cube. However,
in practice auditors used COBIT4.1 version instead of
COBITS3, therefore mapping of the Cube to COBIT was
tuned to the COBIT4.1 version.

Explanation of scientific results. The result of struc-
tural data analysis confirms (Table 1) that the most fre-
quently IT auditors focuses on PO9 (Assess and manage
IT risks), PO10 (Manage projects)) and DS5 (Ensure
systems security) COBIT4.1 processes.

Hence, risk, project and security management pro-
cesses make the biggest concern in public organizations.
Consequently, as audits were performed using risk based
approach, these above mentioned processes also raise
biggest risks to the auditees.

The result of the research also shows that PO1 (De-
fine a strategic IT plan), DS4 (Ensure continuous ser-
vice) and ME3 (Ensure compliance with external re-
quirements) processes also look risky for the auditors in
the Lithuanian Supreme Audit Institution. PO4 (Define
the IT processes, organization and relationships), AlI2
(Acquire and maintain application soft-ware), AlI7 (In-
stall and accredited solutions and changes) seem risky
for the IT auditors in the Internal Audit Service of the
European Commission.

The result of the research also shows that PO3 (De-
termine technological direction), DS3 (Manage perfor-
mance and capacity), DS6 (Identify and allocate costs),
DS7 (Educate and train users) processes are the least
interesting for IT auditors in both institutions.

It should be noted that DS7 (Educate and train us-
ers) process was not audited at all. The least interesting
processes for IT auditors in the Lithuanian Supreme
Audit Institution are identified as PO8 (Manage quali-
ty), AI3 (Acquire and maintain technology infrastruc-
ture), AIS (Procure IT resources), DS10 (Manage prob-
lems) and DS13 (Manage operations). IT auditors in the
Internal Audit Service of the European Commission
rarely select PO5 (Manage the IT investment), PO6
(Communicate management aims and direction), PO7
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Table 1
Cobit 3 and Cobit4.1 mapped to the EUROSALI cube [15,17]
E2ls § ” é
COBIT 3.0 §° é 5 § 52 COBIT 4.1 VK | IAS

PO1 Define a strategic IT plan X POI1 Define a strategic IT plan 14 6
PO2 Define the information architecture X x | PO2 Define the information architecture 3
PO3 Determine technological direction X x | PO3 Determine technological direction 1
PO4 Define the IT organization and X PO4 Define the IT processes, organization and 7
relationships relationships
POS5 Manage the IT investment X X x | PO5 Manage the IT investment 9 1
PO6 Communicate management aims X X PO6 Communicate management aims and 1
and direction direction
PO7 Manage human resources X PO7 Manage IT human resources 5 1
POS8 Ensure compliance with external X X ME3 Ensure compliance with external require- 11 1
requirements ments
PO9 Assess risks X X x | PO9 Assess and manage IT risks 10 7
PO10 Manage projects X PO10 Manage projects 10 | 12
PO11 Manage quality X POS8 Manage quality 1 5
All Identify automated solutions X All Identify automated solutions 3
AI2 Acquire and maintain application X Al2 Acquire and maintain application software 8
software
Al3 Acquire and maintain technology X Al3 Acquire and maintain technology infra- 1 4
infrastructure structure
Al4 Develop and maintain procedures X

Al4 Enable operations and use 3 4

AIS Procure IT resources 1 3
AlS Install and accredit systems X Al7 Install and accredited solutions and changes | 7 10
Al6 Manage changes X Al6 Manage changes 7 6
DS1 Define and manage service levels x | DS1 Define and manage service levels 6 2
DS2 Manage third-party services x | DS2 Manage third-party services 8 4
DS3 Manage performance and capacity x | DS3 Manage performance and capacity 2 1
DS4 Ensure continuous service x | DS4 Ensure continuous service 12 4
DSS5 Ensure systems security x | DSS5 Ensure systems security 13 9
DS6 Identify and allocate costs x | DS6 Identify and allocate costs 2 0
DS7 Educate and train users x | DS7 Educate and train users 0 0
DS8 Assist and advise customers x | DS8 Manage service desk and incidents 2 3
DS9 Manage the configuration x | DS9 Manage the configuration 4 5
DS 10 Manage problems and incidents x | DS10 Manage problems 0 3
DS11 Manage data x | DS11 Manage data 4 5
DS 12 Manage facilities x | DS12 Manage physical environment 5 3
DS13 Manage operations x | DS13 Manage operations 0 3
M1 Monitor the processes X X x | ME1 Monitor and evaluate IT performance 5 2
M2 Assess internal control adequacy X x | ME2 Monitor and evaluate internal control 9 1
M3 Obtain independent assurance X X
M4 Provide for independent audit X X

ME4 Provide IT Governance 4 2
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(Manage IT human resources), ME2 (Monitor and
evaluate internal control) and ME3 (Ensure compliance
with external requirements.

In some cases, significant differences are found in
the frequency of analyzed processes by IT auditors in
those different institutions. As an example, the Lithua-
nian Supreme Audit Institution rarely focuses on PO8
(Manage quality) and AI3 (Acquire and maintain tech-
nology infrastructure) process, whereas I'T auditors in
the Internal Audit Service of the European Commission
pay great attention to these processes.

Howeyver, IT auditors in the Internal Audit Service of
the European Commission rarely audit PO5 (Manage
the IT investment) and ME2 (Monitor and evaluate in-
ternal control) processes, while IT auditors in the Lith-
uanian Supreme Audit Institution pay great attention to
these processes. Consequently, we can make presump-
tion and raise some hypotheses related to the differences
between internal and external audit in public institutions
for the future research. Note. COBIT 3.0 processes in
bold slightly changed their naming after update of the
framework to the version COBIT 4.1. COBIT 3.0 pro-
cesses underlined completely changed place or naming
in version COBIT 4.1.

Table 1 reflects the idea that auditing e-government
projects and programs should not be limited and re-
duced to some COBIT domains or CobiT standard pro-
cesses, such as PO10 (Project management) and PO11
(Quality management). Empirical data fully confirms
this hypothesis.

Updated e-government model. As ISACA presented
new versions of COBIT, the next step in our research
was to update EUROSAI WGITA methodology ac-
cordingly. The first update to the version COBIT 4.1 was
trivial (Table 1). However, COBITS introduced updated
approach to the artefacts of IT governance and manage-
ment. Furthermore, new EDM (Evaluate, Direct and
Monitor) domain of processes was introduced in this
version. The mapping of EUROSAI WGITA method-
ology keeps the same table format (Table 2).

However, COBITS is based on new principles — cov-
ering the enterprise End-to-end, Applying a Single, In-
tegrated Framework, and Enabling a Holistic Approach
— this upgrade allows full integration of COBITS5 to EU-
ROSAI WGIT e-government model. In this case the
Cube should be transformed to the rectangular cuboid
(the Cuboid), as one of the dimensions consists five lev-
els, corresponding to COBITS5 process groups — EDM,
APO, BAI, DSS, MEA (Fig. 3).

As we can see in Table 2, COBITS has a different
number of processes. But the most significant change is
related to the different problem — the groups of COBITS
domains correspond to the second and third dimension
of the Cube in EUROSAI WGITA methodology, but
the first dimension of the Cube was reshaped because
COBIT?3 also covers governance domains.

So, we have presentation of e-government audit in
the new Cuboid model, which segregates governance
and management processes. Consequently, IT auditors
could have theoretical background for the wider scope
of IT audits. This Cuboid can be tested in the future, as
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Fig. 3. Proposed model of e-government audit:

a — updated Cuboid of IT audit; b — correspondence of ele-
ments to a group of methods

soon as enough empirical data can be collected. So, it
can be a good methodological basis for the research in
the future.

Conclusions. In the article theoretical aspects of IT
audit in governmental institutions were analyzed with
regard to possibilities of IT audit model use. The verifi-
cation revealed that Cobit 3 IT audit model can be im-
plemented in IT audit analysis nowadays. During the
research the newer methodology of IT audit was taken
(Cobit 4.1) for this research and parallels with EURO-
SAI were drown. This action enabled to prove that the
Cube methodology may be adopted in the future for
higher versions of Cobit (e.g. Cobit 5.0).

Empirical research of EUROSAI WGIT revealed
that e-government audit is much wider than project
management and quality assurance processes (POI10
and POI11 in COBIT 3.0). Although this research con-
firmed that those processes in both institutions are still
the most frequent, it also identified other high risk pro-
cesses related to IT, such as risk and security manage-
ment (PO9 and DS5).

The article provides basis for the further development
of EUSOSAI WGIT e-government audit model to current
environment conditions following the full integration of
COBITS framework to the proposed methodology. In this
case, i.e. paying attention to COBITS principle — separa-
tion of IT governance domain from IT management do-
mains — we can transform the Cube to the Cuboid.

Moreover, as the research revealed some different
choices of internal and external auditors, there are new
possible areas for research of IT audit in public institu-
tions. Those areas could cover analysis of the differences
of internal and external auditors or subjective factors in
risk assessment at the initial stages of IT audit.
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Table 2
Cobit 5 mapped to the EUROSALI cube [15,17]
Domain COBIT 5 process (lS)trr(;thZriz) (O[f;rr(:t?gtlal) (Apﬁi/cla%on)
§ . EDMO1. Ensure governance framework setting and maintenance N/S
-S .*g g EDMO02. Ensure benefits delivery N/S
g § a EDMO03. Ensure risk optimization N/S
%3 :% ~ | EDMO04. Ensure resource optimization N/S
H EDMOS5. Ensure stakeholder transparency N/S
APOO1. Manage the IT management framework X
§ APOO02. Manage strategy X
< APOO03. Manage enterprise architecture X
% APO04. Manage innovation X
<Zt APOO05. Manage portfolio X
% APO06. Manage budget and costs X
&) APO07. Manage human resources X
<Zt APO08. Manage relationships X
é APO09. Manage service agreements X
A~ APO10. Manage suppliers X
% APOI11. Manage quality X
E APO12. Manage risk X
APOI13. Manage security X
BAIO1. Manage programs and projects X
a BAIO2. Manage requirements definition X
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8 LZL] BAIOS5. Manage organizational change enablement X
St) E BAI06. Manage changes X
e}" d BAIO7. Manage change acceptance and transitioning X
5 E BAI08. Manage knowledge X
- BAI09. Manage assets X
BAI10. Manage configuration X
_ | DSS01. Manage operations X
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§ é % MEAOQ2. Monitor, evaluate and assess the system of internal control X
z25% . —— .
= j » | MEAO3. Monitor, evaluate and assess compliance with external require- X
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Ananrania moaeii EUROSAI ITWG
s HoBoi cTpykrypu IT-aynura: npukiag
€JICKTPOHHOTO YpPsIy

B. Jlagioasiuiené, I. Aneniunac, I. Cabaiimime
BinpHIOCbKMIT TexHiUHUI YHiBepcuteT iMeHi [enmimiHaca,

M. BimpHioc, JlutBa, e-mail: vida.davidaviciene@vgtu.lt;
irmantas.aleliunas@vgtu.lt; jolanta.sabaityte@vgtu.lt

IHdopMmalltiiiHi it KoMyHiKalliiiHi TEXHOJOTil MaloTh
BUpIIIAJIbHUI BIJIMB Ha KOHKYPEHTOCIIPOMOXKHICTB
opranizailii. E¢deKkTuBHICTh y LILJIOMY, Ta OCOOJUBO Y
npoliecax YMpaBliHHS iH(bOpMallifHO-KOMYHiKalliii-
HUMMU TEXHOJIOTIIMU, € OMHUMH i3 KJTIOUYOBUX (HAKTOPiB
y CydyacHOMY CYCITiJIbCTBI It 6i3Heci. [TpoTe ycmix He ra-
PAHTYETHCSI OMHUM TiJIbKM BIPOBAIKEHHSIM HOBOI iH-
¢dopMaliitHoi cucteMu abo TEXHOJIOTIM, TIpU BIIPOBa-
JIKEHHI CUCTEMM OpraHi3allil CTUKAIOThCS 3 pUBUKAMMU.
Jnsg 3anmobiraHHs TakKUX PU3UKIB BUKOPUCTOBYETHCS
IT-ayouT K ogvH i3 Hag3BUYANHO BaXKJIMBUX iHCTPY-
MEHTIB.

Meta. OUiHUTH 3aCTOCYBaHHS iCHYIOUMX METOMO-
Jioriit IT-aynuty B nepxkaBHOMy cekTopi JIuTBu Ta €B-
pOIechbKO1 KOMicCil B TaHUA Yac i 3alpornoHyBaTH Io-
JIMIIEeHHS, SKILIO 11e HE0OXiaHO.

Metomuka. CucTeMaTUYHUI aHalli3 JiTepaTypwu,
MTOPIiBHSUTBHUI aHAaJIi3, CITOCTEPEXEHHS M CTPYKTYPO-
BaHUI aHaJli3 MpakTUKW ¥ Meromosoriii IT-aymuty.
U1 mepeBipKrA TEOPETUYHOI MOJENi eMMipuyHi JaHi
Oynu B39Ti 3 Buloi pesizifiHoi ycTtaHoBU JIUTBU It
Cny>x01 BHYTPILIHLOT'O ayauTy €BPONECHKOI KOMICii.

Pe3ynbTaTu. Anani3 IT-aynurty B ypsimoBUX YCTaHO-
Bax IOKa3aB, 110 Ha AaHWUil yac Mompenb IT-aymuty
Cobit 3 Moxe OyTu peajizoBaHa AJisl OibII eDEeKTUB-
Horo npouecy ayauty. Ilin yac mocnimkeHHs OyJia BU-
kopucTtaHa HoBa MetopoJioris IT-aynury (Cobit 4.1) i
napaneiab 3 EUROSAI Oyna npoBenena. EmmipuyHi
nocrimkeHHss EUROSAI WGIT nokaszanu, 1o ayaar
€JICKTPOHHOTO YPSIAy Habarato IIMpIie, HiXK IPOIeCH
YIIpaBJIiHHS TPOeKTaMU i 3a0e3reueHHs stkocTi (PO10
i PO11 B COBIT 3.0). OgHak 11e ZOCHimKEeHHS ITim-
TBEpAWIIO, 1110 Lii ITpolecu B 000X yCTaHOBAX SIK i paHi-
1lIe HaOIbII YacTo 3yCTPivaloThCs, ajie JOCTiIKEeHHS
TaKOX BMSBWIO iHIINI MPOLECH BHUCOKOIO PHU3UKY,
nos’s3aHi 3 I'T, Taki sIK ynpaBiiHHSI pu3MKaMu Ta 0e3-
nekolo (PO9 i DS5). Y poborti hopMyeThCst OCHOBA 15
MOJATBIIIOTO PO3BUTKY MOJENi ayAuTy €JeKTPOHHOIO
ypsiny EUSOSAI WGIT, 6epyun 10 yBaru yMOBU Ha-
BKOJIMIIHBOTO CE€peloBUIlIa, Mics MOBHOI iHTerparii
moaeni COBITS i3 3anmponoHOBaHOI METOAOJIOTIED.
Y mpoMy BUIIAmKy, 3BepTalOUM yBary Ha IIPWHIIAII
COBITS5 — posninenns noMmeny ypsmoux IT i toMeHiB
yrpaBiiHHA 1T — 3’IBIsIeThCST MOXIIMBICTh TpaHC(HOP-
myBatu Kyo y Cuboid. Binbll Toro, ocKibKM JOCITi-
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JIKEHHSI TI0KA3aJIo, 10 iCHYIOTh BiIMIHHOCTI MiXX BHY-
TPIIIHIMM # 30BHIIIHIMUA ayaIUTOpaMU, 3’SIBISTIOTHCS
HOBI MOXJIMBOCTI 11 nociimxkeHHs IT-aynuty B nep-
KaBHUX ycTtaHoBax. Lle Moxke OyTu aHaji3 BimMiHHOC-
Teil MixX BHYTPILLIHIMU ¥ 30BHILIHIMU ayaAuTOpaMu abo
aHaJi3 cy0’€KTMBHMX UMHHMKIB B OL[iHII PU3MKY Ha
novyaTkoBux etamnax ayauty IT.

Haykosa HoBusna. Hosa monens IT-aynuty B cuc-
TeMax eJEKTPOHHOTO ypsiTy MPOIMOHYETHCS Ha OCHOBI
metonosorii aynuty IT Cobit 4.1 i 1 mapaneneit 3
EUROSAI, nomnoBHEHOi yNpaBiiHHSIM pU3UKAMU U
oesriekoto (PO9 i DSS5). lle 3abe3neuye ocHOBY mJist
nopanbiioro po3sutky EUSOSAI WGIT wmopens
eJIEKTPOHHOTO YpsIAy MicJsl TIOBHOI iHTeTpallii OCHOBU
COBITS y 3anpornoHoBaHy METOIOJIOTIIO.

IIpakTyHa 3HAYMMICTb. YTIPOBAIKEHHS 3aIlIpOIIO-
HoBaHOi Mojeni IT-aynuty B eneKTpoOHHOMY ypsifi
MpuU3BeIe 10 CKOPOUECHHST KiOep3JIOUYMHHOCTI, OiNbII
CTPYKTYpPOBaHUX 1 ToJjimmeHux KepoBaHux IT-
MPOLIECiB B YPSIOBUX OpraHi3allisix BiAMlOBiTHO 10
OHOBJIEHUX BUMOT MeTonoJjorii ayauty IT.

Kmiouosi crnoBa: ayoum IT, memoou ayoumy, dep-
HCABHUI CeKmop, eaeKmpoHHull ypso, ynpaéninus IT,
oyinka IT-pusukis, modeasb ayoumy IT
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B. Jlasuoasuuuené, H. Aneauinac, 1. Cabaiimume
BunbHIOCKMIT TeXHUYECKUI yHUBEpCUTET UMeHU ['enuMuHa-
ca, r.BunbHioc, JIutea, e-mail: vida.davidaviciene@vgtu.It;
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MNHbopManmmoHHble 1 KOMMYHHMKAIIMOHHBIC TEX-
HOJIOTMY OKa3bIBAIOT PEIIaollee BIMSHUE HAa KOHKY-
PEHTOCITOCOOHOCTh opraHu3auu. DGGEeKTUBHOCTh B
1IeJIOM, U OCOOEHHO B Mpolieccax ynpasieHust uHhop-
MallMOHHO-KOMMYHUKAIIMOHHBIMUA ~ TE€XHOJIOTUSIMHU,
SIBJISIETCSI OOHUMHU U3 KITIOUEBBIX (PAKTOPOB B COBpE-
MEHHOM 001IecTBe M Ou3Hece. OgHAKO ycrnex He ra-
PaHTUPYETCSI OTHUM TOJIbKO BHEIPEHWEM HOBOI WH-
(opMaIIMOHHOM CUCTEMBI MJIN TEXHOJIOTUIA, TIPU BHE-
IPESHUU CUCTEMBl OPTraHW3allMU CTAIKWBAIOTCS C PU-
ckaMu. JIJIsh mpeIoTBpaIeHUST TAKNX PUCKOB UCIIONb-
3yercsa IT-aymuT Kak ogvH M3 Ype3BBIYATHO BasKHBIX
WHCTPYMEHTOB.

eab. O1nieHUTh TPUMEHEHHE CYIIIECCTBYIOIINX Me-
tomojoruit IT-aymura B rocymapCTBEHHOM CEKTOpE
JIuteel m EBporieiickoiit KoMUCcCUY B HACTOSIIIEE BpeMs
W MPEUIOXUTD YIYUIIEHUS, €CJIU 3TO HEOOXOAUMO.

Metoauka. CrcreMaTUYeCKUiA aHaJU3 JINTEpaTy-
DB, CpaBHUTEJBHBIN aHAJIN3, HAOIONEHNE U CTPYKTY-
PUPOBAaHHBIN aHAINU3 TPAKTUKUA W MeTomonoruii I1T-
aymuta. [ mpoBepKy TeOPETUIESCKON MOIETA SMITH-
pUYecKre JaHHbBIe OBUTM B3SITH M3 BrIcimero peBu3m-
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oHHOTO yupexaeHus: JInTebl 1 Ciry>kObl BHYTPEHHETO
aynuta EBporneiickoil KOMUCCUU.

PesyabraTel. AHanu3 [ T-aynura B npaBUTENbCTBEH-
HBIX YYPEXICHUSX ITOKa3all, YTO B HACTOSILEE BPEMs
mogenb IT-aynuta Cobit 3 MoxeT OBITH peain3oBaHa
s 6osee 3¢ ekTUBHOro nmpoluecca ayaurta. Bo Bpems
HCcClieoBaHMS Obla MCIOJb30BaHAa HOBAasl METOAOJIO-
rus IT-aynura (Cobit 4.1) u mapamtens ¢ EUROSAI
ObUta TpoBeneHa. OMIUPUYECKUE UCCIECIO0BAHUS
EUROSAI WGIT nokasanu, 4To ayIuT 3J€KTPOHHOTO
MIPaBUTEIECTBA HAMHOTO IIIHMPE, YeM IIPOLIECCHI YIIPaB-
JieHus TipoekTamu u obecrieueHust kauectsa (PO10 u
PO11 B COBIT 3.0). OnHako 3To MccexoBaHUe TTOI-
TBEPAWJIO, YTO 3TU IIPOIIECCHl B O0OMX YUPEXKICHMSIX
IO-TIpEXXHEMY HauOoJjIiee YacTO BCTPEYAIOTCS, HO MC-
CJIeI0BaHVE TAKXKE BBIABUIIO APYTU€ MPOLIECCHl BLICO-
KOro pucka, cBg3aHHble ¢ IT, Takue Kak yrpaBiieHUe
puckamu u 6e3onacHoctbio (PO9 u DSS5). B pabote
opmupyeTcst ocHOBA [JIs1 NaJIbHEMIIIEro pa3BUTUS MO-
JIesId ayauTa aeKTpoHHoro npasutebcTBa EUSOSAIL
WGIT, npuHuMasi BO BHUMaHUE YCJIOBUSI OKpYXkKalo-
el cpenbl, TOCHe IOJHOW WHTErpalud MOMAeIu
COBITS5 ¢ npennaraemoii MmetonoJioruei. B atom ciy-
yae, obpamast BHumanue Ha mpuHiun COBITS — pa3-
IeJeHre JOMEHA IpaBUTEIbCTBeHHBIX [T OoT moMeHOB
yopasienuss [T — mosiBisieTcs BO3MOXHOCTh TpPaHC-
dopmuposath Kydo B Cuboid. bojnee Toro, mockoyibKy
HCCIIeAOBAaHME TOKA3aJ0, YTO CYIIECTBYIOT Pa3IMIMS
MEXIy BHYTPEHHUMM Y BHEUTHUMU ayauTOpaMu, Io-
SIBJISTFOTCSI HOBbIE BOBMOXHOCTH IJIs1 uccienoBanus I'T-
ayauTa B TOCYAapCTBEHHBIX YUPEXICHUSIX. DTO MOXET
OBITh aHAJIN3 PA3TMINA MEXIY BHYTPEHHUMU W BHEIII-
HUMH ayIATOpPaMU WA aHAJIN3 CYOBEKTUBHBIX (haKTO-
POB B OlLIEHKE pMCKa Ha HayaJbHbIX 3Tanax ayaurta IT.

Hayunas noBuszna. Hosag moznens IT-ayauta B cu-
CcTeMax 3JICKTPOHHOTO IIPAaBUTENIbCTBA IIpEHJIaracTcsI
Ha ocHoBe MeTonojyiorun ayauta I'T Cobuit 4.1 1 ee na-
pamneneit ¢ EUROSAI, mormojiHeHHOI yIipaBieHUEM
puckamu u 6e3omacHocThio (PO9 1 DS5). B0 obecme-
YUBaeT OCHOBY IS nanbHeiero passutuss EUSOSAI
WGIT Mopaenab 371eKTpOHHOTO TIpaBUTENILCTBA ITOCIE
nojHoil uHTerpauu ocHoBel COBITS B mpennarae-
MYI0 METOJIOJIOTHIO.

IIpakTiyeckas 3HaUMMOCTh. BHeapeHuMe npeaiarae-
Mot monenu IT-ayauTta B 37€KTPOHHOM IpPaBUTENb-
CTBE TPUBENET K COKPAUIEHUI0 KUOEPIPEeCTYITHOCTH,
0oJree CTPYKTYPUPOBAHHBIX M YIIYUIIIEHHEIX YITpaBIIse-
MbIX [T-TIpolieccoB B MpaBUTEILCTBEHHBIX OpPTaHM3a-
LIWSIX B COOTBETCTBUH C OOHOBJICHHBIMU TPEOOBAHUS-
mu Metogoaoruii aynuta IT.

KmoueBbie cioBa: ayoum IT, memoodet ayduma, eocy-
dapcmeeHHblil CeKmop, 31eKMpPOHHOe NPAsUMenbCcmeo,
ynpaenenue IT, ouenxa IT-puckos, modeas ayouma IT
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